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Abstract

Preparing university students to build privacy-preserving sys-
tems requires preparing them to design around societal con-
texts and stakeholders. While legislation such as GDPR and
CCPA provide regulatory frameworks for such design, discus-
sions of privacy and stakeholder values can be fairly abstract
for students. From an educational perspective, teaching ab-
stract concepts such as the “right to be forgotten” in the con-
crete context of technical implementation can help students
grapple with what these concepts mean in practice.

This paper proposes a framework for designing technical
assignments that ask students to resolve tensions between
conflicting stakeholders while implementing a specific tech-
nical feature. We describe a privacy-facing assignment for a
second-year introductory computer systems course, and ex-
plore its efficacy. We find that students make different design
choices and implement for different values based on the spe-
cific stakeholder conflict with which they work. We also find
that the assignment design engages students in thinking about
how abstract values affect technical design decisions in the
context of privacy.

1 Introduction

Designers of software systems must navigate design and im-
plementation decisions that consider privacy and related val-
ues. These concerns may be inherent, or come about as a
result of regulations such as GDPR [17] and CCPA [7]. Mak-
ing decisions requires negotiating among competing values,
such as personal privacy versus public good or the boundaries
of free speech. From an educational perspective, we want
students to grapple with the tensions that underlie the design
of privacy-facing features. We could ask students to read the
GDPR and answer questions about its requirements, but that is
unlikely to help students make design tradeoffs related to pri-
vacy and data protection in practice. We believe that it is more
important for students to develop a general understanding of
what is at stake in making decisions about user privacy than to
teach them the specifics of current privacy-facing regulations,
which are almost guaranteed to evolve over time.

In recent years, we have given assignments that asked our
second-year university students to read and reflect on the
implications of privacy regulations like the GDPR. The sub-
mitted work was unsatisfactory: student answers tended to be
shallow, perhaps dashed off quickly as students turned their
attention to what they felt was more relevant technical work.
In 2023, we experimented with a novel assignment design
in which students had to design and implement a privacy-
facing feature motivated by “right to be forgotten” clauses
common in privacy regulations. To highlight the design ten-
sions, students had to justify their approach in the context of
a concrete pair of stakeholders with conflicting goals for how
the feature would behave. The stakeholder pairs grounded
the seemingly technical implementation task in the kinds of
real-world tensions between user needs and preferences that
system developers must navigate. We designed the pairs such
that no implementation would satisfy the privacy-related con-
cerns of both parties, as we wanted students to appreciate that
privacy-facing decisions are complex and messy.

This paper describes our stakeholder assignment frame-
work and analyzes its use in a specific assignment on manag-
ing the “right to be forgotten” in a social media system. Our
analysis explores the design decisions that students made and
how those varied with specific stakeholders. We describe the
values that students invoked when justifying their decisions
(such as freedom of speech, data ownership, or technical feasi-
bility) and which values students saw as being in tension. We
report on the aspects of privacy that our students referenced,
partly as a way to understand additional topics that might
need coverage in our course or curriculum.

The contributions of the paper are:

1. the stakeholder assignment framework itself;

2. our research-based analysis of how it worked for teach-

ing about privacy; and

3. our observations of the nuances that (at least our) stu-

dents bring to thinking about the “right to be forgotten”
in a social media context.
Our work highlights the pedagogic value of intertwining tech-
nical tasks with learning about societal or regulatory concerns.
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2 Related Work

Multiple perspectives exist on how to define privacy [13]. In
this work, we don’t promote any specific definition. Instead,
we draw on a variety of approaches for understanding and jus-
tifying privacy-related claims which help to explain common
controversies around data protection, making them relatable
to computer science students as part of a technical assign-
ment. One key controversy relates to the foundations of what
gives privacy value in the first place: whether it is intrinsically
valuable and requires no grounding in other values [26], or
whether it is merely instrumental [18]. Instrumental justifica-
tions for privacy invoke a variety of other values and public
goods which privacy protects or promotes. Those range from
autonomy [19] and the capacity for personal development [22]
to dignity [1] and bodily security [25]. Privacy is also consid-
ered a material precondition of democracy through providing
protected spaces for developing a range of opinions and posi-
tions [10]. For our project, we designed opposing stakeholder
pairs, where one stakeholder’s concerns reflect one or several
of these values. The other stakeholder’s concerns were rooted
in values considered in tension with privacy [15], such as
public accountability or freedom of expression.

Our work is not about teaching people to protect their pri-
vacy [8,20], but rather on teaching future technologists how to
think through conflicting values when designing for privacy.
Previous work shows that computer science students often
fail to think to build privacy into projects (as do professional
developers!). In one recent study [23], Tahaei et al. asked
20 CS students to describe how they would design a simple
mobile app; despite many students having prior coursework in
security, privacy features were absent from their designs. Such
concerns apply more generally to value-centered topics, in-
cluding accessibility, even with professional developers [27].
Tang et al. propose activities based on ideation cards to make
privacy decisions more actionable for software developers
[24]. Our stakeholder framework generalizes beyond teaching
privacy and is intended for use across multiple assignments
to help students develop long-term skills in reasoning about
values and applying them to technical choices. From this edu-
cational perspective, frameworks like Privacy by Design [6]
also focus on goals that differ from ours.

Stakeholder-based activities have often been proposed as a
way to engage students in values-based design. The ImpactCS
framework [14] was one of the earliest such approaches: it had
students explore technical issues through the lens of values but
did not have students actually implement a technical feature
while considering those values. The more recent Embedded
EthiCS project [11] develops case studies that deploy within
technical courses, but these also do not weave deeply into
implementation-based assignments. Our approach is unique
in putting specific stakeholders in specific conflicts that result
in unresolvable design decisions for a feature that students
have to implement. We believe this combination of features is

essential for getting technically-oriented students to critically
apply values-based reasoning to system building.

Kohno et al. presented a framework to guide ethical rea-
soning in the context of security-related decisions [12]. Their
work supports having conversations about ethics through dif-
ferent philosophical lenses. Their focus is on arriving at a
decision, whereas ours is to help students connect values-
based tensions with implementation choices during the earlier
years of a university education. A guide such as theirs might
be more useful after a student has learned to connect value
tensions and technical decisions through work such as ours.

Studies have explored how university students perceive so-
cial media privacy from a user perspective [21]. We expect
that such experiences might impact how students make de-
sign choices, but wrestling with personal privacy behavior
is fundamentally different from deciding how to implement
privacy-facing features for others.

3 Our Learning Goals for Teaching Privacy

Conceptually, privacy is a value that is commonly cited as the
rationale and yardstick for determining which data protection
measures are adequate or desirable. Our first goal is to help
students recognize and understand the different facets of
privacy and appreciate the fact that those interpretations of
the value of privacy are contentious (cf. Section 2).

In the context of courses for computer scientists, privacy
is often a broad term that can include topics such as cryp-
tography, regulation, and related security mechanisms. Our
work takes a narrower focus, contextualized to the design
and implementation of specific systems with privacy-facing
components. In practice, the function privacy performs—the
goods it protects, the harms it prevents, the capabilities it
enables—is context-specific. In order to make implementa-
tion choices appropriate for a specific context, students must
be able to reason and make nuanced judgments about the
concrete value of shielding and revealing personal data in
that context. For example, privacy claims may shield individ-
uals from scrutiny where transparency and accountability are
called for as well; they may conflict with notions of justice
and threaten the integrity of public records for researchers and
historians. If we are to train students to design with privacy
in mind, they need to identify these tensions and justify their
decisions on how to navigate them.

Beyond teaching students to reason competently about the
nuances of privacy as a concept, our second goal is to enable
them to translate their reasoning to concrete technical
decisions they make as engineers. To that end, they must
recognize how different technical implementation choices
available to them relate to different aspects of privacy and to
what extent they satisfy their interpretation and their judgment
on the trade-offs with other related values.

These two learning goals go hand in hand: in order to make
competent technical choices, students must make competent
judgments on how to interpret privacy in the broader context
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of a technical application and its real-world context. We came
up with a new approach because we made multiple unsuc-
cessful attempts to design assignments that would meet these
goals while adequately engaging students in the non-technical
side of such work. The result is a framework for designing
assignments that deeply intertwine discussing value-rich con-
cepts with the technical implementation work that students
(for better or worse) associate with computer science courses.

4 A Stakeholder Framework for Designing
Technical Assignments

How can we engage computer science undergraduate students
in understanding privacy and its tradeoffs? Computer science
students are, unsurprisingly, focused on learning computer
science. An assignment or abstract discussion about the values
underlying privacy runs the risk of appearing unrelated to the
technical skills that students expect to practice in computer
science courses. This is less an issue of students being closed-
minded and more a reflection of well-understood principles
of education and learning: learners need to see ideas in the
context in which they are expected to use them [9].

We propose a high-level framework for designing assign-
ments that engage computing students in connecting technical
and value-based concepts. The key objective of the framework
is to make abstract value-laden concepts tangible and relevant
to concrete technical decisions.

Under this framework, a value-enhanced technical assign-
ment has the following components:

1. A technical problem that students perceive as relevant
to their studies, independent of any consideration of a
value-based component.

2. A specific value (such as privacy) that would be exer-
cised or impacted in a real-world version of the technical
assignment.

3. Background information that might be needed to un-
derstand the value in a technical context.

4. Two or more concrete scenarios in which pairs of stake-
holders hold conflicting views of how the technical
artifact under design should express the value.

The stakeholder conflicts represent different interpretations
of the value and related concepts in a concrete and tangible
way, making it easier for students to recognize their relevance
and relate them to the technical choices they face.

The assignment itself asks students to design and/or imple-
ment a solution to the technical problem while weighing the
conflicting concerns of the stakeholder pairs. Students must
describe the design, discuss how it does—or does not—satisfy
each stakeholder’s goals, justify their decision based on their
understanding of the value, and implement their design.

4.1 Skills Within a Stakeholder Assignment

A stakeholder assignment requires students to engage five
separate skills:

1. detecting the nature of the concrete conflict (e.g., pro-
tecting a home address versus enabling research);

2. abstracting the conflict to the higher-level values or
principles that are in play (e.g., personal privacy ver-
sus public interest in preserving the historical record for
research);

3. justifying a technical decision in terms of the values or
principles (e.g., redacting the username in posts is a way
to protect personal information);

4. choosing how to implement that technical decision in
a concrete system, when the data structures, APIs, or
resource constraints may not fully support the chosen
strategy (e.g., there’s no easy way to scan all posts that
might contain leaked sensitive information); and

5. recognizing and articulating the limitations of the cho-
sen strategy (e.g., redacting usernames in posts doesn’t
protect privacy all that much if the user’s identity can be
reconstructed through contextual information).

The first skill is a form of reading comprehension; students
who take the assignment seriously should demonstrate this
with ease. The second skill should be largely straightforward
for students who have been exposed to the scenario topic
as part of their daily lives. The remaining skills are more
interesting. The third skill gets to justifying technical design
choices, which is a key professional skill in and of itself. Our
approach is rooted in the assumption that computing students
do need to learn to think and communicate beyond the level
of code, but often are not required to do so.

In the fourth and fifth skills, students must confront the nuts
and bolts of how societal constraints interact with building
computational systems. Ideally, this is where students would
confront that the data structures, APIs, and algorithms in a
system influence what sorts of policies are feasible to imple-
ment at all. We hope that with repeated exposure to activities
like this, students would develop strong skills for building
robust, fair, and privacy-preserving socio-technical systems.

5 Assignment: Right to Be Forgotten

Our study explores a specific instance of the stakeholder
framework. The technical component of this assignment
was to implement a privacy-compliant key-value store de-
signed to back a social network (similar to TAO [4] and mem-
cached [16] at Facebook). Students had to implement a func-
tion to delete information from a social media system inspired
by the GDPR’s clauses on “Right to Erasure” (aka, “Right to
be Forgotten”, Article 17) and “Right of Access by the Data
Subject” (Article 15). Figure | provides an overview of the
assignment, as well as the collection of key-value pairs that
comprise the system (the full handout is at the link in the
Open Science section, section 12).

Details of The Technical Problem. Students had to imple-
ment a function called GDPRDelete with the signature:

bool GDPRDelete (std::string& user_id);
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You’ll be working with a specialized key-value store for a new
social media platform, Tweeter. On Tweeter, users can choose
their usernames, write posts that appear on their profiles, and
respond to other users’ posts (which appear on both users’
profiles). Tweeter has users who are in the EU, so it must
comply with the GDPR’s right to access and the right to
be forgotten. In Tweeter’s database, there are five kinds of
key-value pairs:

Key Value Pair Structure | Example Return Value

“user_14" — “malte”
“post_59” — “Hello,

user_id — username

post_id — post content

Tweeter!”
all_users — “ .
comma-separated list of all_users” —
. p “user_13,user_14,user_160,”
user_ids

user_id_posts —
comma-separated list of
post_ids that user has
posted

“user_14_posts” —
“post_59,post_1,"

post_id_replies —
comma-separated list of
post_ids that respond to
post

“post_59_replies” —
“post_60,post_61"

Even though there can be multiple users with the same user-
names, every user_ 1d is unique. The same goes for posts:
even though there can be multiple posts with the same text,
every post has a unique post_1id.

You’re in charge of making a decision on how to handle a
particular user’s request to exercise their right to access and
their right to be forgotten.

Figure 1: Assignment excerpt showing key details

The function receives a single argument, which is the user ID
of the data subject who is invoking the right to erasure. The
function could use this argument to look up data related to
the data subject in the key-value store (KVStore), or to find
the user’s identifier (e.g., “user_1") in other data.

The function does not receive information about the context
in which the deletion happens (e.g., what other users’ data
the data subject might want to delete, or what the other users’
views on this are). Students could extend the KV Store with
auxiliary metadata that captures relevant context (e.g., special
key-value pairs that indicate users who are of special interest,
such as public figures), and have their GDPRDelete draw on
this data. Using such metadata was not a requirement.

We told students that there are many potential implemen-
tations for GDPRDelete, with no hidden “right answer” for
them to discover. Importantly, we did not expect them to come
up with decisions that were actually GDPR-compliant, but

merely to for their decisions to reflect a reasonable interpreta-
tion of their conflicting stakeholders’ concerns. Students had
to implement some sort of deletion in response to the user
request (their implementation couldn’t just ignore or reject the
request), even though their implementation might not satisfy
all parties; we designed the pairs such that there was no way
to satisfy everyone. Students submitted a written description
of their design, answering the following questions:

1. “Who was your stakeholder pair? (<1 sentence)”

2. “What kind of delete did you implement and why? Ex-
plain your decisions as if you were reporting to an ethi-
cal auditor who will determine whether your design is
justified. Highlight and explain what you think is the
most compelling reason that supports the specific kind
of deletion you’ve implemented (1-2 short paragraphs)”

3. “What are the shortcomings of your implementation?
Who are some short term and/or long term stakeholders
(beyond the ones we’ve asked you to consider) who
could be adversely affected by your decision? (1-2 short
paragraphs)”

4. “How might your approach to this assignment change if
you were asked to consider the interests of other stake-
holders not mentioned in the scenario? (1-2 short para-
graphs)”

Background information. We gave students links to the
GDPR and CCPA, to refer to as needed to provide background
information on the concept of a “right to be forgotten”.

Stakeholder pairs. The assignment included five stake-
holder pairs, shown in Figure 2. Each student was randomly
assigned to design against one pair, but had to discuss their
design in the context of some others (of their choosing) as part
of a written response (see question 4 above). The Kirby pair
concerned a congressperson with regrettable posts from their
college days versus a citizen-advocacy group. The Breisand
pair concerned a celebrity whose personal information was
leaked online versus a researcher who studied her appeal. The
Blimp pair concerned divorced spouses with a prior financial
dispute. The Yoline pair concerned a film celebrity who had
made an insensitive post versus a vengeful ex-spouse and a
fan group. The Bleat pair concerned a collegiate athlete who
was accused (but not charged) of sexual harassment versus a
group working to improve campus climate.

The pairs were chosen to highlight specific values which
(instrumentally) justify claims to privacy, such as physical
safety (Breisand), the ability to redefine oneself and move be-
yond one’s past views and actions (Kirby, Blimp), and the abil-
ity to protect one’s reputation (Kirby, Yoline, Blimp, Bleat).
The pairs put these in tension with competing values such
as preservation for research and the integrity of historical
records for public and private figures (Breisand, Blimp), trans-
parency and accountability (Kirby, Yoline, Blimp), as well as
questions around the presumption of innocence (Bleat). The
stakeholder pairs were designed such that some of the value
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conflicts involved well-known individuals who are already
in the public eye, while others focused on ordinary people.
We did this in order to prompt students reflect on whether
individuals’ claims to privacy and competing values differs
depending on their public status. Section 7.1 reports on how
students perceived the tensions within the pairs.

Grading. Grades were based on both the implementation
and the analysis in the written response. The implementation
had to match the written description (both in the code design
and in the actual behavior when running the program). Writ-
ten description grades considered whether students provided
a comprehensive assessment of the context and competing
claims, a clear justification of their design decisions against
the assessment, and whether competing claims were weighed
in a nuanced way. Specifically, students were told:

“A good response identifies the legitimate claims
that each stakeholder may have, explains why those
claims are important, and compares the importance
of both claims. It provides concrete reasons for
(fully or partially) prioritizing or rejecting individ-
ual stakeholders’ claims and how those trade-offs
are reflected in the chosen implementation of the
right to be forgotten. A good response, importantly,
also touches upon the limitations of those choices.”

The grades themselves do not add interesting context to our
analysis, so we don’t discuss them further. What students
were told to expect about grading is relevant, however, for
understanding students’ approach to the assignment.

6 Research Design and Methods

This assignment was given in a second-year (sophomore level)
introduction to systems course at a highly-selective university
in the USA. Most students were in their first or second year
(freshmen or sophomores), and nearly all were majoring in
Computer Science (or perhaps Engineering). The assignment
came towards the end of the course. The data in this paper
are from the Spring 2023 offering, which had 230 students
(of which data from 100 were analyzed for this paper). The
course instructor is one of the authors on this paper. Different
authors designed the stakeholder framework, and a third sub-
set analyzed the data. IRB and ethics procedures (e.g., student
consent to being quoted) are described in Section 1 1.

6.1 Research Questions

Our research questions explore students’ work relative to the
learning goals presented in Section 5 as well as the general
skills described in Section 4.1. In addition, we were curious
whether students would indeed implement different deletion
strategies for different stakeholder pairs, which would indicate
that the design was effective at getting at the interaction be-
tween system design and societal constraints. To that end, this
experiment centered around the following research questions:

RQ1 To what extent did students exhibit the skills associated
with stakeholder assignments (as defined in Section 4.1)?

RQ2 How did students’ approaches to implement deletion
vary across stakeholder pairs?

RQ3 How do students appear to understand privacy based on
how they justify their decisions?

For RQ1, Section 7 presents our analysis, organized around
the concrete skills from Section 4.1. We address RQ2 specifi-
cally in Section 7.2, and RQ3 in Section 8.

6.2 Analysis Methods

The course instructor anonymized students’ assignment sub-
missions before sharing them with the analysis team. That
team uploaded students’ de-identified responses into AT-
LAS.ti and proceeded to do manual (as opposed to Al-
assisted) thematic analysis [3] on the data. Two of the authors
read samples of the student responses and developed initial
codes. These same two authors then randomly selected 20
students who had worked with each pair (for 100 students to-
tal) and coded the remaining data together. We chose to code
together rather than to do separate coding with inter-rater re-
liability due to this being the first time we had worked with
data from such an assignment, which led to rapid evolution
of the codebook. Our codebook has more than 280 low-level
codes across 10 high-level categories (the complete list of
categories and codes appears in Appendix A'):

» Implementation: Actions students took on elements of
the Tweeter data stored, such as deleting, obfuscating, or
anonymizing (supports skills 3 and 4).

Tension: Values or ideas students identified as conflicting

with one another in their justifications, either explicitly

or implicitly (supports skills 1, 2, and 3).

* Values: Values or ideas that students mentioned in justify-
ing their implementation, but that had not been described
as in tension with other values or ideas. These tags apply
to all mentions of a value, whether endorsed, rejected, or
just referenced (supports skills 2 and 3).

» Implementation Changes: Categories of changes stu-

dents would make to their implementation given a dif-

ferent stakeholder pair or more time, resources, or skill

(supports skill 4).

Privacy: Tags applied based on students’ descriptions

of what privacy looks like or entails, e.g., “physical

safety,” “social media anonymity,” or “avoiding repu-
tational harm” (supports RQ3).

Privacy Spectrum: Tags applied based on whether the

students’ belief in privacy and implementation privacy

were contextual or absolute (supports RQ3).

Limitations: Tags applied based on a subset of the imple-

mentation limitations identified by students, namely their

!a more detailed version of the codebook is on the project website: https:

//responsible.cs.brown.edu/research/stakeholder.html
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Data Subject: Congressperson Kirby is currently the
elected congressperson for Rhode Island’s first district and
is running for reelection in the current election cycle. Re-
cently, some of their tweets from when they were in college
have resurfaced. These tweets were written 10 years ago
concerning a pandemic that occurred at the time. While
the congressperson has issued apologies, this has not been
enough to stop the ongoing discourse from users all across
the political spectrum. Because of this, the congressperson
has made a request to exercise their right to be forgotten.
They wish to delete their account, which they hope will
delete their original tweets and related public discourse
(other users quoting or rewording the original posts) about
the controversy.

Opposing stakeholder: The Freedom House Advocacy
Group is concerned with government accountability and
transparency. They oppose Kirby’s attempt to remove evi-
dence of their controversy from the past.

Data Subject: Sarsra Breisand is an American singer, ac-
tress and director. With a career spanning over six decades,
she has achieved success in multiple fields of entertain-
ment, and is among the few performers awarded an Emmy,
Grammy, Oscar, and Tony (EGOT). Recently, a paparazzi
reporter leaked information about where Sarsra Breisand
lives. Despite her attempts to hide this information, she
draws more attention to this leaked information. As a des-
perate final attempt to protect her privacy, Sarsra has made
a request to exercise her right to be forgotten and delete
her account. Sarsra understands that this will erase her so-
cial media profile, but hopes that this will put an end to the
interest in her whereabouts.

Opposing stakeholder: Beth Abraham is a historian who
has begun studying what she has named the Breisand Effect.
She has released several research papers on this psychologi-
cal and sociological phenomenon and is in the process of
writing another.

Data Subject: Frank Blimp is a recent divorcee who doesn’t
have custody of his child from the marriage. Falling into
hard times, Frank missed a couple of child support payments,
for which his ex-wife, Marge, has called him out on Tweeter.
Even though both Frank and Marge have private accounts,
these posts are visible to Frank’s friends and family. Since
this

tweet, Frank has been able to repay the missed payments and
is financially stable enough to continue making future pay-
ments. He’s asked Marge to take down her tweets shaming
him, but she has refused. Frank now requests his data to be
erased in the hope that this will also make posts mentioning
him disappear.

Opposing stakeholder: Marge Blimp is Frank’s ex-wife
who has main custody of their child. After he had missed
multiple child support payments, she resorted to using
Tweeter to call him out. She wants others to be aware of
Frank’s past behavior.

Data Subject: Angel Yoline is an up-and-coming actress
who is excitedly promoting her new film on Tweeter. How-
ever, a while ago she posted views on Tweeter that charac-
terize working class people in a negative light. Her former
partner, Brad Schmidt, has recently highlighted these prob-
lematic views as a means of getting revenge on Angel. She
now wishes for her own post, Brad’s post, and the public
discourse about the controversy to be deleted.

Opposing stakeholder: Film enthusiasts have been ex-
cited about the new film that Angel Yoline is starring in.
When an account exposes something that Angel Yoline said
about working class people, there is a surge of new posts
discussing her controversial opinions.

Data Subject: Matt Bleat is a senior in high school who
has just committed to an Ivy League University after be-
ing recruited to their track and field team. Recently, there
have been posts from Matt’s high school classmates calling
attention to former allegations against Matt for sexual ha-
rassment. The school determined that there was insufficient
evidence to support those allegations and declined to take
further action. Matt invokes the right to erasure, expecting
that it will remove his posts, but also remove posts that
mention hashtags related to the controversy.

Opposing stakeholder: The Center for Changing Our Cam-
pus Culture believe that posts highlighting the allegations
against Matt should remain on Tweeter, and Matt should be
prepared to deal with the possibility that the university could
discover his tweet and rescind their offer of admission.

Figure 2: The five stakeholder pairs. Each has a data subject and an opposing stakeholder.
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lack of ability to perform a complete deletion (supports
skill 5).

* Stakeholders: Tags applied when students discussed non-
human third-party stakeholders or facets of Tweeter itself
as a stakeholder, indicating considerable depth of con-
sideration in the stakeholder analysis section (supports
skills 4 and 5).

e Public Figures: Tags applied when students ar-
gued that public figures (either celebrities, public ser-
vants/politicians, or public figures in general) should be
handled differently when deleting Tweeter data (supports
skill 3 and RQ3).

» Second-order Effects: Tags applied when students identi-
fied a second-order effect of their implementation (sup-
ports skills 3 and 5).

The code count is high because we tried to respect students’
wording nuances. For example, there are separate values codes
for “societal good” and “societal progress”, as well as separate
codes for “journalism”, “research”, and “preserving content”.
Tensions are pairs of values, leading to explosion in those
code counts. For analysis, we focused on specific collections
of codes, as described in Section 6.2.

We produced charts and summary statistics on codes using
a combination of built-in features of ATLAS.ti and Google
Sheets (after extracting the coded data to CSV). The two
authors in charge of analysis reviewed each other’s scripts
and generated results to check for accuracy.

7 Evidence of Skill Development (RQ1)

We now review the skill development that the framework
design is intended to support (from Section 4.1).

7.1 Identifying Tensions and Factors (Skills 1 and 2)

Figure 3 shows the values that students mentioned as being
in tension when describing their implementations (due to the
large numbers of individual tension: X-vs.-Y codes as shown
in Appendix A, we show the high-level values without the
specific contrasting value). As we had hoped, students raised
different values across the pairs. The profile for Breisand (the
singer with a leaked address) particularly stands out for its
differences relative to the other pairs.

Figure 3 captures only those values that students explicitly
placed in tension with another value when describing their
implementations. Some students mentioned values without
explicitly putting them in tension (despite the assignment
instructions). Others raised other values or tensions when de-
scribing the shortcomings of their work or how things would
change if they were asked to implement towards a different
stakeholder pair. Figure 4 shows values that students raised
in any part of the assignment, whether individually or in ten-
sion. Even there, the Breisand profile differs from the others.
Certain values and ideas are also more strongly tied to some
pairs (such as Accountability for Congressperson Kirby) or
the low public interest in the Blimp family dispute.

Skill Summary. These two charts indicate that the stake-
holder pairs influence students’ thinking about when to honor
a stakeholder’s request to delete information from Tweeter.
Overall, 89 (out of 100) students demonstrated the ability to
detect the concrete conflict (skill 1). The other 11 did not
put any values in tension when discussing their implemen-
tation (3 Kirby, 1 Breisand, 2 Yoline, 3 Blimp, and 2 Bleat).
Fewer students than we had hoped, however, abstracted to
the higher-level principles that we might have liked to see
(skill 2). Across the pairs, 24 students cited only vague ten-
sions like “Right to Delete vs. Free Speech”; the other 76,
in contrast, raised values such as accountability, reputational
harm, who controls data, and public discourse, aligning more
closely with our hopes for skill 2.

7.2 Deletion Decisions (Skills 3 and 4, RQ2)

In the 2022 offering of the course—before we included stake-
holder pairs—11 students (out of 121) did an optional as-
signment to implement GDPRDelete. Of those, one student
deleted the posts but left the user_id intact, six deleted the
user_id and left the posts intact, and four deleted both posts
and user_id. These simple approaches showed little engage-
ment with nuances of privacy.

In contrast, the students who worked with the stakeholder
pairs pursued more nuanced approaches. Figure 5 summarizes
how students’ decisions about what to delete varied across the
pairs. For each pair, the majority of students deleted the post
as requested by the primary stakeholder, though this was least
frequent in the case of Congressperson Kirby. Students were
least likely to delete the stakeholder’s ID from the system
in the case of actress Yoline. Students were most willing
to delete replies to the original post for Breisand’s leaked
address case, and least willing for the Congressperson. Nearly
every student (with a single exception for some pairs) who
didn’t delete posts, IDs, or replies instead tried to obfuscate
the offending contents by anonymizing names or replacing
content with “redacted content” messages.

The differences in approaches across pairs suggests that the
stakeholder framing succeeds at getting students to consider
how technical decisions interact with contextual nuances. This
was a major high-level goal of this assignment.

Students’ justifications for their implementations raised
various nuances. One student who worked on the Breisand
pair remarked:

“This was an especially tricky pair to grapple with,
because most of the content that Breisand would
probably want to delete was content that came
from other accounts (people leaking her address). I
ended up just opting to delete her profile itself, as
that’s what she asked for specifically so as not to
draw attention to herself. However, I did not decide
to delete her posts, as she didn’t explicitly request
that and I assume that, although they would still be
stored in the database, they wouldn’t be publicly
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Values explicitly in tension across pairs

B Congressperson who regrets a comment (Kirby) B Singer with leaked address (Breisand)
Actress with insensitive comment (Yoline) B Divorcee behind on payments (Blimp)
W High School Student accused of sexual assault (Bleat)

15

10

L.

Accountability Free Speech Public

Physical

Research Privacy Control of Data

Figure 3: Concepts noted as in tension within each stakeholder pair.

viewable as there is no longer a profile for them
to be attached to. However, they would still exist
somewhere in Tweeter’s database so that they might
be accessible to the journalist for her research at a
later time.”

This student notes the tension between Breisand’s request and
the data of concern being owned by another user. The student
chooses to not delete the delete the concerning post, citing
both a technicality (“she didn’t explicitly request that”), and
that the approach achieves the desired effect (“they wouldn’t
be publicly viewable”). The solution also preserves potential
access for the researcher (termed “journalist” by the student)
because the posts remain in the database.

Students who worked on the divorced spouses (Blimp) case
generally saw it as a tension between one’s right to delete
or control their own data and free speech. Many students
sympathized with Frank, sometimes wrestling with how to
create a general policy while being fair to him, e.g.:

“While I personally stand with Frank, giving Frank
the power to delete another person’s post—even if
he is mentioned in it—could have dangerous ramifi-
cations.”

Fourteen students discussed wanting to let Frank preserve his
dignity or avoid reputational harm, especially since the issue
appeared to be in the past. Unsurprisingly, these issues are
not raised in the Breisand case. Curiously, three students cited
preservation of the historical record as a reason to preserve
Marge’s posts, though none cited what sort of historical or re-
search question might matter with the Blimps (unlike in other
pairs, which featured public figures). We suspect that these
students were viewing “history” as general record-keeping.

Students who worked with Congressperson Kirby’s case
generally cited the specific value of public accountability
(whether or not they deleted the posts), while others spoke
about the more abstract idea of maintaining public discourse.
The idea of maintaining discourse also featured in students’
discussions of whether replies to the posts should remain:

“In my initial implementation, I deleted the name
of the user; their posts, as well as any references to
the person found in comments or the wider site at
large, but I quickly found out that this may end up
accounting for complete censorship of any discus-
sion about a political figure, which infringes heavily
on both the freedom of speech and the press. With
this knowledge, I backed down my implementation
by a decent amount eventually deleting the name of
the user and their own posts, but keeping the post
IDs present. [...] I realized that while anonymizing
replies to a post by removing any mention of the
person’s name may aid in preventing a previous
post from being uncovered, it could also be abused,
as people could write out a laundry list of people’s
names in a reply and whichever one got removed
was the person that elected to delete their data.”

Such arguments illustrate how students view the same content
through different values. While many students (across the
scenarios) treated replies as data owned by others (and hence
ineligible for deletion), some working the Kirby case instead
valued replies as elements of public record. Some students
navigated the public-record tension by limiting the set of posts
that would be deleted to those made by Kirby themselves,
which provided a right to be forgotten without sacrificing
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Values cited within entire assignment

B Congressperson who regrets a comment (Kirby) [l Singer with leaked address (Breisand)

Actress with insensitive comment (Yoline)

B Divorcee behind on payments (Blimp) [ High School Student accused of sexual assault (Bleat)

20

15

10

Accountability Free Speech Public Interest Reputational Physical Safety

Research Legal Privacy Control of Others'
Requirements Data Control of
Data

Figure 4: Values cited per pair (individual students may be counted under multiple values).

Deletion strategy: deletions

W deleted user_id M deleted orig post deleted replies

Figure 5: Which information was deleted, by stakeholder.

accountability.
Other students rejected this idea through an implicit value
of transparency:

“I would not have allowed, for example, Congress-
man Kirby to only request that certain messages be
deleted. I believe that when it comes to your digital
footprint, you should either be all-in or all-out. Af-
ter all, the spirit of the data protection laws is not to
allow politicians to circumvent legitimate criticism
from shady activities they may have engaged in.”

One student even suggested that deleting the account would
not be good for Kirby:

“Furthermore, my design is not deleting the user’s
account, as having the account stay on Tweeter
allows Congressperson Kirby to stay relevant in
regards to any new information about his candidacy
and to the media for publicity, which constitutes
government accountability and transparency.”

Another student argued similarly for Frank Blimp:

“With this implementation, the friends and family
who see Marge’s tweet will still definitely know who
it’s about, even after Frank’s data is deleted. The
fact that Frank has repaid the missing payments and
is now on schedule is totally lost, and most prob-
lematic of all, Frank, in hoping to remove Marge’s
tweet, has removed his tweet which clarifies the sit-
uation and defends him. He is arguably then in a
worse place with this deletion of data. That is why
it’s important to clarify the nature of the deletion
to the users, noting that posts mentioning them or
replying to them will not be deleted.”

To the extent that students gave nuanced comments on
the Yoline case, they tended to be about the rights of public
figures, with some students arguing that being a public figure
warranted more privacy and others arguing that it warranted
less. With the Bleat case, nine students framed the discussion
in terms of public interest or the public’s right to know. Only
three students cited Bleat’s anonymity as a factor. One student
felt that posts about Matt Bleat needed to be maintained for
potential scientific research about Tweeter itself, which we
see as a striking expansion of the idea of “research” as it
interacts with individual privacy.

Considering Second Stakeholder Pairs. If students are
taking the nuances of individual stakeholder pairs seriously,
we might expect them to describe different design choices had
they been assigned different stakeholders. The assignment
specifically asked students about this, and indeed over a quar-
ter of the students indicated that they would have changed
some aspects of their designs. By and large, the sorts of differ-
ences that students described overlapped the decisions made
by other students who had worked with the other stakeholders.
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Most of the comments regarding changes referred either to
having different standards for public figures or different stan-
dards for personal information that could lead to a user being
personally harmed. In other words, considering a second pair
encouraged students to further refine the values they originally
cited based on context. We see this as particularly powerful
since students did not necessarily cite those refinements when
considering a pair for the first time.

7.2.1 Students Reference Free Speech Liberally

Across the pairs, 66 students explicitly invoked the principle
of free speech when determining what data should be deleted.
This principle usually arose when considering the opposing
stakeholder or others who may have engaged with the Tweeter
threads that contained disputed posts. Students who raised
free speech generally expressed it as a right to express opin-
ions, rather than as a guarantee that the government may not
(pass laws to) restrict expression (the definition in the USA).
Sample quotes include:

“This would also prevent potential infringement
on free speech concerns for users in general who
reference the event or the data subject.”

“I don’t think it’s reasonable for a complete dele-
tion of other user’s posts whenever one wants to
delete their account, since this infringes on the free
speech of other users.”

“My choice to remove/redact their name from other

people’s posts without removing the posts entirely
were based on the reasoning that dropping the posts
would infringe more on user’s freedom of speech
but just redacting a name from their post would still
allow them to express important ideas while not
allowing them to target or call out the individual
requesting to have their data deleted.”

A few students were more careful in their wording, and instead
used the term “free expression” rather than “free speech”.
While students may have been speaking loosely when using
the term “free speech”, we suspect that many actually aren’t
clear on the scope of this term, and instead are conflating it
with a broad concept of “censorship” (a term which eight stu-
dents used explicitly). Regardless of wording, these students
observe a relevant aspect of the cost of privacy protection.

7.2.2 Students Value Preservation for Research

Students frequently cited the value of preserving data for re-
search or the historical record when making design decisions.
While the Breisand scenario raised this tension explicitly, it
was implicit in the Kirby case (based on politics and account-
ability); students also cited it in the Blimp case in connection
with personal accountability (or in one case, the potential that
Frank Blimp might want to run for office someday!).

Nine students invoked the specific GDPR exception clause
regarding the right to be forgotten as it pertains to research
records when deciding whether to delete or merely hide posts.
Legally, these exceptions have been interpreted as applying to
data preservation by established organizations, not the mere
potential that an individual researcher may someday want
access to the data. This is not a nuance that students would
know and not one we expected them to grasp through this
assignment, but it may be an issue worth raising more directly
in future iterations of the assignment.

Some students raised finer-grained nuances on values in
deciding how rights to research should interact with privacy:

“While I do respect that Breisand’s desire to main-
tain private information is valid, as a public figure
and also now an important example in a scientificly
[sic] studied phenomenon, she does not have fur-
ther rights to data deletion.”

“While some might argue that the data is required

for research purposes, I believe that preserving the
data would not only harm Sarsra’s privacy, but also
goes against research ethics.”

“I couldn’t make the determination that the adver-
sarial party could not continue with their research
without the data, or that their research on Sarsra
Breisand was critical enough to warrant permitting
some preservation of and privacy-infringing discus-
sion directly surrounding the account and posts of
Sarsra.”

7.2.3 Removing, Hiding, or Archiving Posts

Several students sought to hide posts, rather than remove them
entirely, as a way to resolve tensions between privacy and
future needs for access. Hiding posts typically meant that stu-
dents would disassociate the posts from the user_id of their
author. In this way, the user account could be deleted while
the posts themselves remained accessible for researchers or
law enforcement. In some cases, students argued that this
provided value to potential victims of crimes:

“From a personal perspective (jumping out of the
stakeholder’s demand), I don’t consider a removal
on such extent is appropriate. First, despite the low
possiblity [sic], there might be potential evidences
that lead to serious misdemeanors, traces to unreal-
ized crimes and other activities that demands public
attention and judicial interference. The victims of
publicly-unawared [sic] offences, therefore, could
be seriously impacted.”

Some students considered the option to preserve data (e.g., as
legally required to preserve evidence) in separate data stores,
rather than leave them disassociated in the core KV Store.
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“If the FBI had told me that they want to investigate
Sarsra Breisand because she committed a crime, [
would put the data into a file for them before I
deleted it.”

Only some students picked up on the temporal issue that
some crimes or runs for political office could be future events,
leaving a potential hole in their reasoning about the value of
data for legal purposes.

Some students discussed whether hiding posts would meet
the requirements of GDPR’s right to be forgotten, though
most didn’t consider that question. If the assignment were
intended to have students understand GDPR (as opposed to
be aware of it beyond a surface level, as it was in our case), an
additional activity that had students rate their strategy against
the detailed GDPR requirements would likely be needed.

7.2.4 How Students Consider Third Party Stakeholders

Although the scenarios were designed around a single op-
posing stakeholder, students frequently invoked rights and
responsibilities for third parties in justifying technical de-
cisions. We both expected and hoped to see this: it shows
engagement with the assignment and also demonstrates that
students are connecting larger concerns to the assignment
beyond its strict text. In these cases, however, students often
stopped talking in terms of values as opposed to potential ex-
periences or impacts that needed to be considered. Examples
of the latter in the Breisand cases include neighbors (who
could be harmed by undue attention to her home), future mu-
sic historians “who would be baffled by the lack of a digital
trail”, and local services that might face additional demands
from tourists. In the Blimp case, a student cited “the interests
of authorities such as child welfare agencies.”

We have noticed a related phenomenon in other studies
we’ve done (not published) in which students emphasize tech-
nology’s impacts on significant societal or natural systems,
rather than focus on the context presented in a specific as-
signment. We did have a student who described the costs of
data storage and its environmental impact as a potential factor
(deemed not significant based on their analysis) in deciding
which posts to retain for research purposes. Unlike in other
assignment designs we’ve tried, however, this environmental
factor was firmly tied to the specific implementation decision
of GDPRDelete. We hypothesize that having students engage
with values in the context of having to implement a specific
technical feature forces students to ground their thinking on
these larger concerns. Importantly, this doesn’t imply that we
want students to ignore abstract concerns like the environment
or the global economy, but rather that intertwining stakeholder
considerations with technical implementation prevents stu-
dents from only invoking such big-picture ideas.

7.2.5 Alternate Approaches to GDPRDelete

For skill 4, students have to decide how to implement their
policy in the specific data structures and constraints provided

to them. For our students, this meant navigating the data orga-
nization as per the structures in Figure 1, with a GDPRDelete
function that simply takes a user_id as input.

Most of the interesting comments here related to whether
calling the GDPRDelete function is the only mechanism by
which data could be removed from the database. Some of
these were technical, while others were legal. For example,
multiple students raised recourse to legal regulations beyond
Tweeter’s policies (e.g., libel laws) that could be pursued to
handle exceptional cases that fell outside their own imple-
mented deletion function. Some mentioned code modifica-
tions that might be needed if this were the only function that
could delete from the KV Stores:

“For one, if a user was maliciously hacked, I'm sure
Tweeter would have a system to authenticate this
in some way. If this information was passed in (say
a boolean on whether the user is deleting their ac-
count because they were hacked or the post_idof
the hacked post) I would consider deleting the sur-
rounding discourse around that subsequent tweet.
However, I'm not even sure that I would do this as
it still perhaps infringes on other people’s right to
free speech to comment on an event they witnessed.”

The assignment handout did not discuss whether their func-
tion would be the only mechanism for removing data, leaving
students to make these interpretations for themselves. An in-
structor who wanted students to use one interpretation versus
the other would need to specify this more clearly.

Skill Summary. All students met the letter of skill 3: they
wrote a justification of their design decision. In 7 cases (4
Breisand, 2 Blimp, 1 Bleat), the justifications were vague
(roughly, T balanced the needs of both Frank and Marge”),
but they were still present. Students invoked a variety of high-
level concepts (Figure 4). For skill 4, students also made
varied design choices (Figure 5) on what to delete, as well
as varied decisions on whether to delete or obscure sensitive
information in posts.

All in all, the charts in Figures 3 and 4 support our hy-
pothesis that working with stakeholder pairs can influence
which values students bring to bear on thinking about their
implementations. Combining these with Figure 5 suggests
that tying stakeholder values to implementation decisions
within the assignment does impact how students approach the
otherwise technical decision of which posts should be deleted.

7.3 Recognizing Limitations (Skill 5)

Students cited a variety of ways in which their strategies were
limited, either in the policy design itself, the practicalities of
the implementation, or the ability of a purely technical ap-
proach to address the problem. We assume that many of these
insights stem from prior knowledge or personal experience,
rather than anything inherent to the assignment design.
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Deletion is an Illusion. Over half (57) of the students noted
that deleting posts from Tweeter couldn’t guarantee that the
offending information would disappear. Students mentioned
things akin to re-tweeting, people taking photos of Tweeter
posts or copying the information to share on other platforms,
and the media as ways in which the data in question could
not be contained. Students also mentioned other ways for the
concerning information to be shared or obtained, such as via
interviews with people with knowledge of the situation.

“In effect, all of the efforts of the deletion could just
be moot — someone could start an account and just
post a screenshot of every single tweet that person
made. This however is a greater question of legality
that would probably need a lawyer to understand
who exactly has the rights to those tweets. Were
the rights to belong to the person who wrote the
original tweets, I would probably extend the im-
plementation to delete direct screenshots of those
tweets as well, as in that case, tweeters would be us-
ing another person’s content without their consent
(stealing).”

In general, we want students to understand that technology
alone cannot manage societal values. These comments indi-
cate that many students already think along these lines, though
we would have liked to see this from more students.

Full Redaction is Expensive. We were pleased that some
students considered whether the policies they defined could ac-
tually be implemented within reasonable resource constraints
(computational or programmer time). For example:

“The only change that I can imagine being ethi-
cally valid would be changing or redating [sic] the
location in the related tweets, thus protecting the
specific aspect of her information. However, that
would not be a generalizable deletion method and
I believe it would place an undue burden on a host-
ing platform which the GDPR would not consider
it liable for.”

“So, in certain cases, I would reject the request for
deletion for the greater good of society. However,
this would require extensive planning because there
has to be a way to identify which one of the users
on Tweeter who are requesting to delete their data
is a criminal.”

“There could be replies to the replies, and maybe
duplicates of Sarsra’s posts and replies to those
that also expose more information about Sarsra —
unfortunately, there is just too much information on
the internet for programmers to keep track of.”

Ideally, we would like to see such discussion from all students
who proposed approaches that were more nuanced than re-
moving entire key-value pairs. In our experience, students can

be overly attuned to performance analysis, to the point that
they value it over societal concerns. It would be interesting
to know whether students skipped this part either because it
didn’t occur to them to do so or because we hadn’t explicitly
asked for it in the assignment.

Handling Temporal Matters. Students wrestled with how
to handle personal opinions or behaviors that change over
time, both in terms of values (skill 3) and in terms of technical
implementation (skill 5). Some students proposed strategies
that would consider the period in which a post was made:

“I implemented a selective delete strategy for the
GDPR deletion request. Specifically, I allowed the
admin to delete only the tweets that were listed
10 years ago about the pandemic, as these were
the tweets causing controversy. However, instead
of deleting all of the congressperson’s data, I in-
troduced a new field called “metadata’ to keep a
disclaimer about the deletion for logging purposes.
[...] The admin is a new stakeholder that is intro-
duced in this model and would need to decide on
which tweets must be deleted on the topic.”

Some students who took such an approach recognized the
limitations of blanket rules (which would need different stored
information to implement):

“One of the shortcomings of my implementation is
that it uses the timespan of ten years as an arbitrary
measure of whether a communication is still of the
public interest. Really, it was that the Congressman
was not a figure of the public interest at the time,
and was also in college and thus presumably still
developing his worldview and education, that might
lend him some protection under the GDPR. Thus,
it would be more accurate to demarcate a point
in time for each user that is a figure of the pub-
lic interest where their communications became of
the public interest. However, that was not possible
in the scope of this project because there are not
timestamps for each post, aside from the handout
stating that his controversial posts were from ten
years prior when he was in college.”

The need for metadata arose in other situations as well:

“People have the right to know about incriminating
information, and our method should have a way
of filtering out posts that could be used in legal
proceedings. A useful indicator would be some sort
of metadata attached to posts to label crucial pieces
of information that should not be deleted.”

Corporate Interest. Some students raised new values when
they were asked about limitations. In this case, a student cited
how they might not actually delete posts in order to support
corporate value:
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“On the flipside, if I were asked to more strongly
consider my own company’s profit-motive, I might
implement a less thorough form of delete so as to
maintain the increased traffic from users flocking
to the site to discuss Breisand and her address leak.
For instance, while I would probably still delete
her posts due to GDPR, I might not uncouple her
user ID from her username. This would allow other
users to continue tagging her account and being
aware that this account is linked to Breisand, which
would likely result in more traffic on the site and
aid my company.”

Using Anonymity. Sometimes, students failed to mention
a limitation that we would have liked them to raise. Most stu-
dents who mentioned anonymizing data, for example, seemed
to assume that redacting names would be sufficient to conceal
identity.

“In order to help the data subject without violat-
ing the first ammendment [sic] rights of those who
spread the revealing information, if the request were
approved, from the post(s) in question, the name
of the data subject would be **anonymized™**, to
protect their privacy.”

The few students who cited limitations to anonymization had
worked on the Blimp case. They recognized that the posts
might only be read in a small group who would know who
Marge was referring to even if Frank’s name were redacted.

Skill Summary. As instructed, all 100 students answered
the question about limitations in their design. All but 2 pointed
out actual limitations, as opposed to saying something like
“this is fine”. Eleven (11) students specifically raised second-
order effects within their limitations. Twenty-three (23) raised
non-human third-party stakeholders—such as companies or
the entertainment industry—or even the environment due to
the cooling needs for additional storage for deleted posts. All
in all, students performed better on this task than on skill 2,
though we expect this is because they can rely on personal
experience and outside knowledge.

8 How Students View Privacy (RQ3)

As described in Section 5, having students reflect on privacy
as a construct is one of the goals of the assignment. Half of
the students (50 out of 100) explicitly mentioned privacy in
their responses (the others framed comments as “Right to
Delete” or “Right to be Forgotten). A few said something
more specific about what privacy means or controls. These
comments typically invoked one of anonymity, ability to con-
trol data, maintaining or recovering reputation, physical safety,
sensitive information, or protecting oneself on social media.
Physical safety was the most commonly linked to privacy (by
15 students). While only 10 students explicitly linked reputa-
tion to privacy, 43 additional students raised reputation as a

value that figures into designing a delete function for Tweeter.
As such, we expect that more students had conceptions of
privacy than those who used the term explicitly.

Six students talked about privacy less as a value, but rather
as a legal requirement (via GDPR); four of these students
didn’t reference any tensions in values when describing their
designs. This suggests that some students may be trying to
think in terms of procedural requirements rather than engage
in the values-based analysis that the assignment tried to en-
courage. Keeping an eye out for this trend in future studies
seems important, especially when working with students with
a technical orientation.

We were curious whether students seemed to view privacy
as an intrinsic value as opposed to a contextual one. We
identified only two students among the 100 who described
it as intrinsic (both of them worked on the Breisand pair,
though that could be coincidence). An additional four students
justified their designs as supporting intrinsic privacy (two
each on the Kirby and Bleat pairs). Nearly all of the rest (94
students) made statements that suggested that they believed
privacy or the right to be forgotten to be contextual. For the
remaining four students, we were unable to determine whether
they held intrinsic or contextual views.

9 Lessons Learned and Future Work

Overall, we deem our stakeholder activity a success. It re-
sulted in a range of deletion designs and got students to con-
nect conflicting abstract values to design decisions. It also got
students to reflect on the challenges of value-based privacy
design in practice: many students noted issues such as the dif-
ficulty of locating (much less redacting) all privacy-violating
posts, and various mitigating factors (such as the passage
of time when controlling for reputational harm) that do not
lend themselves to simple technical solutions. We believe that
these kinds of learning experiences are what the computing
community needs long term if we are to build robust, fair, and
privacy-preserving socio-technical systems.

That said, our analysis suggests some limitations to how
the stakeholder framework shapes students understanding of
privacy-related questions.

Skills over knowledge. Students vary in terms of how much
they know about the values embedded in the stakeholder de-
sign, and the assignment itself did not provide explicit expla-
nations of those values. Given this deliberate lack of specific
input, it may not come as a surprise that students sometimes
used concepts imprecisely or drew overly general conclu-
sions. A case in point is the way in which some of them inter-
preted any form of redaction as an infringement on freedom of
speech, as discussed in section 7.2.1. The stakeholder frame-
work scaffolds reasoning skills more than it builds knowledge:
students practice justifying privacy-related decisions, taking
into account both value-based and practical constraints. While
our results indicate that the stakeholder framework helps stu-
dents understand that privacy is a complex value embedded in
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a broader system of related and conflicting values, it does not
necessarily convey systematic or holistic knowledge about
the finer details of any of those values.

For future work, it would be interesting to add a component
which challenges students to discover those nuances: e.g.,
moving beyond an all-or-nothing understanding of freedom
of expression and requiring students to reflect more closely
on the extent of individuals’ entitlement to preserve the literal
and contextual integrity of what they wrote. This would add
nuance to context-specific trade-offs with conflicting privacy-
claims. A multi-step assignment in which students discuss
their designs with others (TAs or peers) might help.

Prioritizes instrumental understanding of privacy. Stu-
dents articulated a variety of reasons why protecting privacy
is important. These reasons, such as personal safety and re-
spect for autonomy (ability to develop as a person unburdened
by the past), all portray privacy as an instrument for protect-
ing or promoting other values. That’s a result of the narra-
tive structure built into the stakeholder framework: the stake-
holders all care about something for which privacy is either
useful or detrimental. Thus, the framework is not intuitively
suited to conveying the idea that privacy might be valuable
intrinsically—that individuals may have a valid claim to have
their privacy protected irrespective of whether that is good in
terms of any other values they care about.

This could be rectified naively by adding stakeholders who
care about their privacy for its own sake, but we worry that it
doesn’t provide a very compelling conflict for students who
don’t recognize privacy as intrinsically valuable in the first
place. Given the fact that the intrinsic status of privacy is
controversial in the wider literature as well (see Section 2),
we don’t expect this idea to be as intuitively compelling to
students in the same way as the other values the stakeholder
framework invokes. This is an important limitation: our anec-
dotal experience teaching privacy-related concepts explicitly
in the setting of technology ethics courses suggests that many
students struggle to understand and articulate how privacy
could be intrinsically valuable. In the long run, we would
want to ensure that the stakeholder framework doesn’t rein-
force an already one-sided narrative about the foundations
of the value of privacy. This suggests a direction for further
research: how does exposure to the stakeholder framework
change students’ pre-existing notions of privacy?

Entanglement with GDPR compliance. In retrospect, a
weakness of our assignment framing is that it conflates the
general notion of privacy and the right to be forgotten with
a specific regulation (the GDPR). This runs the risk of sug-
gesting that the assignment teaches students how to correctly
comply with the GDPR, which is not its goal. For example,
some of the answers students provided—such as merely re-
moving top-level user accounts but leaving the posts in place
(Section 7.2)—are valid for the learning goals of our assign-
ment, but are in contradiction with the GDPR’s requirement

to remove all data identifiably associated with a user.

The GDPR framing came from an evolution of the assign-
ment over time: it started as an assignment (without stakehold-
ers) to teach students about the GDPR, but we turned it into a
more general assignment on privacy. It would have been wise
to explicitly state the relationship with GDPR, which merely
provides a well-known reference to the right to be forgotten
that motivates the analysis. In the next iteration of the assign-
ment, we will reduce the GDPR-related framing, and more
explicitly tell students that their solutions do not need to and
may not be compliant from a regulatory perspective.

Redesign to Improve Student Justifications. Under the
current design, students may not automatically and uniformly
recognize and consider the finer gradations of conflicting val-
ues; they need only consider the position of a stakeholder
that reflects those values. We see this in cases where students
juxtapose research needs against privacy (Section 7.2.2). It
would be interesting to revise the assignment design and ask
students to explicitly point out why a given conflict is suf-
ficiently significant to warrant their proposed trade-off with
privacy-related concerns or vice versa.

Important Learning Happens through Limitations. Ask-
ing students to discuss limitations of their approach (skill 5)
suggested impacts that we hadn’t expected to see. Observing
how students dealt with time-related limitations of their imple-
mentations (Section 7.3) provided insights into how students
see the nature of the value-conflicts they considered: some
thought that they had to choose a side (while acknowledging
the value conflict). By contrast, others took a more nuanced
stance and balanced different values which in turn required
them to qualify those values. This tells us that asking stu-
dents to think about the limitations of their implementation
choices may be successful at helping them see privacy as a
value in relation and in conflict with other related values. The
current design does not uniformly get students to realize that
values are complex and that their relative importance can be
qualified, rather than requiring uniform responses.

Building Transferable Skills. Ideally, the stakeholder
framework will help develop students’ skills at considering
societal values during technical design. This will not happen,
however, after a single assignment. There is a long and robust
education literature on the concept of transfer, and what it
takes for people to take a concept learned in one problem
or context and apply it to another [2]. Transferable learning
starts with concrete examples over which learners can ab-
stract general principles about how to approach a particular
type of problem. We believe that our stakeholder framework
provides a template for designing concrete assignments that
support learning socio-technical design. To build from this
to transferable knowledge, students will need to do multiple
exercises of this style, in multiple contexts, each time connect-
ing to general design principles for socio-technical systems.
Consequently, the authors have embarked on a larger effort
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to deploy the stakeholder framework across multiple courses.
Doing this, and aggregating the findings across instances, is
our next step.

10 Conclusion

We presented a stakeholder framework designed to help uni-
versity students in computer science reason concretely about
nuances of socio-technical concerns such as privacy, and to
integrate their reasoning with technical implementation work.
Our case study with an assignment motivated by the “right to
be forgotten” in recent privacy legislation indicates that the
stakeholder framework succeeds at making students recognize
concrete instances of tensions between high-level, abstract
values at play, and to relate them to technical design decisions.

This effort lays the groundwork for a broader investigation
into good assignment design around the stakeholder frame-
work and questions about effective deployment of this frame-
work across courses and socio-technical topics.

11 Ethics Considerations

IRB Review. As our study was conducted using data from
a homework assignment that was already part of an existing
course, it did not require IRB review under our university’s
rules. We nonetheless took several steps to protect identity
and respect students’ data.

Data De-identification and Handling. Only the course in-
structor saw student identifying information; other authors
worked with de-identified copies of the submitted work tagged
with an anonymous id (e.g., “student12”). The de-identified
materials for the study are maintained in our university-
managed Google Drive system, in folders that are access-
restricted to members of the project team. Only de-identified
data were uploaded to Atlas.ti.

Permission to Quote. The instructor sought and received
explicit permission (via email) from each individual student
who we have directly quoted in this paper.

12 Open Science

This research is based on a course assignment that is publicly
available [5]. Appendix A contains the codebook we used for
our data analysis. We are unable to release the set of original
student work due to privacy considerations.

Releasable materials related to this work (to include
future assignments that use the stakeholder framework)

are available at: https://responsible.cs.brown.

edu/research/stakeholder.html.
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A Codebook Overview

This section gives more information on the collection of codes
that we identified and used during data analysis. A spread-
sheet version—complete with all of the low-level codes, de-
scriptions, and examples of when we applied them—is on the
project website.”

A.1 Implementation Details (of students’ decisions)

Codes for student implementation captured which data were
modified, the nature of the modification (or deletion), and (if
applicable) how data were obfuscated. The low-level codes
are constructed from the options in A.1.1 through A.1.3.

A.1.1 Tweeter Data Categories

* Req post(s): Post(s) made by the Tweeter user request-
ing GDPR deletion.

* Other post(s): Post(s) made by Tweeter users other than
the requester.

* Req replies: Replies to the requester’s post(s). Reply
posts are included in the superset of the requester’s posts
and other users’ posts, but these tags were only applied

when the student employed a deletion strategy specifi-
cally for replies.

* Req IDs: The requester’s Tweeter user ID/username.

A.1.2 Actions

* Deletion: The student fully deleted the data from the
Tweeter DB.

Zhttps://responsible.cs.brown.edu/research/stakeholder.
html
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Obfuscation: The student left the username or post
key-value pair but redacted some or all of the user-
name or post content (e.g., replacing “usernamel23”
with “[Deleted User]” or “I dislike @MattBleat” with
“[Deleted Post].”) Modifiers from A.1.3 were also ap-
plied in the case of obfuscation.

Disassociation: When the post content is fully retained
but disassociated from the user/ID who posted it.

¢ No deletion: No deletion or modification to the data.

* Other: Something not captured by one of these, which in
all cases was the student using multiple deletion strate-
gies for one category of data. In those cases, this tag
was applied in addition to the most destructive action
employed (Deletion > Obfuscation > Disassociation).

A.1.3 Obfuscation Categories

* Specific content: Redacted/obfuscated only specific por-
tions of the post(s), e.g., replacing “I dislike @MattBleat”
with “I dislike @Deleted.”

* Whole post: Redacted/obfuscated only specific portions
of the post(s), e.g., replacing “I dislike @MattBleat” with
“I dislike @MattBleat” with “[Deleted Post].”

A.2 Tensions

Pairs of values or ideas that students cited as in conflict in
their justifications, either explicitly or implicitly.

e Privacy vs. Free Speech (explicit): “This method
strikes a balance between the right to privacy and the
right to freedom of expression.”

* Right to Delete vs. Research (explicit): “However, if
people have the right to delete all of their data, individu-
als who do so can no longer be studied by historians and
researchers.”

¢ Right to Delete vs. Accountability (implicit): “By
deleting the original tweets, our implementation could
potentially limit the public’s ability to hold political fig-
ures accountable for their past actions.”

A.3 Values

Values or ideas that students mentioned in justifying their
implementation that were not in tension with other values or
ideas. These codes were applied to cited values and ideas,
regardless of whether or not the student actually holds them.
Samples of values include:

¢ Research: “Academics like Beth should be able to con-
duct their research.”

* Public Interest: “To benefit the public interest, there
would need to be a ’public figure’ flag for each user,
which would decide between a hard deletion (for normal
users) and soft deletion (for public figures).”

A.4 Implementation Changes

Specific categories of changes students said they would make
to their implementation given a different stakeholder pair or
more time, resources, or ability. For example:

* Additional moderation: “I would have thought more
about checking if certain posts should be deleted for
other reasons or not.”

* Add more tech: “I would have done sentiment analysis
on the posts using natural language processing.”

* DB Modifications: “I would’ve added a "public figure’
tag to every user identifying if they were a public figure
or not.”

* Separate DB/archive access: “If I was considering pair
1, I would’ve added a special archive of deleted posts by
politicians.”

* Different delete system: “Even if the post doesn’t merit
GDPR-based deletion, the user should still be able to
delete their posts using a different deletion tool.”
Human moderation: “Tweeter would need to employ
moderators to decide which posts should be deleted in
order to handle each case fairly.”

A.5 Privacy

Tags applied based on students’ descriptions of what privacy
looks like or entails, e.g., “physical safety,” “social media
anonymity,” or “avoiding reputational harm.” Every instance
of the “Privacy” value tag and tension tags involving privacy
will have one or more of these tags applied.

Of particular note for tagging concerns are the “previous
reputational harm” and “future ability to recover” reputation
tags: the former is applied in cases where the student was
attempting to mitigate previous reputational harm, while the
latter was applied when student was concerned with the sub-
ject’s future ability to recover their reputation.

Additionally, the undeserved disadvantages tag is applied
when students argue that not supporting privacy would result
in undue disadvantages to other stakeholders in the situation,
e.g. the requester’s family or sports team. Examples include:

* Anonymity: “This protects the user’s privacy by allow-
ing them to *drop off the map.”

* Social media anonymity: “To further protect her pri-
vacy, we uncoupled the link between her ID and user-
name so people couldn’t track down her content on social
media.”

* Future ability to recover reputation: “If private info
about Matt leaked from the investigation, that would
make it hard for him to make friends or find a job in the
future.”

¢ Previous reputation harm: “Deleting his post content
will help protect his privacy and undo some of the dam-
age done to his reputation.”
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* Undeserved disadvantages: “Not deleting the Blimps’
posts would cause undue harm to their family and kids
and deny them privacy in a complicated chapter of their
lives.”

A.6 Privacy Spectrum

Tags applied based on whether the student’s viewed privacy
as contextual or as absolute, both in their implementation
decisions and in any stated beliefs. For the implementation
spectrum, we looked at statements made about privacy related
to the student’s specific implementation; belief spectrum tags
were based on statements made anywhere in the document. In
many cases, it was unclear what the spectrum was for either
or both of these components, as not all students made privacy-
specific justifications of their implementations. Specifically:

* impl contextual, belief contextual: Applied when the
student made claims about privacy being contextual, both
in their actual implementation and in their overall beliefs
about how to approach any scenario.

* impl absolute, belief contextual: Applied when the
student made absolute claims about privacy in their im-
plementation such as “this deletion tool allows anyone
to delete their data to protect their privacy,” but then in
later sections walks back their absolute belief by saying
the right to privacy might be contextual in some cases,
like “for public figures, I would consider implementing
an archive DB to allow researchers access,” indicating
that the right to privacy isn’t universal.

A.7 Limitations

Tags applied based on a subset of the implementation limi-
tations identified by students. Not all identified limitations
were tagged. We separated these from the values category
specifically because they were identified as limitations of the
students’” implementations and carry that negative connotation.
For example:

¢ Deletion process is overly-broad: “I would have
thought more about checking if certain posts should be
deleted for other reasons or not.”

e Implementation doesn’t do all of requester’s
wish/desire: “One shortcoming of my implementation
is that it doesn’t.”

* No true deletion: “I would’ve added a "public figure’
tag to every user identifying if they were a public figure
or not.”

A.8 Stakeholders

Tags applied when students discussed non-human third-party
stakeholders or facets of Tweeter as a stakeholder, respec-
tively, indicating considerable depth of consideration in the
stakeholder analysis section.

* Tweeter or facets of Tweeter: “Doing this would lead
to a conflict between the staff of Tweeter and its users.”

* Non-human third-party stakeholders: “Deleting these
posts could jeopardize academic understanding of the
Breisand effect and research as a whole.”

A.9 Public Figures

Tags applied when students argued that public figures (either
celebrities, public servants/politicians, or public figures in
general) should be handled differently when deleting Tweeter
data. These tags were applied whether the student actually
implemented different deletion strategies for public figures or
just said they would when considering alternate implementa-
tions.

* Public figures treated differently: “If Matt becomes a
public figure, it might be in the public’s interest to retain
these posts rather than deleting them.”

* Celebrities treated differently: “Being a celebrity in-
herently means they have a lower expectation of privacy.”

* Politicians treated differently: “I would have thought
more about checking if certain posts should be deleted
for other reasons or not.”

A.10 Second-Order Effects

A general tag applied when students identified a second-order
effect of their implementation. An example quote is “Not
deleting her address from posts could put increased pressure
on local services due to an increased tourist presence, disrupt-
ing the peace for her neighbors and community.”
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