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1.1

Introduction
Proofs of work and their alternatives

Proofs of work (PoW) are used to secure blockchain applications such as Bitcoin. In a typical
PoW protocol, a prover receives a statement χ and a time parameter N , performs about
N steps of computation related to the statement χ, and then must be able to convince
a verifier that they have indeed performed about N steps of computation since receiving
χ. The verifier should be able to check the validity of a proof while performing much less
computation than the prover, typically logarithmic in N .
A major drawback of PoW is that they can be wasteful, because usually the work of computing a proof can be parallelized. For example, parties who mine Bitcoin by computing PoW
often devote large clusters of machines to do nothing but compute these proofs. Applications dependent on PoW can incur large costs in computing resources and energy, and it is
questionable whether the proofs that are generated come with any greater value to society.
These drawbacks have prompted research into alternatives such as proofs of sequential work
(PoSW), a protocol that is similar to PoW, but requires computation that is inherently
sequential. Even if many parties attempt to compute these proofs, none of them would
significantly benefit from spending excessive amounts of resources and energy on parallelism.
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1.2

Open questions

Mahmoody, Moran, and Vadhan introduce the concept of PoSW in their 2013 paper [MMV13].
They construct PoSW assuming black-box access to a cryptographic hash function modeled
as a random oracle. Cohen and Pietrzak, in their 2018 paper [CP18], simplify and improve
the MMV construction. We summarize these black-box constructions of PoSW in sections
4 and 5.
The main open question raised by these two results is whether it is possible to construct
a PoSW with unique proofs. Essentially, this means that even a cheating prover cannot
come up with two different values that the verifier would accept as a valid proof. The
MMV and CP constructions do not have this property: it is easy to come up with many
different proofs that will allow the prover to convince the verifier with high probability.
There are known non-black-box constructions of unique PoSW that are described in section
2, so this paper focuses on the black-box approach. Another reason for focusing on blackbox constructions is that unique PoSW can be used in cryptographic applications besides
blockchains, such as fair coin tossing. Studying black-box constructions can help us better
understand the question of which other cryptographic primitives are possible from only blackbox sequentiality assumptions. Section 2 describes some applications of unique PoSW.

1.3

Contributions

In this paper, we review existing constructions of PoSW and note how known black-box
constructions fail to achieve uniqueness. We do not manage to come up with a black-box
construction of unique PoSW, but we do make progress on the easier problem of a black-box
construction of unique PoW (as opposed to PoSW). In our construction of unique PoW, the
runtime of the verifier can be much less than that of the prover, although we do not achieve
a verifier runtime logarithmic in that of the prover. Our unique PoW construction might
be able to substitute for unique PoSW in certain cryptographic applications, but would
probably not work as well as a unique PoSW.
In section 2, we summarize some of the applications of unique PoSW and known non-blackbox approaches to constructing them. In section 3, we formally define PoW and PoSW.
Sections 4 and 5 describe the known black-box constructions of PoSW, namely the MMV
and CP constructions. Section 6 is the original contribution of this paper, a black-box
construction of unique PoW.
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2
2.1

Related work
Applications of PoSW

PoSW offer an alternative to blockchains based on wasteful PoW. Chia Network [Chi] is
a cryptocurrency that uses a blockchain secured by PoSW together with another type of
alternative to PoW called proofs of space. Proofs of space, which require the prover to
dedicate space instead of time, first appear in [DFKP13]. Although parties can buy more
physical memory to attempt to mine more proofs of space, currently the cost of memory
does not make this profitable. On the other hand, everyday computer users often have a lot
of unused disk space that can be allocated to these proofs without significant cost.
PoSW with unique proofs are also known as verifiable delay functions (VDF). This is because
there is only one valid proof that the prover can compute for a given statement, so the prover
is essentially computing a function F of the statement. The PoSW in Chia Network is a
VDF, and the uniqueness of proofs can be desirable in blockchains and other cryptographic
applications. In a blockchain, a party can add a block by computing a proof based on a
statement derived from the previous block. Using a PoSW that is not a VDF could make
a blockchain susceptible to a grinding attack: a party could compute many different proofs
and decide which one would be most advantageous for it. For example, one of the proofs
might cause the next statement in the blockchain to be a statement that the party has a
better chance of solving due to precomputation that the party has performed.
VDFs are also used in contexts other than blockchains, and often in these contexts, the
uniqueness of proofs becomes essential. [MMV13] provide a simple example of applying
VDFs to fair coin flipping. Suppose Alice and Bob want to agree on a coin flip result. One
possible solution is the following. Alice starts by sending Bob a statement χ for a VDF.
Instead of solving the VDF, Bob must quickly respond with a random bit-vector b2 . Alice
then solves the VDF (or can have already computed the proof offline) to obtain a bit-vector
b1 , and Bob can perform the verification protocol of the VDF to check that b1 is indeed a
valid proof for statement χ. The result of the coin flip is the dot product b1 · b2 . Because
Bob must respond quickly with b2 , Bob does not have time to compute the proof and bias
their random bit-vector. However, if we used a PoSW with non-unique proofs instead of the
VDF, Alice can compute several different values of b1 that Bob would likely accept as valid
solutions to the challenge χ, and upon seeing b2 , choose a solution that yields the desired
coin flip result b1 · b2 .
VDFs have also been used in the more general context of randomness beacons [Rab83],
which are sources of public randomness that no party can predict or manipulate. [BBBF18]
describes the following natural attempt to construct a randomness beacon and why it is
flawed: if there are n parties, party i uses a commitment scheme to commit to a random
string bi . After all parties have committed, they all open their commitments, and the random
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string is taken to be the bitwise XOR of all the bi . If there is even one honest party, then
the result is truly random. The problem is that if a party is dishonest, it can wait for
the other parties to open their commitments first, and then decide not to open its own
commitment if the resulting random string would not be favorable for it. [LW15] construct
a randomness beacon using VDFs. Any number of parties can participate in generating the
randomness, and a party can do by publishing its random string bi in the clear. The output
of the randomness beacon is not the bitwise XOR of the bi , but rather the solution to a VDF
where the statement is the concatenation of the bi . The randomness beacon will allow any
party to publish its string bi for a certain window of time, say 10 minutes. If the VDF takes
about 20 minutes to solve, then no party will be able to predict the solution to the VDF and
manipulate the result.
[BBBF18] surveys further applications of VDFs. [Vdf] describes a research effort to improve
the implementation of VDFs to make them more usable in real systems including blockchains,
randomness beacons, and other applications.

2.2

Constructing VDFs from hardness assumptions

This paper focuses on black-box constructions of PoW and PoSW, but there are two alternative approaches that have been successful. The first of these approaches uses numbertheoretic hardness assumptions. [BBBF18] constructs a VDF using a family of rational
functions over vector spaces that is believed to require sequential work to invert. Thus, the
prover must find a preimage under one of these rational functions of the statement, while the
verifier can easily check the correctness of the preimage by computing the rational function.
Inverting these rational functions can be done by performing a number of greatest common
divisor computations sequentially, and it is believed that excessive amounts of parallelism
do not allow this computation to be done faster than the honest prover’s runtime. This construction achieves an exponential gap between the runtime of the verifier and the runtime of
the prover, but the drawback is that even the honest prover needs O(N ) parallelism (where
N is the time parameter) in order to finish the computation in N time.
The two later constructions [Pie18] and [Wes18] eliminate this drawback and still achieve
an exponential gap between the verifier’s runtime and the prover’s runtime. These two
constructions are based on the assumption that repeated squaring is inherently sequential.
That is, we suppose the prover and verifier have a group G of unknown order. The class
group of an imaginary quadratic number field has been proposed as one way to choose a
group of unknown order. Given a statement χ interpreted as an element of G and a time
N
parameter N , the prover’s task is to compute χ(2 ) . This can be done by repeatedly squaring
N times, namely by computing χ, χ2 , χ4 , χ8 , . . . . The assumption that repeated squaring is
N
inherently sequential is that there is no significantly faster way to compute χ(2 ) without
knowing the order of G, even with parallelism (although some parallelism may help speed
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up the arithmetic in G).
The difficulty in using this repeated squaring protocol is that the verifier needs to be able
N
to efficiently check that the prover’s output is indeed χ(2 ) . If the verifier knew the order of
N
N
G, then it could compute χ(2 ) mod |G| , which equals χ(2 ) due to Euler’s theorem. However,
if the verifier knows the order of G while the prover doesn’t, the verifier must have some
secret information, and as a result the proof of sequential work will no longer be publicly
verifiable. For example, one approach would be for the verifier to generate G as an RSA
group where the verifier knows the factorization of the RSA modulus. The verifier only sends
the RSA modulus to the prover, so the prover doesn’t know the order of G. The problem is
N
that, even if the prover honestly computes and outputs χ(2 ) in the resulting group G, an
outside observer would not be convinced that the prover has done sequential work. After
all, the verifier and prover may have colluded, so that the verifier secretly sent the prover
the factorization of the RSA modulus.
[Pie18] and [Wes18] show how the prover can convince the verifier that it has correctly
N
computed χ(2 ) even when neither the prover nor the verifier knows the order of G. These two
constructions require additional security assumptions besides the sequentiality of repeated
squaring to prove soundness. [Pie18] uses the low-order assumption, which roughly says
that, given (the description of) a group G, it is difficult to find a low-order element of G.
[Wes18] uses the adaptive root assumption, which says that it is difficult for an adversary
to win the following game: the adversary outputs an element w of G of its choice, and then
the challenger chooses a random number l from a large set. The adversary must output
an lth root of w. The [Pie18] and [Wes18] constructions would be insecure if the low-order
assumption or adaptive root assumption failed respectively.
[BBF18] surveys these two constructions in detail. The survey also compares the parameters
of the two constructions and concludes that each has certain advantages over the other.

2.3

Constructing VDFs from succinct arguments

The other general approach to constructing VDFs, besides black-box assumptions and hardness assumptions, is succinct arguments. At a high level, succinct arguments answer the
question: how can the correctness of a computation be checked faster than redoing the entire computation? This seems like exactly the question we want to answer when constructing
a VDF, since the verifier wants to check that the prover has computed the solution to the
VDF correctly, but using much less time than the prover. However, one problem with using
certain constructions of succinct arguments in VDFs is that the succinct arguments might
be efficient asymptotically but impractical in real systems.
The time parameter N in a VDF can be thought of as being bounded by a polynomial
in the size of the statement χ, although this polynomial can be large. We can formulate
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the problem of checking the correctness of the prover’s output y as membership in an NP
language L, where (χ, y) ∈ L if y is the correct solution to the VDF with statement χ. We
take the NP witness to be the computation history of the prover (this isn’t strictly necessary;
the witness can also be empty because the verifier could simulate the computation history in
polynomial time). The PCP theorem shows that membership in L can be checked without
the verifier having to read the whole witness. Rather, the witness can be transformed into a
format such that the verifier can check membership in L by reading a few randomly chosen
bits of the transformed witness.
[BFLS91] shows how ideas similar to the PCP theorem can be used so that the verifier can
check the correctness of a computation of length N in time O(polylog(N )). The prover can
transform the computation history into a format suitable for efficient verification in time
O(poly(N )). However, it would be impractical to use this scheme in a VDF. Not only is
a O(poly(N )) runtime for the prover too large because N itself is very large, but also the
hidden constants in the big-O are very large. [Mic00] is another PCP-type construction that
offers good asymptotic guarantees but is not so feasible in practice. [BSCGT13] describes
attempts to make PCPs more feasible by reducing their overhead. However, even the PCP
constructions described in that paper would probably add too much overhead for VDFs.
SNARGs (succinct non-interactive arguments) are a more recent line of research introduced
in [BCC+ 17]. Like the results described above, a SNARG allows the prover to convince
the verifier of the correctness of a computation by sending a succinct proof. This proof is
much shorter and can be checked much more easily than the entire computation history.
SNARGs and their variants are actually used in practice, including in the cryptocurrency
Zcash [Zca]. However, directly using a SNARG for a VDF would likely be too expensive,
because [WSH+ 14] shows that in practice computing a SNARG proof can be thousands of
times more expensive than the underlying computation.
However, as [BBBF18] notes, SNARGs can be used to implement another approach to succinct arguments called incrementally verifiable computation (IVC). IVC is introduced in
[Val08]. In the setting of IVC, the prover’s task is to compute f N (χ) given input χ, where
f is some function and we define f i+1 (χ) = f (f i (χ)) and f 0 (χ) = χ. For example, if f is a
cryptographic hash function, then it is unlikely that the prover would be able to compute
f N (χ) without actually iterating the hash function N times, which requires performing N
sequential work. IVC allows the prover to prove the correctness of its computation incrementally. Namely, at step i of the computation, the prover outputs f i (χ), as well as a proof
πi that f i (χ) is correct. In a VDF where the prover has to compute f N (χ), the verifier only
cares about the correctness of the last step of the prover’s computation, so it only has to
check πN (the verification of πN does not require knowing the values of the previous proofs
π1 , . . . , πN −1 ). That is, the VDF prover outputs f N (χ) and πN , and the verifier uses πN to
check that the purported value of f N (χ) is correct.
IVC, which can be implemented using variants of SNARGs, guarantees that the proof πN is
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short and can be checked much faster than performing the underlying computation. Further,
it is easy for the prover to modify each πi to obtain πi+1 . As a result, the multiplicative
overhead of the prover in computing the proof compared to performing the underlying computation is a small constant factor.
[BBBF18] discusses the IVC approach to VDFs in more detail. In the rest of this paper, we
will focus on the black-box approach to constructing PoW and PoSW.

3
3.1

Definitions
PoW example: Bitcoin

A simple PoW, which is similar to that used in Bitcoin, is as follows. The prover and verifier
have access to a cryptographic hash function H : {0, 1}∗ → {0, 1}k that maps input strings
to output strings of length k (a typical value is k = 256). We model H as a random oracle.
Given a statement χ and a time parameter N = 2n , the prover must find a string y (called
a nonce) such that H(χ, y) begins with n zeroes. Here, H(χ, y) denotes calling H on the
concatenation of χ and y. The nonce y is the proof, which the prover sends to the verifier.
Since we model H as a random oracle, the expected number of queries to H required to
compute a proof is N , while the verifier can check the validity of the proof using a single
query. Note that this protocol does not guarantee unique proofs. In other words, there
will probably be many different nonces that work for any statement, due to collisions in H
(although such collisions are difficult to find).

3.2

Definition of PoW

Now we define black-box PoW. The definitions of black-box PoW and PoSW in this paper are
modified from [MMV13] and [BBBF18]. The most basic form of the definition is Definition 1.
Definition 1 (PoW). Let f be a function, f : [0, 1] → [0, 1]. A PoW with soundness f is a
protocol between a prover P and a verifier V , as follows.
Common inputs. P and V agree on a security parameter k, a statement χ ∈ {0, 1}k , and a
time parameter N ≤ poly(k). P and V have access to a random oracle H : {0, 1}∗ → {0, 1}k .
Prover. P takes input (k, χ, N ), runs in time poly(k) · N , and makes N queries to H. P
outputs a string y ∈ {0, 1}poly(k) , which is called the proof.

7

Verifier. V takes input (k, χ, N, y) and is a randomized algorithm that runs in time poly(k).
V either accepts or rejects.
Completeness. For any N ≤ poly(k), if χ is chosen uniformly at random from {0, 1}k ,
then when V interacts with P ,
Pr(V accepts) ≥ 1 − negl(k).
∗
Soundness. Let P ∗ = {Pk,N
} be any non-uniform family of circuits indexed by k and N ,
of size poly(k) with oracle access to H. Let N ≤ poly(k), and let χ be chosen uniformly at
∗
makes is αN for 0 ≤ α ≤ 1,
random from {0, 1}k . If the number of queries to H that Pk,N
∗
then if V interacts with Pk,N ,
Pr(V accepts) ≤ f (α).

Although the definition only requires the verifier to run in time poly(k), usually a PoW is
only useful if the runtime of the verifier is small compared to the runtime of the prover.
The completeness condition says that the verifier will accept in an honest execution of the
protocol, while the soundness condition says that any prover that makes at most αN queries
to H can make the verifier accept with probability at most f (α). Hence, “work” is measured
as the number of queries to H. We define soundness against non-uniform adversaries to
account for pre-computation that an adversary may have performed.
In the Bitcoin PoW described in section 3.1, because H is a random oracle, essentially the
only thing a prover can do is to try different values of y until finding one that works (H(χ, y)
starts with n zeros). The probability that a particular values of y works is 1/2n = 1/N , so
a prover that makes αN queries can make the verifier accept with probability
1 − (1 − 1/N )αN ≈ 1 − e−α .
The fact that χ is prepended to the input of H (the verifier checks H(χ, y) rather than
H(y)) means that a prover cannot reuse any work that it has done for a different statement
χ. (If the verifier had checked H(y) instead, then the same value of y would work for all
statements.) This ensures the non-uniform soundness in Definition 1. Therefore, the Bitcoin
PoW satisfies Definition 1, because a prover that makes polylog(k) · N queries to H can
make the verifier accept with high probability, while no prover that performs αN work can
make the verifier accept with probability much more than f (α).
The protocol in Definition 1 is non-interactive, in the sense that the prover sends a single
message to the verifier and the verifier doesn’t send any messages to the prover. We can
modify the definition to allow the prover and verifier to interact after the prover sends y, in
order for the prover to convince the verifier that y is a valid proof.
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Definition 2 (interactive PoW). An interactive PoW with soundness f is defined in the
same way as Definition 1, except:
• After P outputs y, P and V can interact. (P and V should still run in time poly(k).)
At the end of the interaction, V accepts or rejects.
• We modify the soundness condition so that if the number of queries to H that P ∗ makes
before outputting y is αN , then Pr(V accepts) ≤ f (α).
We could have defined an interactive PoW simply as an interactive protocol in which the
verifier is unlikely to accept unless the prover has made about N queries to H. The reason
we instead define it with the modified soundness condition is that usually, the value of the
proof in a PoW should be hard to predict without performing about N work. This is the
case, for example, in the applications to randomness beacons described in section 2. If our
definition had only required that P ∗ makes about N queries in total as opposed to N queries
before outputting the proof y, then that leaves open the possibility that y could just be
the empty string, and the prover sends the “actual” value of the proof at the start of the
interactive phase. In this case, y would be very easy to predict.
In applications of PoW, the non-interactive definition in Definition 1 is usually favored over
the interactive Definition 2. The non-interactive property is convenient in a decentralized
blockchain, for example. However, if a PoW satisfies Definition 2 and the verifier is publiccoin, then the protocol can be made non-interactive using the Fiat-Shamir heuristic [FS87].

3.3

Definition of PoSW

The Bitcoin PoW does not enforce sequential computation. The work of the prover is highly
parallelizable, because a prover can try many different values of y at once. The following
definition of PoSW is similar to Definition 1, but it captures the idea that the prover must
call H a certain number of times in a row, not just a certain number of times overall.
Definition 3 (PoSW). A PoSW with soundness f is defined in the same way as Definition
1, except that soundness is respect to the number of sequential queries to H. Namely,
∗
Soundness. Let P ∗ = {Pk,N
} be any non-uniform family of circuits indexed by k and N ,
of size poly(k) with oracle access to H. Let N ≤ poly(k), and let χ be chosen uniformly at
∗
random from {0, 1}k . If the number of sequential queries to H that Pk,N
makes is αN for
∗
0 ≤ α ≤ 1, then if V interacts with Pk,N ,

Pr(V accepts) ≤ f (α).
In terms of circuits, we say that a list of queries q1 , q2 , . . . is sequential if there is a directed
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path in the circuit going through the gates for q1 , q2 , . . . in order. In the definition of
soundness, we still require P ∗ to have size poly(k), because if the parallelism of P ∗ is too
large (for example, exponential in k), then P ∗ might be able to break properties of the
random oracle such as collision resistance.
It is also possible to define soundness with respect to the runtime of the honest prover: if P
runs in time t, then any P ∗ that runs in time αt on a polynomial number of processors makes
the verifier accept with probability at most f (α). This definition is given in [BBBF18]. We
will define soundness with respect to the number of sequential queries, since reasoning about
the number of queries is usually a bit easier than reasoning about exact runtime.
Like in Definition 2, we can modify Definition 3 to allow interaction:
Definition 4 (interactive PoSW). An interactive PoSW with soundness f is defined in the
same way as Definition 3, except:
• After P outputs y, P and V can interact. (P and V should still run in time poly(k).)
At the end of the interaction, V accepts or rejects.
• We modify the soundness condition so that if the number of sequential queries to H
that P ∗ makes before outputting y is αN , then Pr(V accepts) ≤ f (α).
Like interactive PoW, an interactive PoSW with a public-coin verifier can be made noninteractive using the Fiat-Shamir heuristic.
As mentioned in section 2, when the proof in a PoW or PoSW should be unique, the prover
is essentially computing some function FH of its inputs (the output of the function depends
on H). The prover outputs the value of y = FH (k, χ, N ), and typically we also allow the
prover to output a string π proving that y was computed correctly. In some cases, π might
not be needed and can be the empty string. Only the value of y needs to be unique. Thus,
we define a unique PoW or PoSW as follows.
Definition 5 (PoW (PoSW) with unique proofs). Let f : [0, 1] → [0, 1] and u : N → [0, 1].
A PoW (PoSW) with soundness f and uniqueness u is a protocol between a prover P and a
verifier V , as follows.
Common inputs. P and V agree on a security parameter k, a statement χ ∈ {0, 1}k , and a
time parameter N ≤ poly(k). P and V have access to a random oracle H : {0, 1}∗ → {0, 1}k .
Prover. P takes input (k, χ, N ), runs in time poly(k) · N , and makes N queries to H. P
outputs a string y, and then P outputs another string π. The lengths of y and π are poly(k).
Verifier. V takes input (k, χ, N, (y, π)) and is a randomized algorithm that runs in time
poly(k). V either accepts or rejects.
10

Completeness. For any N ≤ poly(k), if χ is chosen uniformly at random from {0, 1}k ,
then when V interacts with P ,
Pr(V accepts) ≥ 1 − negl(k).
∗
} be any non-uniform family of circuits indexed by k and N ,
Soundness. Let P ∗ = {Pk,N
of size poly(k) with oracle access to H. Let N ≤ poly(k), and let χ be chosen uniformly
∗
at random from {0, 1}k . If the number of (sequential) queries to H that Pk,N
makes before
∗
outputting y is αN for 0 ≤ α ≤ 1, then if V interacts with Pk,N ,

Pr(V accepts) ≤ f (α).
Uniqueness. Let (y, π) be the output of the honest prover P on input (k, χ, N ). For any
P ∗ as in the soundness condition, if P ∗ (k, χ, N ) outputs (y 0 , π 0 ) and y 0 6= y, then
Pr(V accepts) ≤ u(k).
As in Definitions 2 and 4, we define soundness with respect to the amount of work that
P ∗ performs before outputting y. We could also modify Definition 5 to allow interaction
between P and V after P sends π, but Definition 5 suffices for this paper.

3.4

PoSW: a first attempt

A first attempt at constructing a PoSW is the following. The prover calls H iteratively N
times, starting with input χ. That is, the prover must compute F (k, χ, N ) = H N (χ), where
H 0 (χ) = χ and H i+1 (χ) = H(H i (χ)). Modeling H as a random oracle, it is unlikely that
the prover would be able to compute the correct value of H N (χ) without actually calling H
N times in sequence, even if the prover could make multiple queries in parallel. The prover
sends the value of H N (χ) to the verifier as y, and π is empty.
This attempt at constructing a PoSW runs into problems in the verification step. While it is
true (with high probability) that the prover must perform a lot of sequential work to compute
the correct value of H N (χ), it is unclear how the verifier should check that y is indeed the
correct value of H N (χ). One option is for the verifier to perform the whole computation
itself, but we would like verification to be easier than actually computing the proof.
Here is one attempt to reduce the verifier’s runtime. Suppose that the prover, instead
of sending only the value of H N (χ), somehow gives the verifier random access to all the
intermediate values H i (χ) that it has computed, for 1 ≤ i ≤ N . In other words, the prover
sends the values φi = H i (χ) to the verifier, and we imagine that the verifier can access any
particular value φi without reading all the values.
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Then the verifier might operate as follows. Let φ1 , . . . , φN be the purported values of
H 1 (χ), . . . H N (χ) that a (possibly dishonest) prover has sent. The verifier repeatedly chooses
i ∈ {0, . . . , N − 1} uniformly at random and checks that φi+1 = H(φi ) (using random access
to φi and φi+1 ). If not, then the verifier has detected the prover cheating, and the verifier
rejects. On the other hand, if these repeated tests all pass, then the verifier accepts.
The verifier might not be able to guarantee that all the values of φ1 , . . . , φN are correct. That
is, depending on the number of repeated tests, the verifier might not be able to guarantee
with high probability that each φi indeed equals H i (χ). For example, suppose the prover
uses a different statement χ0 instead of χ but correctly computes H 1 (χ0 ), . . . , H N (χ0 ) and
reports those values as φ1 , . . . , φN . Then, unless i = 0, it is true that φi+1 = H(φi ).
What the verifier can guarantee is that most of the values of φi are consistent with φi+1 ,
in the sense that φi+1 = H(φi ). For example, if the verifier makes 100 repeated tests, then
the prover would probably be caught if more than 10% of the values of φi were inconsistent.
This is because the prover will be caught if the verifier chooses any inconsistent index i, and
in this case, the probability that the verifier never chooses an inconsistent i is at most
1
(1 − )100 ≤ e−(1/10)(100) = e−10 .
10
However, this attempt at reducing the verifier’s runtime raises the following questions:
1. Does guaranteeing that 90% of the values of φi are consistent actually guarantee that
the prover must have performed about N sequential work?
2. How can the prover give the verifier random access to the values of φi ?
In the rest of this section, we give a negative answer to the first question, which means that
this first attempt at a PoSW has a serious shortcoming. In section 4, we introduce tools for
addressing this shortcoming and for answering the second question.
So, suppose a cheating prover wants to pass the verification with high probability, but wants
to perform significantly less than N sequential work. Then one strategy it can use is the
following. The cheating prover follows the “first half” of the protocol honestly, correctly
computing φ1 , . . . , φ(N/2) = H 1 (χ), . . . , H N/2 (χ). However, then the prover cheats, and
instead of computing φN/2+1 = H N/2+1 (χ) = H(H N/2 (χ)), it chooses some arbitrary value
z. It sets φN/2+1 = z, and it computes the rest of the values consistently: φi+1 = H(φi ) for
i > N/2 + 1.
If the cheating prover deviates from the protocol in this way, then all the values of φi
are consistent, except for φN/2+1 , which is chosen arbitrarily. Because the verifier chooses
random points in the computation and checks for consistency, the only way the prover would
be caught is if the verifier happened to choose N/2 + 1 as one of its checks. This is unlikely
to happen, and hence the prover is likely to pass the verification.
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However, note that the work of the cheating prover can be parallelized, so that it only
has to perform N/2 steps of computation in sequence. If the cheating prover can perform
two steps of computation in parallel, then it can compute the values φ1 , . . . , φN/2 and the
values φN/2+1 , . . . , φN concurrently. This is because φN/2+1 no longer depends on φN/2 , but
is instead the arbitrary value z that the cheating prover can choose in advance.
We conclude that the answer to the first question is negative. Even if we guarantee that
90% of the φi are consistent, the prover might have performed much less than N sequential
work. In this example, the cheating prover only sends a single inconsistent φi and manages
to perform only N/2 sequential work. We can modify the cheating prover so that it can get
away with even less sequential work by using a similar idea. For example, it can replace the
three values φN/4+1 , φN/2+1 , φ3N/4+1 with three arbitrary values and then compute the rest
of the φi consistently. Then it would only have to perform N/4 sequential work.

4

PoSW using depth-robust DAGs

In this section, we summarize the MMV construction of PoSW. We start by introducing
tools that address the two questions we raised in section 3.4. The two tools described in
sections 4.1 and 4.2 address the first question, and the tool described in section 4.3 addresses
the second question.

4.1

Tool: labeling a DAG

Recall the attempt to reduce the verifier’s runtime in section 3.4. Instead of the prover
sending only the end result of its computation, it sends all the intermediate steps. The
verifier randomly selects certain steps and checks that they are consistent (in the sense that
φi+1 = H(φi )). The first question we asked was whether, by ensuring that most of these
intermediate steps are consistent, we can ensure that the prover must have performed about
N sequential work. Let’s say that our goal is to ensure that, with high probability, the prover
can only pass the verification if it has performed at least 0.8N sequential work.
Remark. We emphasize that, by checking that most of the intermediate steps are consistent,
the verifier only wants to make sure that the prover must have performed about N sequential
work. The verifier is not checking that the result of the prover’s computation is necessarily
correct (i.e., whether φN actually equals H N (χ)). This distinction is important, because in
general we cannot check the correctness of a computation just by checking that most steps
follow from the previous step, unless the computation is presented in some special form (like
the PCP-type results discussed in section 2).
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We showed in section 3.4 that if the protocol calls for the prover to compute H N (χ), then
even sending all the intermediate steps doesn’t let us ensure 0.8N sequential work. So, if
we want to use the paradigm of the verifier checking the consistency of randomly chosen
intermediate steps, the protocol must require the prover to perform some kind of computation other than just computing H N (χ). In the MMV construction (and also in the CP
construction), the prover must instead label a directed acyclic graph (DAG), which can be
seen as a generalization of the task of computing H N (χ).
Definition 6 (labeling a DAG). Let G be a DAG with N vertices numbered 1, . . . , N . Given
the statement χ, the prover must compute a label li for each vertex i as follows. The prover
computes the labels for the vertices in topological order. Suppose vertex i has d parents
(vertices that point to vertex i), which are numbered p1 , . . . , pd , and the prover has already
computed their labels lp1 , . . . lpd . Then it computes the label of i as li = H(χ, i, lp1 , . . . , lpd ).
(Recall that this notation means that the input to H is the concatenation of χ, i, lp1 , . . . , lpd .)
For example, if vertex 5 has parent vertices 2, 3, and 4, then l5 = H(χ, 5, l2 , l3 , l4 ).
The intermediate steps of this computation are the labels of all the vertices, which the prover
sends to the verifier. (Recall that we will discuss in section 4.3 how the prover can send these
labels without the verifier having to spend N time to read all of them.) The problem in
section 3.4 was that even if the verifier can guarantee that most of the intermediate steps
are consistent, it is not guaranteed that the prover performed almost N sequential work.
The following example shows how the idea of labeling a DAG might address this problem.
Consider the task of labeling the following DAG G with 5 vertices:
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Figure 1

G contains a path of length 5: vertices 1, 2, 3, 4, 5. This means that the honest prover must
perform 5 steps of sequential work, because the label of 2 depends on the label of 1, the label
of 3 depends on the label of 2 (in addition to the label of 1), etc.
Now, suppose the prover tries to cheat as in section 3.4. Somewhere in the middle of the
computation, say at vertex 3, instead of honestly computing l3 the prover uses some arbitrary
value z as l3 . The prover carries out the rest of the computation consistently. In section 3.4,
we showed how the prover could reduce the required sequential computation from N to N/2
by deviating from the protocol like this.
However, in this example, note that if we were to delete vertex 3 from G, then there is still
a path of length 4: vertices 1, 2, 4, 5. This captures the idea that, even if the prover does
not have to compute the label for vertex 3, there is still a sequence of 4 vertices whose labels
depend on each other. Therefore, even if the prover fabricated a label for vertex 3, it would
still have to perform 4 steps of sequential work.
We see that requiring the prover to perform a computation similar to labeling the DAG G
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in this example can solve the problem in our first attempt. The property of G that enables
this is that, even if a vertex is removed, there remains a long path containing most of the
vertices in G. Hence, even if the prover cheats on one label, there is still a long path of labels
that they have to compute, and doing so requires a lot of sequential work.
Our first attempt, where the prover sends the values φi = H i (χ), is a special case of labeling
a DAG. Namely, the DAG would be a path with N vertices. The only difference between
our first attempt and labeling a path is that, in our definition of labeling a DAG, when we
compute li we include i as part of the input to H. We do this to ensure that the prover
cannot figure out the labels of multiple vertices using a single call to H. Without i as part
of the input to H, all vertices with no parents would have the same label.

4.2

Tool: depth-robust DAGs

Because our first attempt is a special case of labeling a DAG, there has to be some property
of a DAG that makes it suitable for use in a PoSW–some property that the path graph does
not have. As suggested above, loosely speaking, this property is that even when some vertices are removed, a long path remains in the graph. This property is called depth-robustness.
Definition 7 (depth-robust DAG). Let parameters α, β be between 0 and 1. A DAG G
with N vertices is (α, β)-depth-robust if, whenever αN vertices are removed from G, there
remains a directed path of length βN .
For shorthand, we say that G is depth-robust if it is (0.1, 0.8)-depth-robust. That is, if 10%
of the vertices of G are removed, there remains a path containing 80% of the vertices of G.
For example, the graph in Figure 1 is (0.2, 0.8)-depth-robust, because whenever 1 of the 5
vertices is removed, there is a path through the remaining 4 vertices.
As suggested in section 4.1, the importance of depth-robust DAGs is that they can be used to
construct a PoSW. Consider the following protocol. The prover has to label a depth-robust
DAG G with N vertices, and the prover gives the verifier random access to any labels of
its choice. The verifier repeatedly chooses a vertex at random and wants to check that the
chosen vertex is consistent. This means that if the chosen vertex i has parents p1 , . . . , pd ,
then the verifier checks that indeed, li = H(χ, i, lp1 , . . . , lpd ). So, when the verifier chooses
vertex i, the prover gives it the labels of vertex i and its parents pi , . . . , pd , and the verifier
checks for consistency.
The verifier repeats this check enough times so that, unless at least 90% of the vertices in
G are consistent, the prover is very likely to get caught. For example, if more than 10%
of the prover’s labels were inconsistent, then repeating the check with 100 randomly chosen
vertices would allow the prover to pass with probability less than (1 − 1/10)100 ≤ e−10 .
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The verifier accepts if all its checks turn out to be consistent. If this occurs, then the verifier
can be confident that at least 90% of the vertices in G are consistent. But then, by the
depth-robustness of G, there is a path of length at least 0.8N of consistent vertices. In other
words, there is a path of length at least 0.8N where the label of one vertex on the path
depends on the label of the previous vertex. In order for the prover to have computed such
a path of consistent vertices, it almost certainly must have made at least 0.8N sequential
queries to H.
In [MMV13], the authors show how to construct an explicit family of depth-robust DAGs
where the vertices have degree polylog(N ). Thus, if the verifier wants to check that a vertex
is consistent, it only has to check the labels of polylog(N ) vertices. We haven’t yet specified
exactly how this protocol fits the definition of a PoSW–for example, we haven’t specified
what y and π are. However, this analysis suggests that, provided an answer to the second
question in section 3.4, depth-robust DAGs give us a way to construct a PoSW.

4.3

Tool: Merkle trees

Recall that the second question in section 3.4, in the setting of labeling a DAG, is: how can
the prover send the labels to the verifier so that the verifier has random access to labels of
its choice? Essentially, the prover wants to commit to the labels it has computed, and when
the verifier wants to know the label of a vertex, the prover opens the commitment to that
label. One scheme that accomplishes this is a Merkle tree.
A Merkle tree can be constructed from a collision-free hash function that maps strings of
length 2k to strings of length k. The random oracle H satisfies the collision-free property,
which means that it is difficult to find two different inputs to H that map to the same
output. (Any polynomial-size adversary can produce such a pair of inputs with negligible
probability.)
Suppose the prover wants to create a Merkle tree commitment of its N labels. Assume that
N is a power of 2: N = 2n . To construct the Merkle tree, the prover places the N labels at
the N leaves of a binary tree of depth n. (So the label for vertex 1 would be the leftmost
leaf, the label for vertex 2 would be the next leaf, etc.) Then, it computes labels for the
remaining nodes in the binary tree as follows. If the two children of a node have labels l1
and l2 , then the node has label H(l1 , l2 ). This is essentially the same idea as labeling a DAG
using the hash function H. The binary tree with its nodes labeled in this way is a Merkle
tree commitment of the labels of the N vertices of G.
Once the prover has computed labels for the whole binary tree, let φ be the label of the
root. This value φ will be the value of y in the PoSW, and the prover only has to send φ to
the verifier, instead of the labels of all the vertices in G. When the verifier wants to access
the label of a vertex i, the prover finds the path from the root of the Merkle tree to the leaf
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corresponding to vertex i. Then, in order to open the Merkle tree commitment, the prover
sends the labels of all nodes in the Merkle tree along this path, along with the labels of all
siblings of nodes along this path. (Thus, the prover sends 2n = O(log N ) labels in order to
open the label of one vertex.)
For example, in Figure 2 below, the verifier has requested the label of the marked leaf. The
prover would send the labels of all the filled-in nodes. (The prover doesn’t have to send the
value of the root node φ when opening the commitment, because it has already sent φ when
making the commitment.)

Figure 2

The verifier checks the consistency of each non-leaf node in the path from the leaf to the
root (including the root itself). This means that, using the values sent by the prover, the
verifier checks that the label of each node is the hash of the labels of its two children. This
is why the prover sends both the labels of the nodes on the path and the labels of siblings of
the nodes on the path: so that the verifier has all the labels necessary to make this check. If
all the nodes are consistent, the verifier accepts the opening of the commitment to the label
of the leaf; otherwise, the verifier has caught the prover cheating.
It is important that the prover cannot open the label of a leaf to two different values. If the
prover could open a commitment to an arbitrary value (after φ has already been sent), then
it would be able to label the DAG inconsistently but open the commitments to consistent
values to fool the verifier. To see why it is unlikely that the prover would be able to open
a leaf to two different values, we use the collision-free property of H. Suppose that the
prover could successfully open a leaf in two different ways; let O1 and O2 represent these two
openings. (So O1 and O2 are each a list of 2n labels that the prover sends to the verifier to
make the opening.) Then we claim that the prover must have found a collision in the hash
function. This is because O1 and O2 agree at the top level of the tree, where the two nodes
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at depth 1 hash to φ, but O1 and O2 differ at the bottom level of the tree, where a leaf is
opened to two different values. Thus, the highest level of the tree where O1 and O2 differ
yield a collision. For example, in Figure 3, the numbers are the labels of nodes that are
involved in the openings of the marked leaf. The prover is trying to open the marked leaf
to two different values, 3 in O1 and 2 in O2 . In order to be able to make these two different
openings here, the prover has also found a collision in the hash function. We see that both
(10, 5) and (1, 6) hash to the value 9.

Figure 3

To summarize, Merkle trees answer the second question raised in section 3.4. They allow the
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prover to commit to the N labels it has computed by sending just the root label φ. Then,
the prover can reveal the label of any leaf as requested by the verifier, and unless the prover
finds a collision in H, it can only open a given leaf in one way.

4.4

The MMV construction of PoSW

Using the tools we have described in the previous sections, we present the MMV construction
of PoSW. The prover and verifier agree on a depth-robust DAG G with N vertices and degree
polylog(N ), as in section 4.2. The prover starts by labeling G as described in section 4.1.
Then, the prover commits to this labeling by associating the vertices of the depth-robust
DAG with the leaves of a Merkle tree, as in section 4.3. If φ denotes the label of the root of
the Merkle tree, then the prover sends y = φ to the verifier, and π is the empty string.
As suggested in section 4.2, the verifier can check that the prover has performed about N
sequential work by choosing random vertices of G and checking that those vertices are labeled
consistently. That is, the verifier chooses certain vertices of the G, and the prover provides
Merkle tree openings for the labels of those vertices and of their parents in G. The verifier
checks that the labels of the chosen vertices are computed correctly based on the labels of
their parents, and that the Merkle tree openings are correct.
The reason this protocol requires the prover to perform almost N sequential work has mostly
been described in the previous sections. Consider the following two cases:
• The prover computes at least 90% of the labels in the DAG consistently. Then, by
the depth-robustness of the DAG, there is a path of length 0.8N of consistent vertices,
meaning that the prover must have performed at least 0.8N sequential work.
• The prover computes less than 90% of the labels in the DAG consistently. Then, the
prover is very likely to be caught if the verifier makes enough queries. For example, if
the verifier makes 100 queries, then the probability that the prover does not get caught
is at most (1 − 1/10)100 ≤ e−10 .
Therefore, this protocol is a PoSW. The verifier is very efficient, because checking that a
vertex is consistent requires time polylog(N ). The verifier only has to check the consistency
of polylog(k) vertices to ensure that a cheating prover is caught with all but negligible
probability. Also, as mentioned in section 3, because this verifier is public-coin, the protocol
can be made non-interactive using the Fiat-Shamir heuristic.
The MMV construction is the first black-box construction of PoSW, but it also has drawbacks. First, labeling a depth-robust DAG is not space-efficient, and [ABP17] shows that
labeling a depth-robust DAG in O(N ) time also requires O(N ) space. Second, as noted
in section 1.2, this construction does not achieve unique PoSW. That is, it is easy for the
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prover to generate many different values of y = φ that are likely to pass the verification. For
example, suppose the prover follows the protocol honestly to compute φ. Then the prover
chooses a single vertex of the DAG and modifies its label to an arbitrary value. The prover
recomputes the Merkle tree, which only requires recomputing the labels of the nodes of the
Merkle tree along the path from the modified vertex to the root. In this way, the prover
obtains a new value φ0 as the root label. If the prover uses this value φ0 as y, then it is very
unlikely that the verifier would catch the prover cheating. This is because the only way the
verifier would detect what the prover has done is if the verifier queries the specific vertex that
the prover modified, or queries one of its children. But the probability that this happens is
very small if the runtime of the verifier is much less than that of the prover. Thus, a cheating
prover can arbitrarily change the label of a single vertex to obtain many different values of
y that are all likely to be accepted by a verifier.

5

Simple proofs of sequential work

[CP18] improve on the construction in [MMV13]. The CP construction also uses the DAGlabeling paradigm, but it shows that depth-robust DAGs are not necessary in order to
construct PoSW. By eliminating the need for depth-robustness, the CP construction reduces
the space complexity of the prover from O(N ) to O(log N ), and also eliminates the need for
somewhat complicated explicit constructions of depth-robust DAGs.
The CP construction defines the family of graphs {Gn }n∈N . Gn is obtained by starting with
the binary tree of depth n and then adding some more edges. The binary tree is directed so
that a child node points to its parent node. Then, for each node that is a left child, we add
edges from that left child to all leaves in the subtree of the corresponding right child. The
following example shows G3 :
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Figure 4

Another way to view this construction is that Gn is obtained by taking two copies of Gn−1 ,
and then adding edges from the root of the first copy to all leaves of the second copy.
Intuitively, this helps enforce sequentiality, because it means that the prover cannot do
anything with the second copy until it finishes working on the first copy. Also, we can think
of this construction as labeling a Merkle tree with some additional edges (the edges from
a left child to all leaves in the right child’s subtree). Thus, the ideas used in the MMV
construction involving Merkle tree commitments also apply to this construction.
The overall protocol is as follows. Given N = 2n and a statement χ, the prover labels Gn
using H and χ. As in MMV, the prover obtains the root φ of Gn and sends it to the verifier
as the value of y in the PoSW, and π is the empty string. Also as in MMV, the verifier
chooses several random leaves of Gn and checks that they’re consistent: the prover must
provide Merkle tree openings of those leaves. (In this case, all parents of a leaf are already
included in the Merkle tree opening of the leaf.) The verifier accepts if all the chosen vertices
are consistent and the Merkle tree openings are correct. As in MMV, here the verifier is
public-coin, and the protocol can be made non-interactive using Fiat-Shamir.
To analyze the sequentiality guarantees of this protocol, first note that Gn is not depthrobust. For example, removing just the root of the left subtree of Gn will cut off any paths
between the left subtree and the right subtree. However, also note that, if the prover were to
cheat on the root of the left subtree, then the prover would be caught if the verifier queries
any leaf in the left subtree. This is the idea behind the proof of sequentiality.
Elaborating on this idea, suppose a prover cheats on certain nodes in Gn , so those nodes
are inconsistent. The prover will be caught if the verifier queries any of the leaves in the
subtrees rooted at these inconsistent nodes. [CP18] show by induction on n that there is
always a path of consistent nodes that contains all the leaves that do not belong to the
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subtrees rooted at inconsistent nodes. Thus, we can consider two cases:
• At least 90% of the leaves computed by the prover do not belong to subtrees rooted
at inconsistent nodes. Then there is a path containing all of these leaves, and so the
prover must have performed at least 0.9N sequential work.
• More than 10% of the leaves computed by the prover belong to subtrees rooted at
inconsistent nodes. Then the prover cannot open the Merkle tree commitment to any
of these leaves and will be caught if the verifier queries any of them. As in the analysis
of the MMV construction, this means that the verifier can efficiently catch the prover
cheating in this case.
The CP construction improves on MMV by eliminating the need for depth-robust graphs,
hence significantly reducing the space complexity of the prover and also making the protocol
simpler. [CP18] show by induction on n that the prover only needs O(log N ) space, because
after labeling a left subtree, the prover only needs to remember the root of the left subtree in
order to label the right subtree. However, this construction does not achieve unique proofs,
for a similar reason as in MMV. Suppose a prover follows the protocol honestly to compute
the root value φ. Then, the prover modifies the label of a single leaf to an arbitrary value
and computes the remaining nodes honestly with the modified label. Then the prover will
only be caught if the verifier queries the modified leaf. Also, note that if the prover chooses
to change the rightmost leaf, then the only labels that the prover will have to recompute
are the n nodes along the path from the rightmost leaf to the root. This is because the
only edges we add to the binary tree in order to construct Gn are edges that start from a
left child. Thus, once the prover honestly computes y = φ, they can easily generate many
more values of y that are likely to be accepted. (Even if the verifier decides to always check
the consistency of the rightmost leaf, the prover could still change other leaves that require
relatively little recomputation.)

6

A weaker notion of unique PoW

In this section, we consider an easier version of the problem of a black-box construction of
unique PoSW. We present a black-box construction of PoW (not sequential) where proofs
are likely to be unique. Recall that a PoW like that in Bitcoin does not have unique proofs,
because there will likely be many different nonces that work, due to collisions in H. Our
unique PoW construction is not ideal. In particular, the verifier’s runtime is not polylogarithmic in N , but more like O(N 4/5 ) = O(2(4/5)n ), where N = 2n . But for large N , which is
typical of a PoW, the verifier still performs much less computation than the prover.
It remains an open question whether unique PoSW can be constructed from black-box assumptions. Perhaps an idea similar to our unique PoW can be useful, although natural
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attempts to extend this construction to a unique PoSW seem to run into difficulties.

6.1

Intuition

In our protocol, the prover starts by computing H(χ, 1), H(χ, 2), . . . , H(χ, N ). Like in the
MMV and CP constructions, the prover builds a Merkle tree with N leaves, where the label
of the ith leaf is H(χ, i). These steps can be seen as a superficial way of labeling a DAG,
where the DAG consists entirely of isolated vertices. We saw in MMV and CP that the root
of the Merkle tree would not constitute a unique PoW. Recall that this is because changing
the label of one leaf and computing everything else consistently would change the label of
the root, but the prover wouldn’t get caught unless the verifier examined that leaf.
The idea of our unique PoW is that, although changing one leaf and computing everything
else consistently will change the label of the root, changing one leaf and computing everything
else consistently doesn’t change the labels of other leaves. Note that this is not true in a
PoSW as in CP, because there are edges from certain nodes in the Merkle tree that point
to other leaves. Therefore, in our PoW, if we can guarantee that most of the leaves are
computed correctly, then it is unlikely that even a cheating prover could change the value of
some robust statistic on the set of all leaves.
For example, let the bit σ be 0 if the labels of most of the leaves start with the bit 0, and
otherwise σ = 1. If a cheating prover could only change the labels of a small fraction of
the leaves without being caught, the resulting value of σ that the cheating prover obtains
would likely be the same as if the prover computed all the leaves correctly. Hence, σ can be
thought of as a unique proof of work. Its value is difficult to guess with probability better
than 1/2 without computing a significant fraction of the leaves (we analyze this in section
6.4), and even a cheating prover is unlikely to be able to change it without getting caught.
This intuition will be developed in the following sections.
The above discussion can be generalized in several ways. First, the fact that changing one leaf
doesn’t change other leaves can be generalized. At any level of the Merkle tree, say at depth
n/2 where there are N 1/2 nodes, if the prover computes some of the nodes dishonestly, then
the remaining nodes are still the same as what the honest prover would compute. Second,
we can generalize the construction so that the proof of work is more than one bit long.

6.2

Construction

Following the ideas in section 6.1, Construction 1 is an (interactive) PoW where the proofs
are likely to be unique.
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Construction 1. The prover and verifier take input as in Definition 5.
1. The prover builds a Merkle tree using the values H(χ, 1), . . . , H(χ, N ), so the label of
leaf i is H(χ, i). This Merkle tree has n levels, where N = 2n .
2. The prover uses the N 1/2 nodes of the tree at depth n/2 to compute σ: if the majority
of the nodes at depth n/2 start with the bit 0, then σ = 0. Otherwise, σ = 1.
3. The prover sends (y, π) to the verifier. y = σ, and π consists of the labels of the N 1/2
nodes at depth n/2.
4. Upon receiving (y, π), the verifier checks that y = σ agrees with the N 1/2 labels in π.
Namely, if a majority of those labels start with 0, then σ should be 0; otherwise, σ
should be 1. If this is false, the verifier rejects.
5. The verifier chooses cN 3/8 of the nodes at depth n/2 uniformly and independently at
random, for some constant c.
6. For each of these chosen nodes, the verifier manually checks that it was computed
correctly, by computing the subtree of the Merkle tree rooted at the chosen node. That
is, the verifier computes the N 1/2 values of H(χ, i) for the appropriate leaves i and
checks that their Merkle tree hash is the corresponding label in π. If any of the chosen
nodes was not computed correctly, the verifier rejects; otherwise, it accepts.
The prover actually doesn’t have to compute the entire Merkle tree, but rather only the
nodes between depth n/2 and n. The runtime of the verifier is O(N 7/8 ). This is because
the verifier reads the N 1/2 labels in π, and then the verifier chooses O(N 3/8 ) labels and
manually performs O(N 1/2 ) work to check that each chosen label is correct. Thus, the step
of manual verification requires O(N 7/8 ) work and dominates the runtime of the verifier. We
can replace n/2 with some other depth to improve this runtime, as discussed in section 6.5.
In the following sections, we analyze Construction 1 to show that it satisfies Definition 5.

6.3

Analysis of uniqueness

Suppose the verifier accepts in step 6 of the protocol in Construction 1. Then it is very likely
that π contains no more than N 1/8 incorrect labels, out of the N 1/2 nodes at depth n/2.
Otherwise, the probability that all cN 3/8 of the verifier’s checks would pass is bounded by:

cN 3/8
cN 3/8
N 1/8
−3/8 )cN 3/8
1 − 1/2
= e−c .
= 1 − N −3/8
≤ e(−N
N

By choosing an appropriate value of c, the probability of this event is very small. Hence, if
the verifier accepts, we are essentially guaranteed that at most N 1/8 of the N 1/2 labels at
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depth n/2 differ from what the honest prover would have computed.
Let z be the number of labels at depth n/2 that would start with 0 if all labels were computed
correctly; let z 0 be the number of labels in π that start with 0. Since we have established
that π can differ from the correct labels in at most N 1/8 places, this means that z and z 0
differ by at most N 1/8 . Hence, even a cheating prover cannot report an incorrect value of σ
(without being caught in step 4) unless z is within N 1/8 of N 1/2 /2.
How likely is it that z is so close to N 1/2 /2? Using the random oracle assumption, each label
at depth n/2 (if correctly computed) starts with 0 or 1 independently with probability 1/2.
Let M = N 1/2 . If we flip a fair coin M times, then it’s reasonable to expect
√ that the number
of heads differs from M/2 by about a standard deviation, which is M /2. Substituting
M = N 1/2 , we find that a “typical” deviation of z from N 1/2 /2 is N 1/4 . Hence, it should be
quite unlikely that a deviation as small as N 1/8 would occur, and only such a small deviation
would allow a prover to convince the verifier to accept an incorrect value of σ.
More formally, we can bound the probability that z is within N 1/8 = M 1/4 of M/2 by
bounding the sum of the middle 2M 1/4 values of the binomial distribution with parameters (M, 1/2).
For k = 0, . . . , M , the binomial distribution assigns to k the probability


M
(1/2)M Mk . Note that the largest value in this distribution is the middle value, (1/2)M M/2
.

M
Therefore, the sum of the middle 2M 1/4 values is at most 2M 1/4 · (1/2)M M/2 = O(M −1/4 ).

M
The last equality follows from the fact that M/2
= O(2M · M −1/2 ), which can be shown
using Stirling’s formula, for example.
We conclude that the probability that a cheating prover can break the uniqueness condition
in Definition 5 is O(M −1/4 ) = O(N −1/8 ), which approaches 0 for large N .

6.4

Analysis of soundness

Consider an adversary P ∗ as in the soundness condition in Definition 5. If P ∗ performs
much less than N work, then it cannot make the verifier accept, for the same reason as in
the analysis of MMV and CP. Namely, if P ∗ computes only 90% of the labels at depth n/2
correctly, then it will be caught if the verifier checks any of the incorrect labels. However,
recall that the soundness must hold for any P ∗ that performs little work before outputting
y, even if P ∗ performs more work after outputting y. This means that P ∗ cannot predict
the correct value of σ with too high a probability unless it performs a lot of work.
Since σ is the majority value of the first bit of the labels of the nodes at depth n/2, and these
labels are computed by using a random oracle for a Merkle tree hash, essentially the only
reasonable strategy an adversary P ∗ can try is as follows. Say that the adversary performs
αN work for α < 1 and wants to predict the correct value of σ. That means the adversary
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can only determine the correct labels of an α fraction of the M nodes at depth n/2. The
adversary can compute the labels of these αM nodes, take the majority of the first bit of
the labels it computed, and predict that σ will equal that majority value.
How likely is the adversary to succeed in guessing σ, in terms of α? When we simulate
this adversarial strategy with M = 104 and running 105 trials (so in each trial, we randomly
generate the labels of the M nodes), the success probabilities are shown in Figure 5. α ranges
from 0 to 1 along the x-axis, while the simulated probability of guessing σ ranges from 0.5
to 1 on the y-axis (because the adversary cannot do worse than just flipping a coin).
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Figure 5

The shape of this chart is reminiscent of the arcsine distribution that appears in the context
of random walks, which we now describe.

6.4.1

Arcsine laws

Suppose Alice and Bob play a game in which they flip a fair coin m times. For each flip, if
the coin comes up heads, then Alice gives Bob a dollar; otherwise, Bob gives Alice a dollar.
At a given point in this sequence of flips, we say that Alice is in the lead if Alice has won
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more times than Bob so far, so Alice has made a profit so far. Consider the question: over
this sequence of m coin flips, how many times will Alice be in the lead? The following figure
from Grinstead and Snell’s Introduction to Probability [GS12] shows the pdf (probability
density function) of the number of times that Alice is in the lead when m = 40:
12.3. ARC SINE LAWS
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This is the arcsine distribution.
2 The game2between Alice and Bob can be thought of as a

random walk where
Z0 , . . the
. , Zlast
Zi is thefrom
profit
that Alice has made after i coin tosses. The
m , where
equality follows
Theorem 12.2. Thus, we have
equation above shows that the fraction of times this random walk is positive follows the
b2k,2n
= α2k,2n , provides answers to a larger class of
arcsine distribution. In fact, the arcsine
distribution
problems related
to random
walks. Another such problem is the following. Again,
which completes
the proof.
2 consider
a random walk Z0 , . . . , Zm , where Z0 = 0, and Zi+1 equals Zi + 1 with probability 1/2 and
illustrate the above theorem by simulating 10,000 games of Heads or Tails, with
Zi − 1 withWe
probability
1/2. Let T be the last time such that ZT = 0. How is T distributed?
each game consisting of 40 tosses. The distribution of the number of times that
This problem is known as the problem of the last equalization in a random walk. As shown
Peter is in the lead is given in Figure 12.2, together with the arc sine density.
in [GS12], it turns
out
the by
cdfstating
of T two
follows
same
distribution,
namely
We end
thisthat
section
otherthe
results
in arcsine
which the
arc sine density
8
appears. Proofs of these results may be found in Feller.
√

2
arcsin( α).
π which, for a given random walk of
Theorem 12.5 Let J be the random variable
Pr(T < αm) ≈

length 2m, gives the smallest subscript j such that Sj = S2m . (Such a subscript j
must be even, by parity considerations.) Let γ2k,2m be the probability that J = 2k.
Then we have
γ2k,2m = α2k,2m .
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Feller, op. cit., pp. 93–94.

2

6.4.2

Analysis of soundness (continued)

√
The range of the arcsine distribution π2 arcsin( α) is 0 to 1. The range of Pr(P ∗ succeeds)
in the simulation is 0.5 to 1. We can try to fit the arcsine distribution to the data from the
simulation by interpolating it between 0.5 and 1, namely,
f (α) =

√
1 1
+ arcsin( α).
2 π

When we plot f (α) on Figure 5, it fits the simulated results almost perfectly. We will prove:
Theorem 1. For the adversary P ∗ described above, Pr(P ∗ succeeds) = f (α). We say that
P ∗ succeeds if it outputs the correct value of σ.
We prove this claim by showing how the success of the adversary relates to the last equalization of a random walk. Recall that P ∗ computes αM of the M labels at depth n/2 outputs
the majority value of the first bit of the labels it has computed. Without loss of generality,
P ∗ computes the first αM labels at depth n/2. For i = 1, . . . , M , let Xi be 1 if the ith label
at depth n/2 starts with a 1, P
and −1 if the ith label starts with a 0. Define the random
walk Z1 , . . . , Zm , where Zi = ij=1 Xj . Thus, Zi is the difference between the number of
1s and the number of 0s among the first bits of the first i labels, and Zi equals Zi−1 + 1
with probability 1/2 and Zi−1 − 1 with probability 1/2, which is the same random walk we
considered in section 6.4.1.
As in section 6.4.1, let T be the time of last equalization of Z1 , . . . , ZM . Consider what
happens when T < αM . If, among the first αM labels, there are more 1s than 0s, then
ZαM > 0 and P ∗ guesses σ to be 1. But in this case, the fact that T < αM means that all
the remaining values of the random walk ZαM +1 , . . . , ZM are also positive, because there are
no more equalizations. Therefore, P ∗ ’s guess for σ will be correct. A similar thing happens
if there are more 0s than 1s among the first αM labels. We conclude that if T < αM , then
P ∗ always guesses correctly.
Now, consider T ≥ αM . We claim that in this case, P ∗ ’s guess is correct with probability
1/2. We can think of the random choice of the M labels as being done in order: we first
randomly choose a label for the first node at depth n/2, then for the second node, and so on,
up to node M . P ∗ outputs its guess after labels have been chosen for the first αM nodes.
The fact that T ≥ αM means that, sometime in the future after P ∗ outputs its guess, there
will be an equal number of 0s and 1s. In other words, for some i ∈ {αM + 1, . . . , M }, we
have Zi = 0. Among the remaining labels i+1 through M , it is equally likely that a majority
of them start with 0 or a majority of them start with 1. Since there are an equal number of
0s and 1s among the first i labels, the correct value of σ is the majority value of labels i + 1
through M . This majority value is 0 or 1 with probability 1/2, independent of the labels
of any previous nodes, and in particular independent of the guess made by P ∗ . Therefore,
when T ≥ αM , P ∗ succeeds with probability 1/2.
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Finally, using the arcsine law of the time of last equalization, we conclude that
1
2
√
√
2
1
2
= arcsin( α) · 1 + (1 − arcsin( α)) ·
π
π
2
√
1 1
= + arcsin( α).
2 π

Pr(P ∗ succeeds) = Pr(T < αM ) · 1 + (1 − Pr(T < αM )) ·

6.5

Modifications

Here we present several modifications to improve Construction 1. First, as noted in section
6.2, the runtime of the verifier is O(N 7/8 ). We can improve the runtime of the verifier by
noting that the construction can use some other level of the Merkle tree besides n/2. In
other words, we can modify the protocol so that, for some 0 < β < 1, the prover sends the
N β labels at depth βn of the Merkle tree. Then, the verifier manually checks the correctness
of O(N (3/4)β ) of these labels. The analysis in section 6.3 implies that the probability that a
prover can come up with two different valid proofs would be O(N −(1/4)β ).
To optimize the verifier’s runtime, we can choose β = 4/5. Then the verifier would take
O(N 4/5 ) time to read the labels in π. The verifier would manually check O(N 3/5 ) nodes,
each of which takes time O(N 1/5 ), because the height of the subtree below a node at depth
(4/5)n is (1/5)n. In this case, the total runtime of the verifier would be O(N 4/5 ). Further,
the probability that a prover can compute two different valid proofs is bounded by O(N −1/5 ),
which improves on the original O(N −1/8 ) bound. (Similarly, changing the number of nodes
that the verifier manually checks can change how likely the proof is to be unique.)
We can also extend Construction 1 by making y longer than one bit. Construction 1 takes
the majority value of the first bit of each label at depth n/2 as the value of y = σ (or at
some other depth, if using the above modification). To make y longer, we can set each bit
of y to be the majority value of that bit over the labels at depth n/2. In order to preserve
uniqueness, we want the value of each bit of y to be unique. For example, if we want a 256-bit
proof and the probability that a particular bit violates uniqueness is , then the probability
that any bit violates uniqueness is at most 256 by the union bound.
Extending the construction to multiple bits also allows a further modification to make y
harder to guess for an adversary that performs less than N work. As in the single-bit case,
an adversary might try to compute only some of the labels at depth n/2 (or some other
depth), and take the majority value of each bit over the computed labels in order to predict
the majority value of each bit over all labels. When y is longer, it is harder for the adversary
to guess all the bits correctly by using this strategy, although it does give the adversary more
opportunities to guess at least one bit correctly. If we want to make it difficult to guess even
one bit correctly, one solution is the following. If we want y to be 256 bits, let σ ∈ {0, 1}256
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be the result of taking the majority value of each of the 256 bits over the labels at depth
n/2. Instead of setting y = σ, we can set y to be some other value computed from σ, such
as H(χ, σ). This way, if an adversary performs less than N work and computes only some of
the labels at depth n/2, even if it can predict with some confidence that the majority value
of a particular bit is a 0, that doesn’t directly reveal anything about any of the bits in y.
This is because the value of y is the result of the hash applied to σ, which looks random
unless the adversary can significantly narrow down the number of likely values of σ.
In fact, even suppose that an adversary could predict the majority value of many of the bits
while performing much less than N work (which is very unlikely to begin with). For example,
suppose the adversary computes only some of the labels at depth n/2 and, by chance, is fairly
confident about the value of all but 10 of the bits of σ. Then, if the adversary wants to guess
the first bit of y = H(χ, σ), it might apply the hash to all 210 values of σ that it considers
to be likely, and check whether the first bit of the hashed value is usually a 0 or usually a 1.
We could make a further modification to the construction to make this strategy much more
difficult, if it is a concern at all. Instead of setting y = H(χ, σ), we can set y = g(χ, σ),
where g is some function that is harder to compute. g might be a proof of work of size N 4/5 :
for example, y = g(χ, σ) equals the root label of a Merkle tree commitment of the values
H(χ, σ, 1), H(χ, σ, 2), . . . , H(χ, σ, N 4/5 ). (π is still the set of labels at depth n/2 or some
other depth.) The idea here is that the verifier already has to perform O(N 4/5 ) work (if we
use the nodes at depth (4/5)n), so the verifier could manually check the correctness of g
without too much overhead. In other words, the verifier uses the labels in π to compute σ,
and then checks that g(χ, σ) = y. However, if an adversary wants to use the above strategy
to try to predict the value of a bit of y, it would have to compute g for each of the 210
candidate values of σ. This would take about 210 N 4/5 work, which is probably at least as
much as, if not more than, the work required just to follow the protocol honestly. The honest
prover, on the other hand, would only have to perform N 4/5 work on top of the N work that
it already performs when computing σ.
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