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tMany systems have implemented replay of parallel or sequential pro
esses, but none haveprovided a robust set of debugger tools that take advantage of this power. This paper developsnew ideas about how software instru
tion 
ounters 
an be used by programmers to fa
ilitatedebugging appli
ations under replay. This paper is the dis
ussion of the author's proje
t forHonors in the degree of Ba
helor of S
ien
e under the dire
tion of Professor Robert H.B. Netzer.1 Introdu
tionFuture generations of programmers will rely on deterministi
 exe
ution replay to fa
ilitate debug-ging appli
ations. While work has been done towards implementing replay debugging eÆ
ientlyand reliably, new tools and te
hniques are needed to provide the programmer with a 
ompellingdebugging experien
e. This paper attempts to address these 
on
erns by dis
ussing additions wehave made to the rdb replay debugging environment to export powerful new tools to debuggers.In traditional debugging, programmers repeatedly re-exe
ute programs while using debuggingtools su
h as breakpoints and wat
hpoints in order to dete
t at what point a program's exe
utiondeviates from the expe
ted behavior. Often, this o

urs several instru
tions before a 
rash o

urs,but this is not always the 
ase. In
orre
t program 
ode may have exe
uted an hour or more beforethe symptoms of a bug be
ome apparent. Post-mortem \
ore dumps" are helpful, but 
an onlyassist a programmer in developing hypotheses about why a 
rash o

urred.A replay ar
hite
ture 
an address these 
on
erns, and provide the programmer with powerfulnew ways to shorten the edit-
ompile-debug 
y
le. However, it is not immediately 
lear howto extend tools su
h as breakpoints and wat
hpoints to assist a programmer working in a replayenvironment. Clearly, navigating the replay lands
ape is a di�erent experien
e for the programmer;while the traditional model only requires the programmer to think about the 
urrent state of thepro
ess, replay debugging allows developers to utilize all of the states of the replay pro
ess.We seek to design debugging tools that allow programmers to answer queries su
h as \Whatwas the state of the pro
ess at the instru
tion before this one?" and to perform a
tions su
h as\Mark this instan
e of exe
ution of this instru
tion so I 
an return to it later." Additionally, thesetools 
an perform analysis on the target in order to provide fun
tionality su
h as \roll ba
k to the1



last time this variable was modi�ed." Su
h tools will undoubtedly redu
e the time it takes to �nd
omplex bugs by allowing programmers to develop and test 
onje
tures about why a program has
rashed.Without a frame of referen
e, time is not a useful debugging tool, and programmers 
annotdire
t a debugger to \stop replaying at instant x." We observe that a software instru
tion 
ounter(or SIC) holds the key to a new 
lass of debugging tools that allow eÆ
ient and meaningful pro
essnavigation and powerful 
ontrol over the replay environment. We demonstrate that generalizing SICand PC breakpoints yields new tools for replay debugging, and explain how we have implementedthese ideas in rdb. The te
hniques we present here presume only that a replay environment willprovide a software instru
tion 
ounter in some form, regardless of whether or not in
remental replayor memory tra
ing is present.Finally, we address what work remains to be done to transform our ideas into viable tools forprogrammers, and dis
uss how to build visualization tools for exe
ution replay.2 Software Instru
tion CountingAn instru
tion 
ounter indexes the 
hanges of state in a pro
ess at the level of individual instru
-tions. Some ar
hite
tures provide hardware instru
tion 
ounters, 
lo
k 
y
le 
ounters [8℄, or even
on�gurable event 
ounters [6℄, but their use is not yet widespread. In the simplest 
ase, soft-ware instru
tion 
ounters emulate hardware instru
tion 
ounters, and are in
remented after everyinstru
tion exe
uted.Software instru
tion 
ounting has been implemented eÆ
iently for a variety of ar
hite
tures [1,3, 4℄ as an alternative to hardware instru
tion 
ounters. Be
ause they are implemented in soft-ware, SIC implementations usually rely heavily on instrumenting the target exe
utable either afteror during 
ompilation. Be
ause instru
tions are added to the exe
utable, runtime performan
eis impa
ted, but it has been shown experimentally that su
h instrumentation 
an be performedeÆ
iently on both RISC ar
hite
tures with less than 10% slowdown, and on CISC ar
hite
tureswith less than 20% overhead.To provide eÆ
ient instru
tion 
ounting, Mellor-Crummey and LeBlan
 propose relaxing theinstru
tion 
ounter model by observing the following: Ea
h instru
tion in a program is lo
ated at adistin
t memory address, and thus any instru
tion is part of a sequen
e of instru
tions for whi
h noparti
ular PC value is exe
uted twi
e. The only time an instru
tion at a parti
ular address 
an beexe
uted twi
e is when a 
ontrol transfer instru
tion has altered the program 
ounter. In
rementingthe SIC every time a ba
kwards bran
h or a fun
tion 
all is made guarantees that every PC valueexe
uted during one value of the SIC is unique. That is, there exists a unique name for everyexe
ution of every instru
tion in the program using a tuple (SIC, PC).2.1 Extending the TerminologyThis se
tion de�nes some terms used in the rest of the paper, and provides some 
onvenient newterminology with whi
h to talk about software instru
tion 
ounting and replay debugging. ASIC quantum s is the sequen
e of PC values exe
uted during a parti
ular value s of an instru
tion
ounter. Thus, in a system with a hardware instru
tion 
ounter, ea
h quantum 
ontains exa
tly one2



instru
tion. However, on systems la
king su
h support, the model proposed by Mellor-Crummeyand LeBlan
 is 
ommonly used, so that a quantum may 
ontain many instru
tions. While addingsome new 
omplexity, this guarantees unique naming of ea
h instru
tion exe
ution instan
e usingthe (SIC, PC) tuple. Su
h a representation is referred to as a 
ontrol point. A �nal SIC related termis the era, whi
h is a sequen
e of 
ontiguous quanta. While interval might be a more appropriateterm, this term is already in 
ommon use to refer to a unit of exe
ution replay.Additionally, it is useful to separate the 
ommon notion of a \breakpoint" into two parts: theevent spe
i�
ation and the event a
tion. For example, a PC breakpoint in a debugger su
h as dbxhas a PC value as its event spe
i�
ation, and \stop the target pro
ess" as its event a
tion. The eventa
tion is the a
tion the debugger takes when the spe
i�
ation is mat
hed| in this example, thetarget pro
ess stops, and the debugger noti�es the user, who 
an then intera
t with the debuggerand the user program. In this light, the term \breakpoint" is no longer 
ompletely appropriate,sin
e arbitrary work 
an be performed as part of an event a
tion. The term debugger event refersto the 
ombination of spe
i�
ation and a
tion that form su
h a 
ontrol stru
ture.3 The rdb FrameworkThis se
tion presents the rdb framework, into whi
h we have integrated our work, and then fo
useson how an rdb replay pro
ess 
ommuni
ates with the debugger.3.1 Overview of rdbrdb [3℄ is a framework for in
remental replay debugging. In an in
remental replay system, tra
ingand replay are broken down into intervals. Tra
e data is kept in su
h a way that pro
ess state maybe restored to the beginning of any interval. This means that it takes mu
h less time to navigatein the pro
ess than in traditional replay systems, whi
h must restart pro
ess exe
ution from thebeginning every time navigation is desired. We have extended the rdb framework in order to addtraditional debugger features su
h as breakpoints, and to experiment with new tools to exploitdebugging in a replay system.There are two major 
omponents of the rdb ar
hite
ture. The �rst is the rdb engine itself,and the se
ond is an auxiliary library known as the tra
e te
hnique. rdb implements an API fordeveloping su
h te
hniques. Our work in this paper is primarily 
on
erned with the rdb engine,but we have used the dfa2-spl tra
e te
hnique detailed in [3℄ as a testbed for our ideas.rdb involves itself in the user program in three major phases. The �rst is at 
ompile-time,when ALTR, the Assembly Language TRanslator, is run in order to instrument the user exe
utablea

ording to a series of rules provided by a te
hnique-spe
i�
 \hooks" �le. While the instrumen-tation is spe
i�
 to the te
hnique being debugged, it typi
ally implements a software instru
tion
ounter, and some kind of memory tra
ing fa
ilities. This paper is primarily 
on
erned with tra
ete
hniques that implement a software instru
tion 
ounter.The se
ond major intera
tion is at tra
e-time, when rdb's shared libraries provide a harness forthe instrumentation, and help to tra
e system 
alls and signals. In the dfa2-spl tra
e te
hnique
onsidered here, tra
ing (and symmetri
ally, replay) is divided into intervals, whi
h are typi
allyone to sixty se
onds in length. An important implementation detail of this tra
e te
hnique is that3



only 16 bits of storage are available for the SIC. Thus, it is ne
essary to reset the SIC to zero atthe start of ea
h interval to prevent over
ow. This introdu
es additional 
ompli
ations be
ause the(SIC, PC) tuple no longer uniquely identi�es ea
h instan
e of exe
ution of an instru
tion| it onlyprovides unique naming within a parti
ular interval.Finally, during replay, rdb sets up a di�erent harness whi
h helps to replay the results ofsystem 
alls, and allows debuggers random a

ess to intervals. It is possible to move through theprogram's exe
ution, skipping uninteresting intervals, and repeatedly re-exe
uting those of interest.In both tra
e and replay modes, rdb exports a debugger API. This 
onsists of a debugger library,librdb replay, whi
h 
ooperates with the target using a dedi
ated \agent" LWP (lightweightpro
ess). The agent 
an respond to debugger requests and perform 
omplex a
tions on its behalf.Tra
e te
hnique libraries typi
ally need storage for tra
e data and other mis
ellaneous state.The dfa2-spl te
hnique takes a somewhat radi
al approa
h by splitting the 32-bit address spa
ein half, and mapping one word in the \lower half" of the address spa
e to ea
h word in the \upperhalf." However, not all of the addresses in the upper half of the address spa
e are addressablein Solaris. The address range 0xefffffff to 0xffffffff is reserved by the operating system.This means that there is a 
orresponding \mirror" region whi
h is left unused from 0x6fffffff to0x7fffffff; the tra
e library 
an use this region as s
rat
h spa
e for storing debugger events, orother mis
ellaneous data.3.2 Debugger-Target Intera
tionBe
ause rdb is embedded in the user pro
ess as a 
olle
tion of shared obje
ts, it does not naturallyhave a me
hanism for 
ommuni
ating with a debugger pro
ess. To fa
ilitate su
h debugging, rdbprovides an agent LWP whi
h 
an servi
e requests made on a debugger's behalf. Figure 1 showshow the agent and debugger 
ommuni
ate via the Solaris pro
fs me
hanism [5℄. One importantrestri
tion on the agent is that it and the pro
ess target lwp (the lwp being debugged) run in amutually ex
lusive fashion. The agent is used for a variety of reasons, but 
on
eptually it performsa number of major tasks:1. Update tra
e or replay runtime options in the target.2. Help to restore a parti
ular interval for replay.3. Create, install, uninstall, destroy and manipulate debugger events like SIC and PC break-points.4. Negotiate whether a debugger's request for the target to stop asyn
hronously is safe, andarrange to stop the pro
ess in a safe state (see se
tion 5.4).5. Examine, 
opy, and tweak the target LWP's stru
ture as appropriate to hide the instrumen-tation library from the debugger.6. Provide memory tra
e data or other data exported by the tra
e library.The agent's interfa
e is easy for individual tra
e te
hniques to extend, and this work makesheavy use of this fa
ility. The agent 
an perform tasks that would otherwise be very 
ostly orvery diÆ
ult from an external debugger, sin
e reading or writing memory inside the target requires4
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Figure 1: Debugger/Target Intera
tionthe operating system to 
ontext swit
h. To this end, the debugger library, librdb replay, usesthe agent extensively in order to 
reate, install, and remove debugger events, whi
h have storageallo
ated dire
tly inside the the target pro
ess in a region of memory 
ontrolled by the tra
e library.This approa
h has a number of advantages. One is that tra
e te
hniques like dfa2 spl mayneed to use PC and SIC breakpoints in order to a

omplish tra
ing. In this 
ase, relying on thedebugger to implement these would 
reate a dependen
e on the debugger that appli
ations 
ompiledwith rdb do not 
urrently have. Pla
ing responsibility for debugger events inside the target is thusthe best solution, and it remains possible to replay a program from the 
ommand line withoutdebugger intervention.The last job of the agent is to 
ooperate with librdb replay in order to help rdb remaininvisible inside the target. This is 
ru
ial be
ause debuggers typi
ally have the ability to haltthe target pro
ess at any time during its exe
ution. Under Solaris, this is 
ommonly a
hieved by
ommuni
ating with the pro
fs me
hanism; writing a PCSTOP message to the target will 
ause it tohalt as soon as the operating system 
an arrange to do so. At this point, the user may dire
t thedebugger to sta
k ba
ktra
e the target, investigate the state of memory, install breakpoints, et
.This presents a major problem for rdb, whi
h may potentially have 
ode running in the target atthe time of su
h a request to stop. Se
tion 5.4 presents our solution to this problem, whi
h utilizesthe agent LWP to 
loak rdb's a
tivity inside the target.4 Using a SIC for DebuggingThis se
tion examines how tools that take advantage of a software instru
tion 
ounter 
an be usedby programmers debugging an appli
ation. The SIC provides a powerful fa
ility for implementingdebugger features eÆ
iently, and reveals a new \taxonomy of debugger events." [2℄4.1 A Taxonomy of Debugger EventsIn its most basi
 role, an instru
tion 
ounter 
an be utilized to spe
ify a simple instru
tion 
ounterbreakpoint. Su
h a breakpoint is spe
i�ed only by the quantum q at whi
h its a
tion should be5



taken, regardless of PC value. La
k of hardware support for instru
tion 
ounters makes su
h break-points harder to implement than PC breakpoints, but Elnozahy, Shapiro, and others have shownhow to instrument the target in order to a
hieve this eÆ
iently. Pseudo
ode for the instrumentationneeded to a

omplish this is shown in �gure 2. A SIC breakpoint of this type allows rudimentary
ontrol over the target, by allowing the programmer to stop the pro
ess at the start of a parti
ularquantum, perhaps just before an error 
ondition or 
rash o

urred....in
rement the SICif (SIC = q)
all SIC breakpoint handler...Figure 2: Implementation of a SIC BreakpointWhile �gure 2 shows the implementation of what is 
ommonly 
alled a \SIC breakpoint,"halting the target is not the only possibility| arbitrary a
tion 
an be taken in the SIC breakpointhandler 
ode. In fa
t, we have presented the implementation of a quantum event, whi
h is anevent whose a
tion is exe
uted at the start of a parti
ular quantum. We 
an similarly show thatspe
ial breakpoint instru
tions or traps used to implement a \PC breakpoint" 
an be broadenedto implement the 
lass of PC events, whi
h take arbitrary a
tion at a parti
ular PC value.PC Spe
i�
ation SIC Spe
i�
ation A
tionPC Event p � PC BreakpointConditional BreakpointQuantum Event � s SIC BreakpointControl Point Event p s Bookmark Exe
ution Lo
ationRedeliver SignalSignal end of intervalEra Event p [sbegin,send) Era Wat
hpointEra BreakpointPeriodi
 Event � [s� k,(s+ 1)� k, ...) Update VisualizationsColle
t Pro�le infoFigure 3: A Partial Taxonomy of Debugger EventsFigure 3 proposes a partial taxonomy of 
ontrol stru
tures that in
lude purely PC based events,purely SIC based events, and some events whi
h merge these notions. In this table, a � means thatthe indi
ated spe
i�er is ignored, or always mat
hed, and a variable indi
ates the value or valuesfor whi
h that spe
i�er is mat
hed. This taxonomy suggests that the traditional SIC and PCbreakpoint me
hanisms 
an be used to implement a mu
h wider 
lass of debugger events.Combining the notion of a PC and a quantum event yields a 
ontrol point event. This eventre
eives its a
tivation if and only if the PC and SIC of the 
urrent target mat
h the 
ontrol point6



spe
i�ed by the event. Control point events are a spe
ial 
ase of a wider 
lass of events, 
alledera events. These are events that o

ur over an era (a 
onse
utive range of SIC values), when aparti
ular PC value is mat
hed.Control point and era events 
an provide useful me
hanisms to developers, who 
an use 
ontrolpoints to uniquely spe
ify a parti
ular instan
e of exe
ution of a parti
ular instru
tion. This ishelpful be
ause it makes that instan
e easy to return to later, or to share with a 
olleague. Morefundamentally, it 
aptures perfe
tly the information needed to replay asyn
hronous events, su
has signals or thread s
heduling de
isions. [4℄ Era events may be useful for installing wat
hpoints,breakpoints, or pro�ling me
hanisms over a parti
ular era instead of over the pro
ess lifetime,espe
ially if su
h me
hanisms in
ur a high performan
e penalty.4.2 Building Debugger EventsThis se
tion shows that it is possible to build 
ontrol point, era, and other 
omplex events by
omposing PC and quantum events. The key idea is to use the event a
tion of a quantum orPC event to install or remove other quantum or PC events. Previous systems have used thisproperty in an ad-ho
 way, either as a me
hanism for 
ontrolling replay (i.e. redelivering signals ors
heduler de
isions), or as a means of rollba
k-re
overy. We seek to generalize, extend and exportthis property to tools that programmers 
an use.Create Quantum event qe(sbegin)wait for a
tivation of qe(sbegin)On a
tivation of qe(sbegin) fDestroy qe(sbegin)Create SIC event qe(send)Create PC event p
(p)gwait for a
tivation of qe(send) or p
(p)On a
tivation of qe(send) fDestroy qe(send)Destroy p
(p)gOn a
tivation of p
(p) fperform era event a
tiongFigure 4: Implementing an era event using PC and quantum eventsCreating era (and thus 
ontrol point) events is somewhat more 
hallenging. Although anyquantum event (within the bounds of the SIC values used) and any PC event (that maps to avalid text address) is valid, not all 
ontrol point or era events will ne
essarily ever o

ur, sin
e itis possible to spe
ify a (SIC, PC) pair that never o

urs in the exe
ution of the program. Figure 4shows how to implement an era event for the event spe
i�
ation (sbegin, send , p
). It is easy to seefrom the de�nition of an era event that a 
ontrol event 
an be implemented as a spe
ial 
ase of the7



era event, by setting send = sbegin + 1.Debugger events su
h as those des
ribed here be
ome more 
exible and powerful as the amountof available tra
e data in
reases. For example, tra
ing information about whi
h fun
tion ea
hquantum 
orresponds to would yield the ability to servi
e very 
omplex debugger requests su
h as\stop on modi�
ation of var in fun
." Additionally, we 
an see at this point how the debuggerevents presented 
an be used to implement the types of analysis tools that developers really need.Coupled with memory tra
ing information of the type dfa2 spl implements, quantum events 
anhelp to implement debugger features su
h as rollba
k to the last modi�
ation of a parti
ular address.Simple SIC and PC breakpoints are the building blo
ks for a mu
h wider 
lass of debuggerevents exists. We have also shown that these are not of simply abstra
t interest| replay debuggingsystems should export su
h features to developers. The taxonomy of debugger events is a goodstarting pla
e for su
h an e�ort. The following se
tion shows how su
h events 
an be implementedin a replay debugging system and exported to a debugger.5 Implementation in the rdb systemThe ideas for di�erent kinds of debugger events originally 
ame from our desire to add PC and SICbreakpoints to the rdb framework. In this 
ontext we wanted 
ontrol stru
tures that supportedtraditional debugging, SIC based replay debugging, and stru
tures that 
ould 
ontrol rdb's end-of-interval me
hanism in a simple way. Be
ause rdb is a framework for implementing tra
e-and-replayte
hniques, a 
hief design goal was to build an open interfa
e for designing and implementing newkinds of debugger events. We wanted a me
hanism suÆ
iently generi
 to build the �ve event typespresented above, as well as tra
e interval breakpoints and replay interval breakpoints whi
h arespe
ial 
ases of quantum events whi
h 
ontrol the end-of-interval dete
tion during tra
e and replay.As stated before, we view debugger events as 
omposed of spe
i�
ation and a
tion parts. rdbarranges that pending quantum and PC events 
ause the target to stop. On
e the pro
ess stops onan event of interest, rdb needs to �gure out whi
h event (or events) have spe
i�
ations whi
h mat
hthe 
urrent state of the user program. For example, a user program 
ould have two events installed:a PC event with PC=0x1234 and a quantum event with SIC=0x5678. If the target arrives at a
ontrol point (PC=0x1234, SIC=0x5678), both the PC event and the quantum event should havetheir event a
tions performed. To a

omplish this in rdb, we 
reate a pool of a
tive events, ea
hof whi
h is modeled by an obje
t. When the target pro
ess 
omes to a stop, a mat
hing algorithmis run, whi
h 
alls an \a
tivate" method on ea
h debugger event whose spe
i�
ation is mat
hed.The following se
tions detail this implementation, and dis
uss related 
on
erns.5.1 rdb's Software-Event Me
hanismPrevious se
tions of this paper referred to PC and quantum events; our me
hanism for 
reatingand managing various kinds of debugger events is 
alled the Software-Event API.rdb implements Software-events (SEs) as \obje
ts" in the typi
al obje
t-oriented sense. TheSoftware-event stru
ture, rdb se t, shown in �gure 5, is loosely based on various UNIX System Vinterfa
es, su
h as the vnode and devi
e interfa
es. [7℄ In this obje
t-oriented approa
h, a stru
-ture 
ontaining event spe
i�
 fun
tion pointers is asso
iated with ea
h Software-event, forming8



typedef stru
t rdb_se {rdb_bp_t se_bp; /* breakpoint storage */ulong_t se_si
; /* si
 value */ulong_t se_si
_pair; /* pair value (gets swapped w/se_si
) */ushort_t se_installed; /* nonzero of se is 
urrently installed */ushort_t se_state; /* state of se when a
tive */ushort_t se_mat
h_mask; /* whi
h event spe
ifiers are valid */
onst rdb_se_ops_t *se_ops; /* operations ve
tor */ulong_t se_userstate; /* user data fields */void* se_userdata; /* (ignored by se engine) */rdb_se_list_t *se_list; /* list that se is 
urrently on */stru
t rdb_se *se_next; /* for list of si
evts or freelist */stru
t rdb_se *se_prev; /* for list of si
evts or freelist */} rdb_se_t; Figure 5: rdb se t stru
turean operations (ops) ve
tor. By implementing sets of these simple operations, it is easy to de-�ne new types of Software-event, and extend the tra
e te
hnique's fun
tionality. The ops ve
tor
ontains six operations: op destroy, op install, op uninstall, op stepover, op a
tivate, andop posta
tivate. By providing these six fun
tions, along with a 
reate fun
tion, developers 
animplement SEs for various tra
e te
hniques.Software-events have a life
y
le whi
h begins when a parti
ular event is instantiated. On
e
reated, an SE may be installed, at whi
h point it 
an exer
ise 
ontrol over the target. Eventually,a Software-event may be uninstalled by the tra
e te
hnique (or at the request of the programmeremploying the event), and �nally destroyed. Most of an SE's interesting behavior o

urs while itis installed.An installed Software-event has a series of states whi
h determines its behavior. An SE maybe: � unmat
hed, in whi
h 
ase it is 
urrently a
tive, and awaiting a mat
h;� mat
hed, indi
ating that the event spe
i�
ation is mat
hed by the 
urrent state of the pro
ess;� spent, whi
h means that the event is no longer a
tive, typi
ally be
ause it is a one-time eventwhose quantum is past.The sequen
e of states of installed SEs is well de�ned, and 
an be modeled with a simple statediagram, shown in �gure 6.On
e the set of mat
hed SEs has been pro
essed by the tra
e te
hnique library, ea
h event'spost a
tivate 
allba
k is performed. This allows the event to spe
ify where it belongs| it 
aneither be
ome spent, in whi
h 
ase it is transferred to the spent SE queue, or request a 'requeue,' inwhi
h 
ase its state is returned to unmat
hed and it is returned to the unmat
hed event queue. Thisis useful be
ause some events have spe
i�
ations whi
h are met at most on
e in the 
ourse of anexe
ution interval, while others may o

ur many times. For example, a traditional PC breakpoint9



postactivate
op_

op_activate Matched

Unmatched Spent

(ST_REQUEUE)

(ST_SPENT)_rdb_se_deliver()

_rdb_se_deliver_finish()

_rdb_se_reload_spent()

Figure 6: States of an installed Software-eventmay be mat
hed tens or thousands of times during an exe
ution interval, while a SIC breakpointwill be a
tivated only on
e. This me
hanism of requeuing or marking \spent" allows these poli
yde
isions to be made by the SE itself, simplifying the mat
hing engine.Be
ause rdb supports in
remental replay, the programmer may at any point 
hoose to restoreto the beginning of the 
urrent (or any other) exe
ution interval. At this point, SEs whi
h werepreviously marked spent are transferred ba
k to the ina
tive state, where they are again 
andidatesfor mat
hing and a
tivation. This is a

omplished with a 
all to rdb se reload spent().5.2 Mat
hing and A
tivating Software-EventsThe Software-event engine works behind the s
enes to maintain queues and bu
kets of SEs. Thisse
tion des
ribes the data stru
tures used to organize and manage SEs whi
h have been installedin the user pro
ess. SEs whose spe
i�
ations are partially or fully met by the 
urrent state ofthe pro
ess are said to be mat
hed, and are moved to a spe
ial list that is presented to the tra
ete
hnique whi
h is the 
lient of the interfa
e.In order to a

omplish this mat
hing, the tra
e te
hnique invokes the rdb se deliver() algo-rithm when the pro
ess stops on an event of interest. Mat
hed events have been a
tivated be
ausethe algorithm 
alls the op a
tivate method on ea
h mat
hed event. Again, this makes it easy toinstall events with widely ranging behaviors.As shown in se
tion 4.2, 
omplex debugger events like era events may be built by 
omposingquantum and PC events. The pseudo
ode presented there 
reates and destroys multiple di�erentevents in order to a

omplish the fun
tionality of an era event. rdb's Software-event me
hanismtakes a slightly di�erent approa
h. The rdb se t stru
ture has �elds for storing PC and SICinformation, and the se mat
h mask �eld is used to notify the SE engine that parti
ular �elds arevalid. When the target stops, the engine looks through its list of SEs and makes a determinationabout how those events mat
h the 
urrent state of the pro
ess. This means that ea
h SE is limitedto having one PC event and one SIC event installed at any given time.10



An immediate observation is that having one PC event and one SIC event available for ea
hSoftware-event means that there are four basi
 
ases:1. Only the PC spe
i�er is valid. The obje
t is pla
e in a bu
ket of PC events.2. Only the SIC spe
i�er is valid. The event is pla
ed in a queue of SIC based events.3. Both the PC and SIC spe
i�ers are valid. The event is pla
ed in a queue of SIC and PCbased events.4. Neither are valid.The fourth 
ase 
an safely be ignored, sin
e an SE that has no valid spe
i�ers 
an never be
omea
tivated. Thus, the Software-event engine 
an handle ea
h of the three important 
ases separately.This is useful be
ause events with SIC spe
i�ers (
ases 2 and 3) must o

ur in sequen
e a

ordingto their event spe
i�ers. These SEs are stored in two separate queues, ordered by SIC value.rdb se deliver(si
, p
) f/* (1): mat
h items in the si
 queue */while(si
 mat
hes(head(si
 queue), si
) fse  remove head(si
 queue)if (p
 mat
hes(se, p
) = MATCH)se!op a
tivate(se, p
, si
, MATCH ALL)else /* p
 mat
hes(se, p
) = NOMATCH or DONTCARE */se!op a
tivate(se, p
, si
, MATCH SIC)list append(se, mat
h list);g/* (2): mat
h items in the p
 bu
ket */forea
h (se 2 p
 bu
ket) fif (p
 mat
hes(se, p
) = MATCH) fif (si
 mat
hes(se, si
) = MATCH)se!op a
tivate(se, p
, si
, MATCH ALL)else /* NOMATCH or DONTCARE */se!op a
tivate(se, p
, si
, MATCH PC)list append(se, mat
h list);gg... /* repeat (2), mat
hing items in the si
p
 queue */gFigure 7: The rdb se deliver() mat
hing algorithmFigure 7 shows pseudo
ode for the rdb se deliver() algorithm, whi
h is in 
harge of the pro-
ess of mat
hing and a
tivating Software-events. When the pro
ess stops, and rdb se deliver()is 
alled, the �rst element in the SIC queue 
an be examined to see if its SIC value mat
hes the
urrent SIC value. The PC bu
ket and SIC-PC queue must be 
ompletely s
anned, however. Asshown in �gure 7, mat
hed SEs have their op a
tivate fun
tions 
alled at the time they are 
on-sidered to be mat
hed, and an indi
ator of whi
h 
riteria were su

essfully mat
hed is passed tothe SE subtype in the form of MATCH ALL, MATCH PC or MATCH SIC 
onstants.11



5.3 Software-Event ImplementationTo illustrate how the rdb se deliver() algorithm intera
ts with SE subtypes, we present 
ode forimplementing a quantum event using our Software-event me
hanism. Figure 8 shows the operationsneeded to implement a SIC breakpoint. Note that the SIC breakpoint does not dire
tly 
ause abreak to the debugger, sin
e multiple Software-events might be mat
hed when the target stops.Instead, the SE sets its se userstate to indi
ate to the tra
e te
hnique that it is requesting abreakpoint to o

ur. On
e all of the mat
hed SEs get exported to the tra
e te
hnique library, it
an iterate a
ross them and de
ide what to do.rdb se t* si
 se 
reate(rdb heap t *heap, dfa2se si
 args t *args) frdb se t *se;se = rdb se 
reate(heap, &g si
 se ops);/* set up the si
 spe
ifier */se->se si
 = args->sesi
 si
;return se;gint si
 se op a
tivate(rdb se t *se, u
ontext t *
tx, ulong t si
, ushort t mat
h)/* request that the debugger breakpoint */se->se userstate = DFA2 SEST BRKPT;return 0;gint si
 se op posta
tivate(rdb se t *se)/* 
lear debugger breakpoint request */se->se userstate = DFA2 SEST NONE;/* Quantum se's only get a
tivated on
e per interval.We 
an thus mark this se 'spent' */return SE ST SPENT;gint si
 se op install(rdb se t *se, 
addr t p
, ulong t si
)/* mark that we have a valid SIC spe
ifier */se->se mat
h mask = SE MATCH SIC;/* we may have already past the spe
ifier for this se */if (si
 < se->se si
)return 0;else/* return -1, whi
h will mark this si
evt as 'already spent' */return -1;gint si
 se op uninstall(rdb se t *se, 
addr t p
, ulong t si
)se->se mat
h mask = SE MATCH NONE;return 0;g Figure 8: Complete implementation of SIC breakpointThe 
ode also illustrates a further advantage of allowing Software-events to make poli
y de
isionsabout their life
y
le. The op install fun
tion demonstrates that su

essfully installing events maybe 
onditional on fa
tors like the 
urrent value of the SIC, and that pla
ing responsibility for su
h12



de
isions on the SE dramati
ally simpli�es the rdb se deliver() algorithm.5.4 Handling Asyn
hronous Debugger Dire
tivesOne diÆ
ult te
hni
al problem that implementing the Software-event me
hanism presented washandling pro
ess stops 
aused by the debugger in a 
lean manner. As stated in se
tion 3.2, su
hstops may be dire
ted by the debugger using the Solaris pro
fs me
hanism, and the debugger willexpe
t that the stopped pro
ess may be intera
ted with in typi
al ways, su
h as sta
k ba
ktra
ing,installing debugger events, et
. This presents a problem if the user program is stopped by thedebugger while it main LWP is busy 
arrying out some rdb-related a
tivity, su
h as updatingevent related data stru
tures, or performing interval-handling 
ode. The problem is apparent from�gure 9, whi
h illustrates that the Software-event engine has data stru
tures whi
h may be a

essedby fault handlers from user 
ode and by the agent, 
ausing potential ra
e 
onditions.
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Data RaceFigure 9: Potential Data Ra
e between the User and Agent LWPsOur solution is to de�ne a simple proto
ol between the debugger and the agent LWP whi
hallows the agent to make a determination about whether it is safe for the debugger to operate onthe target. If it is not safe to 
ontinue, the agent is responsible for arranging for the target to stopin the near future at a safe stopping point, and the debugger must restart the pro
ess and waituntil it 
omes to a halt. The pro
ess 
ontext may also need to be modi�ed in order to mask rdb'spresen
e.On
e the pro
ess stops, the agent is a
tivated to determine if the 
urrent state is safe. Theagent LWP opens the user program's primary LWP using pro
fs, and examines its 
ontext for 
luesabout where the target stopped. If the agent �nds a 
ase in whi
h stopping is unsafe, it sets aglobal 
ag indi
ating that a safe stop is needed. The next time the user program transitions ba
kinto normal user 
ode, the 
ag is 
he
ked, and the pro
ess is halted if ne
essary. This in itself is13



problemati
, sin
e it 
an lead to ra
e 
onditions (see items 4 and 5 below). The agent 
he
ks thefollowing 
ases:1. The pro
ess stopped be
ause some rdb 
ode voluntarily 
aused a debugger breakpoint. Thismay be due to an mat
hed PC or SIC breakpoint, a tra
e event of interest, or a previouslys
heduled \safe stop" arranged when the pro
ess was stopped at an unsafe moment.2. The pro
ess stopped in rdb or tra
e te
hnique spe
i�
 
ode. This is dete
ted by 
omparingthe PC value to the address range whi
h the rdb and tra
e te
hnique libraries o

upy inmemory. If so, the safe stop 
ag is set.3. The pro
ess stopped in a user signal handler. This is problemati
 sin
e rdb 
at
hes allsignals and then dispat
hes them to user signal handlers if installed. This means that a sta
kba
ktra
e to determine whether the pro
ess stopped in user 
ode invoked from rdb 
ode isne
essary. If so, the safe stop 
ag is set.4. The pro
ess is in the pro
ess of returning to user 
ode at the end of a fault or signal handler,before or after having 
he
ked the global safe stop 
ag.5. rdb interposes spe
ial system 
all stubs that either tra
e or replay the e�e
ts of system 
alls.On exit from these stubs, the safe stop 
ag is 
he
ked, but similar to 
ase 4, a data ra
eexists between 
he
king the 
ag and returning from the stub fun
tion.6. The pro
ess stopped in normal user 
ode. In this 
ase, the agent 
an return that the stop issafe, and the debugger 
an pro
eed normally.rdb safe set
tx(u
ontext t *
tx):save input parameters on sta
krdb safe set
tx restart:load input parameters from sta
kif(safe stop == 0)goto no stopbreakpoint for debuggersafe stop = 0no stop:trap(ST SYSCALL, SUBSYS set
tx, 
tx)returnrdb safe set
tx lastp
:nop Figure 10: rdb safe set
tx()When a safe stop is ne
essary, the agent returns a result of RESTART to the debugger, whi
hrequests that it restart the user pro
ess until a safe stop o

urs. Cases 4 and 5 are parti
ularlyproblemati
, sin
e we require atomi
 \
he
k the 
ag and return" and \
he
k the 
ag and set
ontext" operations. To work around this, rdb utilizes the fun
tions rdb safe set
tx() and14



rdb safe sysret(), respe
tively. Pseudo-assembly 
ode for rdb safe set
tx() is shown in �g-ure 10. This fun
tion is designed to be restartable, whi
h means that if the agent dete
ts that thesafe stop 
ag is about to be set, and the transition from rdb 
ode to user 
ode is o

urring (i.e.the PC value falls in the address range [ rdb safe set
tx restart, rdb safe set
tx lastp
℄),then rdb safe set
tx() will need to be restarted from the label rdb safe set
tx restart inorder to ensure that no data ra
e o

urs.5.5 Debugger Interfa
eThis se
tion presents the interfa
e that the replay library exports to the debugger for 
reating andinstalling SIC events into the user pro
ess. This interfa
e is designed to be as generi
 as possible.In order to instantiate a new instan
e of a parti
ular Software-event in the target, the user �llsout a stru
ture of arguments that are spe
i�
 to that Software-event, and passes this to the rdbdebugger library, librdb replay. At this point a debugger-side proxy is 
reated whi
h the user
an use to manipulate the real SE inside the target. The API is very small, as shown below:int rdb softevt 
reate(rdb softevt t *se, rdb pro
 t *pr, uint t se type, void *args, size t n);int rdb softevt destroy(rdb softevt t *se);int rdb softevt install(rdb softevt t *se);int rdb softevt uninstall(rdb softevt t *se);int rdb softevt stepover(rdb softevt t *se);5.6 Implementing Exe
ution Ba
kstepSo far, this API has been used to implement a quantum based ba
kstep. In this me
hanism,stepping ba
kwards rolls the state of the pro
ess ba
k to the previous quantum. Using the APImade it straightforward to 
ode, as �gure 11 shows. This illustrates that the proje
t goals havebeen a
hieved: We are able to rapidly and easily build powerful debugger tools su
h as exe
utionba
kstep via 
ooperation between target-side and debugger-side 
ode.6 Future WorkWe have been developing a graphi
al debugger as a testbed for rdb's debugging tools. The workpresented here has been integrated into a simple 
ommand-line debugger for testing, but has not yetbeen merged into this appli
ation; doing so serves as a referen
e for what work should be 
ompletedin the future.6.1 Graphi
al ToolsWe envision a 
omplete suite of end-user tools for 
reating and managing SIC and PC breakpoints,wat
hpoints, and other debugger events like those presented in this paper. Additionally, we believethat an exe
ution time line that provides both visualization and pro
ess navigation 
apabilities forthe developer is essential. rdb's Software-event me
hanism 
an be used to keep the visualization15



quantum ba
kstep() fdfa2se si
 args t args;rdb softevt t se;args.si
 = rdb si
 get() - 1;rdb softevt 
reate(&se, DFA2 SE SIC, &args, sizeof(args);forea
h (s 2 installed ses)rdb softevt uninstall(s);rdb softevt install(se);rdb pro
 restore(pro
, 
ur intvl);rdb pro
 run(pro
);/* when the pro
ess stops, it will be ba
kstepped */rdb pro
 wait(pro
);forea
h (s 2 uninstalled ses)rdb softevt install(s);rdb softevt uninstall(se);rdb softevt destroy(se);g Figure 11: Implementation of Quantum Ba
kstepsyn
hronized with the replay pro
ess by using \periodi
" debugger events that trigger updates tothe time line view.When a traditional debugger is used to install a PC breakpoint, it is very 
lear to the developerwhat meaning that PC value has. It 
orresponds to pre
isely one line of 
ode in the program sour
e.By 
ontrast, we believe that developers will probably not be able to understand the meaning of aparti
ular SIC value without powerful visual feedba
k that helps them to 
ontextualize the SIC'svalue with other events o

urring in the pro
ess. To this end, it will be ne
essary to allow developersto overlay a variety of tra
e data onto the exe
ution time line, and use those as referen
e points.We envision indi
ating invo
ations of parti
ular system 
alls, signals delivered, or more generally,displaying those replay events whi
h mat
h a parti
ular query. For example, a developer might�nd it useful to view the exe
ution time line with spe
ial markers for all 
alls to the write system
all whi
h return a result less than zero (indi
ating an error), and then 
hoose to set quantumor 
ontrol point breakpoints prior to one or all of these. To a
hieve this end, we need to developa queryable database of tra
e information that developers 
an draw from in order to analyze theresults of replay.6.2 Signal ReplayA signal is a software interrupt delivered by the operating system to a user pro
ess indi
ating thatsome sort of ex
eptional 
ondition has o

urred. Signals present a problem be
ause they o

urasyn
hronously, and may interrupt any user 
ode that is not expli
itly masking signals. In orderto replay a signal, its o

urren
e must be tra
ed, and the PC and SIC value at whi
h it o

urredre
orded. During replay, the signal must be redelivered at exa
tly the same point in the exe
utionto ensure that the program exe
utes in the same manner.16



Using the rdb Software-event me
hanism should make implementing signal replay in fairlystraightforward. This 
an be a
hieved my 
reating a new SE subtype whi
h, when a
tivated,
ommuni
ates with rdb's signal API in order to 
onstru
t and deliver the replayed signal. Doingso will greatly extend the 
lass of user programs whi
h rdb 
an su

essfully replay.7 Con
lusionsWe have presented a set of new ideas about how to 
apitalize on the power that a software instru
-tion 
ounter provides to a replay environment. We have shown how to 
onstru
t sophisti
ated anduseful debugger tools, and presented a framework for doing so in the rdb replay environment. Fi-nally, we have explored ways in whi
h the tools presented here 
an be used to provide sophisti
atedvisualizations for navigating and analyzing replay data; we hope to add su
h fun
tionality to rdbin the future.8 A
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