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rdb: A System forIncremental Replay Debugging �Michael W. ShapiroDept. of Computer ScienceBrown Universitymws@cs.brown.eduMay 19, 1997AbstractTo facilitate the process of tracking program bug symptoms to their causes while debugging,we have developed a robust architecture for program tracing and replay. rdb is a framework forprogram instrumentation which modi�es user programs to perform complete and highly e�cienttracing of an execution including interactions with the operating system and asynchronousinterrupts. We have developed a library which can be plugged into existing debugging toolsto add trace-and-replay functionality, and we have developed a new prototype debugger usingour library which provides replay control and 
owback capabilities. We discuss the design andimplementation of all aspects of the system and suggest future debugging tools and techniquesbased on this technology. This paper is the discussion of the author's project for the degreeof Master of Science, and is the culmination of two years of work in this area with ProfessorRobert H.B. Netzer.11 IntroductionDebugging is the process of both removing defects from software and of understanding how aparticular piece of software works. The debugger itself is a tool which aids the programmer inthis process. Debuggers have historically been implemented as run-time or post-mortem analysistools which provide static snapshots of a program's state at a given point during its execution,or of its state when some fatal error occurred. Some debugging tools also include the ability toperform run-time analysis of a program in order to detect particular types of program errors, suchas memory access violations, memory leaks, or array boundary violations. These memory checkingfacilities are examples of debugger functionality which make some attempt at connecting a programbehavior with its cause. The other types of standard debugging facilities, such as breakpoints, stackbacktraces, and data formatting and display, are still only tools which the programmer uses whilere-executing programs again and again in order to mentally re-connect complex sequences of eventsand logically traverse backward from a bug symptom to its cause.�Partially supported by a grant from Siemens Corporate Research.1Partially supported by ARPA order C-6-2753/D961, AFOSR Agreement F30602-96-2-0228.1



We believe that the future of debugging tools lies in trace-based debugging. In our debuggingmodel, the programmer can select one or more types of specialized program instrumentation, eachperforming some type of �ne-grained monitoring during a program run. We believe that an essentialbuilding block required for advanced debugging tools is instrumentation for tracing the completeexecution of a program so that it can replayed exactly in the debugger. Programs may be long-running and have arbitrarily complex interactions with their environment, and thus reproducingbugs by re-executing a given program may be impractical or impossible. We employ new �ne-grained monitoring techniques to perform e�cient program tracing. Our debugging frameworkcan then use the traced information to replay this exact execution in incremental stages in thedebugger. We have developed a new debugger, rdb, which can control program tracing and replay,and highlight connections between symptoms and their causes to aid the programmer in navigatingthrough an execution trace.In this paper we describe the design and implementation of the rdb debugging architecture,including our techniques for program instrumentation, tracing, and debugger control, and discussin detail the implementation of the facility to trace a program's execution and then incrementallyreplay this execution in a debugger. We show how the architecture allows our instrumentationtechnology to be retro�tted onto existing debuggers while retaining all of their current features.Finally we discuss how our new prototype debugger exploits the ability to trace and replay aprogram's execution, and what types of interfaces to program replay we hope to develop in thefuture.1.1 Related WorkThe debugging framework we have implemented �ts nicely within the debugging paradigm originallyproposed by Agrawal [1]. Agrawal believed that there should be a systematic debugging paradigmbased on execution backtracking. The Spyder system he developed with DeMillo and Spa�ord [2]was a debugging tool which performed static analysis of a program in order to compute a changeset of values which could potentially be modi�ed by each statement so that the changes could betraced and restored. The PPD system also used the idea of compile-time analysis and programinstrumentation and tracing to perform 
owback analysis for debugging [3]. Both of these toolsprovided forms of execution replay, but were limited by the use of static analysis, which yieldedunacceptable performance overheads and trace rates. Our work has built upon the same ideas andgoals, while recognizing the need for tools with low overhead and trace rates, and the ability torecord dynamic information including interactions with the operating system.Previous work on dynamic analysis for program tracing has focused on the idea of intermediateprocess checkpoints. The igor system uses the operating system virtual memory facilities toperiodically checkpoint the execution of a user program [5]. Past program states can be recreatedfrom the checkpoints, but this technique traces orders of magnitude more data than necessary.Many techniques for improving incremental checkpoints have been proposed, including recent workby Plank, Xu, and Netzer on compressed di�erences [17]. Although such techniques can be usedto improve the performance of dynamic tracing at the page granularity, Netzer and Weaver haveshown that even lower overheads and trace rates can be obtained by dynamically detecting andtracing certain classes of memory accesses during program execution [16]. We �nally achieve ane�cient and complete implementation of these techniques with the work in this paper, and extendthe instrumentation to support the type of systematic 
owback analysis originally proposed byAgrawal. 2



2 Incremental Replay TracingThe rdb architecture was initially developed with a speci�c problem in mind: we wanted to developa working prototype of a trace-and-replay debugging system using our algorithms for incrementalreplay. We �rst motivate the trace-and-replay problem and review our work on it so far, and thendiscuss the implementation of an instrumentation library for rdb which implements one of ourreplay tracing algorithms.2.1 Debugging Requires ReplayDebugging requires repeated executions of a program by the programmer in order to reproduceproblems and obtain information which may help connect improper program behavior, or bugsymptoms, with their causes. Traditional debugging tools require the programmer to repeatedly re-execute programs in the debugger, while providing little help at connecting problems back to theircauses. With each re-execution, programmers typically waste time inserting more breakpoints, oradding more debugging output or assertions to the program itself. These techniques have severalkey disadvantages:� User programs can be long-running, and may take extensive amounts of processing time toreach the point at which a bug symptom is exhibited; each re-execution in the debuggerrequires waiting for another lengthy execution to complete.� User programs can have complex interactions with their environment, and thus it may beimpossible to reproduce a bug during re-execution in the debugger. It may be di�cult tore-create the exact pattern and timing of network connections which caused a server to crash.� Post-mortem debugging can identify symptoms, such as a corrupted region of memory, buto�ers no way to determine when this region of memory was corrupted or by what routine, andthus provides only limited clues the programmer can use during a subsequent re-execution inthe debugger.� Writing additional debugging code wastes time re-editing and re-compiling programs, and themodi�cations may subsequently hide a race condition which caused a bug to manifest itselfin the �rst place.Programmers need tools which enable them to trace the execution of a program, includingpotentially complex system interactions, and then be able to exactly replay this execution in thedebugger while using all of the existing debugging techniques and tools. The programmer shouldnot only be able to replay an execution start-to-�nish, but should be able to navigate throughthe execution forwards and backwards, restarting execution from any of a sequence of incrementalrestart points. Finally, the techniques employed to trace a program's execution must not be pro-hibitive in terms of run-time slowdown or in terms of trace volume. Our goal was to produce aprototype with a run-time slowdown of around a factor of two and trace rates which would allowruns of as much as a day in length to be stored on a gigabyte disk.3



2.2 Unique-Spanning ReadsPrevious work by Netzer and Weaver [16] identi�ed a class of unique-spanning memory accesseswhich are a minimal set of memory accesses that must be traced in order to e�ect replay. First,a program's execution is viewed as a linear sequence of time intervals, each of some length T .A unique-spanningM read is the �rst read from a given address in an execution interval wherethis address was written in a previous interval but did not have its value traced in the M previousintervals. Their work demonstrated that dividing a program's execution into �xed-size time intervalsand then adaptively tracing the unique-spanning reads within each interval can be done e�ciently,and provides su�cient trace information for incremental replay. Experimental results [13] provedthat this technique produced only 10{20 kilobytes of trace per second and met the goal of abouta factor of two run-time slowdown. They further proved that tracing unique-spanningM reads wassu�cient to provide M-bounded replay in the debugger. Replay is said to be M -bounded if wecan replay any interval in the debugger by scanning at most the M previous intervals' trace data.Providing bounded-time replay of any interval and supporting short interval lengths, on the order of10 or 20 seconds, are necessary for the debugging tool to be practical and useful. Previous work [19]has focused on developing state machines for e�ciently detecting unique-spanning0 reads. Thesemachines are the most straightforward to design and implement because they produce trace datawhich allows us to replay an interval without having to restore the trace data for any previousinterval. 1 Read A Unique-spanning read2 Write A Write preceded by read3 Write B Write before any read4 Read A Read preceded by write5 Read B Read preceded by writeFigure 1: Example sequence of memory accesses in an intervalSince we are only going to use trace data for the current interval for replay, we can see thattracing unique-spanning0 reads amounts to tracing the �rst read from a given address in eachinterval that is not preceded by a write to the same address. Consider the sequence of readsand writes shown in Fig. 1. For simplicity, assume each memory access is a full-word access anddisregard system calls and interrupts for now. The rightmost column shows why only the initialvalue stored at address A needs to be traced for this sample interval. The sequence of accesses ofthe word at address A are Read, Write, Read. The �rst read is unique-spanning0 because it is notpreceded by any write, so we know that we must trace the value stored at A in order to replay.However, the second read of A does not need to be traced, because it reads the value which waswritten by the previous write to A. Assuming we properly restore the program context and addressspace and re-execute the same sequence of program code, write event 2 will write the same value itdid when the program was originally executed. As a result, read event 4 will read the value fromthis write, and does not need to be traced. Using this same logic, we can see that since B is written�rst in the interval, read event 5 does not need to be traced. These observations are the key toproducing low trace volume. We next need to build a fast monitoring mechanism to detect whichreads need to be traced. 4



2.3 Monitoring MachinesIn order to facilitate e�cient run-time monitoring for unique-spanning reads, Netzer [13] proposedthe idea of associating a �nite-state machine with a small unit of memory, such as a word. Once thegranularity of monitoring is chosen, the instrumentation code is designed to compute the addressof a monitoring machine from the address referenced by each memory access, and perform anappropriate transition on this state machine. Previous work with tracing at the granularity ofvirtual memory pages produced impractical amounts of trace data; orders of magnitude more datathan necessary was traced [5]. The monitoring machines use a comparatively large amount ofstorage during program execution, but pay dividends by yielding extremely fast instrumentationcode and smaller trace sizes. We now examine the design of monitoring machines for replay tracing,and then consider how storage for such machines can be allocated and how e�cient instrumentationcode can be implemented.
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value only needs to be saved if it is overwritten. If we could arrange for values which have been readby a unique-spanning0 read to be bu�ered if they are overwritten, we could examine each machineat the end of the interval and then decide whether tracing needs to be performed. We then eithertrace the bu�ered value, or the current value if it has not been overwritten.
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of the interval: the child process has the original value bu�ered, and now we also need to bu�erthe current value before it is overwritten. With this problem in mind, we considered two di�erentapproaches for tracing system call e�ects:� We can simply trace all of the potentially a�ected addresses at the site of the system call.This means we have no problems with bu�er space in the child, but we generate unnecessarytrace data by immediately tracing all addresses a�ected by the system call.� We can trace reads of values written by system calls. This reduces trace volume by onlytracing those values written by the system call that are subsequently read. This approachhas two complications: First, the system call hook must be able to identify if a value thatalready needs to be traced is going to be overwritten and either bu�er or trace this value.Second, the system call traces will now be out of order in the trace �le with respect to theorder in which the system calls occurred, since subsequent reads may occur at any time.These out-of-order traces may complicate replay.We considered monitoring machines for each of these approaches in [19], and selected a machineusing the second method for our initial prototype. This monitoring machine is shown in Fig. 5.This machine includes transitions for full-word and partial-word loads and stores, system calls,and interval boundaries. We addressed the issue of bu�ering by concluding that performing aconditional test and potentially tracing at the site of the system call under some conditions wasacceptable because system calls are very expensive compared to a single load or store instruction,and are much less frequent. We also concluded that by writing the trace data generated by readsfollowing system calls to a separate trace �le, we could sort this trace data prior to replay, thussolving the out-of-order problem. Therefore we must be able to distinguish values which shouldbe traced to a `standard' data trace �le (the Read First or Value Saved states) and values whichshould be traced to the system call data trace �le (the Read After Syscall and Saved After Syscallstates. The transitions in Fig. 5 marked with an asterisk indicate traces following system calls.2.5 Machine ImplementationWe have developed techniques for writing e�cient instrumentation code by implementing our statemachines as small-depth logical circuits [15], avoiding the need to index into a transition table.By associating each machine state with a carefully selected binary value, each machine input canperform a transition by applying a simple function to map the integer representing the currentstate to the integer which represents the desired destination state. The bit layout we devisedfor the machine in Fig. 5 is shown in Fig. 6. We use �ve bits to represent the machine state,labeled A through E. This bit sequence is designed to translate into an e�cient assembly languageimplementation. Bits marked with an asterisk indicate that the value of that bit may be eitherzero or one. Using this bit layout, the transitions for the various events can be implemented usingthe functions shown in Fig. 7.This monitoring machine has several desirable properties: it implements system call tracingproperly, it has an extremely fast instrumentation sequence for the very common read transition,and it has good overall run-time performance. But we still were not satis�ed that we had doneeverything possible to optimize the write transition instrumentation. This code sequence, which wecall a hook, was seven additional instructions per store in our sparc implementation, much larger7
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Event ActionRead (BD) = 00Partial-Read (BD) = 00Write (A) |= (B), (BCD) = 001Partial-Write (CD) = 01, (C) |= (B)Swap (BC) = 00System Call (ABCDE) = 01101Interval Boundary (ABCDE) = 01110Figure 7: Actions to implement state transitions in monitoring machinethan the one or two instruction read hook. The length results from the complexity of the Writefunction: it must or two bits together, and then clear two bits and set another.2.6 Improving the MachineWe were able to further optimize the machine by observing that the Read First and Value Savedstates shown in Fig. 5 both denote a unique-spanning read. The reason for distinguishing thesetwo states in our original design was that if a machine is still in the Read First state at the endof the interval, the user program can trace the current value at the address since it has not beenmodi�ed. If the machine is in the Value Saved state, the value has been overwritten, and thus theuser program has to fetch the bu�ered value from the child process and trace that instead. If weuse the child process to trace all the values, then we can merge the two states, as shown in Fig. 8.The Saved After Syscall state mirrors the idea of the Value Saved state, and so this state can bemerged into the Read After Syscall state.If the child performs all of the tracing activity, this also reduces the need for sending valuesto be traced back and forth between parent and child, unless a system call overwrites a value weneed to trace during the interval. In addition to reducing inter-process communication tra�c, thismachine has two desirable instrumentation properties. First, the partial-write transition is nowalways a transition back to the same state, thus no instrumentation is required for partial-wordwrites. Second, using the bit layout shown in Fig. 9, the write transition can be simpli�ed so thatit can be implemented in four additional instructions instead of seven as in our earlier prototype.We use three bits, which we call R for read, W for write, and S for system call. The logical actionsassociated with each event are shown in Fig. 10.Further analysis of this condensed machine revealed that while we could now achieve a bitlayout with faster write and partial-write hooks, we had lost a desirable property of the originalmachine: given a machine, it is no longer possible to tell whether or not the corresponding wordhas been modi�ed in the current interval. The machine can now be in the Read First state if it hasonly been read �rst in the interval, or read �rst and then subsequently written. In the �rst case,the value has not been modi�ed in the interval; in the second case the value has been modi�ed inthe interval. Although this property is not necessary for implementing the replay algorithm, wehad previously shown that this feature can be used to implement 
owback debugging queries [19].The idea of 
owback debugging is that while working in the debugger, the programmer mayobserve that a variable has an incorrect value. The programmer can then direct the replay engineto restore the state of the program to the point where this value was written, thus 
owing backward9
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from a bug symptom to a possible cause. We implemented this feature by limiting the bit layoutfor the machine to 16 bits, and then using the remaining 16 bits of the machine word to store theinterval number in which the value associated with the machine was last written. At the end ofthe interval, we must be able to determine whether the word was written in this interval to decidewhether we should write the completed interval number into the machine state word.In order to restore this 
owback property, we need to add states to distinguish unique-spanningreads whose values have or have not been subsequently overwritten. Our new machine and bitlayout led to a new idea for how to do this and still retain the advantage of a fast write hook. Thebasic idea is to simply add another bit, which we label X , indicating whether or not the word hasbeen modi�ed in the interval. This allows us to add two additional states to the machine, PartiallyWritten and Read and Written, but still keep the same write hook. The write hook is still fastdespite the additional requirement of setting the X bit because of some assembly language trickswe describe later. This new machine is shown in Fig. 11, its bit layout is shown in Fig. 12, and theassociated actions are shown in Fig. 13. This is the machine we used to implement our prototypereplay debugger.Once the state machine and state number assignments have been developed, we must considertwo additional issues before the actual instrumentation code can be developed: the granularityof monitoring, and the storage technique used to record machine states. We brie
y discuss ourprevious work on these two issues, and then describe the design of the trace-and-replay system andthe associated instrumentation code.2.7 Monitoring GranularityOur work has focused on �ne-grained monitoring, which for the replay problem implies monitoringof memory accesses at a �ner granularity than virtual memory pages. Previous prototypes [15] haveshown that performing replay tracing at the granularity of words approaches our goals for traceoutput and run-time slowdowns. Monitoring at a �ner granularity, such as bytes, increases theamount of instrumentation code because common full-word accesses must perform transitions onmultiple state machines. Monitoring at a coarser granularity causes unnecessary tracing, and alsodecreases the amount of information we can provide during debugging. The monitoring machine it-self provides useful information to the programmer, since for each memory unit it indicates whetherthis address has been read or written since the previous interval boundary. If our monitoring isat a granularity coarser than that of words, we lose the ability to answer queries of the form \Hasinteger X been written yet?" since we cannot isolate state corresponding only to the word storingX 0s value. As we will see, our state machines provide other information useful for controlling replaythat we would like to associate with small units of memory such as words.2.8 Run-Time StorageTwo methods of representing state machines have been considered: two-level bit vectors and 
atbit vectors [13]. A two-level bit vector is similar to the idea of a virtual memory page table. Thetopmost bits of an address are used to index into a sparsely-allocated table, which then containsa pointer to a second-level table. Fig. 14 shows an example two-level bit vector implementationwhere a byte is used to store the state for each word. Fig. 15 shows an example 
at bit vectorimplementation for the sparc. In this approach, we literally reserve the entire bottom half of the11
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Event ActionRead (R) = 0Partial-Read (R) = 0Write (W) |= (R), (X) = 1Partial-Write (X) = 1Swap (R) = 0, (X) = 1System Call (RWXS) = 1011Interval Boundary (RWXS) = 1000Figure 13: Actions to implement state transitions in �nal replay machineaddress space for bit vector storage. A word is used to store each machine's state, so we can mapfrom an address to its machine by simply subtracting o� the highest bit.
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at bit vector approach is that the mapping from a word toits machine storage is so simple to implement, we can fold it into a single instruction using anaddressing mode which adds two registers. In cases where this is not possible, we only have to payone additional instruction. The two-level approach requires more instrumentation code, which willincrease our run-time slowdown. The disadvantage of the 
at bit vector approach is that it appearsmuch more limiting to the user program to o�er it only half the address space. We do not believethat this is so limiting as to preclude its use in a real system. First, storage space in the form ofvirtual memory pages is allocated sparsely in the bottom half of the address space just as in the tophalf for the user program, so the program only consumes twice as much physical memory or swapspace as it would have, and process memory requirements are typically small when compared withthe available amount of swap and physical memory available on the machine. Second, since a 32-bitaddress space o�ers 4 gigabytes of addressable memory, we are only limiting the user program to2 gigabytes, which typically far exceeds the needs of user programs except for those which maphuge �les directly into memory. Finally, 64-bit operating systems are just beginning to emergeas a standard, so this technique will o�er even more addressable memory to programs on futurearchitectures.Although the 
at bit vector requires us to reserve half of the user address space for machinestorage, we only allocate virtual memory pages in this region as needed. Using the rdb facility tointercept signals, discussed in detail in the next section, we detect faults in the reserved region ofthe address space, which we call the mirror region. The instrumentation library's signal handlerthen maps a new page of anonymous memory in at the virtual memory page boundary nearest tothe fault, and initializes each word of the page to the Unaccessed state. The handler then returns13
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oating point arithmetic exceptions, are delivered as signals in unix. Inorder to correctly replay a program's execution, we need to be able to intercept and recordsuch events. unix processes may also install handlers for such exceptions, so we also want tomake sure we trace whatever actions the process takes in response to the event.14



� Asynchronous Exceptions unix processes may also deliver asynchronous exceptions to oneanother as signals. This mechanism is used to abort programs (such as when the user issues akill command), and is used by the operating system to inform the user process of particularevents or conditions. We need to intercept and detect such events, and we also need toidentify exactly when the event occurred. Speci�cally, we must be able to record the uniqueexecution instance of the instruction which was interrupted by the exception so that it canbe re-executed in the debugger at the proper time.The rdb architecture takes a two-phase approach to program instrumentation, as shown inFigs. 16 and 17. First, the assembly code following compilation and optimization is run throughan Assembly Language Translator utility (altr) which follows a set of rules describing how to addinstrumentation code to instructions of interest. Second, a run-time engine (librdb trace.so) islinked with the executable in order to provide hooks to intercept events such as system calls andexceptions. An instrumentation-speci�c run-time library is also linked into the executable alongwith librdb trace.so in order to provide the implementation of a particular instrumentationalgorithm. The run-time engine provides a mechanism whereby the instrumentation-speci�c librarycan register callbacks to be invoked when events of interest occur during the program's execution.We will subsequently refer to these libraries as the tracing framework and the instrumentationlibrary.
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3.1 Assembly Language TranslatorWe developed our own assembly-to-assembly translator, altr, for the Sun Solaris sparc assembler.The translator is capable of accepting assembly output from a variety of sources, including compilersfor several di�erent languages from Sun and the gnu project, and hand-written assembly code. Weexamined several available tools for instrumenting object code on the sparc, but found that nonewas simple, 
exible, and robust enough to suit our needs at the time. Our primary interest at theoutset of development of the replay debugging system was the ability to experiment: as we discusslater, there were many iterations of our tracing algorithms, each with associated assembly codeinstrumentation. Also, our goal was to create an architecture where new types of instrumentationcould be easily developed. To meet this need, we designed altr to accept a rules �le, which consistsof a small set of keywords to specify a type of instruction in the assembly input, and then inlineassembly code to replace the matched instruction in the output.Object code or assembly instrumentation can performed at one of three levels:1. The assembly source code from the compiler can be instrumented before it is assembled intoan actual object �le, and then the normal linking phase produces an instrumented executable.2. The executable �le can be instrumented following assembly and linking, producing an instru-mented executable.3. The executable's text segment can be patched live by a debugger once it has been loaded intomemory, just prior to the start of execution of the user process.We discarded the ideas of instrumenting a linked executable or a live process for much the samereason: we wanted to simplify our implementation, and make it easy to extend and debug. Inaddition, since we wanted to locate instructions of interest using pattern matching or instructionnames, and add instrumentation using native assembly language syntax, the development of object-based tools would have required the additional development of a disassembler to �rst convert objectcode to assembly code to perform pattern matches, and then code to re-assemble and integrateinstrumented sequences on the 
y. Instead, by adding instrumentation at the assembly sourcelevel, we work directly with the input assembly source and then just invoke the standard assemblerafterward. With these design decisions made, we were able to implement the complete translatorutility in just over 2,000 lines of Perl [23] code.name = "sample-rule", ninstr = $ATTR LOAD fadd %g2, 1, %g2 ! Increment %g2$f0ggFigure 18: altr rule for incrementing a register prior to each loadAn example translator rule is shown in Fig. 18. This rule increments a register we have reservedfor instrumentation purposes, %g2, prior to each instruction which loads from memory. Thisexample illustrates how altr allows powerful instrumentation rules to be written very concisely.16



The instr = $ATTR LOAD syntax speci�es the class of instructions to match. The $ATTR LOADconstant tells altr to match instructions whose opcodes have the memory load attribute de�ned inthe instrumentor's internal database of all known sparc opcodes. The $f0g syntax is a conveniencevariable which indicates that the translator should substitute the text of the matched instructionitself. Other convenience variables allow the substitution of instruction arguments or matchedregular expressions in an instruction or its argument list.Besides parsing the rules �le and performing lexical matching and substitution, altr alsoautomates a number of complicated instrumentation tasks for the developer. One task is to handlematched instructions which are currently located in the delay slot of a delayed control transferinstruction [6]. If such a matched instruction is to be replaced with a sequence of more thanone instruction, then altr automatically moves the entire sequence out of the delay slot, whileensuring that the new instruction sequence will only execute in the same code paths as the originalinstruction would have before the transformation.In addition to assembly language transformations, altr is also aware of symbolic debugginginformation present in the assembly input �le in the form of .stabs and .stabn pseudo-operations.These directives are output by the compiler along with the assembly code for each source �le torecord variable type and storage information, and to record the relationship between assemblyinstructions and source code lines. altr includes special processing code for the N SLINE linenumber directives output by the Sun and gnu compilers. Each .stabn N SLINE directive speci�es asource line number, and then an o�set computed from a label marking the �rst assembly instructionassociated with this source line. In order to ensure that standard debugging tools can correctlysingle-step through an instrumented program, altr must be aware of matched instructions whichare referenced by a N SLINE directive. If additional instrumentation instructions are added priorto the labeled instruction, the .stabn directive is modi�ed to refer to the �rst instruction in theinstrumented group. As a result, the instrumentation code and original instructions are executedtogether during a single-step in the debugger.Finally, we added to altr the capability to produce additional .stabs directives during itsinstrumentation pass to record the o�set within the text segment of the start and end of eachsequence of instrumented instructions. Following linking, our link-editor wrapper script invokes atool which processes the instrumentation o�set debugging information, and adds a new section tothe output executable named .iot. This section contains an Instrumentation O�set Table, whichis a sorted array of the program counter ranges that correspond to instrumented code at run-time.We provide a set of utility routines in the framework to allow the instrumentation library to loadthis table. When an asynchronous event occurs at run-time, the instrumentation library performsa binary search using the contents of the %pc register to determine if a sequence of instrumentedcode was interrupted by the event.In order to provide accurate tracing and replay of a unix program, we must also provideinstrumented versions of the necessary system libraries. This requirement forced us to prove therobustness of altr: using our licensed copy of the Solaris source code, we were able to compile ourown instrumented version of the Solaris standard C library, including all C code and hand-writtenassembly code. 17



3.2 Run-Time Tracing FrameworkWe now discuss the design and implementation of the framework library which is linked withthe executable after each source �le has been compiled and instrumented by altr. The tracingframework, implemented by the shared library librdb trace.so, provides a set of utility functionsfor the instrumentation developer. The library also provides its own versions of common libraryand system calls found in libc. This is necessary because in the �nal version of an instrumentationtool, even libc itself will be compiled using the instrumentation, and thus the instrumentationrun-time library may need to call uninstrumented versions of certain system calls and library callsinternally. In addition, the framework allows the instrumentation library to register callbacks tobe invoked when certain events occur, including:� Process Initialization The library can receive a callback prior to the start of the process'sexecution of main. As we will see shortly, this issue is slightly complicated on Solaris dueto the presence of the run-time linker ld.so.1 and .init sections. This callback allows theinstrumentation library to initialize data structures, and register other callbacks and timers.� Process Termination The library can receive a callback just prior to process termination,which we de�ne as either just prior to the trap into the kernel to execute the exit system call,or just prior to the delivery of a unix process signal whose delivery is known to terminatethe process. This callback can be used to write out bu�ered trace data, tear down datastructures, or compute statistics.� Process Signals At any time, but typically in the process initialization callback, the in-strumentation library may register a callback to be invoked when a unix process signal isdelivered. The callback receives detailed information about what type of signal or exceptionoccurred, and a pointer to the interrupted context. Following processing in the callback, theinstrumentation library may choose to have the framework continue with the delivery of thesignal to the user process, in which case all the usual user signal processing occurs, or toindicate that this signal was internal to the library and program execution should resume asif the signal never occurred.3.2.1 Process InitializationProcess startup on Solaris begins not in code in the actual executable, but rather in code in the run-time linker /usr/lib/ld.so.1 [8]. This program is responsible for mapping in all of the sharedlibraries upon which the user program depends, performing relocations if necessary, calling anyinitialization functions provided by the shared libraries, and then transferring control to the startroutine embedded in the executable [21]. This routine constructs the initial stack frame, invokesthe init function which calls library and static C++ object initialization functions, and then callsmain. This routine also installs two exit handlers using the standard C library atexit(3c) routine:one to invoke the executable's fini function to destruct static C++ objects and call other cleanupfunctions, and another to invoke a function inside of ld.so.1 to do the same for each shared library.With this boot process in mind, we carefully redesigned start in order to provide the properhooks for our library. We decided to take control of the process in start because the frameworkitself is implemented as a shared library, and thus we need to wait until ld.so.1 has done itsjob. Pseudo-code for our version of start is shown in Fig. 19. The actual routine is implemented18



directly in assembly language. This routine is pre-compiled and provided in the crt1.o object �lewhich is linked into the executable by the compiler driver. Since we have our own compiler driver,we simply substitute our own crt1.o in place of the one speci�ed by the Sun or gnu compilerdriver. void start(void)1 initialize �rst stack frame2 locate argc, argv, envp on stack=� %g1 is set to the address of ld.so.1's cleanup function �=3 rdb init(envp, %g1);4 atexit( �ni);5 init();6 result = main(argc, argv, envp);7 exit(result); Figure 19: start algorithmThe rdb start routine �rst invokes the startup function rdb init, which is provided by theframework shared library. This function is responsible for initializing the framework itself, andthen invoking the instrumentation library initialization callback. This must occur prior to the callsto atexit(3c) and init because these functions themselves may be instrumented, and will thusdepend on the instrumentation library being initialized. We pass the environment pointer to theframework so that it can decode arguments and options we allow to be speci�ed as environmentvariables, and we also specify the function pointer contained in sparc register %g1, which if non-zero, is the address of ld.so.1's cleanup function. This must be passed to the framework and notinstalled via atexit(3c), as in the standard start, because during execution replay, we may stopthe process following the execution of exit(3c) but prior to the exit(2) trap, and then direct theprocess to 
ow backwards and replay an earlier point in the execution. If we allowed ld.so.1'sfunction to be called during exit(3c), then shared libraries could potentially be destroyed andunmapped, and then would have to be re-mapped in order to continue replay. Thus we avoidcalling the cleanup handler until the �nal termination of the process.3.2.2 Process Terminationunix processes can terminate in one of two ways: they can be terminated as the result of the deliveryof an unhandled signal whose de�ned behavior is to terminate the process, or they can be terminatedwhen the process calls the exit(2) system call. In order to clean up properly and call theinstrumentation library's termination callback, we arrange to intercept both of these events in thetracing framework. Signals are intercepted as part of the framework's signal architecture, describedin more detail next. We intercept calls to the exit routine provided by libc by interposing [21]our own version of this routine in front of the one exported by libc. The exit provided by theframework library �rst calls the instrumentation library's termination handler, then cleans up data19



structures internal to the framework, and �nally uses its own uninstrumented version of exit totrap into the kernel and terminate the process.3.2.3 Process SignalsDuring initialization, the framework library uses an internal version of the sigaction(2) systemcall to install its own signal handler for all valid unix process signals. The framework also interposesits own version of sigaction and other signal management functions in front of those provided bylibc. This allows the framework to intercept all signals as they are delivered to the process bythe kernel on the one hand, and to intercept all modi�cations to signal handlers and dispositionsby the user program on the other. When the user program installs a handler for a given signal,this makes no change to the array of signal handlers stored in the process uarea. Instead, ourinterposed sigaction function modi�es a similar array stored inside the framework library.The framework sets up its signal handlers so that all other signals are blocked on entry tothe handler. The framework can then invoke the appropriate signal callback installed by theinstrumentation library without interference from other signals. If the instrumentation librarycallback returns a status indicating the signal was handled internally, the framework restores thesignal mask and interrupted context and the user process is \unaware" that the signal ever occurred.Alternately, the instrumentation library may allow the user process to receive the signal. From theperspective of the user process, the signal may have one of several de�ned dispositions:� Blocked The user process may block delivery of the signal for later delivery. The frameworkkeeps track of pending blocked signals and can deliver them later if the signal is unblocked,similar to how the operating system handles this condition.� Ignored The user process may mark the signal as ignored; the event is discarded with nofurther processing.� Handled The user process may install a signal handling function to be invoked when thesignal is delivered. This handler may have a corresponding signal mask to be set duringexecution of the function, so that the handler itself may or may not be able to be interruptedby other signals.� Default The user process may allow the operating system to proceed with the defaultbehavior associated with the given signal. These default behaviors are typically: ignore thesignal, stop the process, terminate the process, and terminate the process and write out acore dump.This last behavior is the most di�cult to emulate. Although we can terminate the process bysimply calling exit(2) from inside the framework's signal handler, this will not produce a coredump. In addition, we need to be concerned with two other issues: a unix process has an exit statusencoding why the process terminated which can be obtained by a parent waiting for it. Also, if acore dump is written, we want the stack at the time of termination to re
ect the location in the userprogram which initially was interrupted by the signal, as opposed to the stack trace re
ecting ourpresence in the framework's signal handler. We must preserve these behaviors to allow the processto cooperate with other processes and to allow the user to use existing postmortem debugging toolse�ectively. 20



We solve this problem in the framework signal handler by keeping track of the de�ned defaultbehavior of each signal. If we need to stop, terminate, or core dump the process, we �rst raisethe original signal in the process's signal mask using the kill(2) system call. This signal will notbe immediately delivered to the process since we arranged to enter the framework signal handlerwith all signals blocked. At this point the signal is pending but cannot be delivered. We thenmodify the interrupted context, which contains the set of blocked signals at the time the signal wasoriginally delivered, to have all signals blocked except the one which we are currently handling.Finally, we remove the framework's signal handler for this signal, and restore the context. Theprogram's context is restored to the original interrupted context, but before the kernel returns theprogram to user mode, it realizes that this signal is pending, has the default disposition, and allother signals are blocked, so the original signal is now re-delivered with the desired consequences.4 Tracing Prototype ImplementationWe implemented a prototype trace-and-replay instrumentation library for rdb running under So-laris for the sparc architecture, using the 
at bit-vector storage approach described earlier. Wenow discuss the implementation details of the run-time instrumentation code and the library codefor tracing, and present performance results for our prototype. For this work we only provide sup-port for single-threaded processes. Support for multi-threaded user processes involves additionalinstrumentation, including recording scheduling decisions, and we leave this as an open issue forfuture research. We also only trace a single process from start to �nish. If this process forks anotherUNIX process, we continue tracing in the parent process and disable tracing in the child. We hopeto implement improved support for forking child processes in the future.4.1 Bit Layout
flowback valueR0 1 0 W X S

31 24 23 22 20 19 18 15 0Figure 20: Bit layout for replay machine stateThe bit layout we devised for representing the state of each machine is shown in Fig. 20. We usethe lower 16 bits (half-word) of our machine state word for the 
owback value. We will discuss themeaning of this value shortly. The upper half-word stores the bits which represent the machinestate, labeled R, W , X , and S. We also de�ne several other bits to be �xed at either one or zero.This layout is speci�cally designed to optimize �rst the read hook, and then the write hook. Thesparc allows memory to be accessed at the granularity of byte, half-word, full-word, and double-word. Any manipulation of data must take place in a register. Since our read hook needs only tozero the R bit, we isolate this bit in the high-order byte. This means that with a single instructionwe can store a byte from register %g0 (which always contains zero) to the machine address, thusimplementing the read hook. For the write hook, we need to or the R bit with the W bit, andthen set the X bit. The bit layout allows a very e�cient implementation of these two operations,as shown in Fig. 21. By loading the upper half-word of the machine state word into the lower halfof a register, and then shifting this over 4 bits and or ing the shifted bits with the original register,we perform both operations simultaneously while preserving both the R and S bits.21
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R 1 S1(W | R)Figure 21: The bit layout lets us compute W |= R and X = 1 simultaneously4.2 Instruction HooksA complete set of sample instruction hooks for full and partial-word reads and writes, and thetwo sparc atomic load-store instructions are shown in Fig. 23. This is not the complete set ofhooks: slight variations on the presented hooks are also needed to handle loads and stores wherethe matched instruction uses an addressing mode which sums two registers or sums a register anda 13-bit immediate value. In each case, an additional instruction is required to pre-compute thissum in a temporary register. Throughout the instrumentation code, we rely on using several of thesparc global registers, labeled %g0 through %g7, as temporary storage and to store the constant0x80000000. The sparc application binary interface reserves registers %g2, %g3, and %g4 for theuser program, and we use our instrumentation front-end to invoke the underlying compiler witha 
ag telling it not to generate code for these registers so we can use them. Registers %g5, %g6,and %g7 are reserved for the operating system implementation, but our analysis of Solaris on thesparc reveals that %g5 and %g6 are already used by other user-level debugging tools, such as theSun Dbx memory access checking instrumentation, and that %g7 is used to point to thread-speci�cdata in multi-threaded programs. Thus since we are a debugging tool, and we do not supporttrace-and-replay for multi-threaded user programs at this time, we are free to use registers %g2through %g7 in our instrumentation. The assignments we chose are shown in Fig. 22.Register Use%g0 Zero%g1 Volatile (used in PLT)%g2 Temporary for instrumentation%g3 Temporary for instrumentation%g4 Constant value 0x80000000%g5 Temporary for instrumentation%g6 Constant value 0x80001�f%g7 Software Instruction CounterFigure 22: Global register assignments for sparc prototype4.3 The StackAs discussed in our earlier work [19], the sparc also has special save and restore instructionsto manage register windows, or program views of the actual registers provided by the hardware.Depending on the number of active register windows at the time of a save or restore, a window22



Original Instruction Instrumented Code Commentsld [%rY], %rX stb %g0, [%g4+%rY] ! (R) = 0ld [%rY], %rX ! Full-word readldub [%rY], %rX andn %rY, 0x3, %g3 ! Word-align addressstb %g0, [%g4+%g3] ! (R) = 0ldub [%rY], %rX ! Partial-word readst %rX, [%rY] st %rX, [%rY] ! Full-word writelduh [%g4+%rY], %g5 ! Load state bitssrl %g5, 4, %g2 ! Shift right 4 bitsor %g5, %g2, %g5 ! (W) |= (R), (X) = 1sth %g5, [%g4+%rY] ! Store state bitsstb %rX, [%rY] andn %rY, 0x3, %g3 ! Word-align addressstb %rX, [%rY] ! Partial-word writelduh [%g4+%g3], %g2 ! Load state bitsor %g2, 0x8, %g2 ! (X) = 1sth %g2, [%g4+%g3] ! Store state bitsswap [%rY], %rX lduh [%g4+%rY], %g2 ! Load state bitsor %g2, 0x8, %g2 ! (X) = 1andn %g2, 0x100, %g2 ! (R) = 0sth %g2, [%g4+%rY] ! Store state bitsswap [%rY], %rX ! Full-word swapldstub [%rY], %rX andn %rY, 0x3, %g3 ! Word-align addresslduh [%g4+%g3], %g2 ! Load state bitsor %g2, 0x8, %g2 ! (X) = 1andn %g2, 0x100, %g2 ! (R) = 0sth %g2, [%g4+%g3] ! Store state bitsldstub [%rY], %rX ! Load-store unsigned byteFigure 23: Instrumentation hooks for sparc prototype
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over
ow or window under
ow may occur, which will cause the operating system to save or restoreregister values from special reserved areas on the stack. Rather than provide specialized instrumen-tation for these instructions, we instead execute a kernel trap to 
ush the user register windows tothe stack at the interval boundary, and then write out the entire stack to a trace �le. We discussthe details of restoring this stack trace later as part of our overview of the implementation of replay.This stack tracing technique provides for correct replay in most cases; only programs readingfrom the uninitialized area of the stack reserved for register window dumps will be replayed incor-rectly. These reads indicate the presence of programmer error, but our goal is to provide correctreplay of all conditions, correct or otherwise, in order to aid the programmer in �nding bugs. Al-though not currently implemented in our prototype, detection of such reads can be implemented onsystems which provide kernel support for watchpoints on the stack. Solaris 2.62 provides supportfor read, write, and execute watchpoints on the stack which would allow us to implement detectionof this problem without additional assembly language instrumentation.If the user does not require complete 
owback and machine query functionality, but wants to beable to replay programs correctly, we can optimize our instrumentation code for instructions whichaccess stack variables because we know the entire stack will be traced at the interval boundary. Thealtr language allows us to easily identify such instructions by matching load and store instructionswhich reference addresses using the frame pointer (%fp) register. For load instructions, we can omitinstrumentation code entirely because the entire stack will be traced. For store instructions, weneed only set the machine's X bit so that the machine's 
owback value will be updated at the endof the interval, resulting in a savings of one instruction per store.4.4 Interruptsunix process signals, delivered as the result of the synchronous and asynchronous exceptions de-scribed earlier, must be traced for correct replay. In order to replay an interrupt, we must be ableto identify the particular instance of the execution of the instruction which was interrupted by thesignal. The signal handling mechanism provided by the tracing framework allows our instrumen-tation library to obtain the program counter value addressing the interrupted instruction, but wealso need to know the particular execution instance of this instruction: a particular instruction maybe executed many times as the result of a loop or repeated function call. Mellor-Crummey andLeBlanc [12] demonstrated that instrumentation to implement a software instruction counter (SIC)can be added to a program with minimal performance penalty. A SIC is a counter which is incre-mented prior to every backwards branch and function call. Using the software instruction counter,which we store in reserved register %g7, the instruction instance interrupted by a signal can beidenti�ed by the unique pair of values (%g7, %pc). We trace out the entire user context structurewhen a signal is delivered, including the vales of %g7 and %pc, and then use this information toreplay signal delivery.Mellor-Crummey and LeBlanc's RISC implementation used a decrement and trap-on-under
owinstruction on the HP Precision RISC architecture in order to trigger an exception when theappropriate SIC value is reached during replay [12]. Unfortunately no instruction exists on thesparc to trap conditionally without testing the condition codes. Thus our instrumentation codewould not only have to decrement a register and trap based on the condition codes, it would haveto save and restore the condition codes themselves. On the sparc, each of these actions can only2Information based on documentation for and experience with Solaris 2.6 beta software from Sun24



be accomplished via a trap into the kernel. Two traps and additional user instructions at eachbackward branch and function call would impose a much more serious performance overhead thanwe can tolerate. We propose a new implementation of the SIC for the sparc using a virtualmemory mapping trick to improve performance. Rather than counting down, we arrange for ourSIC instrumentation to increment a register starting at one. While tracing an interval, we do notexpect this value to ever over
ow (reset back to zero). At the interval boundary, we record the �nalvalue of the SIC register for the interval, and then reset the register. During replay, we start theregister at the value 0� s + 1 where s is the traced SIC value. Assuming the rest of replay worksproperly, the register will now over
ow when the register has been incremented the same numberof times as it was during tracing. All that remains is to devise a way to test if a register is zero ornon-zero without using the condition codes, and trap if the value is zero.
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Figure 24: Virtual memory page layout just below the user program's address rangeSince we already divide the address space in half to reserve space for monitoring machine storage,we can also arrange for the text segment of the user process to be loaded not exactly at virtualaddress 0x80000000 (the start of the top half of the address space), but instead at 0x80002000.This value was chosen because it is a page boundary on Solaris sparc machines with 4K and 8Kvirtual memory page sizes. This memory layout is shown in Fig. 24. As shown earlier in Fig. 22,we reserve register %g6 for our instrumentation and �x this register at the value 0x80001�f, exactlyone byte below the start of the �rst page of the user program text segment. This means that theinstruction ldub [%g6 + %rX], %g0, which loads a byte from the address speci�ed by the sumof registers %g6 and %rX and discards the result, will generate a segmentation fault that we canintercept if %rX contains zero, and will e�ectively act as a nop if %rX contains a value between oneand the size of a virtual memory page [14]. Our only remaining problem is that the value in the SICregister may eventually exceed the virtual memory page size (either 4K or 8K on typical Solarissparc systems). Thus we need to de�ne a function f(x) where f(0) = 0 and 0 < f(x) < 4096 i�x 6= 0. We propose two e�cient implementations of this function.4.4.1 Population CountThe function we need for our address computation can be implemented using a population countinstruction if one is available. This instruction returns the number of one bits in a given register, andstores the result in another register. The sparc version 9 architecture provides a popc instruction25



with this functionality [24]. Using popc, we map zero to zero, and non-zero to a value between1 and 64 (the size in bits of a register on an Ultrasparc), thus meeting the requirements of ourfunction.4.4.2 Exponential Bit FoldingUnfortunately not all architectures have a population count instruction. Although Ultrasparcmachines implement the sparc version 9 instruction set, other sparc machine implement theversion 8 instruction set which has no popc instruction, and we would like to devise a fast techniqueapplicable to these machines as well. Exponential bit folding is a more general technique we havedevised that works on machines without a population count instruction. We envision a register asa piece of paper which we repeatedly fold in half. With each fold, we logically or the bits on theleft half of the paper with those on the right half, and the resulting sequence of half the originallength is written back to the piece of paper. This technique can be implemented by repeated bitwiselogical shift and or operations, as shown in Fig. 25.srl %rX, 16, %rYor %rY, %rX, %rXsrl %rX, 8, %rYor %rY, %rX, %rXsrl %rX, 4, %rYor %rY, %rX, %rXsrl %rX, 2, %rYor %rY, %rX, %rXsrl %rX, 1, %rYor %rY, %rX, %rXFigure 25: Exponential bit folding implementation for 32-bit registersAt the end of the instruction sequence shown in Fig. 25, we are left with the lowest-order bitof register %rX set to 0 if %rX originally contained 0, or 1 if %rX originally was non-zero. In ourimplementation it is only necessary to fold the value down to fewer bits than are needed to representthe page size, thus only the �rst two folds (four instructions) are needed for our instrumentationcode. Since we disregard the upper bits as we fold, a �nal logical and operation can be used tomask out only the results of the folding. These instructions do not modify the condition codes, andare very inexpensive simple logical operations.4.4.3 Over
owAnother nice feature of our SIC implementation is that we can detect over
ow. Over
ow is unlikelygiven moderately sized intervals, but is still possible if the interval length is small and the userprogram makes excessive function calls or executes an extremely large number of loop iterationswhich exceeds the maximum 32-bit unsigned value. Since over
ow will cause the SIC registervalue to wrap around to zero, this will cause our instrumentation code to generate a fault we canintercept. During replay, we use this fault to trigger the restore of data to replay the next intervalor to transfer control to a user signal handler. During tracing, we can use this fault to report anerror message indicating that SIC over
ow has occurred, and suggest that the user decrease the26



interval length. Another possibility is that we just end the interval when this condition is detected,and then continue tracing without having to warn the user. We only need to be concerned with SICover
ow during a single interval since we reset the SIC register at each interval boundary. Replaycan only be restarted at the granularity of intervals, so the SIC value is only meaningful within aninterval, and thus it is not necessary to preserve the SIC value across interval boundaries.4.5 System CallsIn order to provide complete and correct replay of user programs, we must also trace and replaysystem calls, or traps into the kernel which allow the user program to interact with the operatingsystem, external devices, or other processes. We have already made provisions in our unique-spanning read monitoring machine to handle system calls. We now discuss how we intercept thesecalls, and translate each one into the appropriate set of transitions on our monitoring machines.4.5.1 System Call E�ectsWhenever a system call is executed, we need to determine the precise size and location of each regionof memory in the user process written by the system call. Unfortunately, for our unix prototype,there is no systematic way to determine this information at run-time. The information is di�erentfor each system call, and can only be obtained by examining the corresponding C function prototype,manual page, or operating system source code. This is one of the primary limitations of our tool:in order to correctly support system calls, we must create a version of our instrumentation librarywhich is very tightly coupled to the implementation details of a particular version of a particularoperating system. Experience has shown that even changes in minor releases in an operating systemmay introduce new system calls. Still, operating system developers are tuned in to the needs oftool developers, especially because advanced debugging tools bene�t everyone who develops fora particular operating system. Advanced operating system support for debugging, such as the/proc �lesystem [4], already exists in several unix operating system variants. The Solaris /procimplementation provides the ability to trace the entry to and exit from system call traps. Perhapsin the future support could be added to obtain additional system call information such as a�ectedmemory regions. Another possibility is that we could trace entry to each system call, and then usethe /proc watchpoint facility to dynamically determine a�ected memory regions.Since operating system supported watchpoints were not available at the time of the developmentof our prototype, we developed our own approach for intercepting and tracing system calls. Ourbasic goal was to create a wrapper function for each system call in our instrumentation library, whichwould then be interposed [21] in front of the standard C library system call routines. The wrapperexecutes the appropriate system call trap, writes a trace record indicating which system call wasexecuted and its return value, and then invokes another routine to perform appropriate machinetransitions on a�ected memory regions. To simplify development of these wrapper routines, wecreated an extended C-like prototyping syntax for system call functions, and a tool to automaticallygenerate the C code for the wrapper functions from the prototypes. An example prototype forthe read(2) system call is shown in Fig. 26. The prototype is used to generate the C languageprototype, and the special WRITES f g clause is used to indicate that the system call causes theoperating system to write to the user address space at the address speci�ed by the buf parametera number of bytes which is given by the return value of the system call. This prototyping methodhandles the vast majority of unix system calls. Unfortunately, there are some special cases such as27



readv(2) and ioctl(2) that do not �t nicely into this model. We have added special syntax andsome hand coding to deal with these few exceptions.ssize t read(int fd, WRITESf void *buf = retval g , size t nbyte);Figure 26: System call generator prototype for read(2)We need to explicitly trace the system call return value, stored in register %o0 on return froma system call trap on the sparc, because this value may be immediately referenced in the registerupon return from the system call, and may a�ect the control 
ow of the program. Following theactual trap, the wrapper routine calls the SysTrace routine to trace the trap information andreturn value. At this time, the trap is assigned a system call id number which is unique to theinterval. Pseudo-code for this routine is shown in Fig. 27.ushort t SysTrace(int code, int subcode, void *retval)1 if (system call id == 0)2 fatalerr("System call id over
ow");3 trace system call(system call id, code, subcode, retval);4 if (retval == (void *) -1) f5 set machine state(&errno, Syscall);6 set 
owback value(&errno, system call id);7 g8 return system call id++;Figure 27: SysTrace algorithmAfter tracing the system call trap, we need to perform a system call transition on the machineassociated with the address of the errno word if the system call failed. We also use this routineto detect over
ow in our system call counter. Assuming the excessive number of system calls wasnot a bug itself, the user can decrease the interval length to avoid this type of over
ow. Whenperforming system call transitions on machines, we also store the system call id number into the
owback value �eld of each monitoring machine. This provides more powerful 
owback data foraddresses written by system calls. We can store this value in place of an interval number becausethe Syscall and Read After Syscall states already imply that the value was written by a system callin the current interval, whose number is known at run-time. For these data values, we can nowreport that the value was written in the current interval, and we can report the precise system calltrap code and return value for the call by correlating the id number to our system call trap tracedata. During replay, our stub does not re-execute the system call. Instead it restores the traceof the a�ected memory regions and returns the traced system call return value. We discuss thespeci�cs of restoring system call trace data later in our section on the implementation of replay.We now turn to how addresses written by system calls are traced by the wrapper routine.28



4.5.2 System Call TracingIf the system call was successful, the wrapper routine then builds an array of structures identifyingthe starting address and length in bytes of each contiguous region of memory written by thesystem call. This vector is then passed to a generic system call tracing routine implemented in theinstrumentation library. Pseudo-code for this routine is shown in Fig. 28.void SysWrite(ushort t id, iovec t *iov, int count)1 for each word-aligned addr in regions iov[0] : : : iov[count - 1] f2 if ((machine state(addr) & (RWS)) == 000)3 trace in child(addr);4 syscall transition(addr, id);5 if (addr > stack pointer)6 trace in parent(addr);7 else8 send to child(addr);9 g Figure 28: SysWrite algorithmWe use an array of iovec t structures, each containing a base address and length �eld, todescribe the regions of memory written by the system call. The goal of this routine is to performthe system call transition on the monitoring machines associated with each a�ected address, andto transfer the values written by the system call to the controlled child process; they will be tracedby the child if the monitoring machine is in the Read After Syscall state at the end of the interval.There are a number of special cases we need to handle �rst. The �rst if clause identi�es machineswho have the R, W , and S bits all zeroed. This pattern identi�es the states Read First and Readand Written. If the machine is already in either of these states, then the value at the correspondingaddress in the child process has already been the subject of a unique-spanning read, and thus needsto be traced. So before we overwrite this value with the new value written by the system call, wedirect the child to write out the current value to a trace �le.Next we perform the system call transition on the monitoring machine. The id parameter isa 16-bit identi�er value for the system call unique to the current interval. This value is obtainedfrom the result of the call to the SysTrace routine. When we perform a system call transition,we store this 16-bit value in the low-order 16 bits of the state machine word. We had previouslyindicated that this space would be used to store an interval number to support 
owback debuggingqueries. However, if a machine is in the Syscall or Read After Syscall states, we know it has beenwritten in the current interval by a system call. Thus instead of storing just the current intervalnumber, we store the system call identi�er. We later replace this with the interval number duringthe interval boundary code.Finally, before we transfer the data to the child process, we make one �nal check to see if thisaddress is in the stack. If it is, we immediately trace the data in the parent process rather than29



transfer it to the child. We are forced to do this because the stack in the parent may have changedsince we forked the child, and thus writing system call data on the stack to the corresponding stackaddresses in the child process might overwrite the child's current stack frame. Otherwise, since allof the child's state is on the stack or in our library's private data, we are free to write to the child'saddress space to bu�er our system call data. The actual code for the routine is quite di�erentfrom the pseudo-code shown in Fig. 28 because rather than tracing and sending messages insidethe loop, we transfer addresses to the child using a shared memory bu�er to minimize copying,and we perform the transfers in batches to minimize context switches between the parent and childwaiting for messages to be processed.4.6 Interval BoundariesAs discussed earlier, we trigger interval boundaries using the unix interval timer facility. We allowthe user to specify the interval length as a number of virtual seconds of CPU time. Our instrumen-tation library installs a callback for the timer signal with the rdb framework, and then executesan interval boundary routine in the signal handler. Inside the interval boundary code, we needto examine each machine, trace the corresponding address and value depending on the machine'sstate, and then perform the interval boundary transition on the machine. Once this is complete,execution resumes at the interrupted instruction. We now examine several implementation detailsof the interval boundary algorithm.4.6.1 Atomicity of InstrumentationSince our interval boundary algorithm will examine each monitoring machine and make tracingdecisions based on the machine's state, it is critical that our sequences of instrumented code beatomic with respect to interval boundaries. At the simplest level, we can imagine that an instru-mented sequence of assembly code to perform a read from address A consists of two clauses: readA and read-transition A. Since the interval boundary timer can trigger at any user instruction,it may very well trigger after A has been read, but before the corresponding machine transitionhas occurred. In this case, A may have just been read by a unique-spanning read, but we will notknow that it needs to be traced without performing the corresponding machine transition.The precise placement of interval boundaries is not important, so it is acceptable to simply delaythe execution of the interval boundary code in this case until after the corresponding read transition,assuming that we can detect this condition. We use the rdb Instrumentation O�set Table describedearlier to compare the interrupted program counter to the known sequences of instrumented code.If the signal is delivered with the %pc in such a sequence, we then set a breakpoint in the processjust after the instrumentation sequence and continue. The signal handling mechanism provided byrdb allows us to intercept the subsequent breakpoint fault, and then execute the normal intervalboundary code with the new interrupted context.4.6.2 Interval Boundary AlgorithmWe have already discussed several issues related to the interval boundary algorithm. Our basic goalis to examine the state of each monitoring machine to determine if the corresponding address andits value in the controlled child process need to be traced. Following this decision, we need to reset30



the state of each machine back to the Unaccessed state. Additionally, if the value was modi�ed inthe current interval, we want to update the 
owback value �eld in the machine state word with thenumber of the interval which just ended. The complete algorithm is more complex, and we discussit in detail in four parts. void IntervalBoundary(ucontext t *ctx)1 
ush register windows();2 trace stack(ctx);3 trace context(ctx);4 
ush trace(syscall trap trace);4 
ush trace(syscall addr trace);5 
ush trace(syscall 
ow trace);6 child set brk(sbrk(0));Figure 29: IntervalBoundary algorithm, Part IUpon entry to the interval boundary routine, we 
ush the sparc register windows to the stackand then write out the trace of the user stack. We also trace the complete interrupted machinecontext as well. This contains the values of all registers, and also the various status registers whichinclude the integer and 
oating-point condition codes. We need to be able to restore these values forcorrect replay. By tracing out the context, we can restore the complete set of condition codes andregisters by reading back the traced context and performing a setcontext(2). Next we 
ush eachof the trace �le bu�ers associated with system call trace data to write out any remaining bu�ereddata from system calls during the interval. Finally, we arrange for the controlled child process tosynchronize its break with the parent. This is important because we need to send over addressesfor the child to trace. Some of these addresses may be in a range of the heap which was mapped induring the interval because the user program dynamically allocated storage. We synchronize thebreak values so that the child can correctly reference the initial values of these addresses as zero,as new heap pages are zero-�lled.void IntervalBoundary(ucontext t *ctx)7 for each word-aligned addr in mirror pages except for stack mirror pages f8 if ((X) 6= 0)9 set 
owback value(addr, intvl num);10 if ((RW ) == 00)11 send to child(addr j ((S) � S SHIFT));12 set machine state(addr, Unaccessed);13 g14 child start tracing();Figure 30: IntervalBoundary algorithm, Part II31



Once the stack and register context have been traced, we can begin examining the state of eachmonitoring machine which does not correspond to an address in the stack to determine whetherto trace its corresponding address and value. As discussed earlier, this tracing will be done usingthe values in the child process's address space. In addition, if the address was modi�ed during thecurrent interval, the monitoring machine in the child's address space contains the 
owback valuefor the previous modi�cation, which is what we want to trace along with the value. The next partof the algorithm executed in the parent process is shown in Fig. 30. We �rst identify states wherethe value was modi�ed, and update the 
owback value. Then we identify states requiring tracing,and send the corresponding address to the child. For performance reasons, this is not implementedas a message per machine, but instead each send just stores the address in a shared memory bu�erfor batch transfer. Following the loop, a message is sent the child indicating it can begin tracing.In addition to tracing addresses and values corresponding to monitoring machines, it is crucialthat we be able to distinguish between data traced as the result of a unique-spanning read followingan interval boundary, and data traced as the result of a unique-spanning read following a systemcall. In the �rst case, we need to restore the traced data into the process's address space priorto the restart of the interval for replay. In the second case, we need to restore the traced dataon-the-
y upon entry to our system call wrapper function during replay. In order to simplify themanagement of these two di�erent data types, we maintain two separate trace streams of (address,value, 
owback-value) tuples: one for `standard' trace data and another for system call trace data.Since our machines correspond to word-aligned addresses and a word on the sparc is four bytes,we know that the lower two bits of each address we send to the child will both be zero. We takeadvantage of one of these unused bits to store a copy of the machine's S bit, as shown in Line 11of Fig. 30. When the child process receives a batch of addresses, it examines this bit to determinewhether the address should be traced to the standard or system call trace stream.void IntervalBoundary(ucontext t *ctx)15 for each word-aligned addr in mirror pages for stack f16 if ((X) 6= 0)17 set 
owback value(addr, intvl num);18 set machine state(addr, Unaccessed);19 gFigure 31: IntervalBoundary algorithm, Part IIIFor monitoring machines which correspond to addresses in the stack, we can perform a simplerloop which simply checks the X bit to see if the 
owback value should be updated with the currentinterval number, and then resets the machine state back to Unaccessed. Since we have already toldthe child to begin tracing, this second loop shown in Fig. 31 proceeds concurrently with the child'stracing activity.The end of the interval boundary routine is shown in pseudo-code in Fig. 32. We need to recorda marker in each trace �le indicating the end of an interval. We then output an interval summaryrecord indicating the ending software instruction counter value for the interval, the number ofsystem call traps which were executed, and the approximate virtual CPU time which elapsedduring the interval. We also need to record the current virtual memory mappings and their page32



void IntervalBoundary(ucontext t *ctx)20 trace interval boundary();21 trace memory mappings();22 trace �le o�sets();23 fork child process();24 set sic register(0);25 system call id = 1;Figure 32: IntervalBoundary algorithm, Part IVprotections; they will be restored prior to replay of the next interval. To facilitate rapid incrementalreplay, we also record the �le o�set of each of the other trace �les in a special trace �le, to allowus to jump directly to the start of the trace data for a particular interval. Finally, we fork a newchild process to bu�er values for the next interval, and reset the SIC register and system call trapcounter.5 Replay Prototype ImplementationIn this section we discuss theory and implementation of execution replay based on our implemen-tation of a tracing engine for unique-spanning0 reads described thus far. Our work is designed toallow the debugger to control replay at the granularity of intervals, by replaying a sequence of in-tervals in order, or by allowing the user to re-execute portions of intervals in any order, potentiallyguided by 
owback information from the monitoring machines. Our goal here was to implementa mechanism for controlling replay but not a set of policies restricting how the debugger shouldoperate. Later we discuss how the replay back-end can be combined with a debugger interfacelibrary to allow replay functionality to be combined with existing debugging tools, or to providethe foundation for new types of debugging tools.5.1 Program InstrumentationThe �rst issue we considered in designing the replay engine was whether or not the executable thatruns during replay should in e�ect be the same program that was compiled and instrumented toperform tracing. One issue we immediately must consider is the size of the program text segmentand the locations of various data in memory. Since our trace �les consist of traced addresses andvalues from the original run, we need the replay process's address space to be laid out precisely asit was during tracing in order to provide correct replay. If we tried to re-execute an uninstrumentedexecutable, the functions would appear at di�erent addresses since no instrumentation code wouldbe present, and thus replay would not work.Although we have made every e�ort to optimize our instrumentation code for tracing, it stilladds overhead to the program run, so another possibility is that we could reduce the performanceoverhead for replay by modifying the instrumentation. We could produce a di�erent instrumentedexecutable for use in replay which is identical to the tracing executable, except that the tracing33



instrumentation instructions could be overwritten with no-ops or with a di�erent type of instru-mentation code of identical size which provides some other type of information for replay.There were several reasons why we decided not to pursue the idea of multiple executables.The primary reason was that the instrumentation code which performs tracing provides usefulinformation which the debugger can access during tracing or during replay. Our eventual goal isto have replay taking place under the control of a debugger which provides standard facilities suchas breakpoints and data display capabilities to the programmer. We realized that maintaining ameaningful machine state corresponding to each data word in the user program provides anothersource of information the debugger can use to answer queries. By allowing the instrumentationcode to re-execute as part of replaying an interval, we can allow the programmer to stop thetarget program in the debugger, and then obtain the machine state from the debugger. Theinstrumentation enables the debugger to answer queries of the form \Has this variable been modi�edyet in this interval?", \Has this variable been written by a system call in this interval?", or \Has anyinstruction accessed this value yet in this interval?" The instrumentation to update the softwareinstruction counter is needed for replay to trigger the replay of interrupts, and overall we know thatthe overhead of the instrumentation code will be no worse during replay than it was during tracing,and we already deemed that acceptable. So we produce a single executable for both tracing andreplay, but provide code to handle each mode di�erently in the instrumentation library.5.2 Restoring the Address SpaceBefore we can restore traced values into the process address space, we need to �rst restore the stateof the address space to its state prior to the execution of the desired interval. When we refer tothe state of the address space we are talking about the set of valid address ranges and associatedvirtual memory protections. Depending on the operating system, these ranges and permissionsmay be de�ned and implemented in a variety of ways. Since our prototype is for Solaris, we discussthe details of our implementation for this platform, but the ideas are applicable to other modernoperating systems as well.The Solaris virtual memory system is page-based, and a process's address space consists of aset of mappings onto the address spaces of objects in the system's virtual memory [9]. The Solaris/proc �lesystem [4] provides a facility for obtaining the set of mappings currently associated witha process address space, including the virtual address ranges and virtual memory page protections.During tracing, the instrumentation library uses this facility to record the set of mappings prior tothe execution of each interval. We also explicitly record the break (the address marking the extentof the heap) and the contents of the stack, as discussed earlier.Besides the stack and heap pages, and pages storing the text and data of the program andshared libraries, a Solaris process may establish other mappings such as shared memory segments,or mappings to �les, devices, or anonymous memory pages using mmap(2). The process mayalso change virtual page protections using mprotect(2). Thus in addition to restoring the addressspace, we must also provide special interposed versions of these system call functions which actuallyperform the system call trap again during replay to make the appropriate changes to the addressspace. In order to set up the address space properly prior to the start of the interval, we walkthrough the set of traced mappings and compare them to the current set of mappings in the process.If a mapping exists currently but does not exist in the trace records, we remove it. Conversely, ifa mapping was traced but does not currently exist we add it by mapping the appropriate range of34



pages from the /dev/zero device, which provides a source of anonymous pages. Since we take careof restoring all accessed values, anonymous pages can be used during replay in place of mappingsof devices and �les from the original execution. We also reset protections on existing protections ifthey do not match the traced protections.5.3 Restoring the StackWhen an interval boundary is reached, we traced the interrupted context and the contents of allstack pages to a trace �le. We must make special provisions for restoring this information becauseour instrumentation library code is itself running on the user program stack, and thus overwritingthe stack with traced data may prove fatal to our library code. To solve this problem we allocateanother stack elsewhere in the process's address space by mapping a small number of pages ofanonymous memory from /dev/zero. We can then create a ucontext structure which has thestack pointer register referencing the top of this alternate stack and the program counter registerreferencing the address of our stack restore routine, and then execute the setcontext(2) systemcall to transfer control to this routine on the temporary stack. We can now safely overwrite theuser stack pages, load the context which was originally interrupted by interval boundary, 
ush theregister windows, and then execute another setcontext(2) to jump back into the user program.5.4 Restoring Trace DataThe trace data accumulated during interval boundaries and system call wrappers is written outto two separate trace streams, one for `standard' trace data and one for system call trace data.Each trace stream stores a sequence of (virtual address, value, 
owback value) tuples that we needto restore into the user address space during replay. A special tuple is used to mark the end ofthe data associated with a given interval. We now brie
y discuss how the standard trace data isrestored to the user address space, and then discuss how system calls are replayed.The interval handler for replay �rst resets the state of each monitoring machine back to theUnaccessed state as during tracing. Then we read in the data from the standard trace stream,restoring each value to the appropriate virtual address, and storing the traced 
owback value inthe corresponding machine state word. The standard trace data stream consists of data traced fol-lowing unique-spanning0 reads, the �rst read from an address since the previous interval boundary.Regardless of the order of the traced values, each value was at the given address at the start of theinterval during tracing. Thus we can restore all of this trace data to the user address space priorto the replay of the interval without considering the order of trace records.5.5 Replaying System CallsIn order to replay a system call, we cannot restore the traced value to the appropriate virtual addressand update the 
owback value until the user program calls the system call wrapper function inthe instrumentation library. Upon entry to a wrapper, we consult the system call trap trace �leto determine the return value for the system call, and then restore the traced data and 
owbackvalues, and perform the system call transition on the monitoring machine associated with eachaddress for which trace data was restored. The wrapper function is aware of what system call trapis being replayed so it can perform special handling for some system call traps, such as actually35



re-executing mprotect(2) calls. Another feature we provide in the wrapper is the ability to re-execute write(2) system calls to the �le descriptors associated with stdout and stderr so thatthe user is provided with some visual feedback that replay is working properly.When restoring standard trace data, we did not need to be concerned with the order of tracedata since all of the standard trace data for an interval needs to be restored prior to the replay ofthe interval. When restoring system call data, we need the data in the trace �le to be ordered; wewant to avoid scanning the entire set of traced data for the interval at each call site. Unfortunately,because of the design of the tracing machine, the system call trace data can be completely unordered.Consider the sequence of program events shown in Fig. 33:1 System Call Write A2 System Call Write B3 Read B4 System Call Write B5 Read A6 Interval BoundaryFigure 33: Sequence of program events leading to unordered system call trace dataThe problem is that system call event 4 overwrites the value stored at address B, which needsto be traced because this value was read following system call event 2. As a result, the value storedat address B must be immediately written to the trace �le as part of the handling for system callevent 4. Meanwhile, address A was previously written by system call event 1, but is not read untilevent 5, and will not be traced until the interval boundary. We need to restore the value traced fromaddress A �rst during replay, but this data comes later in the trace �le. This example illustratesthat in order to provide for e�cient system call replay, we need to sort the system call trace databy system call id number prior to replaying the program. The data can be sorted using externalmerge-sort or other algorithms, and once sorted, can be written back to the trace �le and used forany number of subsequent replays. We feel that since this cost is amortized over all subsequentreplays of the program, the sorting requirement does not impose an unreasonable performancepenalty. We added code to our debugging library, discussed in the next section, to automaticallysort trace system call trace �les when opened by the debugger, if not already sorted, and write thesorted data back to the trace �le for use in subsequent replays.5.6 Interval BoundariesWe must be able to detect the precise execution instance of the instruction which marks the endof each interval during replay so that we can jump back into our interval handler code and setup for replay of the next interval. The instruction instance that was interrupted by the intervalboundary timer signal during tracing was recorded by tracing the current (SIC, %pc) pair in theinterval boundary handler. Whereas a traditional debugger breakpoint consists only of a programcounter value, we now need to set a breakpoint which only �res at a particular (SIC, %pc) pair.We can do this with very low overhead using our existing SIC instrumentation, which causes asegmentation fault to occur when the SIC register over
ows. Prior to the start of the interval, weset the SIC register to the value 0� s+1 where s is the traced SIC value. This will cause a fault tooccur when the SIC has been incremented the same number of times as it was during the originalprogram run. In the fault handler, we then set a standard breakpoint at the %pc value associated36



with the interval boundary and continue the program. When this breakpoint �res, we then enterthe interval boundary code and set up for the replay of the next interval.5.7 Replaying InterruptsWe can replay asynchronous interrupts in the same manner as interval boundaries. We trace the(SIC, %pc) pair for each asynchronous interrupt, as well as the action taken in response to thesignal. Since we have only a single SIC register to use to generate the faults to trigger our (SIC,%pc) breakpoints, we keep a queue of these events and at each fault load the appropriate value totrigger the next interrupt or to trigger the interval boundary handler. We also provide the facilityto set these type of breakpoints to the debugger, as described in the next section. This featureenables the programmer to use the debugger to set replay breakpoints, where a particular point inthe program's execution can be recorded, and then replay can be restored back to that point.5.8 Incremental ReplayTo support incremental replay, we want to allow the debugger to stop the process during replay atany time, and then direct the instrumentation library to set up for replay of an arbitrary interval.We can support this functionality by providing a routine similar to the replay interval handlerthat restores the address space, stack, standard trace data, and initializes the SIC register for thenext interrupt breakpoint. Since we trace the byte o�sets of all trace �les prior to the start of eachinterval during the original execution, this function need only seek each trace �le to the appropriateposition in order to prepare to restore the data for any interval. The instrumentation library makesthe address of this function known to the debugger back-end, described following the performanceresults section, so that the debugger can invoke it any point during replay.6 Performance ResultsTo assess performance, we ran several experiments to measure run-time slowdown and rate of tracegeneration. Reasonable slowdowns are important, but a low trace rate is crucial. Techniques thatrequire tracing megabytes of data per second are doomed to fail. We ran our tracing engine onthe �ve programs shown in the table below, using an interval length of 20 seconds. The resultsare shown in Fig. 34. life performed 20,000 iterations of a life simulation on an 100x100 world.mesh performed 1000 iterations over a 1000x1000 grid to solve a simple di�erential equation. goplayed the game of go against itself on a 27x27 board. m88ksim simulated the Motorola 88100microprocessor running the Dhrystone benchmark. These last two programs are from the SPEC95integer suite. cc1 is the compilation pass of the GNU C compiler run on the gcc source �le cp-decl.c (which contains 9,169 lines and is 307 kilobytes in size). All programs were compiled withoutoptimization and were run on a two-processor 200MHz Sun UltraSPARC running Solaris 2.5.1.Traces were written to the local SCSI disk.The table shows the uninstrumented running time of each program run, the instrumentedrunning time (and slowdown) measured as the wall-clock time to completion, the total trace size,the size of the stack trace �le and its percentage of the total data traced, and the rate of tracegeneration. The run-time slowdowns are typically around 2.5{3.5. Considering the functionality37



life mesh go m88ksim cc1Running time 15m48.567s 22m16.695s 19m34.260s 18m29.160s 0m25.696sInstrumented time 42m25.801s 58m57.469s 1h03m05.005s 1h08m23.858s 1m18.146sSlowdown 2.68 2.65 3.22 3.70 3.04Total trace size (kb) 6975 752651 70799 39289 12715Stack trace size (kb) 721 (10%) 697 (<1%) 1263 (2%) 3900 (10%) 3460 (27%)Trace rate (kb/sec) 2.7 212.8 18.7 9.6 162.7Figure 34: Overheads of replay tracingprovided by the traces, we consider this to be an acceptable slowdown for many programs, and hopeto improve our performance in the future. The 20-second interval length means that the traces aresu�cient to re-execute any 20-second interval of these long runs, and the time required to set upthe state for a replay is negligible (as each interval's trace is contiguous in the trace �le). Also notethat our tracing engine is fully functional: all system calls and libraries are instrumented for theseruns.The trace rates are worth examining more closely. For life, go, and m88ksim, the 2.7{18.7kilobytes/sec of trace generation is practically negligible. Runs of over a day's length can beaccommodated with a gigabyte disk. mesh produces a high trace rate because its locality of referenceis the worst-case for unique-spanning read tracing: in each iteration through the grid, every elementis set to the average of its neighboring elements, meaning that in each interval there is a read ofevery element not preceded by a write (which must be traced). The reason that cc1 produced atrace rate of 162.7 kilobytes/sec is unclear and is being investigated. Perhaps the symbol tableor control-
ow graph computed by the compiler tends to be written once and then read manytimes, making most of the reads unique-spanning. In short, some variable access patterns tendto increase overhead, but even mesh (which is our proposed worst-case scenario) did not showsigni�cant slowdown.We performed several runs of cc1 to get a feeling for how the trace rate varies with intervalsize. For a 5, 10, or 15 second interval length, the trace rate only increased from 184 to 200 to230 kilobytes/sec, respectively. These higher trace rates might well be acceptable in many cases,especially considering that a 5-second interval length would allow any replay request to completealmost immediately, letting long compilation runs be debugged without replaying from the start.The run-time slowdown for cc1 increased to only 3.2 for 5-second intervals (from a slowdown of 3.0for 20-second intervals).In summary, traced programs took 2.5{3.5 times as long to complete. This probe e�ect is anon-trivial cost, but trace rates are low enough to support long runs without making tracing abottleneck. This trace-and-replay technique works well for moderately long program runs (5{60minutes), thereby �lling a useful debugging niche. If the slowdown can be tolerated, the payo�is substantial: once a trace is saved, any part of a run can be reproduced quickly regardless ofits length. We hope to do more detailed performance analysis of the prototype in the future,particularly in the area of interaction with the virtual memory system and with memory caches.38



7 Debugger Back-EndOur prototype replay implementation was designed to allow the user to replay programs from startto �nish without the aid of a debugger, or to take advantage of the replay engine to perform morepowerful queries using replay in the debugger. To this end, we developed a debugger back-endlibrary which allows existing debuggers such as gdb [20] to easily incorporate replay functionalityand also provides a framework for building a new debugger speci�cally designed to take advantageof incremental replay. The design of a typical debugger can be factored out into several discretecomponents: code to control another process and obtain or manipulate its state, code to processsymbol table information and provide mappings between program source code and process state,and code to display information to the user and allow the user to issue queries.The process control code for a unix debugger is typically implemented using a set of operatingsystem primitives to allow one process to control another, such as the Solaris /proc �lesystem [4] orthe ptrace(2) system call provided in some other systems. Our goal was to provide a simple butpowerful programming interface which can be used in place of the process control layer providedby the operating system. This design idea is very similar to the idea of a machine-dependent `nub'for debugger process control used in the cdb debugger [10]. However, as we shall see, our back-end library needs to provide additional functionality beyond a uni�ed interface to the operatingsystem's process control mechanism. Our requirements for the back-end were as follows:� The library should provide the same basic facilities as the operating system interface forcontrolling processes, and should be easily pluggable into existing debugging systems. Weused the requirements of the gdb target ops structure [7] as a measure of the requirementsof a full-featured debugger. gdb uses this structure to store a vector of pointers to functionswhich implement various process control primitives in terms of the process control mechanismprovided by a particular operating system variant. It should therefore be straightforward toimplement a new target ops structure in terms of the rdb back-end.� The library should be able to interoperate with di�erent rdb instrumentation libraries. Wehave experimented with di�erent machines, machine state storage methods, and instrumen-tation code, and would like to continue to do so in the future. An important requirementis that if we implement a new instrumentation library for trace-and-replay, this should notrequire implementation changes in the back-end. Furthermore, the back-end should be ableto support programs linked to di�erent instrumentation libraries simultaneously.� The library must not restrict the design of the debugger. It should support the control ofmultiple processes at the same time so that the debugger can support this, and it must allowthe debugger to register callbacks to occur during the initialization of a controlled processso that the debugger can redirect program output to di�erent terminals, or to a graphicaldisplay.� The library must e�ectively mask the presence of the rdb run-time framework and the instru-mentation library. If the debugger queries the back-end to determine what signal handlersare installed by the user process, the back-end must decode the user signal handler array in-side of the framework rather than reporting the signal handler registered with the operatingsystem, which is the handler inside of the rdb run-time engine. If the process stops on anevent of interest which is detected inside of a routine in the run-time engine, the back-endmust conceal the presence of the framework routines so that the debugger can report a stack39



back-trace which shows that the program is stopped at the interrupted location in user code,not that the program is stopped inside a routine inside the rdb framework library.� The library must not impose a signi�cant performance overhead beyond that already incurredby the operating system's process control facilities. In particular, excessive context switchingbetween the debugger and the controlled target process is extremely undesirable.7.1 Programming InterfaceThe complete application programming interface for the back-end library breaks down into severalcategories of functionality. We present the actual API C function prototypes associated with eachcategory to illustrate the simplicity and 
exibility of the library.� Process Control The back-end allows the debugger to create new controlled processes foreither tracing or replay, set a variety of options for tracing and replay, such as the length ofan interval. The back-end also has functions to stop and continue processes and to wait forthe process to stop on an event of interest, such as a breakpoint or signal.int rdb proc trace(rdb proc t *pr, const char *shell, const char *path,const char *args, const char *envp[ ], const rdb propts t *opts);int rdb proc replay(rdb proc t *pr, const char *path, rdb trset t *trace,const rdb propts t *opts);int rdb proc restore(rdb proc t *pr, rdb intvl t *intvl);int rdb proc destroy(rdb proc t *pr);int rdb proc run(rdb proc t *pr);int rdb proc wait(rdb proc t *pr, prstatus t *status, ulong t *
ags);int rdb proc stop(rdb proc t *pr);int rdb proc getopts(rdb proc t *pr, rdb propts t *opts);int rdb proc setopts(rdb proc t *pr, const rdb propts t *opts);� Process Signals The debugger can use the back-end to control a set of traced signals. Eachtraced signal causes the process to stop, and then the debugger can report that a signal isabout to be delivered. There are also functions to deliver and clear pending signals, and toobtain the set of signal handlers associated with the process.int rdb sig add(rdb proc t *pr, int signo);int rdb sig delete(rdb proc t *pr, int signo);int rdb sig set(rdb proc t *pr, const siginfo t *info);int rdb sig acts(rdb proc t *pr, struct sigaction *act);int rdb sig trace get(rdb proc t *pr, sigset t *set);int rdb sig trace set(rdb proc t *pr, const sigset t *set);int rdb sig max(rdb proc t *pr); 40



� Address Space Manipulation The back-end allows the debugger to read and write the targetprocess's address space, and to obtain the current set of virtual address mappings whichdescribe the set of valid virtual address ranges in the process. We also provide a functionthat allows the debugger to obtain the current monitoring machine state and 
owback valuesfor a range of addresses in the target.int rdb mem read(rdb proc t *pr, rdb addr t addr, void *buf, size t nbytes);int rdb mem write(rdb proc t *pr, rdb addr t addr, const void *buf, size t nbytes);int rdb mem maps(rdb proc t *pr, prmap t *maps);int rdb mem nmaps(rdb proc t *pr);int rdb mem state(rdb proc t *pr, rdb addr t addr, rdb state t *states,ulong t *fbvals, size t nwords);� Machine Register Manipulation The library provides functions for the debugger to get andset the contents of machine registers associated with the process. A function is also providedto obtain the contents of the SIC register.int rdb greg get(rdb proc t *pr, prgregset t *gregs);int rdb greg set(rdb proc t *pr, const prgregset t *gregs);int rdb fpreg get(rdb proc t *pr, prfpregset t *fpregs);int rdb fpreg set(rdb proc t *pr, const prfpregset t *fpregs);int rdb xreg get(rdb proc t *pr, prxregset t *xregs);int rdb xreg set(rdb proc t *pr, const prxregset t *xregs);int rdb sic get(rdb proc t *pr, ulong t *sic);� Trace File Management The debugger can use the back-end to open sets of trace �les andobtain information about a traced run. The debugger can determine how many intervals weretraced, how much virtual CPU time was spent in each interval, how many system call trapswere executed in each interval, and the trap code, subcode, and return value of each systemcall executed during an interval.int rdb trset create(rdb trset t *trace, const char *basename, pid t id);int rdb trset destroy(rdb trset t *trace);int rdb trset info(rdb trset t *trace, rdb trinfo t *info);int rdb trset truss(rdb trset t *trace, rdb intvl t *intvl, rdb trap t *traps);� Breakpoints The back-end provides functions to allow the debugger to set either standardbreakpoints at a particular %pc value or to set a replay breakpoint by specifying a (SIC,%pc)pair. Each type of breakpoint is registered as an event of interest which causes the processto stop.int rdb brkpt create(rdb brkpt t *bp, rdb proc t *pr, rdb addr t, addr, ulong t sic);int rdb brkpt set(rdb brkpt t *bp);int rdb brkpt clear(rdb brkpt t *bp);int rdb brkpt destroy(rdb brkpt t *bp); 41



� Error Handling When any of the library functions report an error condition, the debuggercan use the error handling functions to obtain the current error code and convert it to ameaningful text string.const char *rdb errmsg(int err);int rdb errno();These categories cover most of the important functionality required by a source-level unixdebugger. There is some other functionality we hope to add in the future, including the ability totrace the execution of system calls in much the same way the API supports tracing signals. Wediscuss this and other enhancements in the future work section at the end of this document.7.2 Debugger AgentOne of our goals for the back-end was that it must be able to support di�erent instrumentationmethods and instrumentation libraries simultaneously, and that developing new instrumentationlibraries should not require modi�cation of the back-end. To meet this goal, the rdb run-time engineprovides facilities for the instrumentation library to communicate with the back-end via a separateagent thread which lives inside of the target process. The agent is implemented as a separatelight-weight process [18] (LWP) in the user process, and is conceptually based on the agent LWPsupport provided by the Solaris 2.6 /proc �lesystem3. The agent allows the debugger to e�ectivelyexecute code in the instrumentation library on behalf of the debugger when the user program LWPis performing other actions or stopped on an event of interest. By implementing routines in theinstrumentation library that allow the debugger to obtain information such as machine state and
owback values, we can insulate the back-end from the di�erent storage techniques and algorithmsused by di�erent instrumentation libraries. The debugger back-end and the agent communicateusing /proc and a simple message protocol. Fig. 35 shows a block diagram of the complete rdbarchitecture.
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Each instrumentation library provides processing routines for the agent LWP to execute for thefollowing debugger commands:1. Update instrumentation library based on changes made to the current set of run-time optionsmade by the debugger. Run-time options include settings such as the interval length.2. Create, enable, disable, or destroy replay breakpoints.3. Convert speci�ed vectors of user program addresses to vectors of the corresponding addressesof monitoring machines or 
owback values.4. Seek trace �les to speci�ed locations in order to set up for replay of a di�erent programinterval.7.3 Signal HandlingThe issue of tracing the delivery of unix process signals to the target in the debugger raised apotentially serious performance problem in the design of the back-end. The back-end API o�ers aset of functions to stop the process when one of a speci�ed set of signals is delivered to the userprogram. This feature is used by unix debuggers such as gdb to allow debugging of signal handlingcode, or to report the location and stack trace of synchronous exceptions such as segmentationfaults. During the execution of a potentially buggy user program, some signals may be generatedwhich the debugger has asked to trace but are not associated with the user program; they areassociated with the instrumentation library and rdb run-time engine. For example, the trace-and-replay instrumentation library uses segmentation faults in the region of virtual addresses reservedfor machine state storage to map in new anonymous pages of memory to store machine state.These faults generate signals that are not bugs in user code and will be handled internally bythe instrumentation library. If the debugger traces the delivery of SIGSEGV, we do not want tohave the back-end notify the debugger that the target has stopped on an event of interest if theinstrumentation library is handling the signal internally.Since the debugger only interacts with /proc indirectly through the back-end library, the back-end could simply trace all deliveries of SIGSEGV using /proc, but continue the process withoutnotifying the debugger if the event is known to be handled by the instrumentation library. Unfor-tunately this approach violates our goal of limiting the performance overhead of the library becauseit may cause many needless context switches between the debugger and the target process. Thesolution to this problem is to modify the run-time framework's signal handling code to also supportthe notion of traced signals. The run-time engine maintains a set of traced signals, and informs thedebugger of the address of the set during startup. The back-end does not use the /proc mechanismfor modifying the process's traced signal set, but instead modi�es the set inside the framework.When a signal is delivered to the process, the framework invokes any instrumentation library call-backs as usual, except that if the library does not handle the signal, and the signal is being traced,the framework breakpoints the process.The back-end detects that the target has stopped on an event of interest, and queries theframework to determine what type of event has occurred. We can handle other traced events inthe framework or instrumentation library in this manner as well. This solves the performanceproblem because no breakpoint occurs if the signal is handled by the instrumentation library, andthus no context switch between the target and debugger occurs. However, we also need to conceal43



the presence of the framework itself from the debugger. At the time the signal is delivered, theroutine at the top of the stack is the framework's handler. If the debugger now reports that asegmentation fault has occurred to the user and prints out a stack trace, the user may be confusedinto thinking the error has occurred inside of the framework. To preserve the transparency of theinstrumentation, the framework saves the user context which was originally interrupted by thesignal. The back-end can then access this information and report these values back to the debuggerwhen the debugger queries the back-end for the process machine registers.8 Debugger Front-End and Future WorkTo prove that our back-end library can provide the foundation for a real debugging system, wedeveloped a new debugger for Solaris using our back-end. The rdb debugger is a graphical source-level debugger for C language programs which provides an open architecture for the next phaseof our work: developing new debugger interfaces and technologies based on the trace-and-replayengine. rdb provides the basic feature set found in real unix debuggers: it provides basic processcontrol using breakpoints, it provides display of program source code and correlates the currentstate of program execution to the source code, it can display a stack backtrace and correlate ad-dresses with program function names, it can display machine register values, and it can displayappropriately formatted data using the C types and variable names de�ned in the program. Wedesigned rdb to be as modular as possible so that adding new displays for viewing or interpretingprogram and replay information will be easy. The debugger also has an integrated KornShell [11]interface; new debugger features can be implemented or prototyped quickly by adding shell func-tions. In this section we discuss functionality we have implemented or plan to implement in rdbusing our incremental trace-and-replay engine.8.1 Execution Timelinerdb supports the control of an arbritrary number of active instances of a particular program beingdebugged. Each instance (process) can be started in tracing mode or replay mode. The debuggerprovides a graphical interface for browsing available trace �les which can be used to start controlledreplay processes, and shows summary information for each trace set including the cause of processtermination, the number of intervals, and the machine con�guration and date of the original run.We hope to provide a graphical timeline display, initially delineated by interval boundaries, whichshows the current location of each active process. The timeline could also be extended to show thelocation of traced events in each interval, such as system calls or unix process signals that weredelivered, and would allow the user to manipulate processes on the timeline, causing the selectedprocess to restart replay at the speci�ed interval. If instrumentation to record program control-
ow were added to our library, we can envision the timeline evolving into a complete hierarchicalcontrol-
ow graph of the program with the user able to restart replay from any location on thegraph.8.2 Enhanced Data DisplayThe rdb data display window provides a graphical display of C data structures in the user program.We have extended this display to allow the user to view the current monitoring machine state44



associated with a variable, currently presented as descriptive text, and the associated 
owbackvalue and its interpretation. In the future we would like to investigate using color in combinationwith textual annotations to represent the machine state associated with each variable. We wouldalso like to annotate variables in the system call state with the name and instance of the systemcall which wrote them, the return value of the call, and allow the user to locate this call in thelisting of system calls for the interval or in the timeline view.8.3 Flowback QueriesThe user can select a data item in the data display window and direct the debugger to restartreplay at the interval in which the speci�ed value was previously modi�ed. In the future, we wouldlike to enhance this facility using system call trap tracing and /proc �lesystem data watchpoints toprovide improved 
owback queries. If we can 
ow back to the interval where a value was modi�ed,and then set a write watchpoint and continue the program, we can automate the process of rollingexecution backward to the precise point where a variable was previously modi�ed, or to the entry ofthe system call routine which modi�ed the variable. We also hope to provide a graphical interfaceto allow the user to save a collection of such replay points, or to stop the program using traditionalbreakpoints during tracing mode and save the current location as a replay point. We envision theprogrammer creating a collection of important points or bug symptom sites, annotating them withtext in the debugger, and then directing the debugger to re-execute the program from these savedlocations to observe program behavior.8.4 Integrated Trace and ReplayWe have designed rdb with the intention of transparently supporting trace and replay of a processsimultaneously. The basic idea is that the user can execute a program in tracing mode and usestandard debugger breakpoints to stop the process. Once the process is stopped, the user canreplay the execution of this process from any time up to the stopping point using the trace of theexecution thus far. We envision developing instrumentation which can be used to take this ideafurther and provide the capability for a backwards step command in the debugger. We can providebackwards step in the debugger using a coordinated pair of trace and replay processes. When theuser issues a backwards step command after stopping the tracing process, we can move backwards asingle instruction or series of instructions by using the replay process to 
ow backward to the startof the previous interval, and then running the replay process forward to the instruction previousto the current location, which we can identify using a (SIC, %pc) pair.We could partially provide this capability in our current implementation, but with an unrea-sonable performance penalty. Consider �rst the example of backwards step in a basic block, asshown in Fig. 36. The program is stopped at a particular current instruction in a basic block. Wecan therefore conclude that the previous instruction is located at the address speci�ed by the valueof the %pc register minus the size of an instruction. To step backwards, we �rst 
ow back to theprevious interval boundary, and then run the replay forward until we breakpoint at the desiredSIC value. We then single-step the process until the %npc register addresses the instruction atwhich we issued backwards step. This provides limited backwards step, but at too great a costbecause potentially many context switches must occur between the debugger and the target as wesingle-step if the basic block is extremely long. 45
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owtracing. We need to be able to back up more than one machine instruction, including across control-
ow transfers, in order to provide complete backwards step at the source level. If the previous sourceinstruction was in another basic block which then branched to the current block, we can no longerreliably compute the address of the previous instruction by subtracting a multiple of the instructionsize from the %pc register because the branch may have occurred from an arbitrary distance away.We conclude that in order to provide an e�cient backwards step capability in the debugger, we mustcombine our trace and replay techniques with a control-
ow trace that incorporates SIC values. Wehope to augment our trace-and-replay instrumentation with control-
ow tracing to provide anotherinstrumentation option for the programmer that can be used to provide e�cient backwards stepfunctionality in rdb.9 ConclusionsWe have presented the details of the design and implementation of rdb, an extensible systemfor program instrumentation and debugging. We have designed and built a prototype engine forincremental replay and 
owback analysis using the rdb architecture. The rdb debugger allowsthe programmer to robustly instrument and trace the execution of real unix programs, includingthe execution of system calls and interrupts. Using a new incremental tracing technique, we cantrace programs and only a�ect performance by a factor of 2.5{3.5. Moreover, we have su�cientlylow trace rates to allow a day-long run to be traced to a gigabyte disk. Our debugger back-endlibrary allows replay to be incorporated into existing debugging tools, and we have built an actualC source-level debugger that incorporates program tracing and replay. The debugger allows theprogrammer to view program trace information and navigate backward and forward through aprogram's execution. We have integrated 
owback information into the debugger's data displayview to allow the programmer to roll back the execution of a program to the point where a data valuewas previously modi�ed. The debugger provides a powerful tool for tracking program bug symptomsback to their causes. We hope to extend rdb in the future with backwards step capabilities andnew interfaces for program debugging and trace visualization.46
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