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E�cient parallelismvs reliabledistribution:a trade-o� for concurrent computations?Paris C. Kanellakis1, Dimitrios Michailidis1 and Alex A. Shvartsman21 Department of Computer Science, Brown University, Box 1910Providence, RI 02912-1910, USA2 Digital Equipment Corporation, 30 Porter Road, LJ02/I11Littleton, MA 01460-1446, USAAbstract. Concurrent computations should combine e�ciency with re-liability, where e�ciency is usually associated with parallel and reliabilitywith distributed computing. Such a desirable combination is not alwayspossible, because of an intuitive trade-o�: e�ciency requires removingredundancy from computations whereas reliability requires some redun-dancy. We survey a spectrum of algorithmic models (from fail-stop, syn-chronous to asynchronous and from approximate to exact computations)in which reliability is guaranteed with small trade-o�s in e�ciency. Weillustrate a number of cases where optimal trade-o�s are achievable. Abasic property of all these models, which is of some interest in the studyof concurrency, is that \true" read/write concurrency is necessary forfault tolerance. In particular, we outline (from [14]) how algorithms canbe designed so that, in each execution, the total \true" concurrency usedcan be closely related to the faults that can be tolerated.1 IntroductionA basic problem of massively parallel computing is that the unreliability ofinexpensive processors and their interconnection may eliminate any potentiale�ciency advantage of parallelism. Here, we overview an investigation of faultmodels and parallel computation models under which it is possible to achievealgorithmic e�ciency (i.e., speed-ups close to linear in the number of processors)despite the presence of faults.There is an intuitive trade-o� between reliability and e�ciency because re-liability usually requires introducing redundancy in the computation in orderto detect errors and reassign resources, whereas gaining e�ciency by massivelyparallel computing requires removing redundancy from the computation to fullyutilize each processor. Thus, even allowing for some abstraction in the model ofparallel computation, it is not obvious that there are any non-trivial fault mod-els that allow near-linear speed-ups. So it was somewhat surprising when in [15]we demonstrated that it is possible to combine e�ciency and fault tolerance for? Research supported in part by ONR grant N00014-91-J-1613 and by ONR contractN00014-91-J-4052 ARPA Order 8225.



many basic algorithms expressed as concurrent-read concurrent-write parallel(crcw) random access machines (prams [12]).The [15] fault model allows any pattern of dynamic fail-stop no restart proces-sor errors, as long as one processor remains alive. The fault model was applied toall crcw prams in [22, 34]. It was extended in [16] to include processor restarts,and in [36] to include arbitrary static memory faults, i.e., arbitrary memoryinitialization, and in [14] to include restricted memory access patterns throughcontrolled memory access. Concurrency of reads and writes is an essential fea-ture that accounts for the necessary redundancy so it can be restricted but noteliminated. Also, as shown in [15], it su�ces to consider common crcw prams(all concurrent writes are identical) in which the atomically written words needonly contain a constant number of bits.The work we survey makes two key assumptions. The �rst provides the meansof saving \correct" state (as the core of fault tolerance) and the second high-lights the importance of \true" concurrency (as a source of redundancy for faulttolerance). We assume:1. Processor faults do not a�ect memory.2. Processors can read and write memory concurrently, crcw.These two assumptions are essential for deterministic algorithms with dy-namic faults. Static or initial memory can be contaminated [36]. Static or initialprocessor faults can be handled with erew algorithms [14]. For dynamic be-havior there is a trade-o� between concurrency and fault tolerance, which weoverview here (see [14] for the full details).A central algorithmic primitive in our work is the Write-All operation [15].Iterated Write-All forms the basis for the algorithm simulation techniques of [22,34] and for the memory initialization of [36]. Therefore, improved Write-All so-lutions lead to improved simulations and memory clearing techniques.The Write-All problem is: using P processors write 1s into all locations ofan array of size N , where P � N . When P = N this operation captures thecomputational progress that can be naturally accomplished in one time unitby a pram. We say that Write-All completes at the global clock tick at whichall the processors that have not fail-stopped share the knowledge that 1's havebeen written into all N array locations. Requiring completion of a Write-Allalgorithm is critical if one wishes to iterate it, as pointed out in [22] which usesa certi�cation bit to separate the various iterations of (Certi�ed) Write-All . TheWrite-All completes in all algorithms presented here.Under dynamic failures, e�cient deterministic solutions to Write-All , i.e.,increasing the fault-free O(N ) work by small polylog(N ) factors, are desirable.The �rst such solution was algorithm W of [15] which has (to date) the bestworst-case work bound O(N + P log2N= log logN ) for 1 � P � N . This boundwas �rst shown in [21] for a di�erent version of the algorithm and in [24] thebasic argument was adapted to algorithmW. The strongest lower bound to datefor Write-All was derived in [21], namely 
(N + P logN ) work is required for1 � P � N .



Let us now describe the contents of this survey, with some pointers to theliterature. We focus on upper bounds. In Section 2 we present a synthesis of par-allel computation and fault models. This synthesis includes most of the modelsproposed to date (see [18]). It links the work on fail-stop no-restart errors, tofail-stop errors with restarts, where both detectable and undetectable restartsare considered.The detectable restart case has been examined, using a slightly di�erentformalism in [6, 16]. It represents an intermediate level on asynchrony for whichwe have many interesting algorithmic techniques.The undetectable restart case is equivalent to the most general general modelof asynchrony that has received a fair amount of attention in the literature. Anelegant deterministic solution for Write-All in this case appeared in [3]. Theproof in [3] is existential, because it uses a counting argument. It has recentlybeen made constructive in [28].For some important early work on asynchronous prams we refer to [7, 8,13, 21, 22, 25, 26, 27, 29]. In the last three years, randomized asynchronouscomputation has been examined in depth in [4, 5, 20]. These analyses involverandomness in a central way. They are mostly about o�-line or oblivious adver-saries, which cause faults during the computation but pick the times of thesefaults before the computation.Although, we will not survey this interesting subject here we would like topoint-out that one very promising direction involves combining techniques ofrandomized asynchronous computation with randomized information dispersal[30]. Randomized algorithms often achieve better practical performance thandeterministic ones, even when their analytical bounds are similar. Future de-velopments in asynchronous parallel computation will employ randomization aswell as the array of deterministic techniques surveyed here.The work on fault-tolerant and e�cient parallel shared memory models hasalso been applied to distributed message passing models; see [1, 9, 10].In Section 3 we examine an array of algorithms for the Write-All problem.These employ a variety of deterministic techniques and are extensible to thecomputation of other functions (see Section 6). In Section 4 we examine theproblem of approximate Write-All , which has a work optimal solution. We alsoprovide a randomized solution for this problem, which uses random choices toimprove on the work bounds (which become linear). In Section 5 we overviewthe trade-o� between concurrency and fault tolerance for Write-All . We applythe resulting concurrency minimization techniques to all functions computablein the fail-stop models, without or with restarts (Section 6). Throughout orexposition we present a number of open questions, which delimit the presentstate-of-the-art.2 Fault-Tolerant Parallel Computation ModelsIn this section we detail a hierarchy of fail-stop models of parallel computation,de�ne relevant complexity measures and characterize robust algorithms.



2.1 Fail-Stop PRAMsThe parallel random access machine (pram) of Fortune and Wyllie [12] combinesthe simplicity of a ram with the power of parallelism, and a wealth of e�cientalgorithms exist for it; see surveys [11, 19] for the rationale behind this modeland the fundamental algorithms. We build our models of fail-stop prams asextensions of the pram model.1. There are Q shared memory cells, and the input of size N � Q is stored inthe �rst N cells. Except for the cells holding the input, all other memory iscleared, i.e., contains zeroes. Each memory cell can store �(logN ) bits. Allprocessors can access shared memory.We assume they \know" the input sizeN , i.e., the logN bits describing it can be part of their �nite state control.We assume that each processor also has a constant size private memory, thatonly it can access.2. There are P � N initial processors with unique identi�ers (pids) in the range1; : : : ; P . Each processor \knows" its pid and the value of P , i.e., these canbe part of its �nite state control.3. The processors that are active all execute synchronously as in the standardpram model [12]. Although processors proceed in synchrony and an observeroutside the pram can associate a \global time" with every event, the proces-sors do not have access to \global time", i.e., processors can try to keep localclocks by counting their steps and communicating through shared memorybut the pram does not provide a \global clock".4. Processors stop without a�ecting memory. They may also restart, dependingon the power of a fault-inducing adversary.In the study of fail-stop prams, we consider three main types of failure-inducing adversaries. These form a hierarchy, based on their power. Note that,each adversary is more powerful than the preceding ones and that the last casecan be used to simulate fully asynchronous processors [3].Fail-stop failures: adversary causes processors to stop during the computa-tion; there are no restarts.Fail-stop failures, detectable restarts: adversary causes stop failures; sub-sequently to a failure, the adversary might restart a processor and a restartedprocessor \knows" of the restart.Fail-stop failures, undetectable restarts: adversary causes stops andrestarts, but a restarted processor does not necessarily \know" of the restart.A major characteristic of these adversary models is that they are dynamicand worst-case. The adversaries have full information about the structure andthe dynamic behavior of the algorithms whose execution they interfere with,while being completely unknown to the algorithms.In the case of randomized algorithms we assume that the adversary has fullinformation about any random choices (when they are made), but cannot a prioripredict what the random bits will be before they are chosen.



We formalize failures as follows. A failure pattern F is syntactically de�nedas a set of triples <tag, pid, t> where tag is either failure indicating processorfailure, or restart indicating a processor restart, pid is the processor identi�er,and t is the time indicating when the processor stops or restarts. This time isa \global time", that could be assigned by an observer (or adversary) outsidethe machine. The size of the failure pattern F is de�ned as the cardinality jF j,where jF j � M for some parameter M .PID1PIDP... MEM1MEM2MEMQ...COMBINING NETWORKFig. 1. An architecture for a fail-stop multiprocessor.Remark on (un)detectable restarts. One way of realizing detectable restarts isby modifying the �nite state control of the pram. Each instruction can have twoparts, a green and a red part. The green part gets executed under normal condi-tions. If a processor fails then all memory remains intact, but in the subsequentrestart the next instruction red part is executed instead of the green part. Forexample, the model used in [6, 16] can be realized this way. The undetectablerestarts adversary can also be realized in a similar way by making the algorithmweaker. For undetectable restarts algorithms have to have identical red and greenparts. For example, the fully asynchronous model of [3] can be realized this way.The abstract model we are studying can be realized in the architecture inFig. 1. There are P fail-stop processors [32]. There are Q shared memory cells.These semiconductor memories can be manufactured with built-in fault toler-ance using replication and coding techniques [31]. Processors and memory areinterconnected via a synchronous network [33]. A combining interconnection net-work well suited for implementing synchronous concurrent reads and writes isin [23] and can be made more reliable by employing redundancy [2].2.2 Measures of E�ciencyWe use a generalization of the standard Parallel-time�Processors product tomeasure work of an algorithm when the number of processors performing work
uctuates due to failures or delays [15, 16]. In the measure we account for theavailable processor steps and we do not charge for time steps during which aprocessor was unavailable due to a failure.



De�nition1. Consider a parallel computation with P initial processors thatterminates in time � after completing its task on some input data I of size Nand in the presence of the fail-stop error pattern F . If Pi(I; F ) � P is the numberof processors completing an instruction at step i, then we de�ne S(I; F; P ) as:S(I; F; P ) =P�i=1 Pi(I; F ).De�nition2. A P -processor pram algorithm on any input data I of size jIj =N and in the presence of any pattern F of failures of size jF j �M uses availableprocessor steps S = SN;M;P = maxI;FfS(I; F; P )g.The available processor steps measure S is used in turn to de�ne the notionof algorithm robustness that combines fault tolerance and e�ciency:De�nition3. Let T (N ) be the best sequential (ram) time bound known forN -size instances of a problem. We say that a parallel algorithm for this problemis a robust parallel algorithm if: for any input I of size N and for any numberof initial processors P (1 � P � N ) and for any failure pattern F of size atmost M with at least one surviving processor (M < N for fail-stop model), thealgorithm completes its task with S = SN;M;P � c T (N ) logc0 N , for �xed c, c0.For arbitrary failures and restarts, the completed work measure S dependson the size N of the input I, the number of processors P , and the size M ofthe failure pattern F . The ultimate performance goal is to perform the requiredcomputation at a work cost as close as possible to the work performed by the bestsequential algorithm known. Unfortunately, this goal is not attainable when anadversary succeeds in causing too many processor failures during a computation.Consider a Write-All solution, where it takes a processor one instructionto recover from a failure. If an adversary has a failure pattern F with jF j =
(N1+") for " > 0, then work will be 
(N1+") regardless of how e�cient thealgorithm is otherwise.This illustrates the need for a measure of e�ciency that is sensitive to boththe size of the input N , and the size of the failure pattern jF j � M . We thusalso introduce the overhead ratio � that amortizes work of the essential workand failures:De�nition4. A P -processor pram algorithm on any input data I of size jIj =N and in the presence of any pattern F of failures and restarts of size jF j � Mhas overhead ratio � = �N;M;P = maxI;F nS(I;F;P )jIj+jF j o.When M = O(P ) as in the case of the stop failures without restarts, Sproperly describes the algorithm e�ciency, and � = O(SN;M;PN ). When F can belarge relative to N and P with restarts enabled, � better re
ects the e�ciencyof fault-tolerant algorithms. We can generalize the de�nition of � in Def. 4 interms of the ratio S(I;F;P )T (I)+jF j , where T (I) is the time complexity of the best knownsequential solution for a particular problem.



Processor Issues. We have chosen to consider only the failure models wherethe processors do not write any erroneous or maliciously incorrect values toshared memory. While malicious processor behavior is often considered in con-junction with message passing systems, it makes less sense to consider maliciousbehavior in tightly coupled shared memory systems.The fail-stop model with undetectable restarts and dynamic adversaries isthe most general fault model we deal with. It can be viewed as a model of parallelcomputation with arbitrary asynchrony.Memory Issues. In our models we assume that logN -bit word parallel writesare performed atomically in unit time. The algorithms in such models can bemodi�ed so that this restriction is relaxed. The algorithms that assume wordatomicity can be mechanically compiled into algorithms that assume only thebit atomicity.A much more important assumption in many Write-All solutions was theinitial state of additional auxiliary memory used (typically of 
(P ) size). Thebasic assumption has been that: The 
(P ) auxiliary shared memory is clearedor initialized to some known value.While this is consistent with de�nitions of pram such as [12], it is neverthelessa requirement that fault-tolerant systems ought to be able to do without. Inter-estingly there is an e�cient deterministic procedure that solves the Write-Allproblem even when the shared memory is contaminated, i.e., contains arbitraryvalues, see [36].Interconnect Issues. In the absence of failures, any P -processor crew (con-current read exclusive write) or erew (exclusive read exclusive write) pram cansimulate a P -processor crcw pram with only a factor of O(logP ) more parallelwork [19]. However, a more severe di�erence exists between crcw and crewprams (and thus also erew prams) when the processors are subject to failures.The choice of crcw (concurrent read, concurrent write) model used here isjusti�ed because of a lower bound [15] that shows that the crew (concurrentread, exclusive write) model does not admit e�cient fault-tolerant algorithms.Theorem5 [15]. Given any deterministic or randomized N -processor crewpram algorithm for the Write-All problem (where P = N), the adversary canforce fail-stop errors that result in 
(N2) steps being performed, even if theprocessors can read and locally process all shared memory at unit cost.However we would still like to control memory access concurrency. We de�nemeasures that gauge the concurrent memory accesses of a computation.De�nition6. Consider a parallel computation with P initial processors thatterminates in time � after completing its task on some input data I of size N inthe presence of fail-stop error pattern F . If at time i (1 � i � � ), PRi processorsperform reads from NRi shared memory locations and PWi processors performwrites to NWi locations, then we de�ne:



(i) the read concurrency � as: � = �I;F;P =P�i=1 �PRi �NRi �, and(ii) the write concurrency ! as: ! = !I;F;P =P�i=1 �PWi �NWi �.For a single read from (write to) a particular memory location, the read(write) concurrency � (!) for that location is simply the number of readers(writers) minus one. For example, if only one processor reads from (writes to) alocation, then � (!) is 0, i.e., no concurrency is involved.The concurrency measures � and ! are cumulative over a computation anda function of the individual computation (not only N;P;M as is S).For the algorithms in the erew model, � = ! = 0, while for the crewmodel,! = 0. Thus our measures capture one of the key distinctions among the erew,crew and crcw memory access disciplines.3 Exact Write-All Algorithms3.1 Dynamic Faults and Algorithm WAlgorithmW of [15] is an e�cient fail-stopWrite-All solution (Fig. 2) when thefailures are dynamically determined by an on-line adversary. It uses full binarytrees for processor enumeration, processor allocation, and progress measurement.Active processors synchronously iterate through the following four phases:W1: Processor enumeration. All the processors traverse bottom-up the processorenumeration tree. A version of parallel pre�x algorithm is used resulting inan overestimate of the number of live processors and an enumeration of thelive processors.W2: Processor allocation. All the processors traverse the progress measurementtree top-down using a divide-and-conquer approach based on processor enu-meration and are allocated to un-written input cells.W3: Work phase. Processors work at the leaves reached in phase W2. Each leaf ofthe progress tree is associated with a list L of input data that is sequentiallyprocessed (for optimality the size of L is logN ).W4: Progress measurement. All the processors traverse bottom-up the progresstree using a version of parallel pre�x and compute an underestimate of theprogress of the algorithm.AlgorithmW achieves optimality when parameterized on L using a progresstree with N= logN leaves and logN input data associated with each of its leaves.By optimality we mean that for a range of processors the work is O(N ). Acomplete description of the algorithm can be found in [15]. Martel [24] gave atight analysis of algorithm W.Theorem7 [15, 24]. AlgorithmW is a robust parallel Write-All algorithm withS = O(N + P log2N= log logN ), where N is the input array size and the initialnumber of processors P is between 1 and N .



01 forall processors PID=1..P parbegin02 Phase W3: Visit leaves based on PID to work on the input data03 Phase W4: Traverse the progress tree bottom up to measure progress04 while the root of the progress tree is not N do05 Phase W1: Traverse counting tree bottom up to enumerate processors06 Phase W2: Traverse the progress tree top down to reschedule work07 Phase W3: Perform rescheduled work on the input data08 Phase W4: Traverse the progress tree bottom up to measure progress09 od10 parend Fig. 2. A high level view of algorithm W.The above bound is tight for algorithmW. This upper bound was �rst shownin [21] for a di�erent algorithm. The data structuring technique [21] might leadto even better bounds for Write-All . The best lower bound to date is 
(N +P logN ).Note that, in a \snapshot" model, where all memory can be read and locallyprocessed in unit time but where writes are accounted as before, algorithm Wis optimal in �(N + P logN= log logN ) [15, 16].Open Problem A: Is there an optimal algorithm for Write-All in the fail-stopno restart model, e.g., with 
(N + P logN ) work?3.2 Dynamic Faults, Detected Restarts, and Algorithm VAlgorithm W has e�cient work when subjected to arbitrary failure patternswithout restarts and it can be extended to handle restarts. However, since ac-curate processor enumeration is impossible if processors can be restarted at anytime, the work of the algorithm becomes ine�cient even for some simple ad-versaries. On the other hand, the second phase of algorithm W does implemente�cient top-down divide-and-conquer processor assignment in O(logN ) timewhen permanent processor PIDs are used. Therefore we produce a modi�ed ver-sion of algorithm W, that we call V. To avoid a restatement of the details, thereader is referred to [16].V uses the optimized algorithmW data structures for progress estimation andprocessor allocation. The processors iterate through the following three phasesbased on the phases W2, W3 and W4 of algorithm W:V1: Processors are allocated as in the phase W2, but using the permanent pids.This assures load balancing in O(logN ) time.V2: Processors perform work, as in the phase W3, at the leaves they reached inphase V1 (there are logN array elements per leaf).V3: Processors continue from the phase V2 progress tree leaves and update theprogress tree bottom up as in phase W4 in O(logN ) time.The model assumes re-synchronization on the instruction level, and a wrap-around counter based on the pram clock implements synchronization with re-



spect to the phases after detected failures [16]. The work and the overhead ratioof the algorithm are as follows:Theorem8 [16]. Algorithm V using P � N processors subject to an arbitraryfailure and restart pattern F of size M has work S = O(N+P log2N+M logN )and overhead ratio � = O(log2N ).One problem with the above approach is that there could be a large numberof restarts and a large amount of work. Algorithm V can be combined withalgorithm X of the next section or with the asymptotically better algorithm of[3] to provide better bounds on work.3.3 Dynamic Faults, Undetected Restarts, Algorithms X and YWhen the failures cannot be detected, it is still possible to achieve sub-quadraticupper bound for any dynamic failure/restart pattern. We present Write-All al-gorithm X with S = O(N � P log 32 ) = N � P 0:59 [6, 16]. This simple algorithmcan be improved to S = O(N �P �) using the method in [3]. We present X for itssimplicity and in the next section a (possible) deterministic version of [3].Algorithm X utilizes a progress tree of size N that is traversed by the pro-cessors independently, not in synchronized phases. This re
ects the local natureof the processor assignment as opposed to the global assignments used in algo-rithms V and W. Each processor searches for work in the smallest subtree thathas work that needs to be done. It performs the work, and moves to the nextsubtree.01 forall processors PID=0..P � 1 parbegin02 Perform initial processor assignment to the leaves of the progress tree03 while there is still work left in the tree do04 if subtree rooted at current node u is done then move one level up05 elseif u is a leaf then perform the work at the leaf06 elseif u is an interior tree node then07 Let uL and uR be the left and right children of u respectively08 if the subtrees rooted at uL and uR are done then update u09 elseif only one is done then go to the one that is not done10 else move to uL or uR according to PID bit values11 � �12 od13 parend Fig. 3. A high level view of algorithm X.The algorithm is given in Fig. 3. Initially the P processors are assigned to theleaves of the progress tree (line 02). The loop (lines 03-12) consists of a multi-waydecision (lines 04-11). If the current node u is marked done, the processor moves



up the tree (line 04). If the processor is at a leaf, it performs work (line 05). Ifthe current node is an unmarked interior node and both of its subtrees are done,the interior node is marked by changing its value from 0 to 1 (line 08). If a singlesubtree is not done, the processor moves down appropriately (line 09). For the�nal case (line 10), the processors move down when neither child is done. Herethe processor pid is used at depth h of the tree node: based on the value of thehth most signi�cant bit of the binary representation of pid, bit 0 will send theprocessor to the left, and bit 1 to the right.The performance of algorithm X is characterized as follows:Theorem9 [6, 16]. Algorithm X with P processors solves the Write-All prob-lem of size N (P � N) in the fail-stop restartable model with work S = O(N �P log 32 ). In addition, there is an adversary that forces algorithm X to performS = 
(N � P log 32 ) work.The algorithm views undetected restarts as delays, and it can be used in theasynchronous model where it has the same work [6]. Algorithm X could alsobe useful for the case without restarts, even though its worst-case performancewithout restarts is no better than algorithm W.A family of randomized Write-All algorithms was presented by Andersonand Woll [3]. The main technique in these algorithms is abstracted in Fig. 4.The basic algorithm in [3] is obtained by randomly choosing the permutationin line 03. In this case the expected work of the algorithm is O(N logN ), forP = pN (assume N is a square).01 forall processors PID = 1::pN parbegin02 Divide the N array elements into pN work groups of pN elements03 Each processor obtains a private permutation �PID of f1; 2; : : : ;pNg04 for i = 1::pN do05 if �PID [i]th group is not �nished then06 perform sequential work on the pN elements of the group07 and mark the group as �nished08 �09 od10 parend Fig. 4. A high level view of the algorithm Y.We propose the following way of determinizing the algorithm (see [17]): GivenP = pN , we choose the smallest prime m such that P < m. Primes are su�-ciently dense, so that there is at least one prime between P and 2P , so that thecomplexity of the algorithms is not distorted when P is not a prime. We thenconstruct the multiplication table for the numbers 1; 2; : : :m�1 modulom. Eachrow of this table is a permutation and this structure is a group. Processor withPID i uses the ith permutation as its schedule.



This table need not be pre-computed, as any item can be computed directlyby any processor with the knowledge of its PID, and the number of work elementsW it has processed thus far as (PID �w) mod m.The most interesting open problems in this area arise in the model of dynamicfaults, undetected restarts.Open Problem B: What is the performance of deterministic algorithm Y? Weconjecture that it uses O(N logN ) work.Open Problem C: The major open problem for the case of undetectablerestarts is whether there is a robust Write-All solution, i.e., one with workN � polylog(N ). Also, whether there is a solution with � = polylog(N ).3.4 Algorithms for Initial FaultsAn assumption made by all of the above algorithms is that global memory isinitially clear. It turns out that this assumption is not critical for the existenceof e�cient Write-All algorithms.Algorithm Z of [36] is an e�cient Write-All algorithm for the case that theglobal memorymay be contaminated (i.e., set to arbitrary initial values). It worksby combining a bootstrap approach with algorithm W. The algorithm makes anumber of iterations.At the beginning, all processors clear a small initial segment of memory. Insubsequent iterations the memory cleared in the previous step is used to executeW in order to clear a bigger memory segment. By an appropriate choice ofthe relationship between the sizes of consecutive segments of clear memory thealgorithm can be made to terminate in O(logN= log logN ) iterations resultingin a Write-All solution that has work S = O(N +P log3N=(log logN )2) withoutany initialization assumptions.Looking at another variation of Write-All , [14] consider the case of staticprocessor faults. This is the situation where all the processor faults occur atthe beginning of the execution of the Write-All algorithm and no processors areallowed to fail once the algorithm has begun executing.It turns out that this is a much simpler case that does not require any con-current memory accesses. Algorithm E of [14] solves the Write-All problem withstatic faults optimally with work S = O(N+P 0 logP ), where P 0 � P is the num-ber of live processors at the beginning of the execution. Like Z this algorithmmakes no assumptions about the initial memory contents.Although much is known about handling static faults, an interesting openproblem remains.Open Problem D: Prove the 
(N + P logN ) lower bound on Write-All ona crcw pram with initial faults only (the previous lower bounds make use ofdynamic faults [21]).4 Approximate Write-All AlgorithmsSo far we have required that all array locations be set to 1; this is the exactWrite-All problem. In this section we relax the requirement that all locations



be set to 1 and instead require that only a fraction of them be written into. Forany 0 < " < 12 we de�ne the approximate Write-All problem, denoted AWA("),as the problem of initializing at least (1� ")N array locations to 1.We can interpret the exact Write-All as a computation of a function, wherethe result of an exact Write-All algorithm is a single vector value (with alllocations set to 1), whereas the approximateWrite-All would correspond to thecomputation of a relation, where the result could be one of several di�erentvectors (with any (1� ")N locations set to 1).4.1 Computing Approximate Write-All OptimallyHere we show that computing some relations robustly is easier than computingfunctions robustly.Consider the majority relationM: Given a binary array x[1::N ],x 2M whenjfx[i] : x[i] = 1gj > 12N . Dwork observed that the 
(N logN ) lower bound of[21] on solving exact Write-All using N processors also applies to determiningmembership inM in the presence of failures. It turns out that O(N logN ) workis also su�cient to compute a member of the majority relation.Let's parameterize the majority problem in terms of the approximateWrite-All problem by using the quantity " such that 0 < " < 12 . As discussed abovewe would like to initialize at least (1 � ")N array locations to 1. Surprisingly,algorithm W has the desired property:Theorem10 [18]. Given any constant " such that 0 < " < 12 , algorithm Wsolves the AWA(") problem with S = O(N logN ) using N processors.If we choose " = 1=2k (k a constant) and iterate this Write-All algorithmlog logN times, the number of unvisited leaves will be N"log logN = N (logN )log "= N (logN )�k = N= logk N . Thus we can get even closer to solving theWrite-Allproblem:Theorem11 [18]. For each constant k, there is a robust AWA( 1logkN ) algo-rithm that has work S = O(N logN log logN ).4.2 Linear Work Using RandomizationWe close our exposition of AWA with an observation that illustrates the powerof randomization (vs determinism). As shown in [21], deterministic Write-Allsolutions have a work lower bound of 
(N logN ) when the number of activeprocessors is N . This is true even for approximateWrite-All . There is, however,a simple randomizedWrite-All algorithm for the approximate case that requireslinear work, under a slightly weaker survivability assumption.This simple probabilistic algorithm consists of having each processor pickindependently at random one of the N locations and set it to 1. If the numberof locations that must be written is N 0 = �N for some constant 0 < � < 1 thismethod results in a CRCW Monte-Carlo algorithm with linear expected work.



This algorithmic method has been used in [25, 27]. (For a de�nition of Monte-Carlo probabilistic algorithms see [19]). Let us �rst present an analysis withoutfaults.Lemma12. Let N be the size of an array initialized to 0 and let P � N be thenumber of processors of a fault-free CRCW PRAM. If at each parallel step eachprocessor sets to 1 an array location chosen independently uniformly at random,then the expected work required to set to 1 a number N 0 < N of locations isO(N log NN�N 0 ) and the expected number of parallel steps is O(NP log NN�N 0 ).Proof. Since the random choices are independent we consider these choices as ifthey occured sequentially. Let Wi be the random variable denoting the numberof trials needed to go from i to i + 1 array locations set to 1, 0 � i � N 0 � 1.Then the work of the algorithm is W = W0 + � � �+WN 0�1. Each of the Wi's isgeometrically distributed with success probability N�iN so that E(Wi) = NN�i .Then the expected work of the algorithm (expected number of choices needed)is E(W ) = N 0�1Xi=0 E(Wi)= N 0�1Xi=0 NN � i= N (HN �HN�N 0 )= N ln NN � N 0 + O( 1N )= O(N log NN � N 0 )where Hi is the ith harmonic number. Since the choices are independent P suchchoices can be made at each parallel step so that the expected number of parallelsteps is E(T ) = E(W )P = O(NP log NN�N 0 ). utClearly, if we allow any number of processor failures, then an adversary canfail enough processors that no Write-All algorithm, not even randomized, canterminate in constant parallel time. If we make the additional assumption, how-ever, that the number of surviving processors is linear in the size of the input,then the randomized algorithm given above requires only constant parallel steps.Theorem13. The approximate Write-All problem of size N where the numberof locations to be written is �N and the number of surviving processors is atleast �N , for some constants 0 < �; � < 1 can be solved probabilistically on aCRCW PRAM with expected O(N ) work in expected O(1) parallel steps.Proof. From the above theorem for N 0 = �N we obtainE(W ) = N ln 11� � + O( 1N ) = O(N )



and the expected number of parallel steps isE(T ) = 1� ln 11� � + O( 1N2 ) = O(1): utNote that the assumption that �N processors survive is only needed to obtainthe bound on the expected number of parallel steps. The expected work doesnot depend on any survivability assumptions. To have a termination conditionin the algorithm we stop the processors after a constant, e.g., kE(T ) number ofrounds.Open Problem E: The constant-time randomized algorithm described aboveis of the Monte-Carlo variety, i.e., it may fail to accomplish its task within thestated bounds. It is an open question whether there is a Las Vegas randomizedalgorithm (i.e., one that always succeeds) with similar performance bounds.5 Minimizing ConcurrencyAmong the key lower bound results is the fact that no e�cient fault-tolerantcrew pram Write-All algorithms exist [15] | if the adversary is dynamic thenany P -processor solution for theWrite-All problem of size N will have (deter-ministic) work 
(N �P ). Thus memory access concurrency is necessary to com-bine e�ciency and fault tolerance. However, while most known solutions for theWrite-All problem indeed make heavy use of concurrency, the goal of minimizingconcurrent access to shared memory is attainable.5.1 Minimizing Concurrency: Processor Priority TreesWe gave a Write-All algorithm in [14] in which we bound the total amountof concurrency used in terms of the number of dynamic processor faults of theactual algorithm run. The algorithm is an extension of algorithm W and its keynew ingredient is the organization of all processors that need to access a commonmemory location into a processor priority tree (PPT).In the rest of our discussion we assume that T is a memory location thatneeds to be accessed by p � P processors simultaneously. We concentrate hereon concurrent writes and treat concurrent reads in the next section.A PPT is a binary tree whose nodes are associated with processors based ona processor numbering. All levels of the tree but the last are full and the leavesof the last level are packed as left as possible. PPT nodes are numbered from 1to p in a breadth-�rst left-to-right fashion where the parent of the ith node hasindex bi=2c and its left/right children have indices 2i and 2i + 1, respectively.Processors are also numbered from 1 to p and the ith processor is associatedwith the ith node. Priorities are assigned to the processors based on the levelthey are at. The root has the highest priority and priorities decrease accordingto the distance from the root. Processors at the same level of the tree have thesame priority, which is lower than that of their parents.



Processor priorities are used to determine when a processor can write to thecommon memory location T . All the processors with the same priority attemptto write to T concurrently but only if higher priority processors have failed to doso. To accomplish this the processors of a PPT concurrently execute algorithmCW, shown in Fig. 5. Starting at the root (highest priority) and going downthe tree one level at a time, the processors at each level �rst read T and thenconcurrently update it i� it contains an old value. This implies that if level iprocessors e�ect the write, all processors at higher levels must have failed.01 forall processors ID = 1::p parbegin02 ��Processors write a new value to location T as follows03 for i = 0 .. blog pc do ��For each level i of processor priority tree04 if 2i � ID < 2i+1 then ��The processors at level i05 READ location T06 if T does not contain new value then07 WRITE new value to T08 � �09 od10 parendFig. 5. Pseudocode for the controlled write (CW) algorithm.Whereas unrestricted concurrent writes by p � P processors take only onestep to update T , a PPT requires as many steps as there are levels in the tree, i.e.,O(log p). The following lemma is instrumental in bounding the write concurency.Lemma14 [14]. If algorithm CW is executed in the presence of a failure patternF , then its write concurrency ! is no more than the number of failures jF j.A Write-All algorithm with controlled write concurrency can be obtainedby incorporating PPTs into the four phases of algorithm W. This is done byreplacing each concurrent write in these phases by an execution of CW. We allowblogP c+ 1 steps for each execution of CW, thus slowing down each iteration ofthe original algorithmW by a O(logP ) factor. The resulting algorithm is knownas WCW [14].PPTs are organized and maintained as follows. At the outset of the algorithmand at the beginning of each execution of phase W1 each processor forms aPPT by itself. As processors traverse bottom up the trees used by algorithmW they may encounter processors coming from the sibling node. In this casethe two PPTs are merged to produce a larger PPT at the common parent ofthe two nodes. In order to be able to use Lemma 14 to bound the overall writeconcurrency of the algorithm, we must guarantee that a newly constructed PPThas no processors that have already been accounted for as dead in the abovelemma. Such processors are those that are above the PPT level that e�ected thewrite. In order to accomplish this we compact PPTs before merging to eliminatethese processors.



To compact and merge two PPTs, the processors of each PPT store in thememory location they are to update the size of the PPT, the index of the levelthat e�ected the write and a timestamp along with the new value to be stored inthis location. A timestamp in this context is just a sequence number that neednot exceed N (see [15]). Since there can be at most P processors, O(logN ) +O(logN ) + O(logP ) + O(log logP ) = O(logN ) bits of information need to bestored for the new value, the timestamp, the size of the tree and the level index.After the logP steps of CW, the processors of each of the two PPTs to bemerged read concurrently the information stored in the two memory locationsthey updated and compute the size of the resulting PPT, which is the sumof the two sizes read less the number of the certi�ably dead processors abovethe levels that e�ected the writes. By convention, when two PPTs are mergedthe processors of the left PPT are added to the bottom of the right one. Thetimestamp is needed so that processors can check whether the values they readare current (i.e., there is some PPT at the sibling node and merging has to takeplace) or old. This process is illustrated in Fig. 6.ss ss - ��������� LLLLLLLL����� HHHHH ������ LLLLLL�������� LLLLLLL P 0LP 0RP 0LPL PR P 0R mergeFig. 6. Merging and compacting two PPTs.Further details of algorithmWCW are provided in [14]. The following theoremdescribes its performance.Theorem15 [14]. Algorithm WCW is a robust algorithm for the Write-Allproblem with ! � jF j and work S = O(N logN logP+P logP log2N= log logN ),where 1 � P � N .5.2 Controlling Read/Write ConcurrencyAlgorithm CW can be extended to also handle concurrent reads. The basicidea here is to replace concurrent reads by broadcasts through each PPT. Thebroadcasts are performed in an elaborate way that allows us to control readconcurrency without degrading CW's performance. It relies on the observationthat each level of a PPT contains one more processor than all the levels aboveit. This allows us to use levels 0; : : : ; i � 1 to broadcast to level i in constanttime.



01 ��Code executed by each of the p processors in the PPT02 Initialize B[ID] ��broadcast location for processor ID03 for i = 0 : : : blog pc do ��for each level i of the PPT04 if 2i � ID < 2i+1 then ��if the processor is at level i05 READ B[ID]06 if B[ID] has not been updated then07 READ (value; level) from T08 if T contains some old value then09 level := i ��level i e�ects the write10 WRITE (newvalue; level) to T11 else if 2level � ID� 2i + 1 < 2i then12 ID := ID� 2i+1 ��replace the processor that was to update B[ID]13 � � � �14 if ID < 2i+1 and ID+ 2i+1 � p then ��if the processor's level is � i15 WRITE newvalue to B[ID+ 2i+1] ��broadcast to level i + 116 �17 odFig. 7. High level view of algorithm CR/W for the controlled read/write. ID is theposition of the processor in the PPT and newvalue is the value to be written.Algorithm CR/W: A high level view of this algorithm, that we call CR/W, isgiven in Fig. 7. The broadcast takes place through a shared memory array (B inFig. 7). Such an array is used by each PPT so that processors can communicatewith each other based on their positions in the PPT; B[k] stores values read bythe kth processor of the PPT. This allows processors to communicate withoutrequiring them to know each other's identity. These arrays can be stored in asegment of memory of size P for all the PPTs (see [14]).Each processor on levels 0; : : : ; i�1 is associated with exactly one processor oneach of levels i; i+1; : : :. Speci�cally, the jth processor of the PPT is responsiblefor broadcasting to the jth (in a left-to-right numbering) processor of each levelbelow its own. The algorithm proceeds in blog pc+1 iterations that correspond tothe PPT levels. At iteration i, each processor of level i reads its B location (line5). If this location has not been updated, then the processor reads T directly(lines 6{7).Since a PPT level has potentially more live processors than all the levelsabove it combined, there is in general at least one processor on each level thatreads T since no processor at a higher level is assigned to it. If a level is full,this processor is the rightmost one (the root of the PPT for level 0). As long asthere are no failures this is the only direct access to T . Concurrent accesses canoccur only in the presence of failures. In such a case several processors on thesame level may fail to receive values from processors at higher levels, in whichcase they will access T directly incurring concurrent reads.A processor that needs to read T directly �rst checks whether it contains thevalue to be written (line 8) and then writes to it (line 10) if it does not. As canbe seen from the �gure, whenever processors update T they write not only the



new value for T but also the index of the level that e�ected the write.If a processor Pk that accesses T directly veri�es that T has the correct valueand the failed processor that should have broadcast to Pk is at or below the levelthat e�ected the write, then Pk assumes the position of the failed processor inthe PPT (lines 11{12). This e�ectively moves failed processors towards the leavesof the PPT and plays an important role in establishing the bound on the readconcurrency. Failed processors are moved towards the leaves only if they are notabove the level that e�ects the write since processors above this level will beeliminated by compaction as was done in the previous section.Algorithms CR1 and CR2: In addition to CR/W we use two simpler al-gorithms when all the processors of a PPT need to read a common memorylocation but no write is involved.The �rst of them, referred to as CR1, is similar to CR/W but without thewrite step (lines 8{10). It is also simpler than CR/W in that processors that arefound to have failed are pushed towards the bottom of the PPT irrespective ofthe level they are at. This algorithm is used for bottom-up traversals during W.The second algorithm, referred to as CR2, uses a simple top-down broadcastthrough the PPT. Starting with the root each processor broadcasts to its twochildren; if a processor fails then its two children read T directly. Thus theprocessors of level i are responsible to broadcast only to processors of leveli + 1. No processor movement takes place. This algorithm is used for top-downtraversals during W.Clearly, all three of CR/W, CR1, and CR2 require O(logP ) time for PPTsof at most P processors.Algorithm WCR=W: Incorporating algorithms CR/W, CR1, and CR2 alongwith the techniques of PPT compaction and merging into W results in a Write-All algorithm that controls both read and write concurrency. The details ofthis algorithm, known as WCR=W, can be found in [14]. The following theoremprovides bounds on the performance of WCR=W.Theorem16 [14]. Algorithm WCR=W is a robust algorithm for the Write-Allproblem with S = O(N logN logP+P logP log2N= log logN ), read concurrency� � 7 jF j logN , and write concurrency ! � jF j, where 1 � P � N .By taking advantage of parallel slackness and by clustering the input datainto groups of size logN logP , we can obtain a modi�cation of algorithmWCR=Wthat has a non trivial processor optimality range. The modi�ed algorithm, knownas WoptCR=W, is described in [14]. Its performance is characterized by the followingtheorem:Theorem17 [14]. Algorithm WoptCR=W is a robust algorithm for the Write-Allproblem with S = O(N + P log2 N log2 Plog logN ), write concurrency ! � jF j, and readconcurrency � � 7 jF j logN , where 1 � P � N .The algorithm can be further extended to handle arbitrary initial memorycontents [14]. It is also possible to reduce the maximum per step memory access



concurrency by polylogarithmic factors by utilizing a general pipelining tech-nique. Finally, [14] established a lower bound showing that no robust Write-Allalgorithm exists with write concurrency ! � jF j" for 0 � " < 1.6 General Computations with Minimal ConcurrencyIn this section we will work our way from the simplest to the most complicatedfunctions with robust solutions.6.1 Constants, Booleans and Write-AllSolving a Write-All problem of size N can be viewed as computing a constantvector function. Constant scalar functions are the simplest possible functions(e.g., simpler than boolean or and and).At the same time, it appears that the Write-All problem is a more di�cult(vector) task than computing scalar boolean functions such as multiple inputor and and. One of the known lower bounds applies to the model with memorysnapshots, i.e., processors can read and process the entire shared memory in unittime [15]. For the snapshot model there is a sharp separation between Write-All and boolean functions. Clearly, any boolean function can be computed inconstant time and O(N ) work in the snapshot model, while we have a lowerbound result for any Write-All solution in the snapshot model requiring work
(N logNlog logN ).6.2 General Parallel AssignmentConsider computing and storing in an array x[1::N ] the values of a vector func-tion f that depend on PIDs and the initial values of the array x. Assume eachof the N scalar components of f can be computed in O(1) sequential time. Thisis the general parallel assignment problem.forall processors PID = 1::N parbeginshared integer array x[1::N ];x[PID] := f(PID;x[1::N ])parendIn [15] a general technique was shown for making this operation robust usingthe same work as required by Write-All . We modify the assignment so that itremains correct when processors fail and when multiple attempts are made toexecute the assignment (assuming the surviving processors can be reassigned tothe tasks of faulty processors). This is done using binary version numbers andtwo generations of the array:forall processors PID = 1::N parbeginshared integer array x[0::1][1::N ];bit integer v;x[v+ 1][PID] := f(PID;x[v][1::N ]);v := v + 1parend



Here, bit v is the current version number or tag (mod 2), so that x[v][1 : : :N ]is the array of current values. Function f will use only these values of x as itsinput. The values of f are stored in x[v+1][1 : : :N ] creating the next generationof array x. After all the assignments are performed, the binary version numberis incremented (mod 2).At this point, a simple transformation of any Write-All algorithm, with themodi�ed general parallel assignment replacing the trivial \x[i] = 1" assignment,will yield a robust N -processor algorithm:Theorem18. The asymptotic work complexities of solving the general parallelassignment problem and the Write-All problem are equal.6.3 Any PRAM StepThe original motivation for studying the Write-All problem was that it capturedthe essence of a single pram step computation. It was shown in [22, 34] how touse the Write-All paradigm in implementing general pram simulations. Thegenerality of this result is somewhat surprising.Fail-stop faults: An approach to such simulations is given in Fig. 8. The sim-ulations are implemented by robustly executing each of the cycles of the pramstep: instruction fetch, read, compute, and write cycles, and next instructionaddress computation. This is done using two generations of shared memory,\current" and \future", and by executing each of these cycles in the generalparallel assignment style, e.g., using algorithm W.Using such techniques it was shown in [22, 34] that if Sw(N;P ) is the ef-�ciency of solving a Write-All instance of size N using P processors, and if alinear amount of clear memory is available, then any N -processor pram step canbe deterministically simulated using P fail-stop processors and work Sw(N;P ).If the Parallel-time�Processors of an original N -processor algorithm is � � N ,then the work of the fault-tolerant simulation will be O(� � Sw(N;P )).By using algorithm WoptCR=W we obtain e�cient PRAM simulations on fail-stop PRAMs whose concurrency depends on the number of failures. In particular,we obtain the following:Theorem19 [14]. Any N processor, � parallel time EREW PRAM algorithmcan be simulated on a fail-stop P -processor CRCW PRAM using work O(� �(N+P log2 P log2 Nlog logN )) so that the write concurrency of the simulation is ! � jF j andthe read concurrency is � � 7jF j logN , for any fail-stop failure pattern F and1 � P � N .The work bound of this theorem also holds for simulations of non-EREWPRAM algorithms but the concurrency bounds depend on the concurrency ofthe simulated algorithm. If !0 and �0 are the write and read concurrencies ofthe simulated algorithm, respectively, then for the simulation we have ! � jF j+!0 and � � 7jF j logN + �0O(logN ). Alternatively, we can maintain the sameconcurrency bounds at the expense of increasing the work by a logarithmic factor



by �rst converting the original algorithm into an equivalent EREW algorithm[19].When the full range of simulating processors is used (P = N ) optimalityis not achievable. In this case customized transformations of parallel algorithms(such as pre�x and list ranking algorithms [25, 35]) may improve on the oblivioussimulations.01 forall processors PID=1..P parbegin ��Simulate N fault-prone processors02 The PRAM program for N processors is in shared memory (read-only)03 Shared memory has two generations: current and future;04 Initialize N simulated instruction counters to start at the �rst instruction05 while there is a simulated processor that has not halted do06 ��Tentative computation: Fetch instruction; Copy registers to scratchpad07 Perform read cycle using current memory08 Perform the compute cycle using scratchpad09 Perform write cycle into future memory10 Compute next instruction address11 ��Reconcile memory and registers: Copy future locations to current12 od13 parend Fig. 8. Simulations using Write-All primitive.Fail-stop faults with detectable restarts: For the model with detectablerestarts we have the following simulation theorem:Theorem20. Any N processor, � parallel time EREW PRAM algorithm canbe simulated on a fail-stop P -processor CRCW PRAM with detectable restartsusing work O(� � (N logP +P logP log2N )+ jF j logN logP ) and overhead ratio� = O(log2N logP ) so that the write concurrency of the simulation is ! � jF jand the read concurrency is � � 7jF j logN , for any failure/restart pattern Fand 1 � P � N .Proof. To obtain this result we use algorithmWCR=W with logN elements clus-tered at each leaf of the progress tree and then apply the analysis of algorithmV [16]. This algorithm di�ers from WCR=W for the no-restarts model in that afailed processor upon restarting waits until the beginning of the next W1 phase.This gives rise to the jF j logN logP term in the work bound. utNote that the above algorithm is not optimal and the work may be unboundedsince F may be arbitrarily large.Open ProblemF: It is open whether there exist robust simulations that achieveboth limited concurrency and bounded work for the detectable restart model.Fail-stop faults with undetectable restarts: When the failures are unde-tectable, deterministic simulations become di�cult due to the possibility of pro-cessors delayed due to failures writing stale values to shared memory. Fortu-
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