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1. Introduction replay time, we trace reads often enough so their values are
Debugging requires execution replayocations of never very far back in the trace, allowing the state required

bugs are rarely known in advance, so an execution must b&°" the replay to be quickly restoretVe dso place a maxi-
repeated over and over to track down bugsproblem ~ Mum length on the windowsThe optimal tracing problem
arises with repeated reexecution for long-running programs'S (© adaptively decide where to start windows, and what

and programs that have complex interactions with their MmOy references in each to trace, to minimize the num-
environment. Replayindgong-running programs from the ber of references tracedVe sow that the problem can be

start incurs too much delayReplaying programs that inter reduced to computing thg shortest pa.th through a directed
act with their environment requires thefiditit (and some- ~ 9raph, solvable ir0(nT) time (wheren is the number of

times impossible) task of exactly reproducing this environ- Member references made during execution, ‘ane the
ment (such as the connections over a one-day period to afi'@ximum number of references allowed in a window).

X server). Thesegroblems can be solved by periodically Although the optimal problem is solvable, it is proba-
checkpointing the executich'date so it can béacremen- bly impractical as it seems to require more than constant
tally replayed or restarted from intermediate points. work at each memory referenc€or efficient tracing, we
Restarting from checkpoints bounds the delay to replay anypresent approximations that empldéixed-sizewindows.

part of the execution if checkpoints were taken often These approximations are simple anficeint. Theyper-
enough, and allows parts of the execution having interac-form simple bitvector lookups at each read and write using
tions with the environment difficult to reproduce to be space-dfcient two-level bitvectors. Experiments show
skipped. Howevelthe time and space costs of such check- they usually trace at most twice more than optin@ur
pointing can be prohibitiveTo reduce this cost, we present implementation on a Sparc 10 incurs a factor af5k 7
adaptivetracing strategies that provide bounded-time incre- slowdown and generates less than 15 kilobytes/sec of trace
mental replay and that are nearly optimal. Our implemen-on CPU-intensive programsln addition, we instrument
tation on a Sparc 10 traces less than 15 kilobytes/sec fosystem calls to automatically trace only those interactions a
CPU-intensive programs and for interactive programs theprogram has with its environment that affect its outcome.
slowdown is low enough that tracing can be left on all the This feature addresses one of the difficult aspects of replay
time. allowing us to trace and replay interactive systems.

Our first result is a tracing strategy that adaptively Our work is novel in that our tracing algorithms
decideswhenand what to trace to provide bounded-time adapt to the particular execution being debugg&dliffi-
incremental replayTo decide when to trace, we divide the cult part of supporting incremental replay is bounding the
execution intavindows which are regions of the execution replay time while tracing only what is necessahye
we can individually replay To decide what to trace, we achieve both of these objectives. Previous systems that
observe that a window'correct reexecution requires each provide incremental replay can trace more than necessary
of its reads to return the same value during replay as duringand can incur large delays during replay[5, 10, 4,\8¢
the original execution. Each such vaheed not be traced guarantee a user-specified bound on the time of any replay
if the read is preceded in the same window by a write to theby fixing the size of windows and by tracing often enough.
same location (the write will restore during replay the origi-

X Adaptive tracing is becoming not only practical but
nal value) or if the value was already tracd@d. bound the

necessaryln the past, the cost of disk I/O was insignificant
This research was partly supported by ONR Contract Comp.ared to eve'? a Sma” amount (?f computation (such as
N00014-91-J-4052 (ARROrder 8225) and NSF grant CCR-9300311. e bitvector manipulation our algorithms perfornjow,
processors are so fast that a significant work can be per
formed in the time it takes to write only a single trace
record. Sincehis trend is continuing, in the future it will
be cheaper to use adaptive strategies that do on-line analy-
sis to minimize tracing than to trace more than necessary.




2. RelatedWork can be kept. Spyder statically computes the change sets,
An execution must be traced to provide incremental and for programs that use pointers and arrays, it must trace

replay Enough must be recorded so that during replay suf- €ach such accessSpyders main disadvantage is that it
ficient state can be restored for each read from memory tdi0€S not bound the time required to perform a regiage
obtain the same value as during the original execution,We must first back up to before the desired !nterval and then
Below we describe past approaches to this problem[s, 10f€execute forward. Although Spyder provides a valuable
4, 3, 1]. These approaches either trace orders of magnitud@ackup tool, like PPD it is limited by its static nature (and
more than necessary (as shown later), or do not bound th&USt trace every array or pointer reference), and it was not
time required to replay up to an arbitrary point of the exe- d€Signed to provide a general replay facility that can
cution. quickly reexecute any requested part of the execution.
Wilson proposes an idea callBémonic Memoras
a way to recreate any past state of a processRy¢]main-
taining a hierarchy of checkpoints, each taken at succes-
sively lager time granularities, recent states can be repro-

The IGOR system uses the virtual memory system to
periodically trace, at fixed time intervals, those pages modi-
fied since the last checkpoint[5Jlo restart the execution
from an intermediate point requires scanning the trace to ) ) -
find the most recent checkpoint of each pa@ecause duced quickly while older states incur more delblg pro-

checkpoints are taken at fixed time intervals, IGOR boundsPOSesvirtual snapshotas a way to checkpoint, where only
the amount time required to replay any part of the execy-the parts of a checkpoint that differ from the previous one

tion once replay beginsHowever setting up the state for &€ saved. Our techni'ques are complementary to Demonic
replay requires potentially scanning through the entire traceMemory as they provide another way to take the check-
file, which can take time proportional to the length of the POINts, and a hierarchy of different window sizes can be
execution. Althoughhis approach is adaptive in the sense US€d t0 compact our trace on-the-fly.

that it traces only pages that have been recently written, our Checkpointing and tracing strategies have been pro-
experiments show that a page granularity of tracing is tooposed for problems such as fault tolerance, profiling, and
large to be practical; orders of magnitude more data thanothers[8, 1, 2, 7, 6]. The incremental replay problem is
necessary is traced. more difficult than these problems since user replay
requests occur often (unlike faults, for example) and they
must complete quickly In addition, unlike performance
measurement, the tracing requirements are substantial,

ables the procedure might possibly read before definingSiNce enough state must be recorded to make the replay
The prelog allows a procedure to be re-executed in iso|a_|dent|cal to the traced executionlracing strateg|es for
tion since it contains all variables the procedure might read.t1€S€ other problems therefore do not solve the incremental
A postlogis written on procedure exit, containing the vari- '€Play problem.

ables the procedure might have modifiethe postlog
allows the execution of a procedure to be skipped during
replay since it contains the changes the procedure might Past techniques are limited by their static nature,
make to the state. PPD has the drawback of statically com-deciding at compile-time what or when to trace (or both).
puting what variables are traced and when they are tracedAs a result, they trace more than absolutely necessary and
Since compile-time analyses must be conservative, moremay incur lengthy delays in replaying up to a requested part
variables can be placed in the logs than necessaddi- of the execution.We overcome these problems laglap-

tion, tracing only at procedure entry and exit can sometimestively deciding what and when to trac&o decide when to
incur high overhead and provide no guarantees on replaytrace, we divide the execution inbandows— contiguous
time. Forexample, a 1000-iteration loop that contains a intervals of the execution that can be individually replayed
procedure call incurs many needless traces[4], and a very— and produce a set of traces for each winddw decide
long-running procedure may not be traced often enough towhat to trace, we perform on-line analysis at each memory
replay any part of it in a reasonable time. As an attempt toreference to dynamically determine which to record.
alleviate these problems, prelogs and postlogs can optionBelow we outline our adaptive approacte sow that

ally be generated for loops, and not generated for some proeptimally deciding what and when to trace has polynomial
cedures[4], but the basic idea is limited by its static nature. time complexitybut is too expensive to be practical. In the

The Spyder system traces, before each statement (opext section we present nearly optimal approximations that

group of statements), ithange setthe values of the vari- '€ efficient.

ables the statement might modify[1]A debugger can Providing bounded-time replay involves two consid-
backupexecution over a statement by restoring the stateerations. Firstthe time it takes to setup the state (from the
from its change set. As an optimization to bound the tracetrace) for any replay must be boundatle bound this time
size, only the most recent change set from each statemeriy tracing often enough so that restoring the state any

The PPD system uses compile-time analysis to
decide what and when to trace[10, 4, 3]. PPD writes a
prelogon the entry of each procedure, containing the vari-

3. Adaptive Tracing for Bounded-Time Replay



window will need requires reading at madst previous An alternative for supporting incremental replay is to
trace records. Second, the time it takes to replay up to anynstead trace thevrites to memory There are tradefsf

part of the execution, once replay begins, must be boundedbetween tracing reads and writes, which we discuss Idter

We tound this time by placing a limit of memory refer we define ainique writeas the last write to each location in
ences on the length of any windowhere is a tradebf a window; then tracing the unique writes in each window
between fast replay and small traces; larger valu@saofd provides sufcient information forco-bounded replay (i.e.,

M result in smaller traces but longer replay times. In prac- no bound can be guaranteed). No bound can be guaranteed
tice we expect the user to provifileand M to tune this run- because if we trace only the writes, we do not know what

time vsreplay-time overhead tradeoff. addresses a windosv'replay will read, so we have to
restore the state from the traces of all preceding windows.
3.1. Whatto Trace As discussed in Section 2, this potentially requires scanning

To support the replay of some portion of the execu- through the entire traceWe eplore thi§ alternative .
tion (a window), we wish to trace just enough to ensure thatPecause (as we show later) less run-time overhead is
a reexecution from the window'sart correctly reproduces incurred in Iocatlng. unique wrltes_ than unique-spanning
the original. We cnsider a replay correctfibach read  '€@ds, so they provide an alternative when run-time-over
from memory receives the same value as during the origi-"€@d must be minimized. Figure 1 shows examples of
nal execution.We dso wish to trace often enough so the Uniqué-spanning reads and unique writes.
state necessary for the replay can be restored from the trace
in bounded time We mnsider a windove replay to beM- 3.2. Whento Trace

boundediff we need to scan at most tiM previous trace Deciding the second part of adaptive tracimbento
records before the windosv/trace to restore its statdhe trace, involves determining when to start a new window
following proposition shows what must be traced. We wish to adaptively start a new window subject to two

. constraints: (1) the number of references traced is mini-
Proposition 1 . _ mized, and (2) no window is longer th@inreferences, the
In general, enough trace data exists to provide anserspecified bound on the maximum allowable replay
M-boynded replay of a windowfifor every read in  {ime e can minimize the number of references traced by
the window either placing windows carefullyfor example to group together
(1) thevalue read is saved in one of th trace as many references to the same address as posBile.
records preceding the start of the windewace, or keeping windows no |Onger thanreferences, the time to
(2) awrite to the same memory location is previ- actually reexecute up to any part of any window remains
ously made within the same window. bounded.

A surprising result is that computing where to start
new windows to minimize the number of unique-
spanning, reads traced is not NP-complete fdr=0 or
M = co. Determining optimally where to start each win-

If a memory location being read was already written
in the same windowthere is no need to save its value;-dur
ing replay the preceding write will restore the original

\r/alu?]ﬂ |ftErl Iocgtlcx;trl]sinrfﬁd mr? ‘r’]\’t”wl(:l‘g S\;’t IrtTa\z;?tlrue W8S dow can be performed i@(nT) time, where n is the num-
ecently traced ( € curre ow o ace ber of memory referencesAlthough we omit the proof

records before the wmdow),. It need.not be tracgd again, todetails for brevitythe basic idea is that determining when
replay the value can be retrieved without scanning too far

back in the trace fileFor M-bounded replaywe anly need

to trace reads that would violate the above two conditions if
not traced.We all such readsiniquespanning, reads. A WRITE A
unique-spanning read is the first read from an address
in a window whereA was written in an earlier window but
its value not traced in thil trace records recorded before
the window. Window 2 |:READA ~<—— unique-spanning read

Without knowing the semantics of a windevebm- READ A
putation, tracing unique-spannipgeads is both necessary ~ Window 3 [READA <— unique-spanning read
and sufficient for supportingM-bounded incremental iff A not traced in Window 2
replay If we do rot trace the value of a unique-spannpjng
read, then there would exist a window which, when reexe- Figure 1 Example execution broken into windows.
cuted in isolation, would contain some read not preceded
by a write to the same address, nor saved inNastace
records. V& would be unable to start this windeaeplay
by reading at mod¥! trace records.

Window 1 READ A

WRITE A <<—— unique write




to start new windows can be reduced to computing thewhich has not yet been traced). When a read feom
least-cost path through a directed graph. Each memory refoccurs, we check to see if it is unique-spanging the
erence is a node in the grapEach node has edges to value in addresa has not been traced since last written
nodes representing each of the subseqlientferences,  written yet in the windowNeedToTrack] will be 1 and
with each edge labeled with the cost of tracing (the numberthe reads address and value are trace@therwise, the read
of unique-spanning reads) if the two connected nodes is not unique-spanniggand can be ignoredat the start of
were to delimit a window A least-cost path is found in  each window we set théleedToTracebitvector as the

time O(nT) because each of thenodes has degrée(the  complement offracedsince any addresses traced since last
head of each edge in this path shows where each windowyritten need not be traced again.

should be started)We ae unsure of the complexity for
other values ofM and leave an investigation to future
work. However because the casé4 =0 and M = oo per-
form well (discussed later), it is unclear whether other val-
ues ofM are of practical interest.

We ceneralize this algorithm to detect unique-
spanning, reads as follows. By changinfracedinto a
counterwe track how manwindowselapse before a traced
value ‘expires’ in the sense that it must be traced again if
read. Tracedonly need be large enough to store values
between 0 and an expiration cou@t,and only the number
of windows since a value is traced need be courlethe

Even though optimally decidinghento start a new  jmplementation we could count the actual number of trace
window has polynomial time complexityit seems to  records (e.g., by counting the number of times a trace
require more than constant work at each memory referencepuffer is flushed to disk), but for simplicity we count win-
which is too inefficient to run on-lineWe overcome this dows. Anyread not previous|y written in the same window
problem with an approximation by simply fixing each win- s traced if its value was not traced within the @stvin-
dow size atT. The problem then reduces to adaptively dows. Ateach window boundary we decrement Thaced
dECiding which references to trace in each wind&slow counter associated with each address and sdtldbedTo-

we conceptually outline tracing algorithms for providing Tracebit when the count reaches 0.
M-bounded replay for anil, and for the special cases of

M =0 and M = oo which have simple algorithm3die dso
present details of an implementation for the Sparc.

4. Fixed-Window Tracing Algorithms

The algorithms to trace unique writes and unique-
spanning reads are similar To detect unique-spannigg
reads we simply trace the first read to an address in a win-

WhenM =0 we race enough so that a window can dow if it was not previously written in that windpso a
be replayed by simply restoring the state from its own counter is unnecessary.

trace. Otheparts of the trace need not be scanned, provid-
ing the lowest replay setup im&henM = oo we do not accesses, as a bitvector optimization we need not assign
worry about how far back in the trace we must schinis e bit ’er address but onlp one bit per woslib-word 9
allows fewer reads to be traced at the expense of IOﬂgefeferenczs are handled as szown in Fipurﬁ ®e are trac
replay time, as there are no more unique-spagniegds . : i InTg :

. . ing unique writes, a sub-word write is treated as a write to
than unique-spannipgreads for anyM. We present these

: / . . . the entire word.If we are tracing unigue-spanning reads,
two special cases since they have simple |mplementat|0n§Ne must handle sub-word writes by resetfirgcedto 0
and are probably of the most practical interest. '

ensuring that subsequent reads to any part of the word will

be traced if not already written in the windoWhen trac-

ing unique-spanningreads, th&racedcounter is not used,
Figure 2 shows our algorithmsAn action is per so the sub-word hook becomes empty.

formed when a window boundary is reached (thie-

dow_boundary_hoofunction) and after each read or write

to memory (ead_hookandwrite_hook where the parame-

:?z;c?nls LE?ne Lzlieczjdsre;r?n?eI?gazgc\?vzsrig)és-l}gﬁoi\?:;r |:lec§se e @n extend this feature of the algorithm to handle one of
g uniq P 89 the challenging aspects of replay: programs that have inter

IS a b|tyector that |r_1d|cates which addresse; have beer}ictions with their environmentf we specially treat system
traced since last written, and tiNeedToTracebitvector calls, we need not reexecute them during refdagt any

marks which addresses have not been written in the current taractions a program has with its external environment
window or traced since last written. When a write occurs
to address, we reset thea'" bit in NeedToTracgindicating .
that a has been written in the current window so a subse- | We instrument (_each system call to perform several
guent read in the same window need not be traced) and ijetions ¢ys_call_hookn Figure 3), although we need not

Traced(indicating that a new value has been written mto tragk each read and write .'t makeE‘TS‘* we _estlmate
which addresses might possibly be written during the call.

Estimating these addresses is usually straightforward since

Since most memory references are {fovie

4.1. ConceptualAlgorithms

An advantage of tracking reads and writes on-line is
that the values a window/replay will need (and that will
I?Ot be recomputed during replay) aetomaticallytraced.

through these calls can automatically be reproduced.



window_boundary_hook {
trace addresses & values of
locations inWritten;
Written bit-vector = 0’s;

window_boundary_hook {
foreach a
if ( Traceda] >0)

(no read hook required)

(a): unique writes

read_hook(a) {
if ( NeedToTrad@] )
trace address & value;

write_hook(a) {
Written[a]=1;

write_hook(a) {
NeedToTrada]=0;
Traceda]=0;

NeedToTrada]=0; NeedToTrada]=0; }
Traceda]- —; Tracedal=C;
else }

NeedToTrada]=1,;
(b): unigue-spanningy, reads

write_hook(a) {
NeedToTrada]=0;

window_boundary_hook { read_hook(a) {
NeedToTracdit-vector = 1's; if ( NeedToTrad@] )
} trace address & value; }
NeedToTrada]=0;
}

(c): unique-spanning, reads

read_hook(a) {
if ( NeedToTrad@] )

write_hook(a) {
NeedToTrada]=0;

window_boundary_hook {
NeedToTracéit-vector =

NOT ( Tracedbit-vector ); trace address & value; Traceda]=0;
} NeedToTrada]=0; }
Tracedal=1,;
}

(d): unigue-spanning,, reads

Figure 2 Fixed-window-size tracing algorithms, performed at each window boundary (window_boundary_hook),
each read (read_hook) and each write (write_hook).

most system calls access contiguous regions of memoryjocations will be detected as unique-spanning and traced as
(such as reading from disk into a buffer). usual. V& ould immediately trace the values as done

Second, after the system call we must either speciaIIyWhen tracing unigue writes, but resetting the bits has the

update the bitvectors or emit a trace, depending on the typ&@dvantage that values not subsequently used will not be
of tracing being done. If we are tracing unique writes, we Taced.

must immediately trace the values of the locations possibly Finally, we dways emit a trace record (not shown in
modified. W& cannot wait until the window' end since the Figure 3) indicating that a system call was made, but need
values might be read or written any time after the cakk not record which one since exactly the same call will be
must also zero the associated bitS\ritten so the locations  issued during replayAs an gtimization, if we know that

will not be re-traced at the windosvend unless they are  reexecuting a particular system call will exactly reproduce
subsequently writtenHowever if we are tracing unique-  its original execution (e.g., a read from a read-only file), we
spanning reads, we can fool the algorithm into automati- can treat it as any other sequence of reads and writes.

cally tracing these values at the point where they are subse- This scheme fails for interactions with the environ-

qguently read. By resetting bitvector entries corresponding ment where state is maintained outside of the'sipezcess
to the modified locations, any subsequent reads of these



(such as on a bit-mapped display}hen state changes to occurs. Duringeplay a watchpoint can be set for the loca-

an external device must be reproduced, the devitate

tion at which the interrupt initially occurred to check the

must also be traced during execution and restored duringnstruction counter against the traced valu&hen the

replay when the system call is reachddstrumentation

must be added to the system call to handle the details ofnterrupt handler.

how the devices date is accessed.

counter reaches the traced value, a jump can be made to the

We finally mention an attractive property of the algo-
We @n also integrate into our scheme an approachrithm: it can gracefully degrade in the presence of limited

for tracing when interrupts occur and producing them dur disk space for traces. If trace space is limited, the trace (or

ing replay[9]. By instrumenting the program to maintain a parts of it) can be compacted on-the-fly by suspending exe-

software instruction counteinterrupt handlers can trace cution and compressing the trace file generated sdBfar

the value of the counter and the PC when an interruptre-running the tracing algorithnfrom the trace and

(no sub-word read hook required)

subword_read_hook(a) {
w = addr of word containing a;
call regular read_hook(w);

}

subword_read_hook(a) {
w = addr of word containing a;
call regular read_hook(w);

}

subword_read_hook(a) {
w = addr of word containing a;
call regular read_hook(w);

}

subword_write_hook(a) {
w = addr of word containing a;
Written[w]=1;

}

(a): unique writes
subword_write_hook(a) {
w = addr of word containing a;
Tracedw] = 0;

}

(b): unique-spanning,, reads

(no sub-word write hook required)

(c): unique-spanning, reads

subword_write_hook(a) {
w = addr of word containing a;
Tracedw] = 0;

}

(d): unique-spanning,, reads

sys_call_hook() {
make the system call;
estimate addresses written;
for all written locations, a
trace a & value at a;
Written[a] = O;

sys_call_hook {
make the system call;
estimate addresses written;
for all written locations, a
Traceda] = 0;
NeedToTrada] = 1;

}
sys_call_hook() {
make the system call;
estimate addresses written;
for all written locations, a
NeedToTrada] = 1;
}

sys_call_hook() {
make the system call;
estimate addresses written;
for all written locations, a
Traceda] = 0;
NeedToTrada] = 1;

Figure 3 Hooks for tracing partial-word reads and writes, and system calls.




increasingl or M, anew trace file is produced smaller than whether the bit itself is zero, we can perform these checks
the original. For example, doubling will double the without altering the condition codes. The idea is to do an
replay bound but reduce the trace siZdis doubling can  indirectjump to an address computed from the value of the
be performed indefinitely and will in the limit will reduce bit being tested, thereby avoiding a traditional conditional
the trace to only the reads of uninitialized variables and thejump (which would require altering the condition codes).
values traced from system calls (withat its maximum, The jump either returns from the instrumentation or calls
only these reads are unique-spanningflus, executions of  another routine to perform additional work (if a bitvector
great length can probably be traced, wiitlor M doubling segment must be allocated or if a read requires tracing).

automatically as needed. Another important trick we employ is to implement a
, software instruction counter (SIC) to provide the ability to
4.2. Implementationon the Sparc replay interrupts and avoid doing end-of-window checks at

The tracing algorithms are conceptually simple but each load and store instructiowe alapt an idea proposed
because they perform on-line analysis at each read andby Mello-Crummey[9] of incrementing a counter at each
write operation they require careful implementatiofne backward branch and procedure callhe value of this
have developed several strategies to instrument programs atounter together with the PC uniquely identifies each
the assembly level to keep the run-time overhead acceptinstruction instanceWe muld use such a counter to deter
able. W focus on the Sparc, but the general ideas aremine when a window boundary is reached, but if such a
applicable to any RISC processd@lthough the instrumen-  check were done before each backward branch, the condi-
tation could also be added by a compiley aliting the tion codes would have to be savekh avoid this overhead,
executable to jump to an appropriate hook after everywe instead increment and test the counter before each
memory reference[12, 7], or by hardware support, ourinstruction that alters the condition codes so they need not
implementation is tuned for our particular application. be saved.Since there is probably one such instruction for
each conditional branch, such a check still locates window

employ two-levelbitvectors and maintain one bit per four Poundaries with reasonable accuracinother way to
byte word as discussed above. Since we do not know ind€t€rmine when a window boundary is reached is to

advance which addresses the program may reference, a fl&MPIoy an interval timer that causes a signal handler to be
bitvector for a 32-bit address space would occupy 12gcalled periodically (with the period specified by the user).

megabytes of storageA two-level bitvector is a table of 1he handler patches one word in the common part of the
pointers to bitvector fragments, with each fragment being instrumentation code (which every read or wrlte hook calls)
allocated only when a reference is made to the memoryS© that on the next memory reference the window boundary
region it represents. Accessing them is still quick, requir Processing is performeavindow_boundary_hook Figure

ing only two memory references, and we show in Section 62) @nd the code is patched back to its original states

that their space overhead is lovDther work has also ~ Scheéme avoids doing a test each time the SIC is incre-
reported good experience with two-level bitvectors[18]. mented, but requires that an interval timer be available.
addition, assigning only one bit per word leaves the bottom Since we expand each assembly instruction that ref-
two bits of each address to be used as tags to encode therences memory into a sequence of instructions, we must
trace record type (to indicate a value, system call, signal, oralso carefully handle instruction delay slots (such as those
end-of-window marker). for branches).We nove the instrumented instruction out of

Since the bitvector operations must be performed atth€ delay slot to before the branch, or move one copy to

each read or write, we optimize them for the common Case_each taget of the branch. Correctly handling delay slots in

The common case is a read that is not unique-spanning ané” cases is actually more complex, but we omit the details
thus not traced (Section 6 shows that only a small percent- ere.

age of reads require tracinggince writes occur less fre-
qguently than reads, the performance of the write hook is
less critical (except when tracing unique writes, which We row discuss how to replay any of the execuson’
requires no read hook)A crucial part of the instrumenta- windows. Thereare two parts to replay: restoring the ini-
tion is that condition codes must not be altered since instru-tial state of the window’ memory from the trace, and per
mentation can be inserted anywhere a load or store occurdorming the replay itself. An important point is that the
However there is no usdevel instruction on the Sparc to sameinstrumented code must be used during reexecution as
save condition codes, although an (expensive) operatingduring the original executionOtherwise, if a dierent
system trap exists to save thelve orercome this problem  (uninstrumented) version of the program were reexecuted,
by coding the instrumentation so it doex alter the condi- any function pointers restored from the trace might not
tion codes in the common casBven though the instru- have the proper value, although the hooks can be changed
mentation must do several checks, such as determiningo perform replay-specific tasks as long as their size
whether a bitvector segment is currently allocated or remains unchanged.

To make the bitvector operations fiefent, we

5. Replayingfrom the Trace



5.1. Restoringthe State spanning reads, and unique-spannjngeads. Seconaye

To replay a given windowwe must restore some of compared trace size; produceq by our fixec_j-windgw size
the memong date (and all the registers) before reexecu- algor!thms to the optlmal algo_rlthms. The fixed-window
tion. Thisstate is restored differently depending on what algorithms are ééctive, producing traces less than 50%
type of tracing was performed. When unique-spanging larger than optimal.Third, we compared our approaches to
read tracing was done, the values that the window will needth® IGOR[S] and PPD[4, 10] systemdVe trace 1-2
(and that will not be recomputed during replay) are guaran-orders of magnitude less than IGOR, and usuaky>@
teed to be in the window'traces or the traces of the previ- times less than PPD when PPD provides quick replay
ous M/T windows. W smply restore the state by scan- SOMe cases the PPD traces are small but they. cannot pro-
ning the previousM/T windows' traces, and the current Vide quick replay and in these cases we provide quick
window’s trace butonly up to the trace of the first system replay with a trace of less than twice agéar Finally we
call. Traces made after a system call must not be restoredn€asured the run-time overhead of an implementation of
until after the call is skipped during replay (we address this OUr algorithms on a Sparc 10. Our algorithms incur slow-
issue below). Restoring this state is straightforward: we downs of about a factor of 75-7 (depending on which

make a linear pass through the trace and place into memor§yP€ Of tracing is done) and generate about 15 kilobytes of
the value in each trace record. trace per secondWe mnclude that our scheme simultane-

ously bounds the replay time while keeping trace genera-
tion low, and is probably faster than writing large traces to
relatively slow disks.

Restoring the state when unique write tracing was
done is more complex. For unique writes, we do not know
which memory locations will be read by the windsw’ ) ) )
replay (this information was not initially tracedVe must We dvided our experiments into two parts: one to
therefore restore the entire state of memory which appearénalyze the trace sizes and another to measure run-time
in the trace before the windasvtraces. Systencalls are overhead. @ analyze the trace sizes, we ran four programs
handled as abovewith the exception of handling system using thevmontool which rewrites executables to obtain
calls, this scheme is identical to how the IGOR system (dis-the necessary hooks[12This allowed us to call a function
cussed in Section 2) restores its state, and might be madat €ach memory reference that simulated our tracing algo-
easier by perhaps constructing indexes to identify the mostithm on all possible window sizes simultaneouslye
recent trace of each address. An alternative is to trace th@nalyzed the C compiler supplied with SunOS version 4.1.3
addresses that each window actually reads and restore onl{fcon) when compiling an 11,214-line program, the UNIX
these locations, but such an approach would incur morecompress utility gomprespwhen compressing thex exe-
run-time overhead and still require scanning the trace tocutable, a program that randomly generates directed graphs

find the necessary trace records. and runs two scheduling algorithms on the graph to com-
pare their resultsefen), and a program that computes
5.2. Handlingthe Replay finite differences by making one pass over a 2000

) ) ) mesh fnesh). The ccom, compress, and event programs
Once the state is restored, the reexecution begins byrepresent computations of a symbolic nature; mesh is

jumping to the appropriate location in the program .(we numerical. V¢ analyzed other programs as well, but the
assume the program cou'nter was traced at each W'ndOVYrace sizes of these four are representafive ccom com-
E;“ndhizglegnggrf)g;ﬁg“on begins, we must also spe- press gv_ent and mesh programs performed 15 million,
y y ' 1.34 million, 122 thousand, and 539 thousand memory ref-
We instrument system calls so they know that a erences, respectively.

replay is in progress and the. call into the system iS_ not To analyze run-time overhead, we wrote an assembly
made. Insteacadditional state is restored before retumning o, 0| instrumentor using the techniques outlined in Section

to reproduce the side-effects of the cale ead and 4 4,4 a0 several long-running programs (discussed later).
restore values from the trace file from the point last read up

to the trace record for the next system call (or to the win- The curves in this section plot the replay bound (i.e.,
dow’s end, whichever occurs first)This restores stitient ~ the fixed window sizd) vstrace size. Since the programs
state to replay up to the next system call, since during exehad different execution lengths, the replay bound and trace
cution any values possibly modified by the call were either SiZ€ are given as a percentage of the total number of mem-
traced when the call returned or traced when eventuallyOry references. Due to the dgr difference between some
read. Oncehese values are restored, the program can con-Of the curves, the plots appear on log-log scales.
tinue reexecuting.

6.1. Comparisonof the Three Types of Tracing

6. Experimental Measurements Figure 4 compares for each program the trace sizes

We erformed four experiments to assess our ideas.0f unique writes, unique-spanningeads, and unique-
First, we compared the tracing of unique writes, unique-
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Figure 4. Comparison of the three styles of adaptive tracing.

spanning, reads. Therare 3-100 times fewer unique- 6.2. Comparison of Fixed-Window and Optimal
spanning, reads than other types of operations, and uniqueTracing

writes did as well or better than unique-spangingads. Figure 5 compares the trace sizes for the fixed-
Locality of reference means that many reads are often prewindow algorithm and the optimal algorithm for unique-
ceded by writes in the same window and thus @&  spanning and unique-spanningreads (the fixed-window
unique-spanning (but the writes are still unique writes). algorithm for unique writes is already optimal). Bypti-
However in some cases (notabbcon), data that is written  ma|” we mean that the fewest number of unique-spanning
once and read many times (such as the congmigmbol reads are traced (under the assumptions discussed in Sec-
table) causes fewer unique writes to exist than unique-tign 3). We implemented the optimal algorithm by con-
spanning reads. & oonclude that unique-spannig  structing a weighted directed graph on-line and computing
reads are preferably when trace size must be reduced age shortest-path through the grapfihe fixed-window
much as possible. Otherwise, the run-timsereplay-time  algorithms generated traces at most 50%eathan opti-
overhead tradebfmust be considered; unique-spanging mal forccomandevent For compresandmesh the algo-
reads guarantee bounded replay time, but detecting uniqueithms were nearly optimalBecause this analysis required
writes incurs less run-time overhead (discussed lakénje O(nT) time (wheren is the number of memory references
that the trace sizes often tend to decrease exponentialland T is the maximum window size) it became expensive
with increasing window sizes, suggesting that a window asT grew and forccom(the longest running program) opti-
size as large as tolerable should be used. mal data points beyond = 0. 3% could not be obtained.
Fixing the window size appears to work well because of



locality: for almost any window placement, most reads locality, a page granularity of tracing is too large to keep
inside the window are not unique-spanninbhus, fixed the trace size small, especially whEns small (i.e., when
windows are nearly as good as carefully placed, optimalthe user needs quick replay). The IGOR curves in Figure 6
windows. go of the top of the scale and are not completely shown.

) PPD generates a prelog and postlog for each proce-

6.3. Comparisonto IGOR and PPD dure called. We smulated PPD tracing by computing the

Figure 6 compares the size of our adaptive traces toexactlogs. Areal PPD system uses compile-time analyses
traces generated by the IGOR and PPD systd@©R to conservatively determine which variables should be in
checkpoints periodicallysuch as evens seconds (wher§ the log, and traces every access to variables it is unsure
is given by the user), although we checkpointed every about (such as references through pointe@jr simula-
memory references for this studiach checkpoint saves to tion thus underestimates the PPD trace size. Since check-
disk the pages written since the last checkpoint (our pagepoints are not written at regular intervals, PPD does not
size was 4k bytes)[5]However as dscussed in Section 2, guarantee how long a replay may take. Note that the PPD
IGOR does not guarantee how long it can take to restorecurves are flat in Figure 6 singéds not a parameter to PPD
the state for a replay since the entire trace file might need tqbut we still show PP trace size on the figure for com-
be read. IGOR wrote huge traces, over two orders of mag-parison).
nitude larger than the unique-spanning read tréxespite
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Figure 5. Comparison of fixed-window and optimal tracing.
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Figure 6. Comparison of trace sizes to other systems.

To make a fair comparison, we must consider this 6.4. Run-Time Overhead
issue. Forccomandcompressthe PPD traces were Silf Our last experiment addressed our algorithms’ run-
cient to provide a replay bound of about 0. 1% of the eXeCU-ima gverheads We measured the overhead of an imple-

tion (i.e., most procedures lasted about 0.1% of the total antation on a Sparc 10 running SunOS 4.1.3. This imple-
execution time).For eventthe bound was betweeniand mentation instruments programs at the assembly level using
17%, and fomeshthe bound was 99%Meshconsists of e techniques outlined earligbur implementation detects
one large procedure, and since PPD writes a trace only ORyindow boundaries by using an interval timesstruments
proce_dure entry and exit, _it is unable to start the replay Sparc instructions that reference memand the pro-
from inside the procedurerigure 6 shows that when PPD s \ve tested were linked with instrumented versions of
provides quick replaywe @n achieve the same replay |ipraries and system-call hookVe aalyzed several exe-
bound with traces 450 times smaller For mesh(where ¢, iong that ran long enough to be difficult to debug with-
PPD provides slow replay), we can provide quick replay o 5 replay tool.We ran longer executions sheshand

while tracing only 0-2 times more. These results SNOW ¢, /ent meshperformed 30,000 iterations over the mesh, and
that adaptive tracing with fixed-size windows provides eventran two scheduling algorithms on 30,000 randomly
bounded replay while recording only a few percent of the generated graphs of about 700 nodes eatb.rn alife
memory references. program which computed 8500 generations on ax1T0D
grid. To test interactive programs, we played a 20-minute
game ofnethack and edited this section of the paper with
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mesh event life nethack Vi
Uninstrumented running time (min) 16.48 40.75 8.25 =20 =10
Unique writes:
running time (min) 35.46 75.01 14.53
slowdown 2.15 1.73 1.76
trace size (kbytes) 34,248 44,266 1,760
trace rate (kbytes/sec) 16 10 2
bitvector size (bytes) 16,384 16,384 4,096
Unique-spanningreads:
running time (min) 112.7 321.01 23.0
slowdown 6.83 7.87 2.78
trace size (kbytes) 35,847 43,288 920
trace rate (kbytes/sec) 5 2 0.67
bitvector size (bytes) 16,384 16,384 8,192
Unigue-spanning reads:
running time (min) 113.0 319.13 21.49 =20 =10
slowdown 6.85 7.83 2.60 not noticeable  not noticeable
trace size (kbytes) 35,848 41,227 880 86 208
trace rate (kbytes/sec) 5 2 0.68 0.07 0.367
bitvector size (bytes) 16,384 20,480 8,192 180,224 36,864

Figure 7. Overheads of tracing algorithms.

an instrumented version of thé editor These two pro-  data suggests that the trace size of unique-spanreags
grams are very interactive, performing little computation is competitive. Thus, we expect that users would currently
between keystrokesWe measured each prograsririginal choose between unique writes (when overhead must be
execution time, the slowdown incurred by each tracing minimized) and unique-spanningeads (when replay setup
algorithm, the trace size and rate of trace generation, andime must be minimized). In addition, as machines become
the total size of all bitvector segments allocated during thefaster and the gap between CPU speed and disk 1/O contin-
run. ues to widen, the slowdown of unique writes should start to
Figure 7 shows the results. The window length was @PProach that of the other&ventually the run-time analy-
chosen to be approximately five secondsmifistrumented ~ S'S required for ql_etectmg unique-spanning reads W|||_ be
execution time. Since the slowdowns for each type of trac-CN€aper than writing the extra trace required by unique
ing are different, we chose a window length of 10 secondsWtes-
for unique write tracing (since it runs about twice as slow An important finding is that the rate of trace genera-
as the uninstrumented program), and 30 seconds fortion is acceptable (less than about 15 kilobytes/sec) even
unique-spanning read tracing. though the window length was only $@0 seconds.This
Unique-write tracing incurred the least slowdown, trace rgte suggests that a gig_abyte disk _V\_/iII suffice to trace
usually a factor of two, although slowdowns are greater for €x€cutions of a dag’length without requiring trace com-
programs that write to many distinct locations. Having no Pression (as discussed in Section 4\M)th trace compres-
read hook, and having to write out the trace only at a win-SION, €xecutions of several dayength can be accommo-
dow's end, takes less time on a Sparc 10 than writing the dated. Assuggested by the curves in Figure 4, we also
extra trace data that unique writes inciven though found that _the rate of tra_ce generation depends on the
unique-spanning read tracing records less, the time takerpelected window length with respect to the execugion’

by the algorithms’ on-line analyses is currently greater than!0cality of reference.Choosing too small a window length
the cost savings of reduced disk I/O. for executions with laye working sets can increase trace

) ) rates dramatically (for a window length of one second,

Howevey the run-timevs replay-time tradedfmust —  egps trace rate increases to 143 kilobytes/sec for unique

also be considered. In cases where the time to Setup G ites and to 32 kilobytes/sec for unique-spanning reads).

state for a replay must be lpunique-spanningreads have  gynerimentation is required to determine values that work

th_e advan_tage. In cases where the trace size must be Minjgell, although very small window lengths (under five sec-
mized, unique-spanniggreads have the edge, although our ,ngs) are often impracticallhe window lengths we chose
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above (about five seconds of uninstrumented running time)[2]
allows anyfive-second portion of the original executions to
be replayed.

Our tracing algorithms perform particularly well on
interactive programs. The slowdown of the instrumented [3]
versions ofnethackandvi was not noticeable. The interac-
tive nature of these programs caused traces to be generated
at a low rate (76367 bytes/sec for unique-spanning
reads). V8 expect our tracing techniques to have low
enough overhead on interactive programs that they can bcf4]
left on during the entire testing and debugging phase.

Figure 7 also shows that the space overhead of the
bitvector segments is lowNe wsed four kilobyte segments,
which required a 128 kilobyte table of segment pointers for
each bitvector (space for this table is not included in the [5]
figure). Thepointer table size can be reduced by increasing
the segment size, and we expect that this overhead is not
significant.

7. Conclusions

Our adaptive tracing strategies make possible the[6]
trace-and-replay debugging of long-running programs that
interact with their environmentVe @an automatically trace
long-running programs with a 15-7 times slowdown,
generating less than 15 kilobytes/sec of trace (and somef7]
times as little as 2 kilobytes/sednteractive programs can
be traced with trace generation on the order of sL@D’
bytes/sec and no noticeable slowdown. The run-time slow-[8l
downs are probably acceptable given the functionality that
is being provided, especially for interactive programs.
Although our implementation was carefully tuned, we see 9
more short-term improvements possible, such as optimizing
the read and write hooks more by hand, exploring the use
of dedicated registers (e.g., to store the address of the
bitvector segment pointer table), and the use of additional[10]
processors on a multi-processor workstation. In addition,
we expect that static analysis might be able to provide a
significant reduction in overhead by determining that some
references need not be analyzed at all (because they will
either never be traced or will always be trace&uch

11
improvements are left to future work. [11]
Acknowledgements
We thank David Vrbrich for discovering that the [12]
optimal tracing problem is not NP-hard and for implement-
ing some of the simulationsSteve Reiss wrote the vmon [13]

tool used to obtain the read/write hooks for some of the
simulations.

References

[1] Hiralal Agrawal, Richard A. DeMillo, and Eugene
H. Spaford, “An  Execution-Backtracking
Approach to Debugging, IEEE Softwae, pp.
21-26 (May 1991).

(14]

13

ThomasBall and James R. Larus, “Optimally Pro-
filing and Tracing Programs,Symp. on Principles
of Programming Languagespp. 59-70 (January
1992).

Jong-DeokChoi and Janice M. StonéBalancing
Runtime and Replay Costs in aa€e-and-Replay
System,” ACM/ONR Workshop on Parallel and
Distributed Debugging pp. 26-35 Santa Cruz, CA,
(May 1991).

Jong-DeokChoi, Barton PMiller, and Robert H. B.
Netzer “Techniques for Debugging Parallel Pro-
grams with Flowback Analysis,ACM Trans. on
Programming Languages and Systerh3(4) pp.
491-530 (October 1991).

Stuartl. Feldman and Channing B. BrowHGOR:

A System for Program Debugging via Reversible
Execution,” Proc. of the SIGPLAN/SIGOP Sowk-
shop on Parallel and Distributed Debuggirigadi-
son, WI, (May 1988).

JamesR. Larus, “Abstract Execution: Aéchnique
for Efficiently Tracing Programs, Softwae —
Practice and Experience20(12) pp. 1241-1258
(December 1990).

JamesR. Larus, ‘Efficient Program facing,” IEEE
Computer26(5) pp. 52-61 (May 1993).

Kai Li and W K. Fuchs, “Compiler Assisted Static
Checkpoint Insertiori,” Proc. of Fault ®lerant
Computing Systemgl992).

J. M. Mellor-Crummey and TJ. LeBlanc, “A Soft-
ware Instruction Countgr Proc. of the Thid ASP-
LOS (April, 1989).

BartonP. Miller and Jong-Deok Choi, “A Mecha-
nism for Efficient Debugging of Parallel Pro-
grams,” SIGPLAN Conf. on Programming Lan-
guage Design and Implementatjorpp. 135-144

Atlanta, GA, (June 1988).

JamesS. Plank and Kai Li, “Faster Checkpointing
with N+1 Parity” Tech Report CS-93-21%niv. of
Tennessee, (Dec 1993).

StevenP. Reiss, ‘Trace-Based DebuggingAADE-
BUG '93, Linkoping, Sweden, (May 1993).

Robert Wahbe, Steven Lucco, and Susan L. Gra-
ham, “Practical Data Breakpoints: Design and
Implementation,”SIGPLAN’93 Confance on Ro-
gramming Language Design and Implementation
pp. 1-12 Albuquerque, NM, (June 1993).

PaulR. Wilson and Thomas G. MohéiDemonic
Memory for Process Histories,Proc. of the SIG-
PLAN '89 PLDI Conf,. pp. 330-343 (June 1989).



14



