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Abstract

Consistent global snapshots are important in many distributed applications.We prove the exact
conditions for an arbitrary checkpoint, or a set of checkpoints, to belong to a consistent global
snapshot, a previously open problem.To describe the conditions, we introduce a generalization of
Lamport’s happened-before relation called azigzag path.
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1. Intr oduction

Checkpoints are used in many applications including parallel debugging[6, 9], distributed simulation[3], and

fault-tolerant computing[1, 4].A checkpoint is a saved intermediate state of an execution and can be analyzed

post-mortem or used to restart the execution from that point.A global snapshot3 of a distributed computation is a

set of local checkpoints, one for each process.A global snapshot isconsistentif no local checkpointhappens

beforeanother; that is, there is no causal path from one checkpoint to another in the sense that a message (or

sequence of messages) sent after one checkpoint is received before the other[5]. As a result, a consistent snapshot

is a set of local states that actually occurred simultaneously during execution or had the potential of occurring

simultaneously. Determining when individual local checkpoints can be combined with others to form a consistent

snapshot is an important problem. In this paper we prove the exact conditions under which an arbitrary check-

point, or a set of checkpoints, can be combined with other checkpoints to form a consistent global snapshot. In the

1 This research was partly supported by ONR Contract N00014-91-J-4052, ARPA Order 8225.
2 R.H.B. Netzer and J. Xu are with the Dept. of Computer Science, Brown University, Box 1910, Providence, RI 02912.e-mail:

{rn,jx}@cs.brown.edu

3 The termsglobal snapshotandglobal checkpointare used interchangeably in the literature.We use the term ‘‘global snapshot’’ to

avoid overloading the term ‘‘checkpoint’’ w ith two meanings (one global and one local).
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past only the necessary conditions have been known; the sufficient conditions have been an open problem.

Our main result is a proof of the necessary and sufficient conditions. For example, given two checkpoints,

the definition of consistency says that neither can happen before the other if they are to belong to the same consis-

tent snapshot; this condition is necessary for the checkpoints to be consistent. In Figure 1, neither of the check-

pointsC1,1 andC3,1 happen before each other, and they can be combined withC2,1 to form a consistent snapshot

(as shown by the dashed line in Figure 1).However, as noticed by Wang, Lowry and Fuchs[8], this condition is

not sufficient. In Figure 1, checkpointsC1,1 and C3,2 also do not happen before each other, but theycannotbe

combined with any other checkpoint to form a consistent snapshot.A consistent snapshot contains one checkpoint

per process, and in this example no checkpoint inp2 can be combined with bothC1,1 andC3,2 while maintaining

consistency. Because of messagem4, C3,2 cannot be consistent withC2,1 or any earlier checkpoint inp2, and

because of messagem3, C1,1 cannot be consistent withC2,2 or any later checkpoint inp2. Thus,no checkpoint in

p2 is available to form a consistent snapshot.

To describe the necessary and sufficient conditions, we define a generalization of Lamport’s happened-

before relation called azigzag path. The happened-before relation shows causal paths among checkpoints; one

checkpoint happens before another if a sequence of messages exists from one checkpoint to another with each

p1

p2

p3

m1

m2

m3

m4

C1,0 C1,1 C1,2

C2,0 C2,1 C2,2

C3,0 C3,1 C3,2

Figure 1. Consistent and inconsistent snapshots (‘‘×’’ s indicate checkpoints):C1,1, C2,1 and C3,1

form a consistent snapshot;C1,1 and C3,2 cannot belong together in a consistent snapshot.
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message sent after the previous one in the sequence is received.A zigzag path between two checkpoints is like a

causal path, but a zigzag path allows a message to be sentbeforethe previous one in the path is received. As we

later prove, a zigzag path exists between two checkpoints exactly when they cannot belong to the same consistent

snapshot. Forexample, in Figure 1 the checkpointC1,0 happens beforeC3,1 because of the causal path formed by

messagesm1 and m2. Althougha causal path does not exist fromC1,1 to C3,2, a zigzag path does exist, formed by

messagesm3 and m4 (the path forms a zigzag shape in the graph). This zigzag path means thatC1,1 andC3,2 can

never belong together in any consistent snapshot.

Zigzag paths have applications to any problem that requires saving or analyzing consistent snapshots.For

example, in a previous paper [10] we used zigzag paths to virtually eliminate rollback propagation in a checkpoint-

ing and rollback recovery scheme for fault tolerance[2]. In such a scheme, the state of a distributed system is

saved periodically in checkpoints during normal execution. Upon detecting a fault, recovery is performed by

rolling the system back to a previous state not affected by the fault, and resuming normal execution.The snapshot

from which restart occurs must be consistent to ensure no process is restarted from a state that has recorded the

receipt of a rolled back message. In an independent checkpointing scheme (where there is no checkpoint coordi-

nation among processes), not all checkpoints are guaranteed to belong to a consistent snapshot, and in the worst

case, rollback propagates and requires restarting from the execution’s beginning[7]. We virtually eliminate roll-

back propagation by tracking zigzag paths on-line, allowing each process to adaptively take checkpoints at

moments that minimize the number of checkpoints that cannot belong to a consistent snapshot[10].

Another application for consistent snapshots and consistent states in general is parallel and distributed

debugging. Aconsistent state represents some state that could have occurred during an execution regardless of the

relative speed of process execution or message delays.Only consistent states can be used to evaluate some global

predicates or answer debugging queries.We believe the work presented here also provides a better understanding

of consistent global states.

2. Model

We next outline our model for representing executions of message-passing programs.A program execution

is a pair, P = 〈E, iiiiiHB 〉, whereE is a finite set ofeventsandiiiiiHB is thehappened-beforerelation defined overE[5].

An event represents the execution instance of a send, receive, or checkpoint operation.

We assume that a fixed number of processes exist during execution, and that each process periodically saves

(or checkpoints) its state in stable storage.We denote thei th checkpoint in processp asCp,i . We also assume each

processp takes an initial checkpointCp,0 immediately after execution begins. In addition, thecheckpoint interval

3
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Sp,i is all the computation performed in processp between checkpointsCp,i andCp,i+1 (and includesCp,i but not

Cp,i+1).

The happened-before relation,iiiiiHB , shows how events potentially affect one another[5], and is defined as

the irreflexive transitive closure of the union of two other relations:iiiiiHB = ( iiiiiXO ∪ iiiiiM )+. The iiiiiXO relation

shows the order in which events in the same process execute.The i th event in any processp (denotedep,i ) always

executes before thei + 1st event:ep,i iiiiiXO ep,i+1. The iiiiiM relation shows the order in which messages are deliv-

ered:a iiiiiM b means thata sent a message thatb received. Aneventa is said tohappen before (or have acausal

path to) an eventb iff a could affect b because they belong to the same process or because a sequence of messages

was sent froma (or a following event) tob (or a preceding event).

A global snapshotis a set of local checkpoints, one per process (for simplicity, we assume the channel states

can be inferred from the local states).A consistent global snapshotis a global snapshot in which no message is

recorded received but not yet sent. That is, for any two checkpointsCp,i andCq, j in a consistent global snapshot,

Cp,i iiiiiiHB Cq. j (i.e., the two checkpoints areunorderedby theiiiiiHB relation)4.

3. ZigzagPaths and Consistent Global Snapshots

We now present our results.We first introducezigzag pathsas a generalization of Lamport’s happened-

before relation, and then use them to characterize exactly when an arbitrary set of checkpoints can all belong to the

same consistent snapshot.We then present examples of two important special cases: the conditions for an arbitrary

checkpoint to be useful in the sense that some consistent snapshot exists to which it belongs, and the conditions for

two arbitrary checkpoints to both belong to the same consistent snapshot.

3.1. ZigzagPaths

Recall that a global snapshot is consistent iff none of its component checkpoints happen before one another

(they are all mutually unordered).However, as shown in Figure 1, having two checkpoints that do not happen be-

fore each other is not sufficient for ensuring that they can belong together in some consistent snapshot.Even if

neither happens before the other, they can be precluded from ever belonging to a consistent snapshot by their rela-

4 We use superscripted arrows to denote relations, and writea iiiiiib as a shorthand for¬(a iiiii b), and a iiiiii b as a shorthand for¬(a

iiiii b) ∧ ¬(b iiiii a).
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tionships to checkpoints in other processes.We define the notion of azigzag pathas a generalization of Lamport’s

happened-before relation to express this situation.

Definition 1

A zigzag pathexists fromCp,i to Cq, j if f there are messagesm1, m2, . . ., mn (n ≥ 1) such that

(1) m1 is sent by processp afterCp,i ,

(2) if mk (1 ≤ k < n) is received by processr , thenmk+1 is sent byr in the same or a later

checkpoint interval (althoughmk+1 may be sent beforeor aftermk is received), and

(3) mn is received by processq beforeCq, j .

CheckpointC is involved in azigzag cycleif f there is a zigzag path fromC to itself.

It is important to note the difference between a zigzag path and a causal path.Lamport’siiiiiHB relation shows

causal paths.A causal path exists fromCp,i to Cq, j if f there is a chain of messages starting afterCp,i and ending

beforeCq, j with each message sent after the previous one in the chain is received.For a zigzag path, we allow

such a chain, but also allow any message in the chain to be sentbeforethe previous one is received, as long as the

send and receive are in the same checkpoint interval. Thus, a causal path is always a zigzag path, but a zigzag path

may not be a causal path (and thus may not cause one checkpoint to happen before the other). Figure 1 illustrates

such a difference. Acausal path exists fromC1,0 to C3,1 formed by the chain of messagesm1 and m2, the receive

of m1 happeningbeforethe send ofm2; this causal path is also a zigzag path.A zigzag path exists fromC1,1 to

C3,2 formed by the chain of messagesm3 and m4, the receive ofm3 happeningafter the send ofm4; this zigzag

path is not a causal path, since it does not causeC1,1 to happen beforeC3,2.

Another difference between zigzag paths and causal paths is that zigzag paths do not always represent

causality, so it is possible for a zigzag path to exist from a checkpoint back to itself (called a zigzag cycle). In con-

trast, causal paths can never form cycles.A zigzag cycle can exist because in a zigzag path we allow a message to

be sent before the previous message in the path is received (as long as the send and receive are in the same check-

point interval). Figure 3 shows a zigzag cycle involvingC2,1, formed by messagesm4 and m3; m3 is sent before

m4 is received, and both are in the same checkpoint interval (S1,1).

3.2. ConsistentGlobal Snapshots

Our definition of zigzag paths generalizes the happened-before relation since causal paths are always zigzag

paths but notvice versa. Making such a generalization allows us to capture exactly what constrains checkpoints to
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be in the same consistent snapshot. In this section, we prove that a consistent snapshot can be formed that includes

an arbitrary setSof checkpoints iff no zigzag path exists between any two checkpoints inS (including a zigzag cy-

cle from any checkpoint to itself).

Intuitively, if a zigzag path exists between a pair of checkpoints, and that zigzag path is also a causal path,

then the checkpoints are ordered.Because consistency requires checkpoints to be unordered, they cannot be con-

sistent. However, even if the zigzag path is not a causal path, a consistent snapshot cannot be formed that contains

both checkpoints. The zigzag nature of the path causes any snapshot that includes the two checkpoints to be in-

consistent. To visualize the effect of a zigzag path, consider anysnapshot line(a line drawn through a set of

checkpoints) through the two checkpoints. Figure 2 shows two snapshot lines throughC1,1 andC3,2. Because of

the zigzag between the two checkpoints, such a line always crosses at least one message in the zigzag path, and

this message causes one of the checkpoints in the snapshot to happen before another. In Figure 2, the zigzag path

from C1,1 to C3,2 renders any snapshot line through these checkpoints inconsistent (shown by the dashed lines in

Figure 2).

Conversely, if no zigzag path exists between two checkpoints (including a zigzag path from a checkpoint to

itself), then it isalwayspossible to construct a consistent snapshot containing them. By including the first check-

p1

p2

p3

C1,0 C1,1 C1,2

C2,0 C2,1 C2,2

C3,0 C3,1 C3,2

m1

m2

Inconsistent snapshot lines

Figure 2. The zigzag path fromC1,1 to C3,2 renders any snapshot line throughC1,1 and C3,2 inconsistent.

A message that orders the checkpoints crosses any snapshot line, making the snapshot inconsistent.
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point in each process that has no zigzag path to either checkpoint, a consistent snapshot is formed.The snapshot is

guaranteed to be consistent since none of its component checkpoints can happen before one another (otherwise, at

least one of its checkpoints has a zigzag path to one of the two checkpoints). The following theorem proves these

observations.

Theorem 1 (Consistency Theorem)

A set of checkpoints,S, from different processes can belong to the same consistent global snapshot iff no

checkpoint inShas a zigzag path to any other checkpoint (including itself) inS.

Proof.

If Part. We will show that the absence of the zigzag paths implies that checkpoints inS can belong to the

same consistent checkpoint.We construct a consistent global snapshotG that contains the checkpoints inS

and one checkpoint in each other process as follows:

(1) Foreach process that has no checkpoint inS but that has a zigzag path to some checkpoint inS,

we include inG its first checkpoint that has no zigzag path to any checkpoint inS.

(2) Foreach other process that has no checkpoint inS, we include its initial checkpoint inG. Note

that no other checkpoint can happen before this initial checkpoint.

We claim that all checkpoints inG are mutually unordered (soG is consistent).To establish a contradiction,

assume that one checkpoint happens before another.

Case 1.Cp,i ∈ S happens beforeCq, j ∈ S. Since Cp,i happens beforeCq, j , a zigzag path also exists, con-

tradicting the assumption that no zigzag path exists between any two checkpoints inS.

Case 2. Cp,i ∈ S happens beforeCq, j ∈ G − S. A zigzag path must exist fromCq, j−1 to Cr ,k for some

Cr ,k ∈ S. This zigzag path, plus the messages that causeCp,i to happen beforeCq, j , establish a zigzag path

from Cp,i to Cr ,k, contradicting the assumption.

Case 3. Cp,i ∈ G − S happens beforeCq, j ∈ S. Since Cp,i happens beforeCq, j , a  zigzag path also exists,

contradicting the wayG was constructed.

Case 4.Cp,i ∈ G − S happens beforeCq, j ∈ G − S. A zigzag path must exist fromCq, j−1 to Cr ,k for some

Cr ,k ∈ S. As in case 2, this zigzag path, plus the messages that causeCp,i to happen beforeCq, j , also estab-

lish a zigzag path fromCp,i to Cr ,k. But this contradicts the assumption thatCp,i was the first checkpoint in

p with no zigzag path to any checkpoint inS.
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Only-If Part. We will show that if a zigzag path exists between any two checkpoints inS, then they cannot

belong to the same consistent snapshot.We first prove the case where there is a zigzag path fromCp,i to

Cq, j , and then consider the case of a zigzag cycle from some checkpointCp,i to itself.

Assume that a zigzag path exists fromCp,i to Cq, j . We use induction on the numbern of messages compris-

ing the path to show thatCp,i andCq, j cannot belong to the same consistent snapshot.

Basis(n = 1). A zigzag path consisting of one message is also a causal path, so in this caseCp,i iiiiiHB Cq, j ,

implying that they cannot belong to the same consistent shapshot.

Induction. Assume that a zigzag path ofn messagesm1
. . .mn from Cp,i to Cr ,k implies thatCp,i andCr ,k

cannot belong to the same consistent snapshot.We will show that a zigzag path ofn + 1 messages

m1
. . .mnmn+1 from Cp,i to Cq, j implies thatCp,i andCq, j cannot belong to the same consistent snapshot.

To establish a contradiction, assume thatCp,i andCq, j can belong to the same consistent snapshot, and that

messagemn+1 is sent by processr during its checkpoint intervalSr ,k. By the definition of zigzag path,mn

must be received in the same or previous checkpoint interval asmn+1 is sent. Thus messagesm1
. . .mn con-

stitute a zigzag path fromCp,i to Cr ,k+1. According to the hypothesis,Cp,i cannot be in the same consistent

snapshot withCr ,k′ for all k′ ≥ k + 1. In addition, because messagemn+1 is sent afterCr ,k and received be-

fore Cq, j , Cr ,k and its preceding checkpoints are all ordered beforeCq, j . ThusCq, j cannot be in the same

consistent snapshot withCr ,k′ for all k′ ≤ k. Therefore, no checkpoint in processr can be combined with

bothCp,i andCq, j to form a consistent snapshot.

We now show that a zigzag path fromCp,i to itself means thatCp,i cannot belong to any consistent snapshot,

and thus checkpoints inS cannot belong to the same consistent snapshot.To establish a contradiction, as-

sume thatCp,i belongs to a consistent snapshot,G, but there exists a zigzag path fromCp,i to itself consist-

ing of messagesm1
. . .mn (note thatn ≥ 2 because a single message cannot constitute a zigzag cycle).We

show that the zigzag cycle impliesG cannot be consistent.

Suppose messagemn is sent by processq during its checkpoint intervalSq, j . Messagemn causesCq, j and

all the preceding checkpoints in processq to be ordered beforeCp,i , so Cq, j or any preceding checkpoint

cannot belong toG. However, according to the proof of the previous case, the zigzag path consisting of

messagesm1
. . .mn−1 from Cp,i to Cq, j+1 implies thatCq, j+1 or any subsequent checkpoint inq cannot be-

long toG. Thus, no checkpoint inq can belong toG, so G cannot be consistent. QED
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3.3. Examples

The Consistency Theorem shows that the zigzag notion captures exactly the conditions for an arbitrary set of

checkpoints,S, to all belong together in the same consistent snapshot.Two interesting special cases include the

conditions for an arbitrary checkpoint to be useful in the sense that some consistent snapshot exists to which it be-

longs (i.e., |S| = 1), and the conditions for two arbitrary checkpoints to both belong to the same consistent snapshot

(|S| = 2). In this section, we present these special cases as corollaries, and give examples to illustrate them.

Corollary 1

CheckpointCp,i can belong to a consistent snapshot iffCp,i is involved in no zigzag cycle.

In Figure 3, there is a zigzag path fromC2,2 to itself (formed by messagesm4 and m3). Thiszigzag cycle

implies thatC2,2 cannot belong toanyconsistent shapshot. Because ofm3 (the message that completes the zigzag

cycle),C2,2 is inconsistent withC1,1 or any preceding checkpoint in processp1. Similarly, the Consistency Theo-

rem shows that the zigzag path fromC2,2 to C1,2 (consisting only of messagem4) meansC2,2 cannot be in any

consistent shapshot withC1,2 or any subsequent checkpoint inp1. Thus,C2,2 cannot be combined with any check-

point in p1 to form a consistent shapshot.Conversely, as illustrated below, if a checkpoint is involved in no

p1

p2

p3

m1 m2 m3 m4

C1,0

3,0

C

C

C

2,0

1,1

C

C

C3,1 3,2

C1,2

C2,1 2,2

Figure 3. A zigzag cycle fromC2,2 back to itself, and a consistent snapshot including

C1,1 and C3,2 (between which no zigzag path exists).
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zigzag path, then it is always possible to include the checkpoint in a consistent snapshot.

Corollary 2

CheckpointsCp,i andCq, j (p ≠ q) can belong to the same consistent global checkpoint iff

(1) nozigzag cycle involvingCp,i or Cq, j exists, and

(2) nozigzag path exists betweenCp,i andCq, j .

Corollary 2 states that, for two checkpoints to belong together in the same consistent snapshot, no zigzag

path can exist between the checkpoints, including a zigzag path from either checkpoint to itself (otherwise, by

Corollary 1, they could not belong to any consistent snapshot). In Figure 3, there is no zigzag path betweenC1,1

andC2,1, and neither is involved in a zigzag cycle.Thus, a consistent snapshot exists in which bothC1,1 andC2,1

appear. We can construct such a snapshot,G, by including the first checkpoint in processp3 that has no zigzag

path to eitherC1,1 or C2,1. C3,2 is such a checkpoint, sinceC3,1 is the last checkpoint inp3 that has a zigzag path

to eitherC1,1 (formed bym2) or C2,1 (formed bym2 and m1). Notethat a zigzag path is formed fromC3,1 to C2,1

by messagesm2 and m1, since m2 is received in the same checkpoint interval asm1 is sent. Thus,

G = { C1,1,C2,1,C3,2}, shown by the dotted line in Figure 3.Several observations show that all checkpoints inG are

mutually unordered and thusG is consistent.First, no zigzag paths betweenC1,1 andC2,1 means that neither hap-

pens before the other. Second, no zigzag path fromC3,2 to eitherC1,1 or C2,1 ensures thatC3,2 does not happen be-

fore either of these checkpoints.Finally, neither C1,1 or C2,1 can happen beforeC3,2; otherwise, a zigzag path

would exist from one of them to the other, contradicting the assumption. For example, ifC1,1 happened before

C3,2, then the messages comprising this causal path, plus messagem2, would form a zigzag cycle fromC1,1 back

to itself.

4. Conclusion

We have shown that the zigzag notion, as a generalization of Lamport’s happened-before relation, captures

exactly the conditions for a set of checkpoints to belong to the same consistent global checkpoint.We proved in

this paper that a set of checkpoints can belong to the same consistent global checkpoint iff no zigzag path exists

from a checkpoint to any other.

The results can be used in applications that requires saving or analyzing consistent checkpoints.We have

shown in a previous paper one application of our results to reducing rollback propagation for independent check-

pointing. We envision the results can also be used in other applications, such as analyzing global states, and reduc-

ing space overhead for message logs and checkpoints.
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