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Abstract Obtaining repeatability requires tracing the execusion’
messages, using the trace to replay the program as
needed. Iprevious work we developed adaptivestrat-

egy that makes run-time tracing decisions, usually tracing
only 0-10% of the messages, and reducing the cost of
tracing by 1-2 orders of magnitude over past schemes
Which trace every message-dowever this technique
required reexecuting the program from the beginning, and
can provide unacceptable response time to replay requests
of long-running programs. In this paper we present a new

fr:itr]e'(fill?:telad (r);cferzg?esth;ubs?gtl)nemgggc?F())Fijr(])tret dmC(reeri-o di scheme that integrates checkpointing and adaptive mes-
playp P P sage logging to providimcrementalreplay dlowing the

c_aIIy and the contents of Some Messages traced, but th(S"xecution to be restarted from intermediate stat@sr
time and space cost of saving these messages can be pr

hibitive. This paper presents aadaptive message log- Séheme adapts o the executiomessage-passing pat-

ging algorithm that keeps these costs low by logging Onlyterns to log only the contents of messages that would sub-
a fraction of the message©ur algorithm dynamically stantially slow replay if not logged. Experiments on an

tracks d d to determi h.i SC/860 show that only 110% of the messages typi-
racks dependences among messages to determine whic lly need to be logged, and that such a log fciert to

st o e O piyanypan of i xecuon. Our s

execution, and domino-free replay allows any part of thesmu_ltaneouslly lowers .Ioggmg overhead while bounding
L : X the time required to satisfy a replay request.

execution to be quickly reexecute@Experiments on an

iPSC/860 hypercube indicate that our algorithm logs only Our approach to supporting incremental replay is to

1-10% of the messages, a 1 to 2 order of magnitudeperiodically checkpoint to disk the state of each process.

reduction over past schemes which log every message/Ve @n then restart the execution of any process from one

Our experiments also show that the resulting logs provideof its checkpoints instead of from its beginninfp sat-

a gnall bound on the amount of reexecution needed to satisfy message receive operations during the rephsy

isfy any replay request. Our new logging algorithm thus Must also log the contents of some messages, and logging

reduces the overhead of message logging while boundinds @ dominant cost of this scheméle keep this cost low

Cyclic debugging executes a program over and over
to track down bugsHowever for message-passing paral-
lel programs, nondeterminacy makes cyclic debugging
impossible without support of special tool$o provide
repeatable executions, messages must be traced for lat
replay Since parallel programs are long-running, provid-
ing fast response to debugging queries requm&aemen-
tal replay where reexecution is started from intermediate

the response time to replay requests. by not logging every messag&Vhen processes check-
point independently of each othere have the freedom to
1. Introduction restart a process from any of its checkpoints, indepen-

dently of where other processes are restarted. This free-
allowi b inf tion t twally b | dom allows us to decide at run-time which messages need
€0y alowing enough information to eventually be Col- . o logged because they can be quickly recomputed

lected 0 understand bugsdowever message-passing (during the replay) by re-executing the processes that sent

parallel programs can be npndeterm.inistic, and obtainingthem_ Vé log only messages whose recomputation would
repeatable executions requires special tools — bugs can-

| b duced b impl .~ substantially slow replay by causinglamino effect For
not always be reproduce y a simpie reexecuuon'example, a domino effect occurs when some part of a pro-
This research was supported by ONR Contract N00014-91-3-4052°€5S (sayp,) must be re'e)_(eCUted tO_ reproduce a message
(ARPA Order 8225) and NSF grant CCR-9309311. needed by anothebut p; itself requires a message that
causes part of a third procegsto be re-executed, arnm
requires a message sent by an earlier papy ofequiring

Repeated execution is a powerful debugging strat-




p, to be restarted even further badh.the worst case this Although IPC tracing alone provides information
domino effect can continue indefinitehgquiring all pro- sufficient for replay it requires restarting the execution
cesses to be restarted from the beginning of the executiorfrom its beginning, which is impractical for long-running
Our algorithm logs enough message to completely avoidprograms — tool users expect fast responses to debugging
any domino effect during replay. queries. © achieve quick replaycheckpoints must be
taken to periodically save the execut®nhtermediate
locates and logs domino-effect-causing messages states. Imaddition, the contents.of certain messages must
algorithm tracks dependences between messages, arﬁ’JSO be logged For example, Figure 1 shows an execu-
when a message is received that introduces a dominoton Whgre each process take; two checkpoitftsthe
effect-causing dependence, it is loggedo other mes- checkpoints are always combined as shown to form

sages are loggedy logging enough to provide domino- restart linesfor replay then messagt—:nZ is !ost— it was
free replayonly a small amount of each process must be sent before the rightmost line but received afténus,

reexecuted to satisfy any replay requeExperiments when replay starts from this restart linpl will not
show that in each process only one or two intervals€generate the message, so its contents must be initially

between checkpoints usually need to be reexecutéa. logged during execution (so the message receive can be

also present a model to exactly characterize which mesSatisfied from the log during replay)f the replay will

sages lead to domino-causing dependences, and prove thaiways begin from either of the two lines shown messages

logging the minimal number of messages to avoid theseM® and m3 need_ not be logged since they will always be
dependences is NP-hard. Our algorithm logs the first'ecomputed during any replay.
message at which such a dependence can be detected, and Checkpointing and message logging has been
is thus an approximationHowever experiments show mainly studied in the context of fault tolerant computing
that it performs well. [4, 10, 12] and global-state evaluation[1Two major
schemes have been proposedordinated checkpointing
and independent checkpointingWith a coordinated
checkpointing, some process must initiate the checkpoint-
2 Motivation and Related Work ing session_ and run an _algorithm to coordinate all other
) processes in saving their states[1]. Messages that cross
There are two parts to incremental replay of mes- e |ine formed by the local checkpoints are also saved.
sage-passing programs: Inter-process communicationythough coordinated checkpoints can be used for replay
(IPC) tracing, and checkpointing and message 109ging.thejr main disadvantage is that they force all processes to
IPC tracing records enough to ensure that replay 'S'detercheckpoint at about the same tim8uch a scheme does
ministic and exhibits the same computation as the original, ot adapt well to the executisnhmessage passing pat-

execution. Checkpointingnd message logging saves a (grs, but instead logsl messages in-transit at the time
program$ intermediate states so that replay of long-

running programs can start from a checkpointed state

Our main result is an algorithm that dynamically

This work is part of our larger effort on developing
adaptive tracing strategies for debugging[7, 8, 14].

(instead of the beginning)Although in this paper we Checkpoint
address checkpointing and message logging, below we , /
briefly describe past work on both problems. pl ;’.{ ° ;E: "

In a message-passing program, variations in s g
scheduling and message latencies can cause two execu- ml m X
tions of the same program on the same input to produce S
different results. Although this nondeterminacy may be p2 9“'6 ° x
intended, replaying an execution of such a program ; !
requires information about how its processes communi-
cated during that execution. By tracing the order in which
messages are delivered (but not their contents), a traced
execution can be replayed from its start by forcing a reex-
ecution to deliver messages in the same ordef[613].  Figure 1. Example execution with checkpoints. The
Since IPC tracing is necessary for replag assume that  restart lines show waysto start replay. M essage m2
such a scheme is always used in addition to checkpointings then ““lost” and must beretrieved from thelog.
and message logging (and since message contents are not
recorded, its overhead is much lower).

m3

Restart Lines




of the checkpoint. If the coordinated checkpoint is initi- and-22> is thereplay dependenceslation defined oveE.
ated at an mopportune moment, many messages pogld be An event represents the execution instance of a
logged. Thisproblem stems from the overly restrictive send, receive, or checkpoint operatiowe @sume a

‘Qewl that (;)nlytsct:orzsflstent checkpt0|n:s hcarl]< b? t‘taken'fixed number of processes exist during execution, and de-
eplayneed noistart from a consistent Checkpoint, any ;o yhe set of all events in procgsdy E,, and thei®"

set of checkpoints can be combined for restarhe heckooint in or asC. . Thestate intervalS. . i
approach we outline in this paper exploits this observation®"€¢XPO . procesp as pii estate intervaiop; IS
all computation performed in procegsbetween check-

by computing at run time how individual checkpoints are " q d includ b
best combined to minimize the number of messagesPCNSCpiandCypi. (and includesC,; but notCyp;.y).

logged. The replay dependence relatiocR2> , shows how

In contrast, independent checkpointing gives each®Vents depend on one anothering a eplay. An a/ReDnt
process the autonomy to checkpoint independently of allP iS Said to beeplay dependerin an evena (i.e., a ==
others. Themain disadvantage is thdomino-efiect D) iff @ must be reproduced during re-execution before
Since the checkpoints are no longer coordinated, replay£an be re-executed, becauseprecedesb in the same
ing part of one process could require an earlier interval ofState interval, or because a sequence of messages was sent
another to also be re-executegor example, if in Figure ~ TOm %éor a following event) td (or a preceding event).
1 the execution were started from the rightmost restart1n€ = relation is identical to Lampog’ happened-
line, butm2 had not been logged, then processcannot before relation[5] except that events in a state intesyal
be started from the checkpoint but must be rolled backdonotnecessarily depend on eventsSy)_; (the previous
further so tham2 will be recomputed. In the worst case, State interval), even though they both belong to the same
the reexecution has to be started from the very beginningprocess. Thiglefinition reflects the independence during
To avoid the domino effect, each process must indepen-replay of a state interval on earlier ones; siSggcan be
dently determine which messages to log. Most work onre-executed starting frorf8,;, no events in earlier inter
message logging has been in the fault tolerance commuvals in the same process need be executedlamports
nity, where execution is restarted after a fault only from relation, an event is dependent on all earlier events in the
last consistent checkpoint[12], and old messages can beame processThe 22 relation is defined as the irreflex-
discarded. Howevefor debugging, replays are requested ive transitive closure of the union of two other relations:
often (unlike failures), and they must complete quickly BB = (29 0 -Ms)* The-S% relation shows the order
Thus, we wish to be able to restart framy checkpoint,  in which events in the same state interval exectite "
which need not be consistenthe fault tolerance results event in a state interval in procesg§denotede,,;) aways

thus do not solve the replay problerm the debugging  executes before thier 15 event in the same intervas;

. . . A p.i
community previous work on independent checkpointing _so, epis1. Note that the last event in the interval is not

flosr] r\?\/ﬂa i:;pkl))é gi)cheisitgczlycg%eerx;v(g al messages[B,OSrc()jered before the_first event in the following iqter\_/al by
' ' =9, " The M relation shows the message deliverias:
Our work on adaptive logging exploits independent -Ms h means thaa sent a message thateceived (and we
checkpointing by combining checkpoints for replay in write a-™s b to denote the message).
ways that adapt to the particular execution being traced.
This paper reports the first results on how to support
trace-and-replay debugging with independent checkpoint-
ing without logging all messagefn Section 3 we present
our model for representing program executions, and us
this model in Section 4 to consider how checkpoints can

Figure 2 illustrates for an example checkpointed

program execution thexecution graphan ejuivalent

representation o = [E, B2 [ The events irE are the

nodes of this graph, aral-R2 b iff a path exists froma

0 b in the graph. In our examples, we implicitly assume

be combined to minimize message logging but still avoid that intra-process edges are directed from left to right (but
we omit the arrowheads from the figures). Note that there

the domino dkct. In Section 5 we present an adaptive . ; .
logging algorithm that makes these decisions on-the-fly IS no edge entering any of the checkpoints (denoted by the

and in Section 6 present experimental results that show ;nz)ér:?gfztr']nget/fgtthe checkpoints are not replay de-
our algorithm usually logs only-110% of the messages. P y '

3. Mode 4. Domino-Free Replay

Our model is simply a notation for representing
. . : terval
program executionsA checkpointed program execution
is a pair P = [E, ®2 [JwhereE is a finite set okvents

Our goal is to be able to replay any single state in-
in the executionWe @n easily replay multiple in-
tervals by simply concurrently replaying several single in-



tervals at once (discussed in Section 5T).replay some
interval S,;, we must restart the execution of procgss
from checkpointC,;, and then ensure that the messages : 3
Sp,i originally received (during execution) are reproduced pl '
(during replay). To reproduce a message we can either

log it initially during execution (so we can retrieve it from

the log during replay), or we can recompute its contents

by also replaying the state interval that sentritthis sec- p2
tion we present results showing which messages need to
be logged and which can be timely recomputéde log ~-r
only the domino-effectmessages, which if not logged

could cause arbitrarily many other intervals to be replayed p3  X— >( . Y
(to recompute messages) when satisfying a replay request, R t‘M—J
thus slowing replayWe first define precisely which mes- estartLine =32

sages need to be reproduced to allow any state interval to
be replayed, and characterize what domirfeetffree re-  Figure 2. Restart linefor replaying interval S, 5. The
play means.We then prove that by logging enough domi- " gindicate checkpoints. Only message m4 is logged,

no-efect messages, the replay of any state interval will gng only bold parts of stateintervals are re-executed.
never exhibit a domino ffct. In Sections 5 and 6 we

present an on-line algorithm for detecting and logging

these messages and show its effectiveness. restarted, it may be stopped and then restarted from a later
To replay a state interva,;, any messaga > b checkpoint to skip over receives of messages that are not
on which an event i§,; depends must either be recom- needed. Thistart/stop replay allows us to avoid logging
puted during replay or be initially logged during execu- SOmMe messages that need not be reproduged (such as m6).
tion. To recompute messages during replase must  1he bold portions of processes, p2, andp3 in Figure 2
choose aestart ling checkpoints at which to restart each are re-executed to repldy s
process (illustrated in Figure 2). Any message on which To decide where to place the restart line, we attempt
Sp,i depends that is sent from the right of the restart lineto log as few messages as possible as long as messages
will be recomputed during replay (and thus need not becan be quickly recomputedf we were to always recom-
logged). Anymessage on whic8,,; depends that crosses pute the messages on whigh; depends, theomino ef-
the line from left to right must initially be logged so it can fectmay force arbitrarily many state intervals in the past
be retrieved from the log during repla@therwise, it will to be re-executed[9]Our approach is to log enough mes-
be unavailable during replasince its sender (which is to  sages to providdomino-fee eplay. Figure 3 illustrates a
the left of the line) is not being re-executddl.S,; does domino effect when replayin®, ;. If no messages are
not depend on a messageé's b, it means thass,; either initially logged, we must replay all the state intervals in
depends in no way on the state inter¥athat sent the  pl and p2 to recompute message m4; inten@l, re-
message, or that it depends only on eventX isefore a quires a message frord, ,, which requires a message
M b was sent. from S, 5, which finally requires a message frd#n;. In
Figure 2 illustrates these cases. If we wish to re- general, the domino effect can force replay to start at the
play intervalS, 5, we reed to reproduce messages m4 and very beginning of the exef:utioﬁlihg domino-effect mes-
m5. Theycan be either logged or recomputed. If we Sagescause this effect by |_ntroducmg replay de.pendences
choose the restart line as shown, message m5 will be relfom earlier state intervals in a process to later intervals.
comp_uted (by also replaying inte_rvSi,g,), aljd message  pefinition 4.1
m4 will be logged (message m4 is a dominfeaf mes-
sage (described below) and is logged by our algorithm).
Since S, 3 is also being replayed, the message it requires
(m7) must also be reproduced, and is recomputed by re-

A domino dependences a replay dependence
from an event in an interva,; to an event in a
later intervalS, ; in the same process$ ¢ i).

playing S; ,. Even though m6 crosses the restart line, it is The domino-effect messagese those messages
not logged, sinceS; 3 does not depend on mé — it is re- that Iig on any path in the execution graph that
ceived by p3 after 8 snds the message on which the comprises a domino dependence.

other intervals depend (m7). In general, after a process is



ging messages) to break all paths from a state interval to
future state intervals in the same process, then any state
interval can be replayed with no domino effect.

Si1.3
Pl e Although the next theorem states that computing
4 the minimal number of messages needed to provide domi-
m m m m S 3 m no-free replay is NP-hard, we present an on-line approxi-
’ mation algorithm in the next section that works by log-
m 7

ging any message that completes a domino dependence.

Theorem 2 (Message-Logging Complexity Theorem)
Computing the minimal number of messages that
p3 \ . ry must be logged to obtain domino-free replay is an

'T NP-hard problem.
2

5. Adaptive Logging and Replay Algorithms

Figure 3. Domino effect when replaying interval S, 5, Theorem 2 shows that the problem of logging the
causing pl and p2to start at the beginning of the minimal number of messages to provide domino-free re-
execution. Domino-effect messages are in bold, and play is NP-hard. In this section, we present an on-line ap-
bold parts of state intervals must be re-executed. proximation algorithm, and discuss how to replay from
the message logAlthough we concentrate on replaying a

N ] single state interval, the replay scheme can be extended to
Intuitively, the domino-effect messages are those ygpjay multiple state intervals concurrently.

causing replay dependences that make it impossible to re-

play S,; without also re-executing earlier state intervals 5 1 Adaptive M essage-L ogging Algorithm
in the same procesOur goal is to providelomino-free

We row present our message logging algorithm,

replay. - ; .

eplay shown in Figure 4. Our approach is to dynamically track

Definition 4.2 the replay dependences among messages and checkpoints
We say that a state interva,; will have domino- ~ to determine which messagesomplete a domino-

free eplayiff it can be replayed without reexecut- dependence, and log only these messagesnessage
ing any previous state interva,; (j <i) in the completes a domino dependence if it is the first message

same process. tha.t complqtes a path from an earlier state interval to a lat-
. _ . _ er interval in some proces§o track dependences, each

The executiorP will have domino-free replayfif  process keeps count of its current state interval and main-

all of its state intervals will have domino-free re- tains arep|ay dependence VectQRD\/)' The RDV is

play.

Theorem 1 states that logging enough domino-

effect messages to break the domino dependences guarag: ¢ (e-BD: Sendfor any event in any earlier state
tees that replay is domino-free (proofs appear in the Ap-3j interval of procesz)) then y

pendix). InSection 6 we show that domino-free replay ,. |, . N
. . [* Msgcompletes a domino dependence */
allows any state interval to be replayed by typically reexe- log Msg

cuting at most one or two state intervals in each other pro-6j dse
cess. :

7. I* Msgdoes not complete a domino dependence */
update this process’ replay dependence veRDX)
from the RDV piggybacked omMsg;

1: Send= the event that seMlsg;

Theorem 1 (Domino-Free Replay Theorem)
We sy that a replay dependenees b is broken
if the messagea * b is logged. By logging
enough domino-effect messages to break all domi-Figure 4. Adaptive message logging algorithm,
no dependences, the execution will have domino-invoked after receiving Msgin process p.
free replay.

8:
9:

If we consider the execution graph, this theorem states
that if we remove enough edges from the graph (by log-



similar to a vector timestamp[2] (used to maintain the
happened-before relation, discussed in Section 3), except
that it is a vector of state interval indices, one per process.

The currentRDV for processp contains the index of the ~ PLSRPV:
earliest state interval in every other process on wipich
has a replay dependenderocessp’s RDV entry for p it- pl

self always contains its current state interval number

Each process appends RDV onto outgoing message,

and upon receiving a message, updatedRlid/ as de-

scribed below After taking a checkpoint, a process re- p2
initializes its RDV by nullifying all components except

the one for itself, indicating that the newly taken check-

point is not replay dependent on any other event. At any pP3 % % ; ;
point, the RDV shows the checkpoints that comprise the 1 2

current restart line.

To determine whether a message completes a domiFigure 5. Message logging algorithm on examplein
no dependence, the algorithm in Figure 4 is invoked afterFigure 2. Each dashed message completes a domino
each receive operationVhen procesg receives a mes-  dependence and islogged. Thereplay dependence
sage, it checks whether the sender is replay dependent ovector (RDV) piggybacked on each message is shown.
any previous state interval ip (lines 1- 3 in FHgure 4).
This check is performed by determining if th® compo- ) ) )
nent of the piggybacked vector is less than the currenS€nd event thus depends on an earlier state interydl in
state interval number gd. If so, then the sender depends (S, by the dependence introduced Iyl), so m2 is
on some event in an earlier intervalmfthe message thus 109ged. Sincepl will not depend during replay om2
completes a domino dependence and is loggether-  (Pecause itis loggedpl’s RDViis left unchanged.
wise, the message can be reproduced during replay by  Similarly, our algorithm logsm4, the message that
properly choosing the restart line (discussed later) and iscompletes the domino dependence fimto S, 3. Mes-
not logged. When the message does not complete a domsagesm2 and m4 (the dashed edges in Figure 5) are the
no dependence, theDV must be updated to reflect the on|y messages |Ogged3'\fter removing the dashed edges
new dependence it introduces; tR®V is updated by a  from the execution graph, we can see there is no path
component-wise minimum with the vector appended to from an event in an earlier state interval to an event in a
the message (except that if an entry for one of the vectorsater interval of the same process. By Theorem 1, we can
is null, then the element from the other is used as the rerep|ay all state intervals with no domindezft. Notethat
sult). UpdatingRDV's by a component-wise minimum  ajthough our algorithm logs the minimal number of mes-
ensures that they always show the current restart line. sages in this examp]e, in genera| it is not opt|ma| when a

To illustrate our algorithm, consider the execution domino-efect message lies on more than one path (where

of Figure 2, which is reproduced in Figure 5 with mes- 109ging one message can break many domino depen-
sages annotated with their piggybackRBV's. We oon-  dences).

sider why messages2 and m4 ae logged. When pl

takes its first checkpoinCy 1, its RDV is initialized to ~ 5.2. Execution Replay

[1,-,-]. Whenpl sndsmil, it appends thiRDV to the We row outline how to replay a state interval using
message. Wherp2 receives ml, the algorithm tests the message logs generated by our algorithm. Our algo-
whether the second element of the piggybacR& is rithm guarantees that, for any state interval, all messages
less than the current checkpoint interval numbeis not on which it depends have either been logged or can be re-
(since it is null), meaning that the sender does not depengjenerated during replay with no domindeef. Thecrux

on an earlier interval ip2, so messagenl is rot logged.  of replay is computing the proper restart line and deter
Consequentlyp2's RDV is updated to [1,1,-] by taking @ mining which state intervals must be reexecutad.dis-
component-wise minimum with the piggybacked vector cussed in Section 2, we must also ensure replay is- deter
The newRDV indicates the restart line needed for replay- ministic by forcing messages to be delivered in the same
ing interval S, ; up to the current eventWhen pl re-  order as during the original executioBnforcing this or
ceivesm2, the first component of the piggybacke®V der requires using the message dependence trace (which
is 1, less tharpl’s aurrent state interval number (2Jhe we assume is always recorded), and for this we rely on




past schemes and do not address this problem keége. the starting and stopping cost should be. Idwaddition,

focus only on how to determine which state intervals needskipping unneeded portions of the execution further re-

be replayed.We nsider how to replay a single state in- duces replay response time.

terval, S, ;, dthough multiple state intervals can easily be This method of replaying a single interval can be

replayed concurrently using the same approach. directly extended to replay multiple intervals concurrently
To determine where to start replay f@&,;, the (e.g., to replay up to some consistent global sta@@en

restart line is computed by constructing the execution@ %t of intervals to be replayed, we form the restart line

graph and locating the earliest checkpoint in each proces§y computing a minimum over the restart lines for those

on which any event i§,; depends. Procegsitselfisal-  intervals. Anymessage not logged on which one of the

ways restarted from checkpoir€,;. The execution intervals depends will be regenerated.

graph is constructed from the message dependence trace, )

which shows to which event each message was delivere§ Experimental Results

(discussed in Section 2). To measure the &ctiveness of our adaptive mes-

Once the restart line is known, we must then com- Sage logging s_trategyve analyzed executions of several
pute which portions of the state intervals to the right of MeSsage-passing programle measured the percentage
the line should be reexecuted. Recall that only those por©f messages our algorithm logged, and the number of
tions of intervals on whicls,; depends need be reexecut- state intervals needing ree_xecunon to satisfy a repllay re-
ed (as illustrated in Figure 2), and this start/stop replay al-quest Thesmeasures indicate h.OW well we adaptively
lows us to avoid logging messages tBg does not re- reduce trace size, and how effectively domino-free replay
quire (such as message m6 in Figure\B)p must reexe- keeps replay time lowWe computed these measures as

cute at least part of each interval on wh) depends, we varied the frequency with which each process takes a

and these parts can easilv be computed bv examinin thcheckpoint. '® compare the results as this frequency var
°sep astly P oy ning ?ed, we simulated our algorithm from a message trace of a
execution graph; we find the last event in each interval

. . i single execution of each progransince the test pro-
frpm which a path to an ev_ent B exists (this eyent grams were nondeterministic, simulation was necessary to
will always be a send). During replay each such interval 55, 5 1o vary checkpoint frequency and still analyze
s started fror_n Its ch(_ackpomt, and stopped (by Seting &he same execution (otherwise,felient runs would pro-
local b_reakpomt) at this send. Reexecutl_ng all such-inter duce different executions)Our experiments show that
vals will ensqre that all messages requiredSgy (and only 1-10% of the messages were typically logged, a
not logged) will be recomputed. substantial reduction over past schemes which log the

Note that sometimes a message will be recomputedcontents of every messagk addition, we found that on-
that no interval requires (e.g., a message sent to an intety one to two state intervals in each process usually re-
val on whichS;,; does not depend). These unneeded mes-quired reexecution to satisfy any replay request, indicat-
sages pose no problem since the mechanism for forcindng that logging the domino4eict messages is effective at
the original message delivery order (to keep replay -deter keeping replay times low.
ministic) will ensure that they are never delivered to the Our first experiment investigated what percentage
wrong receive operation. of messages are typically loggeVe analyzed five test

To illustrate replaysuppose that intervad, 5 in the ~ programs (provided by colleagues) on a 128-node Intel
example of Figure 2 is to be replayethe restart line is  IPSC/860 hypercube. Each program was run once on a
shown, and consists of the earliest checkpoints on whichl6-node subcube with an instrumented message-passing

S, ;depends. Notéhat m4 is logged, s8,; ; does not de- library to provide traces for simulation. These programs
pend onC, , for replay Replay is begun from the restart an between 10 and 934_ seconds and pas_sed between 300
line, and all of intervalS, 5 is reexecuted, sincg, ; de- and 370,000 messageSince the checkpoint frequency
pends on its last event (which sends m3pwever inter- has an impact on our algorithenperformance (e.g., no

val S, , is stopped after sending m7, sire; depends on ~ Mmessages are logged if no checkpoints are taken), we var
no subsequent events in this interval. ied the period with which each process takes its check-

. . ) point as we simulated the algorithiie varied the period
Although starting and stopping the replay incurs fom 19 of the total execution time to 50% (taking a

some overhead, it allows us to avoi.d logging unnecessaryneckpoint every 1% results in 100 checkpoints per pro-
messages and further reduce run-time overhead. The €Xsegs) Datdor checkpoint periods longer than 50% are
periments in Section 6 indicate that not many intervals ymitted since then only two checkpoints are taken (per
usually need be reexecuted to satisfy a replay request, SBrocess) and the data for 50% is representafiigure 6



30

25

20

15

10

Percentage of total number of messages

T XT T T T T T T T

"det"
"mesh"
"mult" e A
X "sys" -x
"router" -+--

10 15 20 25 30 35 40

Checkpoint period (percentage of total execution time)

Figure 6. Percentage of messages logged for varying
checkpoint intervals.

Maximum # of intervals reexecuted per process

T T T T T T T T T
"det”
"mesh"
"mult" e A
"Sys" x
"router" -+--

2] s
ofateRolatal <]

ja| o -
E“EIE\'E!EIEE\'DEIEE\'DEI =ed Bed

! ! ! ! ! ! ! ! !

0

5 10 15 20 25 30 35 40 45 50

Checkpoint period (percentage of total execution time)

Figure 7. Maximum state intervals (per process) that
must be reexecuted to satisfy any replay request.

shows the percentage of messages logged as the che

were usually logged.

Our second experiment studied the response time of
replaying a state interval using the message lo4s.
computed the maximum number of state intervals (per
process) that required reexecution to satisfy any replay re-
quest (as discussed in Section 5.Zhis maximum indi-
cates at most how long a typical replay request will take,
and shows how effectively domino-free replay keeps this
time low Figure 7 shows the results as the checkpoint pe-
riod varies. In almost all cases, only-2 date intervals
(per process) required reexecution, even when the check-
point period was small (and thus when the execution was
divided into many state intervals).

We mnclude that our strategy of logging enough
messages to eliminate the domino effect feative. It
not only requires logging a small percentage of messages,
but the absence of domincdferdts results in (essentially)
bounded replay time.

7. Conclusionsand Future Work

In this paper we show how a checkpoint-and-replay
scheme camadaptivelydecide which messages to log, in-
stead of logging every message as proposed by past
schemes. Byormulating the problem in terms of reacha-
bility in a graph, we prove that only messages causing
domino-dependences need be logged to provide domino-
free replay Although computing the minimal set of mes-
sages that must be logged is an NP-hard problem, we pre-
sent an on-line approximation algorithm. Our algorithm
tracks dependences among messages and logs the first
message that completes each domino dependé&xger-
iments indicate that our algorithm typically logs only
1-10% of the messages. In addition, these logs afie suf
cient to replay any state interval in a process, and normal-
ly require only one or two additional intervals in each oth-
er process to also be reexecut€lr work thus achieves
both low message logging and quick replay.

Future work includes combining adaptive message
logging with adaptive message dependence tracing, inves-
gating adaptive checkpointing, and improvements to our

point period varies.For most cases, our algorithm 10gs 4 _jine algorithm. First, we assumed that all dependences
less than 10% of the messag@sie performance tends to among messages were traced (e.g., by writing a trace for

improve as t_he pheckpoint perjod increases, indicating theevery message that shows to which event it was deliv-
decreased likelihood of domino-effect messages as thyeq). Netzeand Miller have shown how to significantly

number of distinct state intervals decreasks practice,

reduce the size of dependence traces (by 1 to 2 orders of

checkpoints sh_ou_ld be taken as far apart as possib_le (to r§hagnitude) by tracing onlyacing messages, which can
duce checkpointing overhead), and the data points fol,e |ocated on-the-fly[7].We wish to combine this ap-

small checkpoint periods do not represent cases thabroach with adaptive message logging. Second, we as-

would appear in practiceWe tus expect our algorithm

to log typically 1- 10% of the messages-or router (the
longest-running program), less thari% of the messages an adapt to the executiofinally, better on-line approx-

sumed that processes periodically take checkpoiis.
are investigating how checkpointiagd message logging



imation algorithms for logging may exist.
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Appendix. Proofsof Theorems

Theorem 1 (Domino-Free Replay Theorem)
By logging enough domino-effect messages to
break all domino dependences, the execution will
have domino-free replay.

Proof. Let-R2% pe the replay dependence relation that re-
sults by removing all dependences broken by message
logging. V& will prove that for all state intervalS,;,
there exists a restart line that passes thrdLigh and one
checkpoint in each other process, such that no message
M. b crosses it left to right whe-R2 x (for somex in

Sp;). Thatis, each message b crossing the line left

to right is either logged or does nofest S,;. The exis-
tence of such a restart line implies ti&y; will have
domino-free replay since no previous state intervals in the
same process then need to be replayed.

To prove that such a restart line exists, consider the
execution graph with edges corresponding to all logged
messages deletedince all domino dependences are bro-
ken, this graph has no path from an event in any state in-
terval S, to an event in a later interva},; (j >1i) in the
same processBelow we show that for each inteng;,

a restart line exists such that no path crosses the line left
to right from any everd to an event ir§;.



Consider any state interv&,;. We onstruct its
restart line by includingC,; and for each other process,
g, the earliest checkpoir@@, in g on which any evenx

. . RE . Ckp 1 Ckp 1
in S,; depends (i.eCq — — X). We daim that no path al bl
exists from an everd to the left of the line to any evert

in S, (which must be to the right of the line, since the a3)<+———¢a2 b3¢ «—— ¢ b2
line containsCy,). To establish a contradiction, assume a4 TCkp 2 b5 b4 Chp 2
that such a path exists, and further assumeatiatthe 126 b6

only event in the path to the left of the line (i.e., the edge Edges between
out ofa crosses the line). GMe a 9 gets GMe b

Case 1:a belongs to procesp. In this casea is in a

state interval that preced&s;, so he path froma to x is Figure 8. Gadgets, for nodes a and b, and inter gadget
a domino dependenceHowever the existence of this de- messages (that exist iff a and b are connected in G).
pendence contradicts the assumption that all domino de-
pendences were broken by logging messages.

. arbitrarily pick one of these two directionsfhese mes-
Case 2:a belongs to process, whereq # p. Recall that ; :

. . : sages introduce a path from state intervaty) {o date
the restart line was constructed to cont@y, the earli- ; ) .

o i ' interval 2 ;) in the right-most process of the gadget for
est checkpoint |rq_on \_Nh'ChSpv‘ depends. Howevethe b. If a node has more than one connecting edge, we add
path froma to S, implies thatS,; depends om, and be-  qitional events (just below nodes 1,4,5 and 6) to send

causea is to the left of the restart lin€, is not theear-  anq receive these messages. Thus, whenever an edge
||eStCheCkp0|nt on Wth'Sp'i depends, a contradiction. connects two nodes, there is a path f@no a later in-
Thus, no path can exist from an evertp the left of the  terval (&) in some process.

line to any event irg,;. QED We daim thatG has a vertex cover df or fewer

Theorem 2 (Message-Logging Complexity Theorem) vertices_ if all domino dependences iA can be removed
Computing the minimal number of messages thatPY 109gingk or fewer messages.
must be logged to break all domino dependences idf Part. Assume that all domino dependence®inan be
an NP-hard problem. removed by loggingdk or fewer messages; i.e., by deleting

Proof. We wse a reduction from the vertex cover problem, K OF fewer edges ifP's execution graph, we remove all
known to be NP-complete: given an undirected graph,Paths fromS, to S; in any processLet n be the number

G = (V, E), doesG have a vertex cover witk or fewer of deleted edgesWe daim that these paths can be re-
vertices? Avertex cover is a subsat’ of the vertices Moved by deleting only the message inside eachgaid-
such that every edge is connected to some vertak.in  9€ts without deleting any inter-gadget messagésa
Given G, we reduce the problem of determining whether Message frongad(a) to gad(b) is deleted, we can instead

it has a vertex cover witk or fewer vertices to the prob- delete the message insigad(b) (or gad(a)), since it lies

lem of determining whether all domino dependences in a®" more paths. Thus, we can assume that all paths from

program executionP, can be removed by logging or 51 10 S in any process can be removed by logging-
fewer messages. tra-gadget messages (one per gadgétthen has a ver

tex cover consisting of the nodes corresponding to these
From the graplG we construct as follows. For oo qqets. Theseodes form a vertex cover since we must

every v [V, P contains a two-process gadggad(v), have logged at least one message in each pair of connect-
and two messages betwegad(a) and gad(b) iff an edge ed gadgets.

exists betweera and b in G, as llustrated in Figure 8.

The right-most process performs two checkpoints; the ONly-If Part. AssumeG has a vertex cover &f or fewer
left-most performs noneEach gadget consists of six Nodes. W can deletek or fewer edges iP's execution
message operations (three per process), and one messag@Ph and remove all paths frop to S, in any process.

sent between its two processes. When two nadesib mce_gadgets are connected exactly when their corre-
are connected, we construct a message from node 4 ¢iPonding nodes are connected, any two connected gadgets
gad(a) to node 1 ofgad(b), and another message from will have at least one_of their messages loggedleting _
node 5 ofgad(b) to node 6 ofgad(a) (or, we muld con- the edges corre_spondlng to th_ese logged messages will en-
struct them from node 4 afad(b) to node 1 ofgad(a), sure no path exists fro§ to S, in any process. QED

and from node 5 ofjad(a) to node 6 ofgad(b), and we

10



