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Abstract rollback of other processes to find a consistent state.

the worst case, all processes have to be restarted from the
executions beginning. Suchlunbounded rollback can pre-
vent forward progress in the presence of faults and must
be avoided. In this paper we presentaaaptivecheck-
pointing scheme that determines at run-time when each
process should checkpoint to avoid rollback propagation.
Our scheme adapts to the execusoniessage-passing
patterns to checkpoint when certain causal paths between
checkpoints are detected. Experiments on an iPSC/860
hypercube show that our scheme reduces the average roll-
back required to less than one checkpoint interval per pro-
cess, and checkpoints only 4% more often than past inde-
Iﬁendent checkpointing schemes. Our adaptive check-

Independent checkpointing is a simple technique
for providing fault tolerance in distributed systentow-
ever it can suffer from thedomino effectwhich causes
the rollback of one process to potentially propagate to
others. Inthis paper we present auaptivecheckpoint-
ing algorithm to practically eliminate rollback propaga-
tion for independent checkpointing. Our algorithm is
based on proofs of the conditions necessary ariitisut
for a checkpoint to belong to some consistent global
checkpoint, previously an open questidie characterize
these conditions with a generalization of Lamsohap-
pened-before relation calledzegzag path Our algorithm

tracks zigzag paths on-line and checkpoints when certai ointing technique virtually eliminates rollback propaga-

paths are detected. Experiments on an iPSC/860 -yper.. - . -
cube show that our algorithm reduces the average rollbacl%lon’ providing a new technique to efficiently support

required to recover from any fault to less than one check- ault-tolerant computing.

point interval per process, and checkpoints only 4% more Our main theoretical result is a proof of the neces-
often than traditional periodic checkpointing algorithms. Sary and stiicient conditions for an arbitrary set of check-
We tus eliminate rollback propagation without the run- POints to belong to the same consistent global checkpoint
time overhead of coordinated checkpoints or other (& consistent checkpoint is a set of checkpoints, one per

schemes that attempt to reduce rollback propagation. process, where none has seen a message received that
another has not yet sent). Using these conditions we char
1. Introduction acterizeexactlywhen a checkpoint is useful in the sense

that such a consistent set exists containing it. If all check-
points taken during an execution are useful, then we can
recover from any fault without rollback propagation.

Checkpointing and rollback recovery are techniques
to provide fault-tolerance in distributed systemsJ[1, 2, 3, 4,

5, 6, 12, 13, 14, 16]'V\./|th mdepend@tzheckpomtmg, . Until now, the exact conditions that allow checkpoints to
each process checkpoints its state independently du“n%elong to a consistent set have been unknoWiknown

r?ormlal execution, and when a fault is detected_, the execu'sufficient condition for precluding checkpoints from the
tion is rolled back and resumed from earlier check-

. . istent set is that dmegp beferthe oth
points[1, 4, 12, 13, 16]. Because processes do not coord|-Same consistent set 1S ha pens betertne omhet

. , ; . (in the sense that a message is sent after one checkpoint
nate checkpoints during normal execution, mdependentbut received before the othelowever this condition is

cHheckpom;ung |shS|mpIetan? nash_IO\r/]v run-time overrf:eag.not necessaryWe prove the necessary and sufficient con-
owever it can have potentially nigh recovery overnead ;o by defining the notion of AZgzagpath, a general-

because o_f thdomino effe¢ll]. To recover fr_om a fault, ization of Lampors happened before relation.
the execution must be rolled back to a consistent state, but

rolling back one process could result in an avalanche Our adaptive checkpointing algorithm is based on
our zigzag result. The algorithm tracks certain zigzag

This research was partly supported by ONR Contract paths on-line to make run-time decisions about when to
N00014-91-J-4052 (AR®Order 8225) and NSF grant CCR-9309311. Checkpoint_ Eachprocess independent|y makes these
decisions by determining at each receive whether the




incoming message completes a zigzag path, and if so
takes a new checkpoinfAdapting in this way déctively
prevents zigzag paths from forming, ensuring that check- p1 3¢ v §

N N\
points are usefulOur experimental results show that with \nl /m3 \m4 /m5

our adaptive algorithm, less thane checkpoint interval

0 1

per process needs to be rolled back to recover from anyP2 % X ¥

fault. Inaddition, the run-time overhead of our algorithm m2 \

is usually within 4% of traditional independent check- 05 & N ) Fault
Nz N N
N /N [l

pointing algorithms (which stdr from higher rollback
propagation). Thuswe aphieve the ben_efits of no roll- Figure 1. Domino effect when recovering from a fault.
back propagation but without the run-time overhead OfThe“x”sindicatecheckpoints. To recover, all proces-

coordinated checkpoints or other schemes that attempt Qs must berolled back to their initial checkpoints.
reduce rollback.

This work is part of our Iger effort toward adap- Two goproaches exist to achieving consistent
tive strategies for replaying parallel programs[7, 8, 10].  checkpointsindependentind coordinatedcheckpointing.
With independent checkpointing, each process check-
2. Motivation and Related Work points independently without coordinating with others[1,

Checkpointing and rollback recovery are techniques _12, 16]. The consistent checkpoint for starting a recovery
for recovering from faults during executiod drawback 1S computed after a faultHowever such a checkpoint
is the domino déct, the unbounded restoration of states d0€s not always exist, so rolling back could incur the
among the processeBrevious work either makes simpli- domino efect. Forexample, to recover from the fault in
fying assumptions to avoid thisfeét, or incurs run-time Figure 1, all processes have to be rolled back to their start.
overhead by checkpointing unnecessarily often (or coordi-T0 foll back p2 to C;;, we fave to roll backpl to Cy
nating checkpoints). Our goal is to study when because of the undone message We must then roll
unbounded restoration occurs, and develop dicieft ~ Pack p2 further toC, o (because of the undone message

checkpointing algorithm to reduce it. m4) and so on.Russell calls this phenomenayclic

Some systems assume the execution between mesr_estoration when roIIing back some_procepsto_ point x
; . L ) causes further restoration pfto a point preceding[12].

sage receives is deterministic[4, 13]. Rolling back pro-

cessp (after a fault) then requires no other processes to be Coordinated checkpointing  eliminates  cyclic

rolled back. When p is resumed, messages recomputed restoration by guaranteeing that consistent checkpoints

by p during recovery will be identical to those computed always exist[2, 3, 5, 6, 14]. By coordinating processes in

originally and can be ignoredihen p finally reaches the ~ setting up checkpoints, every checkpoint belongs to a

point at which it originally failed, the entire execution can consistent checkpoint, so these systems are domino-free.

be restarted.We @n therefore start recovery from any To coordinate checkpoints, some systems use explicit

checkpoint and execute to a consistent state where normalontrol messages. Other systems piggyback checkpoint
execution is resumed. markers on regular messages[2, 3, 5, 1Riggybacked

markers are appended to outgoing messages after a pro-
cess decides to initiate a new checkpoint, and processes
receiving a marker take a new checkpoint (to ensure it is

consistent with the process initiating the checkpoint).

Since these systems depend on markers for coordination,
there is no guarantee on how often a process receives
markers and checkpoints. Some processes may take only

However ensuring that the reexecution of check-
point intervals is identical to their original execution can
be costly or impossible. Interactions with the external
environment (such as querying an X server) must be
traced so they can be reproduced during recovE€om-
plex interactions with the physical environment are some-

times impossible to reproducélhese problems can be f hecknoi d . ; d b
avoided by always rolling back to consistent checkpointS'a ew checkpoints, and most comput_atlon periormed by
"that process then has to be undone if that process faults.

if when the sender of a message is rolled back, the corre; . .
. . : . “In contrast, if we allow each process to decide when to
sponding receiver is also rolled back, normal execution

; . . checkpoint independentlynnecessary checkpoints could
can resume |mmed|aFern general, whe_n res@artmg from be taken.In the worst case, iN processes each decide to
a wnsistent checkpoint, no process will be in a state thattake a new checkpoint at about the same time, the system
has recorded the receipt of a rolled back messéape. '

2 .
goal is to always rollback to a consistent checkpoint. could takeO(N") checkpoints.
Our goal is to develop aadaptivecheckpointing
algorithm for reducing rollback propagation for



independent checkpointinglndependence is attractive but not yet sent (no two checkpoints in such a checkpoint
since the complexity and overhead of coordination is nothappen before one another). In a consistent global check-
required. Ourapproach differs from coordinated check- point C, we sy that messages recorded sent but not re-
pointing in that we make no guarantee teatrycheck- ceived ardost relative to C If we dways log during exe-
point will belong to some consistent checkpoihtstead, cution the contents of lost messages, they can be retrieved
we concentrate on reducing rollback propagation insteadduring recovery from the log, so they do not preclude re-
of eliminating it (which could incur high overhead). covery Since message logging is necessary for compen-
Although in the worst case the domino effect could still sating for lost messages, we assume that it is always used.
occur experiments with our algorithm show that this does In addition, we do not assume the execution between mes-
not happen. sage receives is deterministic (e.g., because of interactions
swith the external environment, such as querying the real-
time clock). Thus, as illustrated in Section 2, we always
have to restart from a consistent checkpoint to recover

Wang and Fuchs have developed a transparent me
sage scheduling technique for reducing rollback propaga
tion for independent checkpointing[15]. They observe
that the order of processing received messages can pigom a fault.
manipulated to reduce rollback propagation. By delaying . .
the processing of a received message until the sendef- Z192ag Pathsand Useful Checkpoints
passes its next checkpoint, rollback propagation can be We row present our results arigzag paths We
reduced. Althoughthis strategy is effective, message first introduce zigzag paths as a generalization of Lam-
scheduling cannot always be manipulatédstead, our  port’s happened-before relation, and then use them to
approach observes that by minimizing the number ofcharacterize exactly when an arbitrary set of checkpoints
checkpoints that cannot belong to any consistent checkean all belong to the same consistent global checkpoint.

point, we can reduce rollback propagation. We dso use the zigzag condition to characterize exactly
when an arbitrary checkpoint is useful in the sense that it
3. Mode can belong to some consistent checkpoint. In Section 5

we use these results to develop an adaptive checkpointing

We nodel the execution of a message-passing pro- - _ f
algorithm for reducing rollback propagation.

gram with aprogram executiorP = [E, & [JwhereE is
a finite set ofeventsand-"&> is thehappened-beforeela- )
tion defined overE. An event represents the execution %1 Zigzag Paths

instance of a send, receive, or checkpoint operatie. A global checkpoint is consistentf ihone of its
assume a fixed number of processes exist during execusomponent checkpoints happen before one another (i.e.,
tion, and that each process periodically checkpoints itsthey are all mutuallyunordered. However having one
state. Vi denote thé™ checkpoint in procesp asC;, checkpointC,; happen before anoth€l,; is not neces-
and assume each procegstakes an initial checkpoint sary for precluding them from the same consistent global
Cyp0 immediately after execution begindlso, thecheck-  checkpoint. Theynay never be able to belong together in
point intervalS,; is all the computation in procegsbe- @& @nsistent way even if they are unordered; they can be

tweenC,; andC, ., (and include< ,; but notC, ;). precluded indirectly via their relationships to other pro-
. b . P cesses’ checkpoints. For example, in Figure 1, no check-

point of p2 can be combined with botg; o andC3 ; to
form a consistent checkpoint, even thou@y and Cs ;

The happened-before relatiof®> , shows how
events potentially affect one anothard is defined as the

irrgflexivlthransiti\){g clos'\L/:re +of the uxr(ljion of 'Fwo other re- .o unorderedWe cefine the notion of aigzag pathto
lations: == = (== [ 7>)". The="= relation Shows o5y re this situationA zigzag path can be thought of as
the order events in the same process execlit® i" 5 gneralization of Lampog’ happened-before relation,
event in any process (denotede,;) always executes be-  which defines causal paths between checkpoints.

fore thei+1% event:e,; %% eyj.1. The M relation o

shows the message deliverias™> b means thaa senta ~ Definition 1

messagé received. Aneventa is said to happen before A zigzag pattexists fromC,; to Cy; iff there are
b iff a could afectb because they belong to the same pro- messagesy, My, - -+, M, (n = 1) such that
cess or a sequence of messages was sentaf(oma fol- (1) m, is sent by procesg afterC;,

lowing event) tdd (or a preceding event). (2) if m. (L<k<n) is received by process,

A global checkpoinis a set of local checkpoints, thenm,,, is sent byr in the same or a later check-
one per processA consistent global checkpoiigta glob-
al checkpoint in which no message is recorded received



points to be inconsistent. More specificalligere is at
least one message in the zigzag path that crosses the glob-
al checkpoint, causing one component checkpoint to hap-
pen before another.

point interval (althoughm,,; may be sent before
or afterm, is received), and
(3) my is received by procesgbeforeCy ;.

CheckpointC is involved in azigzag cycleiff

C ly if i th exists betw
there is a zigzag path fro@to itself. ONVersely I’ N0 29zag path ex1s's beWwesn any

pair of checkpoints irs (including a zigzag path from a

It is important to note the difference between a checkpoint to itself), then it ialways possible to con-
zigzag path and @ausal path In the above definition, we struct a consistent checkpoint containing all checkpoints
require either that.,; is sent aftem, is received, or that 1N S By including the first checkpoint in each process
My is sent beforen, is received but in the same check- that has no zigzag path to any checkpoingim nsis-
point interval. Thus, ifC,; happens befor€,; (Cp; tent checkpomt |s_formedThe checkpomt is guaranteeq
HB, Cq,;) then a causal path exists fraBy,; to Cq;, and to be consistent since none of its comppnent checkpoints
by Definition 1 a zigzag path also existdowevey be- can happen before one another (otherwise, at least one of
cause we allow messaga., to be sent in a zigzag path its component checkpoints has a zigzag path to one of the

beforemessagen, is received (condition (2) in Definition checkpoints irf).
1), the zigzag path may not be a causal path (and thu

may not cause one checkpoint to happen before the other .'2‘ Useful Checkpoints

Figure 1 shows a zigzag path fr@qg to C; ; (formed by If a checkpointC,; cannot belong to any consistent
messagesnl and m2, the receive ofnl happening after  global checkpoint, then if a fault occurs during its interval
the send ofMm2) which is not a causal path. (i.e., intervalS;;), we cannot recover by simply rolling

Another difference between zigzag paths and causaPack Procesg to Cy;. Instead, a cyclic restoration is re-
paths is that zigzag paths do not always represent causalfivired, since we must roll bagkto find an earlier check-
ty, so t is possible for a zigzag path to exist from a check- point that can belong to a consistent global set of check-
point back to itself (called a zigzag cycle). In contrast, POINts[12]. If we could ensure thall checkpoints are
causal paths can never form cycles.zigzag cycle can useful in the sense that they belong to such a consistent
exist because in a zigzag path we allow a message to beet; then we can always roll back a faulty process to its
sent before the previous message in the path is receive@lost recent checkpoint, avoiding cyclic restoration (and
(as long as the send and receive are in the same checluaranteeing faster recovery). Thus, checkpoints that
point interval). Figure 1 also illustrates two zigzag cycles cannot belonging to cqnsistent checkpoints are the direct
involving C, 1 and C3 4, respectively The one involving ~ Causé of cyclic restoration.
C,,1 is formed by messagesb and m4; the one involving The following corollary states that a checkpoint is
Cs,1 is formed by messag@s3, ml and m2. useful iff it is not involved in any zigzag cycle. Our adap-

Zigzag paths exactly capture both the necessary an(_Eive checkpoin_ting algorithm presented in the next section
sufficient conditions for an arbitrary s&tof checkpoints 'S ased on this corollary — we reduce rollback propoga-
to belong to the same consistent global checkpoint, as delloN Py minimizing the number of checkpoints that cannot
scribed in the follow theorem (proofs appear elsewhere[9]b6|ong to any consistent set.

due to limited space). Definition 2

A checkpoint isusefuliff it belongs to some con-

Theorem 1 (Consistency Theorem) sistent global checkpoint

A set of checkpointsS, from different processes
can belong to the same consistent global check-
point iff no checkpoint inS has a zigzag path to
any other checkpoint (including itself) &

Corollary 1
CheckpointC,; is useful if it is involved in no
zigzag cycle (i.e., there is no zigzag path friog)
Intuitively, if a zigzag path exists between a pair of to itself).
checkpoints, and that zigzag path is also a causal path,
then the checkpoints are orderd®kecause consistency re- . — .
quires checkpoints to be unordered, they cannot be con-5' Adaptive Checkpointing Algorithm
sistent. Howevereven if the zigzag path is not a causal Corollary 1 shows that if we could eliminate all
path, no consistent checkpoint can be formed that conZigzag cycles, all checkpoints would be useftle could
tains both checkpointsThe zigzag nature of the path then always roll back a faulty process to its most recent
causes any global checkpoint that includes the two checkcheckpoint, avoiding cyclic restoratio@ur approach for



reducing rollback propagation is to attempt to minimize

the number of checkpoints that are not useful. In this sec-
Backward path

tion, we describe an on-line approximation for detecting detected here Adaptive ckpt
zigzag cycles, and use this approximation in an adaptive , o ) “ ol 2 d 3
checkpointing algorithm. Our adaptive algorithm directs

a process to checkpoint whenever it receives a message mi m2 mi m2

that is about to complete a zigzag cycle. In Section 6, we 2 2 1 2 2 3

present experimental results showing that our adaptive Cé)l %b)l

checkpointing algorithm effectively reduces rollback dis-

tance to less than one checkpoint interval per process.

: : Figure 3. (a) zigzag cycle (involving C, ;) isdetected at
5.1. Detecting Z Cycl :

g ~lgzag Lydes receipt of m2, (b) an adaptive checkpoint istaken to

First we discuss how to dynamically detect zigzag prevent the cycle from forming, so the senders check-
cycles. Ideallywe wish to perform a check at each re- hgint (C, ,) isuseful.

ceive operation to determine whether the incoming mes-
sage completes a zigzag cyclelowever exact zigzag  gages that are received after the next in the path is sent)
path detection may require knowledge of future as well asg;q rgre.

past execution.Figure 2 shows an example zigzag path

from C,  to C, ; that cannot be detected within bounded 5 5 Algorithm

time; the path is finally formed only when messatgeis
received, which can be arbitrarily far ahead of the path’
endpoints. Oustrategy is to instead detezdusalpaths,
which can be easily tracked on-line (discussed later).

We row present our adaptive checkpointing algo-
rithm (shown in Figure 4).This algorithm employs the
approximation described above to determine (at each re-
i ) ) ceive operation) whether an incoming message is about to

To detect zigzag cycles using causal tracking, We complete a zigzag cycle that involves the sender process.
check each received message to determine if its sender i@pon detecting such a cycleur algorithm directs the re-
involved in a zigzag cycle. If procegsreceives a mes-  cejyver process to take a new checkpbigforeit process-
sage during checkpoint interv};, and we find there is a 5 the message, preventing the zigzag cycle from forming
causal path fronC,; to a checkpoinprecedingthe send,  (thus ensuring the sendecheckpoint is useful).
then that message completes a zigzag cycle involving the
senders checkpoint. Forexample, in Figure 3a there is a
zigzag path fronC, ; to itself (formed by messages?
and ml). We can determine at the receive o that a
causal path exists fror@, ; to C, 4, so he zigzag cycle

To implement the approximation, we track causal
dependences among checkpoints by having each process
maintain adependency vect@dDV). Eachprocess keeps
count of its current checkpoint interval, and ¥ is a

) ) ! ) vector of checkpoint numbers, one per process. In the
(completed whemm2 is received) involvingCy,y can be ooy for processp, thei™ entry is the index of the

getecteci datt thtls ”repelveAIthclJugh thlsthappr OX|mat|o? . _latest checkpoint of processhat has a causal path to the
0€s not detect all zigzag cycles (e.g., the zigzag cyc € Neurrent point ofp. Processp’s DV entry for p itself al-
volving C3; in Figure 1 is undetectable by our approxi-

. g . . ways contains its current checkpoint numbEy maintain
mation), it is effective because most zigzag paths are als?hese vectors, each process appendBVisto every out-

causal paths. The results in Section 6 imply that zigzag oing message, and upon receiving a message, updates its
paths that are not causal paths (because they contain me W by a component-wise maximum with the vector ap-

pended to the incoming message dlow detection of

o 2 zigzag cycles, each process also copie®ifsto another
pL X - vector ZV whenever it takes a new checkpointhen,
Oml\ /mz when proces® sends a message to a proagssalso ap-
pz X pends theg™ entry of itsZV (called theZid) to the mes-
\ /m3 sage. Thisindex shows the latest checkpoint gn(the
p3 5 destination of the message about to be sent) that has a
causal path tgo's (the sending process) current check-
Figure 2. Zigzag path from C; gto C, ; isnot formed point. TheDV is similar to avector timestampa mm-
until m3isreceived, arbitrarily far in the future. mon technique for tracking causality in distributed sys-

tems; theDV differs from vector timestamps in that it
contains checkpoint numbers instead of event numbers.




nates rollback propagation.

L .Z'd N the index plggybac_ked oMsg, Another possible modification to the algorithm is to
2. if (Zid = current checkp_omt number @ then also impose #ower bound on the checkpoint period (e.g.,
3. /* Msgcompletes a zigzag cycle */ to prevent from checkpointing more often than every

4 take a new checkpoint, ) seconds, for a giveh). Howevey the experimental re-

S: update this procgsﬁ)v from theDV plggybac_ked sults in Section 6 show that even if we do not impose such
6. onMsg(by taking a component-wise maximum); 5 joyer bound, our algorithm checkpoints only 4% more
Figure 4. Adaptive checkpointing algorithm, invoked frequently than the traditional algorithnThus, although
just before processing Msgin process p. Msghas ap- in the worst case our algorithm could checkpoint fre-
pended to it the sender’s DV and theindex of p’'slast quently this worst case does not occur in practidéis
checkpoint (Zid) with a causal path to the sender. behavior is in contrast to some domino-free systems [2,

14] that take (potentially) many checkpoints to guarantee
To locate messages that Comp|ete Zigzag Cyc|esy thglomino-free recoveryWe virtually avoid the domino ef-

algorithm is invoked at each receive operation. After pro- fect with little increase in checkpoint overhead.

cessp has received a message, but before the message is

processed, the algorithm checks whether there is a caus Experimental Results

path from its current checkpoint to a checkpoint preceding To measure the &dctiveness of our adaptive check-
the message send. As discussed easlieh a causal path  pointing algorithm at reducing rollback propagation, we
implies that a zigzag cycle exists involving the seisder analyzed executions of six message-passing programs.
checkpoint. Thischeck is performed by comparing the First, we measured the average rollback required to recov-
Zid to the receives current checkpoint number (line 2 in  gr from a fault. We ompared the average rollback when
Figure 4). If they are equal, then a causal path exists fromysing checkpoints taken by our adaptive algorithm to
the receives most recent checkpoint to a checkpoint that those taken by the traditional periodic checkpointing algo-
precedes the send (such as messagjén Fgure 3a). In rithm. Thiscomparison shows howfettively our adap-
this case, our algorithm directs the receiving process tojve algorithm reduces rollback propagation. Second, we
take a new checkpoint (line 4) before it processes the ineasured the increase in the number of checkpoints taken
coming message. Otherwise, the message can be prayy our adaptive algorithm (over the traditional algorithm).
cessed without first taking a checkpoint. This increase indicates the run-time overhead of our algo-
For example, in Figure 3b a checkpoint is taken in rithm. We found that our adaptive algorithm reduces roll-
pl ater m2 is received but before it is allowed to be pro- back distance to less than one checkpoint interval per pro-
cessed. Thisadaptively taken checkpoint prevents the cess and it requires only 4% more checkpoints than the
zigzag cycle involvingC, ; from forming, ensuring that it ~ traditional algorithm. These results suggest that our adap-
is useful. Note that taking a checkpointgih ensures that  tive checkpointing technique virtually eliminates rollback

the checkpoint already taken jx2 remains useful. propagation, providing a new technique to support fault-
tolerant computing.

Our adaptive checkpointing can be integrated with
other independent checkpointing algorithms. For exam- Our six test programs (provided by colleagues) are
ple, we can combine it with the traditioneriodic check- ~ developed on a 128-node Intel iPSC/860 hypercube.
pointingalgorithm. Inthe traditional algorithm, each pro- Each program was run once on a 16-node subcube with an
cess periodically takes a checkpoint evdryseconds, Instrumented message-passing library to provide traces
whereT is appropriately chosen to balance checkpointing for simulation. These programs ran between 72 and 1,135
overhead and rollback time (e.g., sma@ls incur high ~ seconds and passed between 13,560 and 370,000 mes-
overhead but keep checkpoint intervals shovthen we  sages. Sincéhe checkpoint frequency has an impact on
combine our algorithm with the traditional one, we obtain the performance of checkpointing algorithms, we varied
an adaptive periodic checkpointinglgorithm, where a the intercheckpoint period from 10% of the total execu-
checkpoint is taken evefly secondor when a zigzag cy- tion time to 30% (other checkpoint periods are less-inter
cle is detected (whichever comes firsBuch a combined esting since they represent the cases where there are either
algorithm keeps the time required to rollback a checkpointtoo few or too many checkpoints in a procesgrying
interval to the desired level (sinde becomes an upper the period allows us to fully understand the behavior of
bound on the time between checkpoints), and checkpoint®ur algorithms. For example, when only a few check-
at moments that attempt to keep them useful (avoidingPoints are taken in each process, many messages are sent
cyclic restoration).In Section 6 we present experimental N €ach checkpoint interval, increasing the number of
results showing that this simple algorithm virtually elimi- zigzag paths we can detect.



6.1. Effectiveness of Reducing Rollback Propagation Figure 5 shows that with traditional periodic check-

pointing, the domino effect occurs; the average rollback
our checkpointing algorithm at reducing rollback propa- was typically around 2.5 checkpoint intervals per process.
gation. % measured the average rollback (per process)'n our implementation of the traditional algorithm, each
required to recover from a fault when using the check- process checkpointed ‘f"t about the same time (because
points our algorithm takesWe @mpared this average each process checkpgmts eveTysgcond_s), but even
(shown in Figure 6) to the rollback incurred by the tradi- thesg nearly synchronlzed checkpoints did not eliminate
tional periodic checkpointing algorithm (shown in Figure domino (.efects.. Thiseffect beca_me more severe when the
5). Theaverage rollback distance is the total number of chgckpqlnt period was Sm"’_‘”’ since the gxecu'uc_m was then
rolled-back checkpoint intervals required to recover from d'V'de‘?' into many checkpoint intervals (mcrgasmg the op-
a fault, averaged over all possible fault points in the exe_portunlt)_/ for zigzag f:yf:les). In .contrast, with our adap-
cution. Thisdistance shows how far back we must go to “Ye penqd checkpointing algprlthm, the domindeet

find a consistent checkpoint to recover from a falihe virtually disappears. Not only is the average rollback (per

distance also indicates how many checkpoint intervalsProcess) greatly reduced, but it is reduced to the point

need to be reexecuted during recovery and is directly pro-Where less than one chgckpomt Interva_ll (per process)
portional to the recovery time. needs to_be rolled backl?_hls_ performance is comparable
to coordinated checkpointing (where rollback is never

greater than one) but is achieved without the run-time

Our first experiment measured the effectiveness of
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Figure 5. Average number of intervals (per process)
that must berolled back to recover from a fault when

using thetraditional periodic checkpointing algorithm.
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Figure 6. Average number of intervals (per process)
that must berolled back to recover from afault when
using our adaptive checkpointing algorithm.
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6.2. Run-Time Overhead of Adaptive Checkpointing

Our second experiment examined our algorithm’
run-time overhead.There are two sources of overhead.
First, each process maintains a dependence yextdr
checks at each receive for zigzag cycles. Second; over
head is incurred by checkpointing. Since there is evi-
dence that maintaining vector timestamps and performing
simple checks introduce low overhead[7], we concentrate
on the checkpointing overheadVe neasured the per
centage increase in the number of checkpoints taken by
our adaptive algorithm over the traditional periodic
checkpointing algorithm (for the same checkpoint period).
For a checkpoint period of, the traditional algorithm
checkpoints each process evé@rgeconds, and our algo-

1.3 rithm checkpoints at least evefyseconds. Theercent-
12 | e T age increase shows the additional run-time overhead we
i1l YT incur. Figure 7 shows that except for ttesterprogram,

our adaptive algorithm checkpoints less than 4% more of-
ten than the traditional periodic checkpointing algorithm.
Since in practice the checkpoint periods are usualiyelar
we consider this overhead acceptable.

7. Conclusions

In this paper we presented an adaptive checkpoint-
ing algorithm that practically eliminates rollback propaga-
tion for independent checkpointing schemé&§e based
our algorithm on proofs of the conditions necessary and
sufficient for showing that a checkpoint can belong to a
consistent global checkpoint, previously an open question.
Our algorithm checkpoints a process whenever a zigzag
cycle is about to be formed, preventing it from forming.
Experiments show that our adaptive checkpointing elimi-
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Figure 7. Percent increase in number of checkpoints
taken by our adaptive checkpointing algorithm over
thetraditional periodic checkpointing algorithm. )

nates rollback propagation at only a small increase in
checkpoint frequency.
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