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We discuss the support open software by the computer industrparticularly the UNIX-ori-
entedcomputer industryWe look at the modern UNIX operating system and its compgting
plementationsDSF/1 and SVR4A major theme in the area of open software is support for dis-
tributedcomputing. V& discuss distributed file systems and then cover the more general topic of
softwarearchitectures for distributed computing, concentrating on ©OBSEE. Finally, we dis-
cussthe future of UNIX and its competition.

1. Introduction

Single-vendocomputer installations are a thing of the past. Itis a rare institution whose needs can be
metby a single equipment or software vendbieterogeneity is now the norn@pen software is
softwarethat can run on most vendors’ equipment, software that can interact with other software
running on other platforms, software that lets one exphiatever special features a particular
vendor’splatform might provide.

If the computer industry could agree upon a single, standard operating system to be used on all
computersand supported by all vendors, then copwith heterogeneous hardware would be
simplified (though not simple!). Howevgethis is not likely to happenA number of computer
vendorshave decided to support UNIX on théardware, but, in spite of the work by numerous
POSIXcommittees to produce standardi$ierences still exist among the various implementations

of UNIX that are in common (and hoped-to-become-common) use ttdsgtill not trivial to port
applicationdrom one vendds UNIX platform to another

Fortunatelythe industry does appear to be moving in the directiondafstry-wide standards for
varioustypes of software. Though there are not one, but two industry-standard implementations of
UNIX, OSF/1 from Open Software Foundation (OSF) &wR4 from UNIX SystemLaboratories

(USL), the diferences between the two are being minimized with upcoming rel€aSesMotif is
gainingwide acceptance as a windowing environment. ©Bistributed Computing Environment

(DCE), though not yet supported as a production-quality product by any veammars to be
gainingwidespread attention and is likely to be supported byge lammber of vendors in timext

few years. While OSF and USL contintee produce new technologyNIX International (Ul)
appeargo be taking on the role of coordinating industry involvement in developing Hegledr
architecturaplans, such as the#tlas architecture for distributed computing.

In this paper we examine some of the issues and some of the current feotingfthe support of
open software. /start with the issuesfatting individual computers (i.e. operating systems and
file systems), and then discuss those relevant to collections of computers.

2. Individual Computers

UNIX is currently the de facto standard operating system. Though it has been in existence for over
twenty years, it has changed with the times and now supports most of the features expected of a
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modernoperating systemWe first describe what these features are and how they are dealt with in
modernUNIX implementations, and then discuss the special case of file systems.
2.1. The Modern UNIX Operating System

Today'sUNIX operating system, though inheriting a great deal from the first operating system to be
called UNIX, has a number of new features e (Westen to point out that, for the most part, these are
newfeatures for the UNIX world, not new features for the field of operating systems; many of them
madetheir first appearance years, if not decades ago in proprietary and research operating systems.)
Someof what one is found in a modern UNIX operating system is summarized in Figure 1.
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Figurel. Some Features of a Modern UNIX System

Themodern UNIX implementation can support a variety of graphisat interfacesgUls). Each

UNIX process runs in its own private (but sharable) address space: this address space is potentially
quite lage (a significant fraction of the address space provided by the hardware addressing modes,
whichis typically four gigabytes on a 32-bit machine, but significaattyer on a 64-bit machine).

Within this address space one can map files, and, as a special case, ibierodedures (otherwise
knownas shared libraries). Any number of threads of control can execute concurrently within each
addresspace. The operating system supports a numbeferfif file systems (where “number” is
typically two or three—S5, UFS and NFS), and can run ontaltedadvantage of, a shared-memory
multiprocessor. This means that not only can multiple UNIX processes run simultaneously on
different processors, but a singlewltithreaded process can take advantage of this parallelism.
TraditionalUNIX security is provided but, as an option, much tighter security can be provided, in
adherenceo such requirements as the “Orange Book” model of the US Government.



Thereare currently two “industry-standardérsions of UNIX: OSF/1 and SVR4. @Mse the term
“industry standard” to mean a standard supported byge lsegment of the computer industry
OSF/1and SVR4 are competing industry standards.) In terms of functionality supported, OSF/1 and
SVR4areroughly equal. Atthe time of writing, there are no companies shipping production versions
of OSF/1, though production versions of SVR4 can be obtained from a number of vendors. Except
for such issues as stability and performasfaeparticular implementation of OSF/1 and SVR4, there
arefew, if any, significant diferences for most users between OSF/1 and SVR4. Assuming the
continueddevelopment of both OSF/1 and SVR4, both systems will continue to evolve, both will
havecertain short-term advantages overdtreer and both will eventually adopt functionality that is
foundto be important. Of course, some vendors &ug.in Solaris 2, which is derived from SVR4)
areadding additionallunctionality to their implementations, that could be very important to certain
users.

2.2. File Systems

Two standard file systems have been supported by UNIX sysifier “System 5,” it was the only
localfile system supported in UNIX System 5 before SVR4 (system 5 release 4)), the original UNIX
file system, antFS (for UNIX File System, otherwise known as the “Berkeley file system” or the
“fastfile system”), which was developed at the University of California at Berk€eghe two, UFS

is preferred, being generally always faster than S5, at the expense of a considerebly
complicatedmplementation. The complexity comes from the work done to optimize the layout of
files on disk, which is of two formsime optimization to minimize the time to read a file sequentially
andspace optimization to minimize the amount of disk space lost to fragmentation.

A major problem with both UFS and S5 is that lengthy consistency checking is redtéredcrash.
Thereason for this consistency checking is nots@@mmonly believed, because UNIX faus all
useroperations to disk in an internal Berfcache, but because a number of system data structures,
describingthe file system layout, are maintained on disk. Updates to these data structuresrequire
numberof operations. Ithe system crashes, it is quite likely that the crash occurred in the middle of
sucha sequence of operations (or in the middle of several such sequences of such operations). When
the system comes up, these system data structures (often wetkedata structures) are in an
inconsistenstate, and in order to identify and repair these inconsistei¢sasecessary to examine
theentire file system. The amount of time requit@cthis is, at best, proportional to the size of the
disk—30minutes may well be required to check ahdecessaryrepair a file system on a gigabyte
disk.

Thecurrent trend in UNIX file system technology is in the directiologfbased or journalled file
systems. These are file systema which operations on meta-data structures are treated as
transactiongn a transaction system—changes are loggyethe event of a crash, the system replays
the logand“backs out of” uncommitted operations and completes committed operations. Examples
of such systems aEpisode from Transarc (this product is part of OSIPCE, where itis callddFS,

for “local file system”),JFS (for “journalled file system”) from IBM, an®xFS (for “Veritas file
system”)from \eritas and USL.

With these new file systems, lengthy consistency checking after a crash is not required. Instead, the
log is “played back” after a crash. The time required for this is proportional to the size of the log,
which, in the case of Episode, contains no more than the last thirty seconds worth of changes to
meta-datastructures; this process takes far less time than does full consistency checking.



3. Distributed Computing

Computers running UNIX haveeen used in distributed environments for at least the past decade.
Thedevelopers of Berkeley UNIX (starting with a version know#. 88 B3D) were instrumental in
producingsoftware that was widely used and that provided full connectivity among UNIX systems
viathe Internet. 4.1a BSD begat 4.1c BSD, which b&@aBSD, which begat 4.3 BSD, and so forth.
This work was incorporated into both OSF/1 and SVR4. Howeher distributed computing
paradigmdeveloped at Berkeley was that of@lection of individual computers communicating
with one anotherLittle was done to foster amvironment in which it was easy to write distributed
applicationsgspecially in heterogeneous environments.

3.1. Distributed File Systems

A necessary component of a distributed environment that received early attention was the distributed
file system. Sus’NFS though not the firdistributed file system, nor even the first distributed file
systemfor UNIX, was the first distributed file system for UNIX to achieve widespread commercial
success.

ThoughNFS works very well, it is not without limitationdts first limitation is in scalability It

works well on moderate-size networks, but tends to produce fairly heavy network loads and to
overburdenservers in lage networks. Though this problem is reasonably well dealt with by
adjustingone’s network topology and improving server techno)ddlyS still sufers becausBlFS
clientsuse the network and hence the servers too frequently

A technology that appears to be solving these problems is thedlisetafaching. Clients of the file
systemhold onto significant portions of the files they obtain from their servers in a local disk. A few
requestsire sent to the server to obtain the files needed by a client, the client stores these fdes (or lar
piecesof them) on its local disk, and thus most file accesses are dealt with locally and do not involve
the network or the server

Thistechnology was developedA&S (for Andrew File System), a file system initially produced at
Carnegie Mellon University (thename “Andrew” is used because it was the first name of bath Mr
Carnegieand Mr Mellon). More recent development and commercialization has been done by
Transarc.

AFSis currently in widespread use (though there are certainly not as many AFS sites as there are NFS
sites). One of itsmost important applications is for geographically distributed file systems. It has a
single,logical file system that covers (at least) three continents—a user sittimg imited States
canaccess files in Europe or Japan as easily as he or she can access files in the local .file server
Thoughthis technologywas developed as part of AFS, there is no reason why it cannot also be
incorporatednto NFS. l.e., an NFSlient could take advantage of client caching with, iéany

changes to the NFS protocol.

Anotherlimitation of NFS is that the semantics of UNIX system calls made to files accessed via NFS
are different from those of system calls made to files accessed on the local file system. The
differencesare subtle—they come up when twdeliént users (on dérent machines in the NFS
casepccess the same file. UNIX users expect that when one reads a file, one will deettbéthé
mostrecent write. This is not the case with NFS, in which it may take many seconds fted¢hefef
writeissued by one client computer to be noticed on anoffés could cause conflicts if the other
computeris also modifying the file.

Themost recent version of AFS, which is being incorporated into O3EE under the nani@FS
(distributedfile system), deals with this semantics issue: a DFS server distribkesesto clients



giving them permission to perform operations on afile. A clientreading a file must feadeaken.

If a client desires to write to a file, it requests de token from the servemwhich grants the request
only after it has revoked all extant read tokens. These token-passing operationsatiegtbby the
userof DFS, whose interface to DFS is just the normal operating-system-supported 1/O calls.

3.2. Distributed Computing Architectures

Distributedfile systems are an important component of an overall plan for distributed computing.
Two such plans are currently being promulgated, one by OSF and the other by Ul. A high-level view
of these plans is shown in Figure 2.
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Figure 2. Competing Distributed Architecture Plans

UNIX International (Ul), with the aid of (a portion of) the computer indubtxg devised an overall
framework for an industry-standard distributing computing architecture. The Open Software
Foundation (OSF), inthe meantime, has been developing an actual distributed computing
architectureknown as DCE (for distributed computing environment). Fortunadslit turns out,
OSF’s DCE fits within the Ul Atlas view of the world. Howeye3uns ONC (Open Network
Computing)also fits within this scheme. The intent of bgtloups is that, whatever distributed
architecturas adopted, it will support (or ipportable by) most existing operating systems, not
just UNIX.

DCE is currently well into development. wb initial, “functionality” versions of it have been
releasedand a production-quality release is expected within a y&sua separate project, OSF is
working on DME (distributed management environment), whose concern is the management of
serviceswithin a distributed environment.

We have already discussed two components of DCE, LFS and DEShowv/sketch some of its
additionalfunctionality



3.2.1. DCE Security

As became quite clear tihe world after the infamous “Internetovwh” incident in 1988, the
distributedsystem comprised of all the computers on the Internehotagery secure. Fortunately
technologyis available to help with these problems.

The general approach is to use encryption techniques to provide sedariBCE, at the usér
option, one of three levels may be chosaathentication, meaning that client and server learn,
reliably, who the other igntegrity, meaning that no third party can modify data transmitted between
client and serverandprivacy, meaning that no third party can learn what informatiobeisig
transmitted between client and server Authentication is fairly inexpensive (i.e.
non-time-consumingfo provide, integrity is less so, and privacy is fairly expensive.

DCE Security requires that both parties, client aadvey possess a “shared secret,” an encryption
key. How they obtain this shared secret is not dictated by the architecture, but the current
implementatiorprovides a technique, basedKerberos, developed at MIB Project Athena.

DCE Security is integrated into DC&E'RPC (remote procedure call) package, so that all
communicatiorbetween clients and servers is secure at the desired level.

3.2.2. DCE Directory Services

In a distributed system providing many services and perhaps multiple instances of many of the
servicesitis necessary to have a convenient technique for locating these services. DCE provides two
suchtechniques. One, known @®S (Cell Directory Service), is used to find services either in the
local (distributed) environment or in some other environment (one running DCE). The other
directoryservice GDS (Global Directory Service), uses X.500 to access data bases that may exist
outsideof the DCE environment.

4. The Future

Forthe neaterm, it appears that the computing community is will profit from the recognition by the
computelindustry that heterogeneity is extremely important and thatesuch as DCE should be
supportedand adopted. Though DCE will not be ready for widespread use for at least a year (this
sentencés being typed into the computer in early Novemb@92), itis of such importance and is so

far along that its acceptance seems inevitable.

But what about the future of UNIX? It may be that UNIX has completed its gradual evolution.
Upcomingchanges could beajor Of much current interest is the notiomofrokernels. Thisisthe
operating-system design concept in which only a minimum of operating-system functionality resides

in the kernel (i.e. running in privileged mode); most of the functionality is provided byewsér
servers.Such an approach makes development of systems software easier than before—one can use
thefull set of programming tools designed imerlevel applications when working on the operating
system! The approach also (potentially) allows the easier extension of the operating
system—differenservers can be provided to extend the functionality of the traditop®ahting
system.Such servers cdake advantage of the low-level interfaces provided by the microkernel, and
thusare not limited (and slowed down) by the use of the standard operating-system interface.

Thereare two well known projects basedtbis idea. One is thdach operating system of Carnegie
Mellon University Its use as a microkerrfer the support of OSF/1 is being investigated by OSF as
parttheirOSF/1 MK project. The other project@horus, being developed by Chor@ystémes. It
hasbeen licensed by USL as a possible basis for a microkernel version of SVRA4.



Finally, what about non-UNIX operating systems®oTmajor new non-UNIXsystems are being
developedby major companies-©52 by IBM and NT by Microsoft. Both provide althe
functionalityof modern UNIX systems. Both will have tremendous marketigarozations behind
them. Both come from th€C (personal computerparketplace, while UNIX, most recentlg a
productof the workstation marketplace. But, given the a@mereasing power of PCs, hawuch
longerwill therebe a diference between the workstation and PC marketplacdsth&¢oncept of a
workstationbe of any relevance in the medium-term future? pOiting it another wayhow much
longerwill the workstation market exist?

In a workstationless market, there may or may not be a UNIX (there certainly will be support for
UNIX applications), but the advances made in the area of open software support for distributed
computingwill still be very important. ¥ur PC, if not your notebook computeiill run DCE.



