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Abstract

Much attention has been given recently to the resilience of different net-
works to faults. Hypercubes have been shown to be robust in presence
of a constant fraction of random node and edge failures [HLN89]. Con-
stant degree networks like the meshes have been analyzed with a view to
wafer-scale integration in presence of faults [LC82]. Hypercube derivative
networks have been shown to be robust in the presence of node failures
[Ann89], though the more difficult case of edge failures remains unsolved.

Here we analyze the fault tolerant computing issues on a complete binary
tree. Binary trees are well known networks, and their structure makes them
susceptible to edge faults. Analysis of binary trees would be important in
its own right as well as in analyzing many other tree derivative networks
like the fat-trees, tree of meshes, pyramids etc.

Given a complete binary tree with faulty components, we show how to
simulate the fault-free complete binary tree under different models of faults.

If nodes of an N-node complete binary tree fail randomly with constant
probability p < 1/2, then the faulty tree can simulate the fault-free tree
with O (loglog N) slowdown, with high probability.

If both edges and nodes fail with independent probability p < 1/2, we

1
show that Q ((I—OJgV—N)log(l—P)) is a lower bound on the simulation time of

the fault-free tree by the faulty tree. We also show an almost strict upper
bound on simulation time which is within a log? N factor of the lower bound
for p < 1/3. The above results hold with high probability. The technique
of bounding the size of the largest connected component in presence of edge
faults, presented in this paper, is new and can be extended to other related
networks.

1 Introduction

With the increase in the density of VLSI chips, multiple processors of a parallel
machine are being implemented on the same chip. A positive fraction of such pro-



cessors are likely to have faults. Such faults have been modeled as independent
probabilities of failure for each of the processors. Much attention has been given
in the literature to the tolerance of networks with respect to these faults. [HLN89]
have shown the hypercube to be a robust network in presence of a constant frac-
tion of independent processor and edge faults. An N-node faulty hypercube has
been shown to simulate a fault-free hypercube of the same size with a constant
slowdown. [Ann89] has shown that N-node hypercube derivative networks can
simulate their fault-free counterpart networks with O (log log V) slowdown in the
presence of a constant fraction of processor faults. His analysis does not take into
account the more difficult case of edge failures. [Rag89] showed that routing on a
mesh can be accomplished in O (\/N log N) time with high probability even if a
constant fraction of its edges and nodes are faulty.

The key parameters that characterize the mapping of a guest graph G to a host
graph H are load, edge dilation, edge congestion, and path congestion [KLM*89].
Edges in G are mapped to paths in H, while the nodes in G are mapped to nodes
in H. The load is the maximum number of nodes of G mapped to any node in
H. The edge dilation is the maximum length of the path in H simulating an edge
in G. The edge congestion is the largest number of such paths crossing an edge
in H. The path congestion is the largest number of such paths that intersect any
such path in H.

In this paper we analyze the tolerance of complete binary trees under different
fault models. We show that an N-node faulty tree can simulate the N-node fault-
free tree with O (loglog V) slowdown, if the probability of node failureis p < 1/2,
and the edges are assumed to be fault-free. If the edges themselves could fail
with independent probability p, then the tree itself may be disconnected. In this
fault model, we present lower and upper bounds on the time for simulating the
complete binary tree on the faulty tree. The analysis hinges on showing lower and
upper bounds on the size of the largest connected components in the tree with
faults. All the results hold with high probability.

2 Node failures

In this section we analyze simulating a fault-free complete binary tree on a faulty
binary tree, where the nodes of the faulty tree could fail with probability p < 1/2.
It is assumed that the communication hardware including the edges incident to
a faulty processor are fully functional. Hence two nodes could communicate via
edges of failed nodes. This fault model is easier to analyze than the model of both
node and edge failures presented later. We show an upper bound of O (loglog V)



simulation time. We show a lower bound of € (loglog N), for using all the live
processors.

2.1 Lower bound on simulation time

Since the edge dilation is a lower bound on the simulation time, it suffices to show
that the edge dilation in connecting all the live nodes is large.

Lemma 1: In presence of node failures, the edge dilation in connecting all the
live nodes is § (loglog N), with high probability.

Proof:Consider the disjoint subtrees formed by the lowest 2k levels of the
tree. In each of the subtrees, there is one center node with all the nodes in its
k-neighborhood within the subtree. The number of such nodes is at most 3*,
and the probability that they are all dead is at least . Ina given subtree,
consider the even A that the center node is alive and all its k-neighbors are dead.
Pr[A] is at least (1 — p)p®". Hence the probability that the event A does not
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occur in each of the subtrees, is less than (1 — (1 — p)p®*)?**, which is less than
o~ A

. This probability is less than I—t,— for k = cloglog N, and the proper
choice of the constant c. Hence, with high probability, there is a live node with
all its 2 (loglog N) neighbors dead. Hence to connect this live node to other live
nodes must require a path length of Q2 (loglog N). Q.E.D.

2.2 Simulating fault-free tree on a faulty tree

Lemma 2: In presence of node failures, the faulty tree can simulate the functional
tree with O (loglog N) slowdown with high probability.

To prove the above lemma, we start by defining a mapping of the nodes of
the fault-free tree to the live nodes of the faulty tree. The dilation and edge
congestion for the mapping will be shown to be O (loglog N). We will then show
how to route on-line any set of paths in the tree with maximum edge congestion
¢ and maximum path length d in O (¢ + d) time. That would complete the proof.

We use different algorithms for mapping the nodes in the tree at height greater
than (loglog N + ¢1) (call them high nodes), and the the rest of the nodes (call
them low nodes), where ¢; is a constant and will be specified later.

All the live high nodes are mapped to themselves. The dead high nodes look
through their descendants at depth exactly loglog N + ¢; in some order (say left
to right) and map themselves to the first live node encountered. With the proper
choice of the constant ¢;, each dead node will find a live descendant to map to,
with high probability. Moreover, each live node has exactly one dead ancestor



that may try to map itself to the node. Hence, the maximum load due to the
mapping of high nodes is 2.

All the low nodes belonging to the subtree rooted at a node at height log log N+
¢ are mapped to at least half the live nodes within the subtree. Each such sub-
tree has at least a constant fraction (say b < (1 — p)) of its nodes live with high
probability. The constant b will be specified later. Let m be the largest integer
such that (2™ — 1) is smaller than 52'°¢1°8N+c1 The nodes in the top m levels
of the subtree (2™ — 1 in number) rooted at height loglog N + ¢;, are mapped
one to one, to (2™ — 1) live nodes within the subtree. To do the mapping, we
postorder the live nodes in the subtree. We also separately postorder the nodes in
the top m levels of the subtree. The node with postorder number 7 in the fault-
free subtree is mapped to the live node with postorder number ¢ in the faulty
subtree. Any node not in the top m levels of the fault-free subtree is mapped
to the node to which its ancestor in the mth level from the top, is mapped (fig
1). The number of such nodes is 2'°¢l°eN+e1—m+1 " which is no more than 4/b, as
m = loglog N + ¢; — |log 3].

logN

AN
low nodes j, Y
E' : "’i\ loglogN + c_1
nodes mapped through
postordering

mapped to the same node

Fig. 1

2.3 Analysis

We call a dead high node unmapped if it is not able to find a live descendant at
depth loglog N + ¢; from itself. The probability ¢ that a dead high node will
be unmapped is the probability that all such descendants are dead. Since the
number of such descendants is 2° log N, the value of ¢ is p** eV = i Ty
The probability that there exists an unmapped high node is no more than Ng.
This probability can be made smaller than 1/N¢, for any ¢, by the proper choice
of ¢;.

Now we show that every subtree consisting only of low nodes has at least a
constant fraction b (< 1 — p) of live nodes with high probability . The probability
(¢') that a given set of 2°*log N nodes has less than a fraction b live nodes is




the same as the probability that more than the fraction (1 — b) of the nodes are
dead. This probability can be bounded above by the Bernoulli bound given by
[B((1—0)2° log N, 2 log N,1 —p)]. Let § = }—:;’;. Using Chernoff bound, we get

ql < e—%ﬁ2(1-—p)2°1 logN

2
_ 6—%%;‘%_2‘:1 log N

We can choose constants b and ¢; such that the probability ¢' is O(1/N?).
Hence the probability that there exists a subtree rooted at depth log N —loglog N —
c1 + 1 with less than a fraction b live nodes is O(1/N).

2.4 Load

Mapping of the high nodes gives rise to a maximum load of 2. Mapping of the
low nodes gives rise to a maximum load of 2/b. Hence the maximum load for the
mapping for any node is (2 + £) which is O(1).

2.5 Dilation

A high node is mapped to a distance exactly (loglog N + ¢;) from its original
position, hence any edge between the high nodes in the fault-free tree has a max-
imum dilation of 2(loglog N + ¢;). Since all the low nodes are mapped within a
subtree of height (loglog N + ¢1), any edge between the low nodes has maximum

dilation 2(loglog N + ¢1). The same bound holds for edges between the high and
low nodes.

2.6 Edge congestion

We show that no edge in the faulty tree has more than O (loglog N) paths passing
through it.

Let (u,v) be a tree edge in the fault-free tree. Let v and v be mapped to nodes
v’ and v’ respectively. For high nodes u, v, the path between the nodes u' and v’
can be simulated by the following segments: the path (v’ — u), the edge (u,v),
and the path (v —v’). In bounding the edge congestion, therefore, it suffices to
consider just the edge congestion caused by the paths (v’ — u) between the faulty
nodes and the nodes they are mapped to. ‘

Let (z,y) be an edge in the faulty-tree and let = be the father of y. For any
path (v’ — u), where v’ is the live counterpart to a dead node u, to use an edge
(z,y), v must be an ancestor of y. Since the maximum distance between u and v’



is only (loglog N + ¢;), the maximum number of ancestors for y, and hence the
maximum edge congestion for (z,y) is also the same. This proves that the edge
congestion for the mapping of high nodes is O (loglog N).

We now give the edge congestion due to mapping of the low nodes. The
postorder numbering of any binary tree of height h has the property that any set
of consecutively numbered nodes in the tree has no more than 2k edges leaving
the set. This implies that the postorder mapping used for the low nodes will lead
to an edge congestion of no more than 2(loglog N + ¢;). Hence the total edge
congestion on any edge due to the mapping of both the high and low nodes is no
more than 4(loglog N + ¢;).

2.7 On-line O (¢ + d) routing on a tree

In this section we show how to route on-line a set of paths on a binary tree with
maximum edge congestion ¢ and maximum distance d in O (¢ + d) time. [LMR88]
shows that for any network, an O (¢ + d) schedule for the paths exist, though no
efficient algorithms are presented. The algorithm presented here will be used to
simulate the edges of the fault-free tree by their corresponding paths in the faulty
tree in O (loglog V) time.

The on-line routing algorithm is simple. The priority of a message is given
by the height of the least common ancestor (lca) of its source and destination
nodes. (We will also use the term lca of a message to be the Ica of its source
and destination nodes.) Of all the messages waiting at an edge, the one with the
maximum priority gets to leave first. Ties are broken arbitrarily. Consider the
path of any message from u to v. Let z be the Ica of u and v, and 2/, 2" the children
of z on the paths (u — z) and (z — v) respectively (fig. 2). On its path from u to
z, this message can only be delayed by another message whose lca is either z or
an ancestor of z. All such messages must use the edge (2’, z) and hence there are
at most ¢ such messages. Similarly, the message can be delayed a maximum of ¢
on its path from z to v, as all the messages that can delay it must use the edge
(z,2"). This shows that no message will be delayed any more than 2¢ steps and
hence the routing can be done on-line in time O (¢ + d) time with O (¢) queue size
at each node.



Fig 2

3 Edge failures

In this section we analyze the case where the nodes and edges may both fail with
independent probability p. In this failure model, the edge failures could disconnect
the graph into multiple connected components. The fault-free tree must hence be
simulated on one of the connected components. We present upper bounds on the
size of the largest connected component in the tree in presence of edge failures.
This puts a lower bound on the simulation time. We also present lower bounds
on the size of the largest connected component and show how to simulate the
fault-free tree on the faulty tree, thus proving upper bounds on the simulation
time. The bounds are close to tight, being within a log?/N factor of each other.
The analysis extends to the failure model in which the node fails with probability
p, and all the edges incident to the failed node are assumed to fail too. All results
hold with high probability.

3.1 Upper bound on the size of the largest connected
component

Lemma 8: If the edge failure probability is p < 1/2, then with high proba-
bility, the largest connected component in an N-node complete binary tree is

og <L
5= 0 (N(Ze) ).

Proof:We will show that the probability of having a connected component
larger than S, rooted at a given node v is less than 1/N2. Hence the probability
that there exists a connected component of size greater than S rooted at any of
the nodes v is no more than 1/N. This will complete the proof.

Let Y be the random variable denoting the number of children of a node con-
nected by live edges. Let po and Vp respectively be the expectation and variance
of Y. For the given probability p of edge failure, pg = 2(1—p), and Vo = 2p(1 —p).
Let X; be the random variable denoting the number of nodes at level z of the tree




that are connected to the root v via live edges. It can be easily derived that
E; = E(X)) = po', and Vi = V(X;) = Vouo'™? ﬁ;——il'

We aim for a loose upper bound by assuming that all the edges in the first
O (loglog N) levels from the root v of the tree are alive. We say that a level ¢ is
crowded if X; is greater than m;, where m; is defined below (here « is a constant
greater than 1):

o 2t if 1 <loglog N + «
mi = pomi—1(1+ Bi_y) otherwise
where,
clog N
Bi = g
Hoh;

Let A; be the event that at least one of the levels up to the level ¢ is crowded.
Since all the edges in the top (loglog N + o) levels are assumed to be alive, the
probability of A; is 0, for ¢ no greater than loglog N 4+ o. We shall derive the value
of Pr[A;] for all other levels. Let C; be the event that the ith level is crowded.
We now write the equation for Pr[A;].

Pr[A] = Pr[Ai_1UC,-]
— Pr[Aia]+ PriCiIAT]

Since the number of nodes at a level depends only upon the number of nodes at
the previous level, the probability of a level being crowded depends only upon the
previous level. Hence, Pr[C;|A;_;] is equal to Pr[C;|C;_1].

Suppose the value of X;_; is x;_;, where z;_y < m;_;. Then X; is binomially

distributed with mean poz;_1 and probability of success (1 — p). Furthermore,
Pr(X; > pomi_1(1+ Bi-1)] is no more than Pr[X; > pow;—1(1+, /ﬁo—g——I‘a’h_ 7;1)], because
Z;—1 < m;_1, which by Chernoff’s bound is no more than e~ %% . This leads to
the following recurrence for Pr[A;] :

PriA] < PrlAis]+e sV

The probability that any of the levels of the tree is crowded is given by Ay n the
value of which can be bounded using the above recurrence.

PrAgn] < e *8V/%(log N —loglog N — a)



Pr[Aign] is O (Nl—z) for the proper choice of the constant ¢. Hence the proba-
bility that there exists a connected component of size at least 3;c10 ;v ™ TOOted

at any node of the faulty tree is no more than N x O (1/N?) which is O (—]1\—,)

To bound the value of m;, we first bound the value of 3;, which is %ﬁ%
Noting that m; = gom;_1(1 + Bi_1), we get

5 = Bi-1
po(1+ Bi1)

< Bi-1

Vi

= zfia

where

1
z = —
Ho

Note that z is less than 1 for p < 1/2. Now, for z > loglog N + «,
m; = pomi1(1+ Bii)

1—1

= MiglogN+a [ [ro(l+B5)]
j>loglog N+«
Using (1 + B;) < €, T1;(1 + B;) is no more than 2P Moreover, }_; B; is no

1 P clog N .
more than = floglog N+as Where Bioglog N4+« is given by (14 uo_lo_ggN_T") and is O (1)
for every choice of ¢ and «. Hence

0(1)  i—loglog N -«
m; < Mloglog N+a€ ()ﬂo

Now we can bound the size of the largest connected component :

log N loglog N+« log N
m < > T+ Y om
=0 =0 i=loglog N+o+1

N —logllTp
=0 (N(log N )

1
Since the largest connected component is no more than O [ N (10%)_log 1-p

?

the time to simulate a complete binary tree of N nodes on the faulty tree is at
O, 1 .
least ((%)1 & 1—1’). This proves lemma 3.
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3.2 Lower bound on the size of the largest connected
component

Lemma 4: If the edge failure probability is p < 1/3, then with high proba-

bility, the largest connected component in an N-node complete binary tree is
og 1

0 e (lm) ™ ).

Proof:The proof will proceed in two steps. We first show that there is a subtree
of small depth (O (loglog N)) rooted at level O (loglog N) with O (log N) of its
leaves connected by live edges. We will then show that given such a subtree, it
will have a connected component of the appropriate size with high probability.
That will complete the proof.

Let v be a node in the tree. Let X; be the random variable denoting the number
of descendents of v at the /th level of the tree that are connected to v via live
edges. Recall that the expected value and the standard deviation of the random

variable X; (called F; and o;) are given by po' and gov/po!=14/ ‘:’01_’11 respectively.

Also recall that yo = 2(1 — p) and 0o = v/Vo = 1/2p(1 — p). Using Chebyshev’s
Inequality, Pr(X; < E; — ko;) < 1/k?, for any k > 1. Now,

k |
El _ ko’l _ #01(1 _ Jo Ho : )
VHo(po —1) N Ho

k

> (1l — )

to{po — 1)
= #01(1 —f)
where
_ 4
fo=Fk 1—2p

For p < 1/3, we can always find a £ > 1, such that f < 1. By choosing
| = (=2—)(loglog N + log l—l_zf), we get Pr(X; < DlogN) < 1/k?%, for any

1-log -1
constant Dl.PConsider the trees rooted at the nodes of the the dth level, where
d = loglog N + v. Call a subtree unpopulated if has less than Dlog N nodes
connected by live edges at the /th level of the subtree, where [ is as defined above.
The probability that all the subtrees rooted at the dth level are unpopulated is no
more than (1/ kz)znogN. For any choice of D, the proper choice of the constant

~ will ensure that this probability is less than 1/N¢, for some constant ¢ > 1.
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This proves that with high probability there is a set of D log N nodes at level s,
connected by live edges to some ancestor node in the tree. Note that s = (I + d),
and is less than 2loglog N + O (1). This completes the first part of the proof.
Consider the subtree that has at least D log N nodes at level s. We can now
put a lower bound on the total number of nodes connected by live edges in this
subtree. The analysis is similar to that in the previous section. Note that if there
are m; nodes at the ith level that are connected by live edges, then the proba})ility

that more than m;2p(1 + B;) of its children edges are dead is less than o
As before, for the choice of §; = ,/%%V, this probability is O (1/N°¢). Hence the
number of nodes m;4; at the (¢ + 1)th level connected by live edges to one of the
nodes in m;, is with high probability is at least 2m;(1—p(1+ 3;)). Define m; for all
levelsi > s as m; = 2(1 — p(1 + Bi~1))m;_1, where 3; = ,/%fn%v, for some constant
c. As we just showed, Pr(z; < m;) < e~¢1°6N/2_ Analogously to the definitions in
the previous section, call a level ¢ unpopulated if z; < m;. As before, one can show
that with high proabability no levels in this tree are unpopulated. Hence the size
of the set of nodes connected by live edges in this subtree is (3°;5 s mi+ O (log N)).

In a similar manner to the previous section, §; is less than z8;_;, where z = 7157;.
We shall now estimate m;.

m; = 2(1—p(1+ Bi1))mi
= 2(1-p)(1- 1’%})&_1)7711'—1
= [qI20-p0- g,

i>s

Note that 2= is less than 1 for p < 1/2, and that [T;(1—8;) is less than (1-3; 3;).
Hence, we get the following :

mo 2 (20-p) 01— B)m.
6,

l—=z

> (2(1-p)) (1 )ms

Now we can bound the size of the largest connected component given by (358" m,+

O (log N)), using the fact that m; is at least Dlog N.
log N

Z m; = Q ((2(1 _ p))logN—2loglogN—O(l)-l)10g N)

i>s

11



N , N “less
= of (=
(log N(logzN) )

This proves lemma 4. Note that the bounds on the size of the largest connected
component are almost strict, being within log? N factor of each other. We shall
show in the next section that the upper bound on the simulation time using this

result is O (1og N(b_gl\sz)bg Ti‘;»)

3.3 Simulating a complete binary tree on the faulty tree

We show how to simulate an N node complete binary tree Tg on another binary
tree Tr of size M and height ~ in % + h + log N time. This is optimal for
M = O(N/log N). '

The algorithm is similar to one described earlier. We map each of the nodes in
the top |log 27| levels of T into a different node of Ty, by the method described
below. Any node in another level of T is mapped to where its ancestor node
at level |log &| is mapped in Tr. This leads to a maximum load of 2 in a
processor.

To perform the mapping of the nodes in top [log 2| levels of T, we do a
post-order labeling of the nodes in these levels of the tree. We also do a post
order labeling of the nodes in Tr. Processor with postnumber ¢ in T is mapped
to the processor with postnumber 7 in 7. An edge of the complete tree by such a
mapping is simulated by a path of length O(A) in the binary tree. Each edge in the
binary tree has congestion no more than O(log N) due to the paths, by the same
argument as presented in section 2.5. As shown in section 2.7, the communications
represented by the paths can be done by an on-line algorithm in O(h + log N)
time. Thus the total simulation time would be O (% + h + log N). Note that for
the faulty tree M = §(N'~*) with high probability, and & = O (log N), which
yields an optimal simulation time of O (N?).

4 Other fault models

It should be noted that the above analysis and bounds also hold for other fault
models. The probability of failure of an edge (u,v) in the above discussions, where
u is the father of v, can be considered conditioned on the event that node u is
alive. Hence, under the fault model where the edges of a failed processor are
considered failed, and the node failures are independent, the above analysis also
holds. Even under the fault model of independent edge and node failures, the

12



N

analysis will hold by scaling the edge survival probability by the node survival
probability.

5 Conclusions

We analyzed the simulation of a fault-free complete binary tree on a faulty one
under different fault models. We showed that the tree with processor failures can
simulate the fault free tree with O (loglog N) slowdown. The edge failures are
much harder to deal with as they disconnect the tree. We presented almost tight
lower and upper bounds on simulation time even with edge failures.

It would be interesting to adapt this analysis for analyzing fault-tolerance in
the fat-trees, the tree of meshes, or related networks.
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Fault-Tolerant Computing on Trees

Ajit Agrawal*

Abstract

We analyze the fault-tolerance of complete bi-
nary tree networks. We show how an N-node
tree subject to random failures can simulate
a perfect, fault-free tree under different fault
models.

If edges fail with independent probability
p < %, we show both a lower bound and an
approximately tight upper bound on the time
required to simulate a perfect tree on the faulty
tree. If edges are assumed to be robust and the
nodes have a failure probability of p < %, then
the faulty tree can simulate the fault-free tree
with O (loglog N') slowdown. We also show a
matching lower bound for using all non-faulty
processors. The above results are combined to
analyze other fault models. All the above re-
sults hold with high probability.

1 Introduction

Wafer scale integration technology makes it
feasible to implement large networks on a chip.
However, due to fabrication errors, chips are
expected to have some faults. The faults oc-
cur either in the processors or in their inter-
connections. Such faults alter both the size
and the structure of the useful network on the
chip. Faulty chips can be put to use by working
around the faults and simulating the fault-free
network on the faulty one. It is thus of interest
to analyze how well a network in the presence
of faults can simulate the fault-free network. A

*Dept. of Computer Science, Box 1910,
Brown University, Providence, RI 02912. Email:
aka®@cs.brown.edu.

network robust to faults will have low simula-
tion time.

The “goodness” of a simulation can be char-
acterized in terms of three key parameters
- edge dilation, edge congestion, and load
[LMR88]. Let G represent the original net-
work. Let the network achieved after delet-
ing the faulty nodes and edges in G be G'. In
a simulation of G by G’, the nodes in G are
mapped to nodes in G’, and the edges in G
are mapped to paths in G’. Edge congestion
is the maximum number of such paths passing
through an edge in G'. Edge dilation is the
maximum path-length in G’ corresponding to
an edge in G. Load is the maximum number of
nodes in G that are mapped to a node in G'.
In simulating a network G” on GV, if the map-
ping from the nodes in G” to nodes in G’ is one
to one, and the edges are mapped to disjoint
physical paths, then the network G’ is said to
be reconfigured.

We consider the random failure model of
components. A component prone to failure is
modeled with a constant probability of failure,
and the failure events of the components are
assumed independent. Under different fault
models, different failing components are con-
sidered. In the node failure model, the pro-
cessors could be faulty while the edges are as-
sumed robust, while in the edge failure model
the assumptions are the opposite. In the edge-
node failure model, either the processors and
the edges are considered independent compo-
nents, or a component consists of a processor
with all its assoclated edges.

Researchers have also looked at fault-
tolerance issues in other well known networks
under similar failure models. Leiserson et. al.



[LL82] and Gamal et. al. [GG84] have pre-
sented lower and upper bounds for many re-
configuration problems in meshes. Hastad et.
al. [HLN89] have shown the hypercube to be a
robust network in presence of a constant frac-
tion of independent processor and edge failures.
An N-node faulty hypercube has been shown to
simulate a fault-free hypercube of the same size
with a constant slowdown. Annexstein [Ann89]
has shown that N-node hypercube derivative
networks can simulate their fault-free counter-
part networks with O (loglog N) slowdown in
the presence of a constant fraction of processor
failures. His analysis does not take into account
the more difficult case of edge failures. Ragha-
van [Rag89] showed that routing on a mesh can

be accomplished in O (\/I_V_ log N ) time even if

a constant fraction of its edges and nodes are
faulty. All these results hold with high proba-
bility.

We present the fault analysis for complete
binary trees under different failure criteria for
its components. We give almost strict lower
and upper bounds on simulation time for each
failure criteria. Let N be the size of the com-
plete binary tree being fabricated. If both the
processors and edges have independent proba-
bility of failure of p < %, then the size of the
largest remaining connected component is with
high probability bound within polylog multi-
plicative factors of N1~%, where « is log(ﬁ).
This provides a lower bound on the simulation
time of the fault-free tree of size N by the faulty
tree. We also show an upper bound on simu-
lation time which is within a log®N factor of
the lower bound, and has edge dilation and
edge congestion of O (logN). The technique
of bounding the size of the largest connected
component is new and can be extended to other
related networks.

If the edges are assumed to be robust, and
only the processors may fail, then we show that
for p < %, the faulty tree can simulate the
fault-free tree with O (loglog N) slowdown. We
prove a matching lower bound if every live pro-
cessor is to be used in the simulation. For a

tree, we also present an on-line O (¢ + d) time
routing algorithm for a set of messages with
maximum distance d and maximum edge con-
gestion ¢ due to the message paths. All our
simulation algorithms use this result. A sched-
ule with the same time bound is shown to exist
for any network in [LMRS88], but no efficient
algorithms were presented.

In Section 2 we give the on-line routing algo-
rithm for a tree network. In Sections 3 and 4
we analyze the cases of edge failures and node
failures respectively. We show how the analysis
extends to other component models in Section
5, and present conclusions in Section 6.

2 On-line O (c+ d) routing
on a tree

In this section, we show how to route on-line
on a binary tree, a set of messages with associ-
ated paths such that the maximum path length
is d and the maximum edge congestion due to
these paths on an edge is ¢. Processors are as-
sumed to be the sources or the destinations of
no more than a constant number of such mes-
sages. Leighton et. al. [LMRS88] show that
for any network, an O (c + d) schedule for the
paths exist, and can be found through large
offline computations.

The on-line routing algorithm is simple. The
priority of a message is given by the height of
the least common ancestor (lca) of its source
and destination nodes. (We will also use the
term lca of a message to denote the lca of the
source and destination nodes of the message.)
Of all the messages waiting for an edge, the one
with the maximum priority leaves first. Ties
are broken arbitrarily. Using this algorithm,
we claim the following lemma.

Lemma 2.1 Routing on a binary tree can be
done in O(c+ d) time.

Proof: Consider a message M from u to v with
lca z. Let o be the last edge on its path from
u to z. Any message that delays M must have



either z or an ancestor of z as its lca, and hence
must also pass through the edge a. Since the
maximum edge congestion is ¢, a maximum of
¢ such messages can delay M on its path from
u to 2. A similar argument holds for M’s path
from z to v. Hence M will be routed in at most
2¢ + d steps. O

3 [Edge failures

In this section we analyze the case where
the edges may fail but the processors are as-
sumed to be robust. We show in later sec-
tions, that the results for this failure model
carry over to other component models. In this
failure model, the edge failures could discon-
nect the graph into multiple connected compo-
nents. The fault-free tree must hence be simu-
lated by one of the connected components. We
present upper bounds on the size of the largest
connected component, thus providing a lower
bound on the simulation time. We also present
lower bounds on the size of the largest con-
nected component and show how to simulate
the fault-free tree on the faulty tree. The lower
and upper bounds on simulation time are close
to tight, being within a log? N factor of each
other.

We state some useful lemmas without proof
that will be used in the analysis. Let X be
a random variable with mean y and standard
deviation o.

Fact 3.1 (Chebyshev’s Inequality)
Pr(|X — p| > c0) < .

Fact 3.2 (Chernoff’s Bound) If we have N
independent Bernoulli trials, each with proba-
bility p of success, and if m = Np(1+p), where
0 < B < 1, then the probability of at least m
successes is at most e~ 38 NP,

Consider the tree rooted at some node w,
such that all the nodes in the tree are connected
to the root v through paths of live edges. Let
X; be the random variable denoting the num-
ber of nodes at depth 7 of this tree. The root
is considered to be at depth 0.

We shall denote the expectation and variance
of a random variable X by E(X) and V(X)
respectively. For ease of notation, we refer to
E(X;) and V(X;) by p;, and V; respectively.
For the probability of failure of an edge being
p, the following hold.

Fact 3.3 p3 = 2(1—p), and V1 = 2p(1 —p).

Fact 3.4 E(X;|X;_y = &) = mez, and
V(X,'IX,'_]_ = :L‘-) = Vlm.
Fact 3.5 ([Hai81]) u; = pf, and V; =

Vlll'li_l #1::11_.
Lemma 3.1 For any ¢ > z > 2/, Pr[X;y1 >
c|X; = 2] > Pr[Xiq1 > | X; =2'].

Proof: Follows from the binomial distribution
of X;,1, with means and variance defined in
Fact 3.4. Details omitted for brevity. O

Lemma 3.2 Pr[X;41 > ¢|X;
Pr{X;11 > c|X; = m], for any m.

< m <

Proof: Pr[{(X; < m)()(Xit1 > ¢)] can
be written as Pr{UJ_{(X; = /)N(Xiy1 >
c)}] and hence is at most 37, Pr[X; =
71Pr[X;11 > ¢|X; = j]. Using Lemma 3.1, this
is at most 3370, Pr{X; = jlPr(Xi11 > | X; =
m], and hence at most Pr[X; < m]Pr[X;;; >
¢|X; = m]. Since Pr[(X; < m)[(Xiz1 > ¢)]
also equals Pr[X; < m|Pr[X;41 > c|X; < mj,
the claim follows. O

3.1 Largest connected compo-

nent - an upper bound

In this section, we show an upper bound on the
size of the the largest tree that is connected by
a set of non-faulty edges. We show that the
probability of having a “large” connected com-
ponent rooted at a given node is O (%), and
hence with high probability there is no large
connected component in the faulty tree. We
make precise what we mean by “large” below.

Consider the maximal live tree rooted at a
given node v. Let the maximum possible height



of this tree be h, where h can be at most log N.
We say that a level 7 is crowded if X; is greater
than m;, for m; as defined below. We call the
tree large if its size is greater than 2?:0"”%'-
We show that no level in the tree is crowded,
and hence the tree rooted at v cannot be large.

We define m; in the following manner. « and
¢ are constants specified later.

28 ;ifi<loglogN + a
™= pami—_1(1+ \/,%",,%) ; 0.W.

m; is thus the same as the number of nodes
in the complete binary tree until the level
loglog N + o, and then it is no more than
a fraction of the value in the previous level.
a is the smallest integer constant such that
Mioglog N+a+1 18 smaller than 2l°3l°5”+"‘+1
and can easily be shown to be [log( 754 (2 s )1
The choice of m;, «, and ¢ will be clear from
the discussion below.

We have the following lemma.

Lemma 3.3 The probability that any of the
levels is crowded is O (%)

Proof: By the choice of m;, none of the levels
until the level loglog N + a can be crowded,
since my is the maximum number of nodes at
level 7 in a complete binary tree.

Let B; denote the event that the level i is
crowded given that none of the levels until
2 — 1 are crowded. Since the number of nodes
at a level depends only upon the number of
nodes in the previous level, the probability of
a level being crowded given that all the previ-
ous levels are not crowded is the same as the
probability of the level being crowded given its
previous level is not crowded. Hence Pr{B;)
is the same as Pr[X; > my|X;—1 < my_1),
which by Lemma 3.2 is no more than Pr[X; >
m;|X;_1 = mi_1]. By Fact 3.2, this probability
is no more than e~ 538N for any i.

The probability that at lease one of the levels
is crowded is given by 31, Pr[B;], which from
above is no more than he~5!°6¥  Since h <
log N, this probability can be made smaller

than le, by the proper choice of the constant
c. O

This shows that for a given node, with high
probability no level is crowded in its tree.
Hence the probability that there is a large tree
rooted at v is also O (Fly) This implies that
the probability of a large tree rooted at any of
the nodes is O (ﬁ)

We now bound the value of 2:":3()” m;i. Let
B; denote the value ‘/__S_C“li’m{:’. The following

lemma bounds the value of g;.

Lemma 3.4 3; < 1/,;._11ﬁi—1'

Proof: Since m; = pym;_1(1+ Bi—1), we have

L clogN Bi-1 .
B = #1’M.—1(1+ﬁ-—1) .\/“1(1+p‘-_1)’ which
is no more than

v/ 2Bi-1. O
b1
The following lemma bounds the size of m;.

Lemma 3.5 m; < comppa*~*, for i > k, and
some constant c3, where k =loglog N + .

Proof: Since m; = pym;—1(1 + Bi-1), using
the inequality (1+y) < e¥ for positive y, m; is
no more than pym;_ 1e'9'-1 and hence no more

than pl""‘mkeED*ﬂ Letz = 1/;11—. z is less
than 1 for p < 3 by Fact 3.3. Hence E > Bj

is no more than -L By choosing ¢; = ei_h5
the claim follows C|
We now state the main result of this section.

Theorem 3.1 The largest con-
nected component in the tree is no more than

—~log L.

% (N(h]:N) °87-7 ). Hence the time to sim-

ulate a complete binary tree of N nodes on the
L

faulty tree is at least Q ((E{EVW)IOS 1-?) .

Sketch Proof: The size of the largest con-
nected component is at most 2 . Sub-
stituting the proper values of p;, and that of m;
from its definition and Lemma 3.5, the claim
follows. O



3.2 Largest connected
nent - a lower bound

compo-

In this section we show a lower bound on the
size of the largest connected component in the
faulty tree. To show this bound, we prove that
of all the nodes at a depth of loglog N ++ from
the root, for some constant « specified later, at
least one of the nodes is the root of a “big”
component. This is proved in two parts. We
first show that at least one such node has at
least Clog N nodes at depth aloglog N + 8,
connected to the node through live edges, for
a given constant C for the proper choice of «,
B, and 4. We then show in a manner similar
to the previous section that the tree rooted at
this node is guaranteed to be big.

Consider the subtree rooted at a node v, such
that every node is connected to v through live
paths. Let X} be the random variable denoting
the number of nodes at level 7 in this tree. We
then claim the following lemma.

Lemma 3.6 If p < %, then for any choice of
C, we can choose constants a,B and v such
that there ezists a node v at depth loglog N +v
with X3 g10g N4 = Clog N, with high proba-
bility.

Proof: Let o; denote the standard deviation
of the random variable Xj. By Fact 3.1, we
know that Pr{X} < E;—koj] < k? By setting

I to be (ﬁolg_li)(k’g log N +log l—kf) where

f= ”1—(#‘?:)-, E; — koy is at lea.st ClogN.

Then we get Pr[X'“ < Clog N] < z5. For any
choice of p < 3, we can choose some k > 1such
that kf is less than 1. For p < 3, 1 is smaller
than 3loglog N + O (1).

Call a subtree weak if it does not have
Clog N nodes at level I. Consider all sub-
trees rooted at nodes at depth loglog N + «.
There are 27 log N subtrees. The probability
that each of them is weak is no more than
(%)21 logN  which can be made smaller than
77 for any k > 1 by the proper choice of y. O

Consider the node v at depth loglog N + «v
that has at least C'log N nodes in its subtree at

level I. Let s = I+1loglog N ++. By the choice
of I, s equals 4loglog N + O (1). The expected
number of dead edges for a node is 2p. We call
a level 7 > s in this subtree unpopulaied if it
has fewer than m; nodes at level %, where m; is
defined below, in a manner similar to before.

-

We call a tree big if it has at least Ei‘;‘fv
nodes connected through live edges. We now
claim the following lemmas.

ClogN ;ifi=3s

2mi_1 — 2my_1(1+ -9—135—) o.W.

2pm;

Lemma 3.7 With high probability, no level in
the subiree rooted at v is unpopulated.

Proof: The proof is similar to the proof for
Lemma 3.3, and is omitted for brevity. O

Let B; = y/58%. Then the following
holds.

Lemma 3.8 G; < z0;_1, wherez = %.

Proof: Similar to the proof for Lemma 3.4. O

Lemma 3.9
m; > (2(1—p))' (1 - £=)Clog N, fori> s.

Proof: Easily derived from the definition of
m;. We use the inequality (1-2)<e® and
that 72— <1forp<2 O

We now claim the main result of this section.

Theorem 3.2 With high proba.bzhty, there ez-
log
) ).

Proof: The size of the largest connected
component is at least Eng m; + O (log N),
which by using Lemma 3.9 is at least
2 ((2(1-p))**"~*Clog N ). The claim then
follows. O

Note that the upper and lower bounds on the
size of the largest component is within poly-
log multiplicative factor of each other. Having
shown that there is a big connected component
in the tree with high probability, we present
an algorithm for the optimal simulation of the
fault-free tree on this connected component.

ists a sublree of size Q) (—?—(



3.3 Simulating a complete binary
tree on the faulty tree

We show how to simulate an N node complete
binary tree Tg on another binary tree Tw of
size M and height h in % + h + log N time.
This is optimal for M = O (N/log N).

We map each of the nodes in the top |log %J
levels of Tg into a different node of Tr, by the
method described below. Any node in another
level of T¢ is mapped to where its ancestor
node at level |log %J is mapped in Tr. This
leads to a maximum load of 2% in a processor.

To perform the mapping of the nodes in top
llog ¥ | levels of T, we do a post-order label-
ing of the nodes in these levels of the tree. We
also do a post order labeling of the nodes in Tr.
Processor with postnumber 7 in T is mapped
to the processor with postnumber 7 in Tp.

We claim without proof the following prop-
erty of postorder numbering.

Lemma 3.10 The postorder numbering of any
binary tree of height h has the property that any
set of consecutively numbered nodes in the tree
has no more than 2h edges leaving the set.

An edge of the complete tree by such a map-
ping is simulated by a path of length O(h)
in the faulty binary tree. Consider an edge
(u,v) in the faulty tree, where u is the par-
ent of v. The set of paths going through (u,v)
must have an endpoint in the subtree rooted
at v. Moreover, the nodes in this subtree are
numbered consecutively, and hence by Lemma
3.10, the number of such paths is no more
than O(log N). By Lemma 2.1, the commu-
nications represented by these paths can be
done by an on-line algorithm in O(h + log N)
time. Thus the total simulation time will be
O (% + h +log N). Note that for the faulty
tree M is §(N1~*) with high probability, and
h = O (log N), which yields an optimal simula-
tion time of O (N<).

4 Node failures

In this section we analyze for the case of faulty
processors but robust edges. It is assumed
that the communication hardware including
the edges incident to a faulty processor are
fully functional. Hence two processors could
communicate via edges of failed nodes. For a
failure probability of p < %, we consider sim-
ulating an N-node complete binary tree on a
same sized network with faulty processors. We
show that for using all the live processors, the
simulation must take € (loglog N) time. We
provide a matching upper bound on the simu-
lation time.

4.1 Lower bound on the simula-
tion time

Since the edge dilation is a lower bound on the
simulation time, it suffices to show that the
edge dilation in connecting all the live nodes is
large.

Lemma 4.1 In presence of node failures, the
edge dilation in connecting all the live nodes is
Q2 (loglog N).

Sketch Proof: We choose k = cloglog N, and
consider some set of —;—;’,,— disjoint subtrees of
height 2k. For the proper choice of the con-
stant ¢, we can show that for at least one of
the subtrees, with high probability, the cen-
ter node is alive and all its k-neighbors are
dead. The path connecting this node to any
other live node must hence be of length at least
Q (loglog N). O

4.2 Simulating the fault-free tree
on a faulty tree

We provide an algorithm for mapping the
fault-free tree on the faulty tree. We show
that the algorithm leads to constant load, and
O (loglog N) edge congestion and edge dila-
tion. Thus by Lemma 2.1, the simulation can
be done in O (loglog N) time.
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Figure 1: Mapping for node-failure model.

4.2.1 The mapping algorithm

We divide the nodes in the fault-free tree in two
sections - the high nodes and the low nodes. Let
the height of a node be the shortest distance
of the node from any leaf. The nodes at height
greater than (loglog N +c;) are the high nodes.
The rest are the low nodes (fig. 1). The con-
stant ¢; will be specified later. We use different
algorithms for mapping the high nodes and the
low nodes.

All the live high nodes are mapped to them-
selves. To map a dead high node, we search
through its descendants at distance loglog N +
c1 from the dead node in some order, and
map the dead node to the first live node en-
countered. We shall claim that for the proper
choice of the constant ¢;, all the high nodes are
mapped with high probability.

The low nodes are mapped differently. We
call the subtrees rooted at nodes at height
loglog N + c; the low subirees. The nodes in
each low subtree are mapped to the live nodes
within the subtree using the mapping algo-
rithm presented in Section 3.3.

4.2.2 Analysis

Lemma 4.2 With high probability, every high
node is mapped to a live node.

Proof: Proof omitted for brevity. O

Lemma 4.3 There is a constant b such that
each low subiree has at least a constant fraction
b of its nodes alive.

Proof: Each subtree under consideration has
2% log N — 1 nodes, and the number of such
subtrees is less than N. The probability (g¢')
that a given set of 22 log N nodes has less than
a fraction b live nodes is the same as the prob-
ability that more than the fraction (1 — b) of
the nodes are dead. This probability can be
bounded using Lemma 3.2 to be no more than

2
e—%%——-%_zq 1°8N  We can choose constants b
and c; such that the probability ¢’ is O(1/N?).
Hence the probability that there exists a sub-
tree rooted at height loglog N + ¢; with less
than a fraction b live nodes is less than N¢’,
which is O(1/N). O

4.2.3 Load, Dilation, and Congestion

The maximum load at a node due to the map-
ping of the high nodes is 2 and due to the map-
ping of low nodes is 2/b, hence the maximum
load for any node is O(1).

The edge dilation due to the mapping of both
the high nodes and the low nodes is at most
2(loglog N + ¢1). The same holds for edges
between the high and low nodes.

We will show that the edge congestion due
to the mapping of the high nodes is at most
2(loglog N + ¢;). For the low nodes, an edge
congestion of at most 2(loglog N + ¢;) fol-
lows from the argument in Section 3.3. Thus
the total edge congestion for the mapping is
O (loglog N).

We state the following lemma without proof.

Lemma 4.4 Let the high node u be mapped
to its descendant node u'. The edge conges-
tion due to all such paths (v' — u) is at most
(loglog N +¢i).

Let (u, v) be a tree edge in the fault-free tree.
Let u and v be mapped to nodes u’ and v’ re-
spectively. For high nodes u,v, the path be-
tween the nodes u' and v' can be simulated



by the following segments: the path (u' — u),
the edge (u,v), and the path (v — v'). By
Lemma 4.4, the edge congestion for each of the
path segments (v’ — u) and (v — ') is at most
(loglog N +¢;). Hence the edge congestion for
the paths (u' —v') is at most 2(loglog N 4 ¢;).

5 Other fault models

The results of previous sections also carry over
to other component models. In one such model
of practical importance, the edges to and from
a failed processor are also assumed to have
failed. All the analysis and bounds from Sec-
tion 3 also hold for this model if p is considered
to be the failure probability of each of the chil-
dren of a node.

The analysis of Section 3 also applies to the
model in which each of the edges and nodes are
assumed to have independent failure probabil-
ities of p; and p; respectively. The size of the
largest component connected by live edges is
still bound by earlier analysis assuming p = p;.
Moreover, since the component under discus-
sion is large, it can be shown using Fact 3.2
that a constant fraction of the nodes are alive.
Hence all the bounds on simulation time also
hold to within a constant factor.

6 Conclusions

We presented the simulation of a fault-free
complete binary tree on a faulty one under dif-
ferent fault models. We showed almost tight
lower and upper bounds on simulation time for
different fault models. The results show that
the tree network can sustain node failures but
degrades considerably in presence of edge fail-
ures.

It would be interesting to adapt this analysis
for analyzing fault-tolerance in the tree deriva-
tive networks, i.e. fat-tree, the tree of meshes,
or related networks.
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