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ABSTRACT
The freedom to share information through the Web has
made the ability to restrict that sharing critical. Access-
control is thus a central and growing part of contemporary
Web-based system security. While much research has fo-
cused on languages and analyses for access-control policies,
relatively little has studied the actual utterances of peo-
ple defining policies and how these map to formal policy
languages. We study this question using a case-study and
report several observations. We identify the several con-
sequences these observations have for the design of policy
languages, policy analysis tools, and policy authoring envi-
ronments. They further suggest directions for future social-
science research to help bridge the human-computer gap.

1. INTRODUCTION
The literature on software- and usability-engineering for pri-
vacy and security covers systems with widely varying secu-
rity needs. Non-technical end-users trying to protect against
spyware have very different concerns from designers build-
ing large software systems that protect substantial financial
assets. Security concerns for information sharing in collab-
orative groups—of the form that the contemporary Web is
especially well adapted to serve—lie somewhere in the mid-
dle. In these applications, the costs are as much in terms of
intangible assets like reputation as they are in theft of goods
or the embedding of viruses, and the security decisions are
at least as much about encoding the values and culture of
the organization as about preventing malice. The increasing
number of Web applications supporting such tasks demand
methodologies, and ideally software tools, for developing se-
curity policies in such settings.

As researchers in policy language design and analysis, we set
out to investigate a narrow question about policy language
design. Specifically, we had noticed that though many pol-
icy languages—both industrial ones such as xacml [24] and

epal [28] and academic proposals (just a few representative
examples are [6, 7, 9, 15])—are essentially defined in terms
of role-action-resource triples, in our own experience writing
non-trivial policies [16], we often preferred to describe rules
in terms of information flows between end-points without
having to specify the intermediate operations by which the
information may be transmitted. We set out to understand
whether this phenomenon held for other users also.

Our work had another, larger, motivation. While there are
numerous tools for policy analysis (representative examples
are [1, 3, 16, 17, 19, 20, 21, 22, 30]), it is much harder
to make these productive, both in terms of creating usable
interfaces, and making them provide information that users
would care about. Yet we had also noted the difficulty of
stating concrete verification properties as distinct from the
rules themselves [16], and had thus explored change-impact
as an analysis modality. We were thus interested in whether
we would find common errors that users make, which in
turn could inform the design of better tools for authoring,
analyzing, and maintaining policies.

To this end, we conducted interviews to gather requirements
for a Web-based application to manage faculty job applica-
tions for a computer science department.1 Faculty hiring
follows established processes in which the interviewees had
participated for years. We quickly learned a great deal more
than differences in stating policies. The variations in con-
cerns, approaches, principles and coverage of the security
space were striking, both in contrast to the simple and rigid
forms of expression in modern policy languages, and in terms
of their lessons for policy tool authors. These form the heart
of our findings.

We also proceed past merely enumerating findings. Ulti-
mately, these findings are only valuable inasmuch as they
lead to better access control policies. Therefore, our de-
scription of each finding is accompanied by a concrete ex-
planation of the impact of the finding on the development
of languages and tools. (We do not discriminate heavily be-
tween the two categories, because they often represent two
different perspectives on the same issue: languages can pre-
vent problems but require their adoption, while tools can
identify problems in existing policies.)

1This software is available for free: contact the authors for
a copy.
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Our findings consist of two observations and four lessons.
The observations concern how people approached the au-
thoring task—the presence of personality styles, and the ab-
sence of a dominant format for stating requirements—while
the lessons can be summarized as follows:

• Analogy and relationship are fundamental idioms

• Org. charts should be checked against policies, not
drive their creation

• Participants fail to note temporal changes that lead to
data leakage

• Social contracts identify and protect the real assets

Before we delve into our findings (Section 4), we first explain
the domain (Section 2) and outline the research methodol-
ogy (Section 3).

2. THE DOMAIN: FACULTY APPLICATION
SOFTWARE

Academic computer science departments in the USA increas-
ingly manage the faculty application process online. Appli-
cants submit their materials (vita, statements, etc.) via the
Web. The software emails a letter-submission url to each
reference letter writer. Faculty in the department can view
and comment on the applications through the Web; certain
graduate students may have similar privileges, depending on
the department. Administrative staff, such as faculty secre-
taries and hiring support staff, handle various requests from
members of the department. Technical (computing support)
staff maintain the infrastructure.

Access control is critical in this domain. Table 1 shows an
example access-control matrix for the portion of such a sys-
tem that end-users utilize.2 For each class of end-user (row)
and type of information (column), the matrix indicates per-
mitted forms of access. For example, this matrix indicates
that applicants are permitted to create, read and upload
their vitae, whereas faculty may only read the vitae; appli-
cants are not permitted to view department members’ com-
ments on the applications; etc. Even in this setup, there
can be significant disagreement about some access decisions
(as our interviews confirmed): Should applicants be allowed
to check which of their reference letters have arrived (and
when)? Should students in the department know who has
applied? Should administrative staff be able to read the
reference letters?

This example already illustrates some of the subtasks in-
volved in articulating an access-control policy: defining roles,
resources, and nuances of actions (such as read versus check-
for-existence); determining permissions, which sometimes
requires careful consideration (as in the question-mark cases);
and setting a default decision (such as permit or deny) for
any cases that the policy does not cover explicitly. The sim-
ple checkbox-style authoring tools in current applications
suggests that the matrix-form given by the table presents a

2Other actions, such as opening and closing the search or
enabling faculty access to the software, are relevant only to
the software administrators and did not arise in our study.

useful metaphor for policy authoring: simply ask the user
for the roles, actions, and resources, then let them choose
actions to complete the cells. Our interviews demonstrate
there are numerous limitations, and even perils, to using
such an approach.

3. RESEARCH METHODOLOGY
The department we interviewed had already used faculty
search software for several years, but the application was
being rewritten. We used the rewrite as an opportunity
to solicit requirements. While past use had clarified work-
flow and interface issues, an incident the previous year had
prompted queries about the system’s access-control policy,
so we expressly focused on this in our interviews.

For this study we interviewed only professors, at all ranks
(tenured, tenure-track, and otherwise), whom we collectively
refer to as “faculty”. Fifteen faculty were asked (by email)
to volunteer time for an interview about the software. Two
replied electronically that they had nothing to contribute.
One of the remaining thirteen agreed to meet but stated that
he had nothing to contribute as others were better suited to
developing these requirements.3 The remaining twelve con-
sented to recorded interviews, each lasting 20–30 minutes.

We started each interview by mentioning the incident that
had led to concerns the previous year. Beginning our inter-
views in this way was helpful, because all participants im-
mediately acknowledged the importance of the requirements
process. All participants were then asked for their “security”
requirements. One group got no additional prompt; the sec-
ond was asked for security requirements “such as faculty
are allowed to view applications” (to evoke the format of
standard access-control rules); the third, “such as submitted
applications never become visible to other applicants” (to
evoke information flow policies). The three prompts were in-
tended to discern whether prompting would have any effect
on the language in which people stated policies. Given that
all participants had extensive experience with the problem
domain, we did not describe it to them. Once participants
had run through the cases that had occurred to them, we
asked follow-up questions about roles and resources not yet
covered.

Even though we asked about security, the vast majority in
all three categories focused of their own accord on access-
control. Only one respondent even mentioned network secu-
rity (such as ssl). There are many possible reasons for this
but, given that some were prompted with an access-control
example, and some may have been aware of our own interest
in access-control, we only point out this pattern but draw
no conclusions from it. Nevertheless, that is why this paper
focuses on access-control.

Coding. We transcribed each interview verbatim into a sep-
arate file and used open coding [32] on each transcript to
identify terms or phrases related to security or access-control.
We marked off all references to subjects (including roles),

3We will refer to all participants in the masculine, as the
sample sizes were too small to suggest conclusions based on
gender. Likewise, the sample sizes at each rank were too
small to study.
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Applicant Vita Statements Letters Faculty Student
Names Comments Comments

Applicants c,r c,r,u c,r,u e?
Letter writers c
Faculty r r r r c,r,u r
Admin staff r r r e, r? r? r?
Tech staff r r r r? r? r?
Graduate Students r? r? r? c,r,u
Undergraduates
Postdocs r? r? r?

Table 1: Hypothetical access-control matrix for portion of system covered in user study. Roles label rows and
resources label columns. Letters in each cell indicate classes of permitted actions: c(reate), r(ead), u(pdate)
and e(xistence check). The ability to read implies the existence check. A question mark indicates that domain
experts do not immediately agree whether that action should be permitted. Empty cells denote denial of all
access.

actions, and resources. We marked any statement that de-
scribed an access condition, whether stated as a rule, a flow
of information, or a desired property of the resulting pol-
icy. We marked all justifications for rules and all phrases
describing security scenarios. We did not mark phrases that
were unrelated to security, such as those talking about the
general challenges of conducting faculty searches.

Each marked phrase was classified into one of 102 detailed
categories within eight major categories. The major cat-
egories were verbal transitions between concrete and ab-
stract details, form of stating access-requirements (rules,
workflows, etc.), what sorts of additional information were
expressed with a requirement (rationales, exceptions, con-
cerns), what form of information was used to raise a new
requirement (a role, a resource, etc.), what sorts of meta- or
reflective information was raised (such as opinions of others
or self-doubt about a particular requirement), disclaimers
(about cases not considered), comments about the policy
implementation, and the default decision (permit or deny)
that should apply to the policy.

4. FINDINGS
Our initial investigation was to determine how our prompts
affected the nature of requirements that participants pro-
vided. This question was easy to settle: participants em-
ployed role-action-resource triples, information-flow rules,
and several other kinds of utterances to state their desired
policy. We identified no connection between our prompts
and the pattern of their responses.

In the process of conducting the interviews, however, we
encountered many other patterns. In the rest of this doc-
ument, we focus on these other findings. For each finding,
we describe potential impact on the design of languages and
on tool support (though some findings impact only one of
these, not both).

4.1 Analogy and Relationship are Fundamen-
tal Idioms

Participants’ reliance on analogy was striking, particularly
given the variety of forms in which it arose. They used
analogies both to express rules and to justify them, often

combining the two. They routinely phrased rules or ratio-
nales in terms of relationships between roles and resources.
Nine of the twelve participants stated at least some rules
using the form “treat X the same as Y ” (possibly “with the
exception of Z”).

For instance, participants often drew analogies between fac-
ulty hiring and the tenure process to decide on the accesses
that junior faculty and graduate students should have to
application materials:

This is sort of like the tenure situation. [Gradu-
ate students] don’t have the professor job yet, so
they shouldn’t see the letters that are for getting
that professor job.

They sometimes concretized their analogies with metrics:

The distance between grad student and junior
faculty member is greater than the distance be-
tween assistant professor, however new, and full
professor, however senior.

They justified analogies by role overlaps:

Default should be [the technical staff] get the
same access as grad [students] because some of
them are grads.

Role hierarchies are common in access-control contexts and
were often identified through such scenarios; Section 4.2 dis-
cusses role hierarchy in more detail.

Sometimes the analogies were used to express a negative,
rather than positive, expectation:

The person might come here and student might
be their advisee [...] but the level of interaction
is not ... the same, I guess, right, I mean how
you interact with [senior faculty] is not equal to
the way advisee/advisor ...
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Finally, some participants used analogy to express rules,
rather than to justify them:

Whatever we decide to do for discussions in the
faculty meeting ought to hold for the software.

Participants often spoke of relationships between the sets of
permissions accorded particular roles. In one of the more
interesting expressions of rules, one participant wanted per-
missions of one role to lie between those of two other roles,
but didn’t know what set of restrictions might achieve that:
“we’ll give that person a certain level of privilege so they
can do whatever that faculty member needs” while making
it less than full faculty privilege. Other participants stated
similar requirements of wanting a rule in a space that would
satisfy a goal without being too restrictive or too permis-
sive. One participant justified a rule on the grounds that
“we have to draw the line somewhere”; in this case, making
sure two roles were not analogous seemed necessary, even
though the participant couldn’t articulate a difference that
should distinguish them.

Languages and Tools. This suggests two concrete possi-
bilities for developers of languages and tools:

1. Current access-control languages usually provide no id-
ioms for defining rules via analogy or relationships.
These idioms are particularly important for maintain-
ing the policy over time. On the other hand, a blind
reliance on analogy is dangerous! A connection be-
tween two roles now may not persist into the future,
and must therefore be repeatedly re-evaluated as the
rights and responsibilities of either role changes.

2. When users are trying to study the effect of a policy, it
would be helpful to report apparent similarities in the
policy (especially if two distinct roles have exactly the
same privileges). Policy authors would find it useful
to determine whether such similarities are incidental
and, indeed, even true (e.g., thinking about how the
roles differ in real life may help identify missing policy
cases).

4.2 The Org Chart is Dead, Long Live the Org
Chart

Security-requirements processes often start from whatever
documentation an organization has available about the sys-
tem to be secured and the staff who will use it [2, 18, 34].
Organizational charts are potentially useful starting points
for specifying access control, as they suggest preliminary
roles and relative levels of responsibility within the organi-
zation. Hierarchies between roles with respect to levels of
privilege emerged naturally during our interviews. However,
in two cases, the privilege hierarchy that emerged from the
interviews reversed or contradicted relationships that would
have been in the org chart. (Though it is well-known in or-
ganization theory that organizations function thanks to an
“informal organization” that is quite different from that of
the formal list of connections [4], this disconnect has some-
times been neglected in prior security-requirements work.)

• The department has two levels of administrative staff:
secretaries who support faculty members, and execu-
tive staff who support the department (office manager,
grants administrator, etc.). The secretaries report to a
member of the executive staff and generally have less
access to sensitive information. Interview discussions
of staff privileges tended to center around what access
secretaries need to assist the faculty. Many partici-
pants noted that the executive staff have no need for
access to application materials as part of their jobs (un-
less they were covering for an unavailable secretary),
but granting them access was fine because they have
access to so much other confidential information (such
as faculty salaries) anyway. This consensus aside, how-
ever, at least one participant remarked that the exec-
utive staff have no need for access to the materials
according to the principle of least privilege, whereas
secretaries have a strong case for access.

• Most department processes regard post-docs as lying
between graduate students and faculty. Giving post-
docs access to faculty applications is problematic, how-
ever, as they are often on the market themselves and
shouldn’t see information about their competitors. As
postdocs have no official role in the overall hiring pro-
cess, participants generally felt they should have no
access to the system. One participant raised a related,
but more delicate, scenario of current graduate stu-
dents on the market:

It’s hard, though, because [graduate students]
can access [materials] until they apply. Ethi-
cally, if they think of applying [to our depart-
ment] they should remove themselves from
they process. Actually, if they are looking
for a job they should remove themselves from
the process, ethically, because any decisions
made here might affect where they are ap-
plying.

This raised a new sub-category of students that would
not have been reflected in an org chart designed for
general departmental operating procedures.

These observations suggest that the org chart is actually
dangerous as a starting point for forming role-hierarchies
within policies. The chart is a document vested with au-
thority, so people are more likely to grant privileges in ac-
cordance with the chart than to (even think to) contradict
or expand it. This can result in leakage of sensitive data.

Languages and Tools. Does this mean the org chart is
dead as an authoring aid? Not at all! By virtue of being
a formal document, the chart can serve as an input to pol-
icy analysis tools to serve as a specification against which
to look for potential flaws in a policy. For example, if two
roles’ privileges are contravariant to their positions in the org
chart, the authoring process should ensure this was inten-
tional. Documenting why this is so is bound to be instructive
to future maintainers of the policy and software.
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4.3 Policy Authors are Poor at Tracking Roles
in Space and Time

An individual’s access privileges can change over time even
as the policy remains fixed: an individual’s role might change,
or the access guards might depend on the status of a resource
(such as whether an application is complete). Role overlaps
and changes, in particular, can result in information leaks.

Only four participants raised the possibility of overlaps and
changes; interestingly, these were in different contexts and at
different granularities of time. One cited graduate students
who become applicants later in the same year (at which
point they should lose access to information on other appli-
cants). Two cited applicants who become faculty members
in later years (who should not be able to see their letters and
comments from when they were applicants). One considered
former students who applied years after leaving but who had
meanwhile retained their computer accounts. One of these
four also pointed out that people who have written recom-
mendations may have themselves applied. Less directly, a
fifth participant considered relationships over time in the
context of conflict of interest, where an applicant’s advisor
from another institution might now be on the faculty in this
department.

We hypothesize that the nature of faculty hiring masks think-
ing about dynamic changes. The application process is so
cyclic—a few months of intense activity, followed by many
months or years of none—and while a search is underway
the focus is so heavily on the current year, that interviewees
seem to forget to consider time outside the narrow window
of one search.

Languages and Tools. Role overlaps are a common source
of errors in policies [16], and permitting them by default
should perhaps be considered a mis-feature of policy lan-
guages. The importance of handling temporal changes in
policies has been recognized by many authors (representa-
tive examples are [6, 8, 13]). In some cases, a richer pol-
icy language might indeed help avoid problems. Our study
demonstrates, however, that simply adding such features to
the language is not enough. Authoring environments must
explicitly account for the possibility that authors may for-
get about the consequences of the passage of time and, for
instance, explicitly query authors about the nature of role
changes over time and their potential to leak information.

4.4 Social Contracts Identify and Protect the
Real Assets

Thinking about access-control policies in terms of concrete
resources, as tabular- or rule-based authoring does, can some-
times entirely miss the point. In our case, the interviews re-
vealed that the single most important resource was one that
shows up nowhere in tables and rules: the department’s rep-
utation. Often, this was the resource that people were really
trying to protect, even though they were stating concrete
rules about other (tangible) resources based on how they
thought those decisions would impact this resource.

To identify such hidden resources, it helps to understand
the social contracts at work, because they often frame as-

sumptions that people make on how their information will
be handled. These assumptions should influence policy de-
cisions, but are often overlooked. One participant raised
assumptions within the department about how faculty com-
ments would be shared. Only one participant spoke of such
pacts from the perspectives of either applicants (“When you
write something to a department you assume that the fac-
ulty is going to see it. I don’t think you assume much at
all as far as the students are concerned.”) or letter writ-
ers (“I think non-tenured faculty should not be able to see
that. Again, it’s part of the pact you make with a letter
writer.”), even though several participants spoke about po-
tential problems with letters comparing applicants to junior
faculty or graduate students in the department.

Only one participant explicitly raised the department’s rep-
utation: he felt that students should not know who applied,
because the students might publicly criticize the department
for not interviewing a particular person (without having had
access to the data and discussion that led to that decision).
One thought “it doesn’t look good for the department” to
give applicants too much flexibility in marking portions of
their application as highly confidential. Another cited stan-
dard practice among schools in telling applicants whether
their letters had been received. One person justified a de-
cision based on loyalty, which could be viewed as indirectly
protecting reputation:

Students, we know, have a very finite lifetime and
loyalty to the department, whereas the assump-
tion is that every assistant professor who’s here
is here for life.

The importance of reputation as an asset may have mo-
tivated comments from a few participants (most of whom
made the comments referenced in this section) about the
tension between the educational value and (unstated) con-
sequences of letting students have too much access to appli-
cation materials.

As important as identifying the real assets is, it surprisingly
arose in only a few interviews. We had several hypotheses for
why this was the case. Since letter writers and applicants
are (generally) outside the department, participants could
have been taking an internal rather than external view of
the process. All participants had been either an applicant
or a reference-letter writer in recent years, so lack of ex-
perience with those roles is not a plausible factor. Several
participants mentioned applicants and letter writers, but ei-
ther in the context of the user interface or saying that they
had very few privileges. These reflect a “use-case” approach,
which focuses on the tasks that a user tries to perform with
a system. Trust assumptions aren’t affiliated with particular
actions; it might be harder for participants to recall them
in absence of a hook to the vocabulary of users and tasks
common in software engineering.

Languages and Tools. Identifying the assets to protect is
part of every security requirements process. The trap illus-
trated here is that the assets to protect are not necessarily
the resources under access-control, despite what the very
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idea of access-control might suggest. Explicating such “hid-
den” resources is therefore invaluable, because it helps shift
the discussion in a useful direction articulated by the require-
ments literature (from the “solution space” to the “problem
space”). Lightweight security-requirements processes that
focused simply on tangible resources could easily fall into a
trap of failing to do this.

4.5 Participants Exhibit Personality Styles
In listening to the interviews and re-reading the transcripts,
we were struck by the different approaches—bordering on
“personalities” or “styles”—that participants adopted during
the interviews. We were curious whether these correlated to
any patterns in the forms of rules used during the interviews.
Four strong styles emerged from our high-level reading of the
interviews: social thinkers were conscious of the values
that policies encoded regarding department culture, colle-
giality, and social contracts with applicants and letter writ-
ers; problem avoiders saw policy as protecting against un-
desirable situations; pragmatists focused on realities such
as making sure policies wouldn’t interfere with workflow or
on granting access based on similar data available to users
from outside the system; protectionists framed most com-
ments around what principles of confidentiality or least priv-
ilege would demand.

We were able to assign each participant to one of the four
styles based on our high-level reading of their interview and
the kinds of justifications or concerns they raised first when
discussing a new aspect of the policy. The assignments are
obviously somewhat subjective, as the nuances that put a
participant in one style or the other were beyond the level of
detail captured in our coding of the transcripts. We identi-
fied two social thinkers, two problem avoiders, and four each
of pragmatists and protectionists. One each of the pragma-
tists and protectionists fell into their category based more on
the justifications they used rather than our high-level read-
ing (their high-level reading suggested no particular style).
We will use the modifiers weak and firm to distinguish these
participants and the rest of their groups, when appropriate.

The pragmatists were fairly diverse in their chief concerns.
One was most concerned about not having the policy inter-
fere with workflow; one wanted to make sure people had the
data they needed to participate in discussions; one believed
that the information was available through other (possibly
human) channels anyway so security wouldn’t achieve much;
and one felt that electronic information had low chance of
staying secure anyway. This group was more likely than the
others to state rules fairly abstractly (“give [staff] a certain
level of privilege so they can do whatever that faculty mem-
ber needs”, or “I want to work on paper”). However, most
did have clear boundary cases for which they felt strict ac-
cess controls were essential.

The pragmatists and the protectionists showed strong simi-
larities on certain issues. The participants who needed the
most prompting for concrete policy statements came from
these two groups. All rules stated as “whatever is needed
to achieve X” came from these groups. These groups fre-
quently stated broad rules from which the interview pro-
cess identified special cases: seven of eight participants in
these categories followed this pattern whereas only one of

four participants in the other two categories did so. These
two groups were also more likely to state rules in the form
“treat X like Y ”, though all four groups used analogies in
formulating their policies. Although half of the participants
asked whether they were missing any important cases, only
one was outside these two groups (in the social group). All
of the comments that weighed the risk or benefit of taking
a particular decision came from these two groups. All but
one comment about temporal changes arose from these two
groups.

The protectionists differed most dramatically from the prag-
matists in never referencing the perspectives of other faculty
or users of the system. All but one participant outside of the
firm protectionists cited a colleague with a different opinion
or commented that an access decision might benefit from
department-wide discussion. Not a single firm protection-
ist made such a comment. Similarly, only one comment
about social-contract assumptions of users outside the de-
partment came from this group, as opposed to three from
the pragmatists and problem-avoiders and many from the
social thinkers. The protectionists were far less likely to
have discussed the interface, implementation, or other secu-
rity issues involved in the system: three comments of this
sort came from protectionists (two of those from the weak
protectionist), in contrast to five from the social thinkers
and a dozen or more from each of the problem-avoiders and
pragmatists.

The social thinkers contributed only one comment about
the processes surrounding the hiring software, such as the
tenure processes required for senior applicants or broad pro-
cess problems that the new software might help address. The
problem-avoiders and protectionists each made roughly ten
comments in this space; the pragmatists raised only a cou-
ple. Perhaps not surprisingly, both of the problem-avoiders
had administrative experience. They almost always stated
rules very concretely, rather than through or relative to gen-
eral principles.

Another “personality”-like issue, but one that was less dom-
inant than those cited here, was whether the participant
expressed discomfort with or preference to not be articulat-
ing policy. One participant outside of the twelve was very
uncomfortable with the responsibility of suggesting policy.
One participant clearly stated that he would rather some-
one else be tasked with doing this (despite his having some
strong opinions).

Languages and Tools. We suspect the protectionists lacked
a strong mental model of the hiring process or of previous
software versions to guide their comments, so they fell back
by rote on the principle of least privilege.4 Seven of the eight
comments asking us what cases had been overlooked came
from the pragmatists or protectionists. Fortunately, once
given specific requests or scenarios to consider (as some tra-
ditional requirements processes suggest), both groups gave
requirements at similar level of detail to the others. Under-

4The pat reduction of “security” to “least privilege” is remi-
niscent of the Father Sarducci “five-minute university” com-
edy sketch from Saturday Night Live, which, for instance,
summarized all of economics as “supply and demand”.
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standing the user’s “personality” is essential to reconciling
their requirements with those of others.

4.6 Participants Lack a Dominant Structure
or Consistent Format

Given the technical expertise of the participants, we ex-
pected interviews to reveal a systematic process for exploring
the policy space. Only one of the twelve interviews had such
a structure; in that case, the participant worked through the
roles, citing principles and scenarios to present the decisions
relevant to each one, or to refine a general role into sub-roles.
No others exhibited such a clear organizing principle. Each
of roles, resources, scenarios, and the existing process was
used by a third to a half of the participants to initiate a new
thread of conversation (“So let’s now consider . . . ”). While
this does not imply that participants would have had dif-
ficulty articulating policy against a single organizing struc-
ture, it does raise questions of whether a single organizing
principle fits all, and whether using a variety of prompts will
better cover the state space.

The different prompts we gave at the start of the interview
did not correlate with particular structuring techniques or
forms of rules. Each participant used multiple forms to state
access-control rules. The standard rule format of “role R is
permitted/denied to do action A on resource S”was common
but not ubiquitous. Most participants stated four to six
such rules, with some rules covering multiple resources (i.e.,
“faculty should be allowed to see everything”). Half of the
participants stated rules of the form “whatever access role
R needs to do task T”. In these cases, role R was always a
service role (such as administrative or systems staff); task
T was described vaguely as “fix something”.

Notwithstanding the use of least-privilege as discussed in
Section 4.5, we were surprised at how infrequently partici-
pants invoked other standard security metaphors. Almost
nobody raised conflicts of interest without prompting; even
when prompted, many had trouble identifying them. No-
body raised (even if only to dismiss) separation-of-duty. Only
one person tried to classify resources by levels of privilege:

Let’s distinguish between the more privileged and
the less privileged. The letters or recommenda-
tion are privileged and everything else is, I think
... the privileged is the letters and the faculty
remarks and everything else is nonprivileged.

Languages and Tools. The difficulty that participants had
in methodically articulating a policy was telling, and indi-
cates the need for policy authoring processes and tools that
embody them. In particular, it is useful to recognize that
the user’s mental model of security may be very limited (e.g.,
the persistent reliance on least privilege). Furthermore, it
may be useful to inform users about other paradigms (e.g.,
separation-of-duty) to determine whether they are manifest
in the domain. Of course, these processes must take into
account the constraints of the domain and not burden users
with processes that demand too much material, time or cost
(since such processes will, ultimately, be ignored).

We also found that five participants stated rules in terms of
the source of some information, such as “grads see materi-
als that candidates provide”. While these are close to the
standard form, these have two implications for languages
and tools. First, the abstraction of who created a resource
is not part of the standard matrix representation, though
it can be captured in models that reflect provenance. Sec-
ond, these expectations are closer to information flow than
access-control rules.

5. CONTEXT AND FUTURE WORK
The interviews in this case study raise several research ques-
tions and issues for designers of policy languages and author-
ing and analysis tools. Our findings indicate that significant
research remains to be done into cognitive aspects of policy
authoring and their impact on the form of policy languages.
Much policy language research focuses on expressive power
from a purely logical perspective. While such work is clearly
valuable, it ignores fundamental questions of how well the
languages lend themselves to capturing what people are try-
ing to say in a form that makes policies easy to understand
and maintain.

The literature on security and privacy is increasingly focus-
ing on such human conditions as trust. Our interviews con-
firm that these issues are arising as people are thinking about
what policies they want to write: informal workflows, rep-
utation as an asset, the extent to which students should be
involved, etc., are all examples of trust decisions masquerad-
ing as access-control decisions. Determining how to account
for these concerns in formal languages is an important and
interesting area for future work.

We conjecture that these studies can inform a human pro-
cess of interviewing users for their requirements. In many
systems, however—especially those where end-users are set-
ting policies in isolation, such as in collaborative Web-based
applications—it is not cost-effective to deploy an army of
requirements-gatherers. In such scenarios, we believe there
is considerable room for what we dub an inquisitive envi-
ronment that takes the place of today’s passive policy-entry
interfaces, asking users questions (“Does this role have sub-
roles?”, “Does this datum have parts?”, and so on) to tease
out the actual requirements, instead of blindly trusting the
user’s original selections.

Threats to Validity. The most obvious threat is, of course,
that the interviewers were anthropological “natives”, which
is a general problem that arises when people related to or-
ganizations study them.

The participants knew that they were not solely responsible
for determining the security policy. Although they did not
know who else had agreed to participate, they knew that the
final policy would be set by a combination of the develop-
ers (whom they trusted) and department-wide discussion, if
necessary, on controversial issues. Despite this, we saw am-
ple evidence that people took these interviews very seriously.
All but one participant made a comment such as“what cases
am I missing?”, “I’m trying to think this through”, or “oth-
ers may feel differently”. Many also expressed thanks that
the development team was taking the time to gather the
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requirements and to build the software properly.

Limits to Generalizability. Several aspects of this study
limit the applicability of our findings:

1. The participants had extensive experience with the do-
main and the process, on paper and/or as software.
They had all reviewed applications, and had either
written reference letters or applied recently, or both.

2. All the participants were computer science faculty, so
fundamental concepts of security and requirements were
presumably familiar to them.

3. The set of users was well-understood, and with the
exception of the applicants and letter writers, most
participants personally knew most users.

We also did not try to account for political oddities of an
academic department, which may be different from those of
other organizations.

Working with these participants did have a disadvantage:
they often pre-judged that a scenario would be “too hard
to implement”, and thus avoided distinctions between roles
and scenarios of their own accord. We frequently had to
remind them to stick to requirements rather than filtering
their views through their (often inaccurate!) perceptions of
how the system would be implemented.

To maintain the anonymity of our subjects, we cannot dis-
cuss details of their expertise in areas of security. Never-
theless, in our qualitative opinion, we did not notice any
significant correlation between security experts (as defined
by reputation or publication areas/titles) and the quality of
their responses.

6. RELATED WORK
Existing works on requirements engineering for security [2,
18, 34] propose processes to get stakeholders to articulate
concerns such as threats, vulnerabilities, trust assumptions,
and security goals, as a key step toward developing security
requirements. These processes are valuable, but seem to
depend on a significant allocation of human resources. It
isn’t immediately obvious how to scale these processes down
to small groups or end-users, nor to collaborative authoring
contexts in which access-control concerns dominate broader
security questions.

Nissenbaum [25] distinguishes between security and trust,
where the former is a technical feature and the latter a social
one. She views security as neither necessary nor sufficient
for trust. Our interviews reinforce this. Trust featured in
several comments, sometimes justifying a security decision,
but often as a social construct with which the security policy
should be consistent. Some comments asked for rules that
gave one role a little less privilege than another in order to
reflect differing levels of trust, even though the participants
could not articulate a usage scenario that should distinguish
the two.

Palen and Dourish [27] view privacy as “the continual man-
agement of boundaries between different spheres of actions
and degrees of disclosure within those spheres”. Their work
defines three broad boundaries: disclosure, identity, and
temporality. Although our interviews asked about secu-
rity rather than privacy, forms of these boundaries arose
throughout our interviews. Determining how to incorporate
a boundary-based perspective into policy languages and au-
thoring tools is an interesting open challenge in this area.
Dourish and Anderson [14] describe three models of pri-
vacy and security that account for their social dimensions.
Our interviews reflected their economic and practical-action
models; we did not look for patterns in the interviews that
would reflect their discursive model. Psychological factors
associated with risk assessment, such as Tversky and Kah-
neman’s availability hypothesis [33], did seem to be a factor
in our interviews, as illustrated by the extensive prompting
some participants required.

Our work raises basic questions about the structure of rules
and idioms supported in formal policy languages. Most lan-
guages use role-based access-control (rbac) [15] as a foun-
dation. Trust management [9] enhances rbac with support
for delegation and credentials. These concepts implement
rather than specify trust relationships, and are thus of lim-
ited help in maintaining them over time.

Existing research on usability issues in policy authoring tend
to focus on specific interface issues rather than the broad
questipns about policy specification that we have raised here.
Zurko, et al.’s ADAGE authoring framework [36] was ex-
plicitly designed for usability and to study expressiveness
questions such as the use of various grouping mechanisms
(such as roles and labels) for expressing policies, but focuses
more on interface issues than on the underlying language
(with the exception of strong support for separation-of-duty,
which did not arise in our case study). Brostoff et al. [11]
developed a tool to help scientist end-users author access-
policies; their work focuses more on how to help end-users
specify policy components. Both used fairly standard rule-
based structures for capturing policies. Karat et al.’s SPAR-
CLE authoring tool [10] uses natural-language processing to
improve the interface between humans and rbac-style lan-
guages. Focusing on interfaces to rbac misses the bigger
(and well-documented) problem of stakeholders not artic-
ulating what they actually mean. The rules as originally
uttered by our participants would have resulted in a dozen
underspecified, self-contradictory, and mutually inconsistent
policies. Some of these problems persisted even after we
prompted participants. Better interfaces are clearly critical
for policy authoring tools, but getting a policy that is both
correct and maintainable requires more cognitive research on
how people articulate their concerns None of these papers re-
port on cognitive studies justifying the linguistic structures
through which people describe policies.

Reeder, et al. identify five usability challenges for policy au-
thoring tools [29], based on a study in which novice policy
authors tried to write formal versions of existing organiza-
tional privacy policies. Three of these challenges could apply
in an interview setting and all arose in our interviews. Two
of these three (conflicting rules and statements of denied ac-
cess rather than permissions) were, however, not a problem
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in our context, as we allowed negative rules and handled
conflicting rules through additional questioning. The third
challenge, called“group ambiguity”, occurred when one term
in the existing policy referred to others collectively. Our
participants often had the opposite problem: they failed to
decompose an aggregate term (e.g., “application”) into com-
ponents that required different access rules (e.g., the vita
versus the list of letter writers). That study was more struc-
tured than ours by virtue of providing the policies, so the
other issues we identified would not have applied in their
work.

Prior studies have identified different personalities among
users in security-related contexts. Both Cranor et al. [12]
and Olson et al. [26] identify privacy personalities in stud-
ies about factors influencing people’s privacy preferences.
These personalities cluster around the different levels of pri-
vacy that people sought, rather than the styles in which
they expressed their privacy concerns. While our pragma-
tists appear to have proposed less restrictive policies than
our protectionists, we did not formally analyze our results
against this metric. Miller and Edwards [23] identify similar
sharing personalities in the context of photo-sharing sites.
While their interviews extended far beyond privacy, com-
ments similar to those raised by our social thinkers were
common when discussing sharing of photos showing family
members. The only other work we have found that asks
users to articulate their policies in a free-form context is by
Bauer et al. [5], which is part of a general comparison of
two policy mechanisms. These papers do not report details
about how users expressed their desired policies.

Classical research on how people reason, such as the Wason
Selection Task [35], shows that people perform poorly from
a logical perspective. Newer work by authors such as Sten-
ning and Van Lambalgen [31] shows that people often rea-
son under assumptions that parameterize the logical system
in question (such as assuming the law of excluded middle,
or presuming that exceptions are possible for every logical
assertion). This body of work has serious implications for
policy authoring, as software systems interpret policy rules
under a fixed logic that may differ from what the policy au-
thor had in mind. Our case study was partly inspired by
this body of work. With a better understanding of the as-
sumptions people make when stating policies, we can better
align this potential mismatch of logics.

7. CONCLUSION
This paper describes a case-study in interviewing end-users
on their desired security policy. By using computer science
professors, we were able to eliminate several variables relat-
ing to the education and technical sophistication of the users.
Despite this filtering, which we expected might produce sig-
nificant conformity, we still found several (potentially) sur-
prising differences in their views as well as weaknesses in
their ability to state an accurate policy.

Our observations have implications not only for the design
of policy languages but also for the construction of tools for
the authoring and analysis of policies. In particular, our
findings suggest that, no matter how much effort we expend
on designing policy languages, a passive authoring process is
potentially dangerous, as many mistakes originate in policy

authors’ inability to consider the consequences (across role
overlaps, time, etc.) of their choices. We have therefore
suggested concrete actions that an authoring environment
can undertake to mitigate these mistakes.
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