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Abstract

There has been much recent work on privacy-preservingacoedrol negotiations, i.e., carrying out
the negotiation in a manner that minimizes the disclosuoeaxfentials and of access policies. This paper
introduces the notion of point-based policies for accesdgroband gives protocols for implementing
them in a disclosure-minimizing fashion. Specifically, Ba@tues each credential with a certain number
of points and requires a minimum total threshold of point®leegranting access to a resource to Alice.
In turn, Alice values each of her credentials with a privacgre that indicates her reluctance to reveal
that credential. She is interested in achieving the reduineeshold for accessing the resource while
minimizing the sum of the privacy scores of her used credémntiBob’s valuation of credentials is
private and should not be revealed, as is his thresholde&lmrivacy-valuation of her credentials is also
private and should not be revealed. What Alice uses is a sob$er credentials that achieves Bob’s
required threshold for access, yet is of as small a valuertasipossible.

We give a protocol for computing such a subset of Alice’s erdhls without revealing any of the
two parties’ above-mentioned sensitive valuation fumtiand threshold numbers. The main advan-
tages of our scheme are that it prevents pre-mature information leakage when the trsisttdishment
is unsuccessful(ii) it efficiently supports cumulative privacy, which we defireethe sensitivity of a
combination of credentials being additive; afié) it mitigates the danger to both parties from probing
attacks by their counterpart. Note that, in the proposedtgmsed scheme, two individuals with iden-
tical credentials have the flexibility of satisfying the ass threshold in very different ways, depending
on their own individual privacy criteria.

A contribution of this paper that goes beyond the specifiblemm considered is a general method
for recovering an optimal solution from any value-compgtitynamic programming computation, while
detecting cheating by the participants. Specifically, oacdéback technique relies on the subset sum
problem to force consistency.

1 Introduction

Access decisions in stand-alone systems are usually baged @entity of the entity requesting a resource,
whereas in open systems such as the Internet, this appreacmbs ineffective. This is because the resource
owner and the client (or requester) typically belong toeteht security domains controlled by different
authorities and are unknown to each other. The modern atfeeris to useligital credentialsfor satisfying
access policies. Digital credentials are digitally sigasdertions about the credential owner by a credential
issuer. Each digital credential contains a set of attribateout the owner. The decision to access a resource
is based on the attributes in the client’s credentials, as&ge, citizenship, employment, group membership,
or credit status.

A typical scenario for accessing a resource using digiedentials is for the client, Alice, to send her
request to Bob, who responds with the policy that governgesscto that resource. If Alice’s credentials
satisfy Bob’s policy, she sends the appropriate credsnttaBob. After Bob receives the credentials and
verifies them, he grants Alice access to the resource. Odbdbat, in this scenario, Alice learns Bob’s
policy and Bob learns Alice’s credentials. However, thichanism is unacceptable if the credentials or the
access control policies are considered to be sensitivenirdiion. The motivation for hiding credentials is



individual privacy, e.qg., if the credentials are about srysical impairment or disability, financial distress,
political or religious affiliation, etc. The motivation fdtiding the policy is not only security from an evil
adversary, but simply the desire to prevent legitimatesusem “gaming” the system — e.g., changing their
behavior based on their knowledge of the policy (which uguanders an economically-motivated policy
less effective). This is particularly important for poBsithat are not incentive-compatible in economic terms
(they suffer from perverse incentives in that they rewaeivtinong kinds of behavior, such as free-loading).
In yet other examples, the policy is simply a commercial seer e.g., Bob has pioneered a novel way
of doing business, and knowledge of the policy would compsenBob’s strategy and invite unwelcome
imitators.

It is also important to point out that a process that treatsefd credentials as confidential is ultimately
not only to Alice’s advantage but also to Bob’s: Bob can wadess about rogue insiders in his organization
illicitly leaking (or selling) Alice’s private informatio, and may even lower his liability insurance rates as a
result of this. Privacy-preservation is a win-win propiosit one that is appealing even if Alice and Bob are
honest and trustworthy entities.

This paper is the first access control work that quantitBtiaeldresses degrees of sensitivity, instead
of the traditional coarse labels of sensitive/non-seresitiMoreover, the degree of sensitivity of a given
credential is private to each user, and can vary from onetaserother. Our system is not a mere fine-grain
privacy-preserving generalization of Multi-Level Se¢yfMLS) [45] because of its additive nature, e.g.,
in an MLS-like scheme it is not possible to aggregate a nurablwer-level clearances to access higher-
clearance documents. However, our system subsumes ML&tirt tban simulate it through a judicious
assignment of quantitative values (e.g., by assigningelagough values to higher levels that they are
unreachable through any additive aggregation of loweramntals).

1.1 Motivations

In a probing attack, Alice can engage in a protocol with Bolitiple times using different credential sets
each time (all of which are subsets of her credentials) to gd@ormation about Bob’s policy. In the case
where Alice is requesting access to a service, Bob will kndvetiver she got access and can therefore also
probe (by using different policies and observing their &lféo gain information about Alice’s credentials.

One way of mitigating probing attacks is the one followedha trust negotiation literature [46, 49, 50,
51, 54, 55, 56], in which the disclosure of a credential isagoed by an access control policy that specifies
the prerequisite conditions that must be satisfied in ordetHat credential to be disclosed. Typically,
the prerequisite conditions are a subset of the set of atlecitials, and the policies are modeled using
propositional formulas. A trust negotiation protocol ismally initiated by a client requesting a service
or a resource from a server, and the negotiation consistssefjaence of credential exchanges: Trust is
established if the initially requested service or resoisaranted and all policies for disclosed credentials
are satisfied [51, 54]. The sequence of credentials distldseing this negotiation depends on which
strategy each negotiator uses for controlling which crédisnare disclosed and when to disclose them,
and when to terminate a negotiation [56]. Several negotiagirategies are proposed in [51, 54, 56]. For
example, in the eager strategy [51], two negotiators takestdisclosing a credential to the other side as
soon as the access control policy for that credential isfsedi

Although mitigating probing attacks, the requirementshaf trust negotiation literature represent im-
portant practical constraint§l) Probing is still possible when policies are not treated asitiee resources,
and the client (or server) can game the system in many waysexaonple, if the client knows the access
control policies for the server's credentials then she kritbw the path of least resistance to unlock certain
credentials.(2) Pre-mature information leaking is difficult to prevent insng trust negotiation protocols
including the framework using cryptographic credentiaid b Li, and Winsborough [39]. The pre-mature
information leaking refers to the situation when a negimrais not successful, however sensitive credentials
of a negotiator are already disclosg@) The service model in trust negotiation is usually limitdahttis,



the requested service is fixed and independent of the amburibomation released by the client at the end
of the negotiation session. However, a client may end upgadisg more information than what is required
for the initially requested service. The reward or servicevigled by the server should be dynamically
adjustable with the valuable information released fromdient.

In addition, an important notion afumulative privacycannot be efficiently supported by trust negoti-
ation protocols. In existing solutions, revealing a crd@ras little to do with the credentials that have
already been revealed. For example, Alice may consider intidhay or her birth-town to be insensitive,
but consider the combination of them to be sensitive, as itldvisolate her into a small group of people.
Cumulative privacy is a desirable notion of privacy. It regents the cumulative sensitivity of a combina-
tion of credentials, which may or may not be sensitive théwese Supporting cumulative privacy in trust
negotiation is not efficient, as it requires the specificetiof an exponential number of policies. As will
become clear soon, the model and protocols presented ipdper provide an alternative solution for trust
establishment that improves on the security and flexibiftexisting approaches.

1.2 Overview

We consider a point-based trust management policy (rakfzer & Boolean expression) that is private and
should therefore not be revealed to Alice: Bob associatesyiar of points with every possible credential,
and requires the sum of the points of those credentials theg Ases to reach a minimum threshold before
he grants her access to the resource (each resource carishawa ithreshold, and that threshold is itself
private and should not be revealed to Alice). Alice needstisfy the threshold requirement to gain access
by using a subset of her credentials that gives her the mdjuinmber of points, but there can be many
such subsets: Alice is interested in using the subset tisanidmum privacy-value to her, according to her
privacy-valuation function; that valuation function isetf private and should not be revealed to Bob. We
give a protocol which determines which subset of Alice’sdemgtials optimally satisfies Bob’s threshold,
i.e., it has minimum privacy value to Alice among all subdiat satisfy Bob’s threshold (Bob’s point-
valuation of credentials, his thresholds, and Alice’s geivaluation of her credentials, are all private and
not revealed by the protocol). What happens after that sudbsemputed is flexible: If the privacy score of
that subset is low enough then Alice may choose to simplyaleb®se credentials to Bob, but if the score
is high then she may insist on engaging in another protocgh(gs [34, 11, 29, 27]) in which she proves
to Bob that she has such a subset that satisfies his poiethtiid requirement but without revealing to him
the elements of that subset (this will require the usualiné-third-party certification of the credentials that
is used in the previous protocols).

One of our main contributions is the formulation of the pdiased trust management model. This
model is the first scheme that prevents pre-mature infoandéakage. It gives the privacy protection to
the client even when the trust establishment is unsucdesgdfich may happen if the client thinks the total
privacy scores of to-be disclosed credentials is too high.

Our model facilitates the notion cumulative privacy, treatdévealing multiple credentials may be more
costly from a privacy standpoint than revealing a singledergial. Our point-based model intrinsically
captures the additive characteristic of user privacy; tivapy of credentials is relative to what else have
been released. This is an accurate model for privacy protettiat reflects an intuitive notion of privacy.
Our specification of privacy scores has size linear in thelremof credentials, which is more efficient than
what would be required for trust negotiation.

The point-based model explicitly associates credentidth walues obtained from service provider,
therefore the client’'s reward or service can be dynamiaadiysted according to the amount of information
released. This flexibility makes the point-based modehaetitre to the trust management in web-services
and e-commerce applications in general, as users havedbetives to carry on the computation for trust
establishment, which facilitates business transactions.



1.3 Summary of contributions

We develop the first point-based trust management modeté#raindividually and quantitatively address
consumers’ privacy concerns in e-commerce transactiohg rodel enables users to quantitatively dis-
tinguish the sensitivities of different credentials. I$@lallows a provider to quantitatively assign values
to a user’s credential. The point-based trust managemeititeftes the trust establishment between the
two parties, and empowers the users to pro-actively andtigai@rely control the release of their sensitive
information. We summarize our contributions as follows.

1. We formalize the credential selection problem in our pbised trust management model into a knap-
sack problem, and give secure and private dynamic progragiprotocols for solving the knapsack
problem. Our solution, consisting of a basic protocol andnaproved protocol, allows the server
and user to jointly compute the optimal sum of privacy scdoeghe released credentials, without
revealing their private parameters.

The communication complexity of our basic protocol for dymaprogramming i€)(nT"), wheren

is the total number of credentials aiis themarginal threshold Marginal threshold is defined by
us, and corresponds to the sum of the points of the credemiiat arenot disclosed. At each round
of the communication, each party perforr@$1) homomorphic encryption operations. The basic
protocol is semantic-secure under a semi-honest advareasidel.

Our improved protocoExtended Protocol Jlis resilient against stronger adversaries than semigtone
ones (a.k.a honest-but-curious), in that it prevents agyaant from tampering with the values used
in the dynamic programming computation. That is, while wentd prevent a participant from lying
about her input, we can foramnsistency in lyingpy preventing capricious use of different inputs
during the crucial solution-traceback phase. For complmctions such as the one being studied,
lying about one’s input wrecks the worthiness of the answebbth participants, and the participant
who does so would have been better off not engaging in thegubin the first place (this is not true
for simple functions where the lier can still get the answecdrrecting for her lig. For the extended
protocol Il, the computation cost for both the server andctiemt, and the communication complexity
areO(n*1").

2. One contribution of this paper that goes beyond the spamifiblem considered is a geneiradiexing
expansiormethod for recovering an optimal solution from any valueapoting dynamic program-
ming computation, while detecting cheating by the paréinig. Specifically, our traceback technique
relies on the subset sum problem and random informationkshiet to enforce the consistency of a
participant. Using this method, a participant is not reegito trust the other party during the back-
tracing phase. This is possible because the participabiesta efficiently identify whether the other
party has tampered with the computation. Furthermore,itsenparameters used by both parties
remain private in the protocol. For the traceback in gendyalamic programming problems, our
algorithm not only allows a participant to independentlyd aasily recover the optimal traceback
solution, once the computed optimal value is given, but alsables the participants to verify the
integrity of the optimal value.

1.4 Organization of the paper

The paper is organized as follows. Related work is given ictiSe 2. Our point-based trust management
model is presented in Section 3. The basic protocol for caimgihe dynamic programming table is given
in Section 4. Our basic and improved traceback algorithmgifntifying the selected credentials from the
dynamic programming table are presented in Section 5 anespectively. We analyze the security of our
protocols in Section 7. Conclusions and future work arergimeSection 8. In the appendices, our security
model and proofs are given.



2 Related Work

In this section, we discuss the existing work on secure rpaltty computation, access control including
trust negotiation and hidden credentials, and on econoafiagsformation security. The protocols in this
paper are compared with the existing work.

2.1 Access control and trust management systems

There has been extensive research on access control modhks past decade [25, 43, 44]. Trust man-
agement models are developed for the authorization inildiséd systems [6, 7, 9, 15, 19, 40, 48]. The
concept of role-based access control [25, 44] is widelyaeal to improve the scalability and efficiency of
management.

Our point-based trust management model quantitativetsnmemberships or credentials, which is sig-
nificantly different from the existing access control madeDur approach aims to address the fact that
different individuals or groups of people have differenivacy concerns in terms of protecting sensitive
information. This goal differs significantly from the someat rigid conventional access control models.
The flexibility provided by the point-based model enablesrsi$o pro-actively protect their private informa-
tion. Although flexible, our access control model still offestrong protection for the resources. Thresholds
specified by resource owners prevent unqualified users fomesaing the resource.

Holt et al. proposed a novel hidden credentials system 8] protects sensitive credentials and poli-
cies. The main idea of that paper is that when a signatureetefiom an identity based encryption scheme
(IBE) [10, 20, 47] is used to sign a credential, the credémimamtent can be used as a public encryption
key such that the signature is the corresponding decrypign Hidden credentials can be used in such a
way that they are never shown to anyone, thus the sensitakentials are protected. Bradshaw et al. [11]
extended the hidden credentials system to support comptesa policies expressed as monotonic Boolean
functions. They applied a secret splitting system to conbesstructure of such policies. The extended hid-
den credentials system protects the structure of Bob'sgmliFrikken et al. [29] give a scheme that hides
both credentials and policies. Most recently, Frikken ef2d] proposed a protocol that allows the client
and the servers to have policies for their credentials (t@ate probing attacks) and hide these policies and
the credentials. The above-mentioned work is in the conwealt access control settings, where the server
and authorized clients have established trust when hiddsientials are issued. Our point-based trust man-
agement model is suitable for more general contexts wheredghver and clients are initially unknown to
each other.

Anonymous credential systems have been developed [1281 6 &llow anonymous yet authenticated
and accountable transactions between users and servicdgso The systems give a technique for protect-
ing users’ privacy when conducting Internet transactiddsgr work proposed in this paper is orthogonal to
anonymous credential systems. We can apply anonymousntigdechniques to implement membership
credentials in our point-based trust management model selbeedentials are then used to prove user’s
memberships without revealing individual identity.

We have compared the trust negotiation protocols [46, 4955054, 55, 56] with our point-based
trust management model in the introduction. Recently, LLi,adnd Winsborough introduce a framework
for trust negotiation in which the diverse credential scesrand protocols including anonymous credential
systems can be combined, integrated, and used as needed [&9paper presents a policy language that
enables negotiators to specify authorization requiremedur work differs from the existing trust negotia-
tion frameworks in that (i) we provide a quantitative apmtodo the credential-disclosure problem, which
allows flexible selections of released information (ii) iwlity to assign a privacy score to each individual
credential allows fine-grained privacy control for userhkjal can be more flexible and efficient than using
a combination of different trust negotiation strategi@} grobing attacks are largely mitigated in our model
and protocols, especially when the transaction is not bsitesol.



2.2 Secure multi-party computation

Secure Multi-party Computation (SMC) was introduced in misal paper by Yao [52], which contained
a scheme for secure comparison. Suppose Alice (with impahd Bob (with inputh) desire to determine
whether or nota < b without revealing any information other than this resultigtis known asyao’s
Millionaire Problem). More generally, SMC allows Alice and Bob with respectivevgte inputsa andb

to compute a functiorf(a,b) by engaging in a secure protocol for public functifn Furthermore, the
protocol is private in that it reveals no additional infotioa. This means that Alice (Bob) learns nothing
other than what can be deduced frarth) and f (a, b). Elegant general schemes are given in [5, 17, 30, 32]
for computing any functiory privately.

Besides the generic work in the area of SMC, there has beengx¢ work on the privacy-preserving
computation of various functions. For example, computatiqgeometry [2, 24], privacy-preserving com-
putational biology [1]. The private dynamic programmingtocol given by Atallah and Li [1] is the most
relevant work to ours. Their protocol compares biologiaugences in an additively split format. Each
party maintains a matrix, and the summation of two matrisethé real matrix implicitly used to com-
pute the edit distance. Our protocols also carry out contipatan an additively split form. What distin-
guishes us from existing solutions is that we are able toesehefficiently a stronger security guarantee.
We construct a protocol that is secure against a strongesrsaly than a semi-honest one without using
Zero-Knowledge Proofs [33]. Recently, there are also swistfor privacy-preserving automated trouble-
shooting [35], privacy-preserving distributed data minjB6], private set operations [26, 37], and equality
tests [41]. We do not enumerate other private multi-partpgotation work as their approaches significantly
different from ours.

2.3 Pricing security and privacy

A novel category of interdisciplinary work on the econonoenformation security and privacy has recently
been proposed [13, 23, 38]. Economics and psychology kmigelés applied to the problem of pricing the
worth of security externalities and privacy informatiom d recent study, Danezis, Lewis, and Anderson
obtain an estimate of the value that users attach to thedtitot data [23]. These important studies and
analysis lay the foundation for applications that deploymint-based model.

3 Model

In this section, we describe a point-based trust managemeé¢!, and define the credential selection prob-
lem in this model.

3.1 Point-Based Trust Management

In the point-based trust management model, the authatzablicies of a resource owner definesaaaess
thresholdfor each of its resources. The threshold is the minimum amofupoints required for a requester
to access that resource. For example, accessing a mediabada requires fifty points. The resource owner
also defines goint valuefor each type of credentials, which denotes the number aftpair credits a
requester obtains if a type of credential is disclosed. kample, a valid ACM membership has ten points.
This means that a user can disclose his or her ACM memberséietial in exchange for ten points. We
call this a trust management model as opposed to an accdssleoadel, because the resource owner does
not know the identities or role assignments of requestiqysori as in conventional access control settings.

A requester has a set of credentials, and some of which magrsédered sensitive and cannot be dis-
closed to everyone. However, in order to access a certamnes, the requester has to disclose a number of
credentials such that the access threshold for that res@irnet by the points of the disclosed credentials.
Different users may have different perspective on the seigiof their credentials, even though the creden-
tials are of the same type. For example, a teenager may eortbiglage information insensitive, whereas a
middle-aged person may not be very willing to tell his or hge.a



Therefore, in point-based trust management model, eachdesiees gorivacy scorefor each of their
credentials. The privacy score represents the inverseafilingness to disclose a credential. For example,
Alice may give a privacy score of ten to her college ID, andedifty to her credit card. The user is granted
access to a certain resource if the access point threshaldtiand all of the disclosed credentials are valid.
Otherwise, the access is denied. From the requester’s gbui¢w, one central question is how to fulfill
the access threshold while disclosing the least amountritsee information. We now define this as a
credential selection problem. Solving the credentialct&le problem is challenging, because the requester
considers his or her privacy scores sensitive, and the rseovisiders its point values and access threshold
sensitive.

3.2 Credential Selection Problem

Definition 1 The credential selection problem is to determine an opticoahbination of requester’s cre-
dentials to disclose to the resource owner, such that thémairamount of sensitive information is disclosed
and the access threshold of the requested resource is edtsfithe disclosed credentials.

We formalize the credential selection problem as an opétitn problem. Our model assumes that the
resource owner (or server) and the requester (or user) agraeset of credential types as the universe of
credentialy C1, ..., C,,). We define a binary vectdr, ..., z,) as the unknown variable to be computed,
wherez; is 1 if credentialC; is selected and O if otherwise. Integer variabje> 0 is theprivacy scoreof
credentialC;. It is assigned by the requestepriori. If the requester does not have a certain credettial
the privacy score; for that credential can be set to any integer larger thawhereT is the trust threshold
for the requested resource. Integer varighlée> 0 is the point value for releasing credential tyfle The
requester considers ai] values sensitive, and the server considerg;alalues sensitive.

The credential selection problem is for the requester topedena binary vectofzy, . . ., z;,,) such that
the sum of pointsy_" , ;p; satisfiesT', and the sum of privacy scorés;  ; x;a; is minimized. This
is captured in the following minimization problem. Compuatéinary vector(xy,...,x,) such that the
following holds:

n
min g T;0;
i=1

n
subjectto » “ap; > T
i=1

The above minimization problem can be rewritten into a kaaksroblem with new variablg; =
1 —x; € {0,1}. Fori-th credentialy; = 1 represents not disclosing the credential, gne- 0 represents
disclosing the credential.

n
max Z Y;a;
i=1
n n
subjectto > yipi <Y pi—T
i=1 =1

The dynamic programming solution for the knapsack problepsieudo-polynomial: the running time
is in O(nT"), whereT” = >~ | p; — T. We refer toT” as themarginal threshold Marginal threshold
coarsely correlates to the sum of points of credentialsarenot disclosed.



Definition 2 The marginal threshold” of the credential selection problem is defineda$ _, p, —1', where
p; is the point value for credential typ@;, T is the access threshold for a requested resource,raigithe
total number of credential types.

Let us first review the dynamic programming solution for thi& Knapsack problem [21]. Then, we
describe our protocol for carrying out private dynamic pemgming computation of the knapsack problem.
The 0/1 knapsack problem is defined as follows. Given itendiftérent integer values and weights, find
the most valuable set of items that fit in a knapsack of fixeegiat capacity. In the dynamic programming
of knapsack problem, a table is made to track the optimatseteof items so far. A column indicates the
range of values, which corresponds to the target weightekttapsack. A row corresponds to each item.
The table stops at the maximum capacity of the knapsack. mTtetlumn and the first row are initialized
to zeros, i.e.My; and M; o are zeros, for ali € [1,n] andj € [0,7”]. The table is filled from top to
bottom and from left to right. Using the notations definediearthe recurrence relation is formally defined
as follows.

DenotelV; ; as the value atth row andj-th column, and € [0,n],j € [0,T"].

M; ; = M;_q; if 7 < pi
max{M;_1j, M;_1j—p, +a;} 1fj>p;

Each entry of the table stores the total value of a knapsahlchwis determined as either the value of
a knapsack without the current item (expressed as the valeetlg to the top of the current entry), or the
value of the knapsack with the current item added into it. %t énd of the computation, the entry at the
lower right corner of the table contains the optimal valugehaf knapsack. The selections of items can be
obtained by book-keeping the information of where the valuan entry comes from.

For our credential selection problem, the above recurreeledion means the following. If the point
value of credential typ€’; exceedsj, which is a value in the range ¢, 7], then thei-th credential is
not selected and the privacy scalg ; is kept the same as/;_; ;. Otherwise, compare the scabé;_; ;
associated with not selecting th¢h credential and the scofd;_; ;_,,. +a; for selecting the-th credential.
The larger value is chosen to be the privacy saufe.

The standard dynamic programming computation requiregegal andp; for all i € [1, n]. However, in
our model, the requester considerssensitive, and the server considgyrsensitive. We present a protocol
that allows the completion of the dynamic programming cotafon without revealing any sensitive infor-
mation. In addition to protecting sensitivg and p; values, the entries in the dynamic programming table
are also protected from both parties. From this perspeativeprotocol provides better privacy protection
than the secure multi-agent dynamic programming work byodaknd Suzuki [53], as their approach cannot
prevent the disclosure of entries in the table.

4 Point-Based Trust Management: Basic Protocol

We present thbasic protocal which is a secure two-party protocol for computing the agitgorogramming
table (matrix) in our credential selection problem. Theipeol maintains the secrecy of sensitive parameters
of both parties. Furthermore, neither the server nor the lesens any intermediate result. The main
technical challenge is that the server does not want to rgeat values{p;} and the client does not want
to reveal privacy score§z; }. As shown by the recurrence relation in Section 3, it seefffisult to compute
entry M; ; without knowingp; anda;. We overcome the challenge by designing a protocol thatshtice
conditional testing from the client. The basic protocolfigceent and is secure in the semi-honest adversarial
model.



4.1 Building Blocks

In our protocol we store values in a modularly additivelyitsplanner with a large base calldd The
additively split manner means that the server and the ckewch has a share of a value, and the value
equals to the sum of their shares modularlf z° andz® represent the share of the server and the client,
respectively, then the value equalsitd+ 2¢ mod L. We useL — i to represent-i (and use to represent

7). This implies that the range of the values is betwegnand £, and L must be chosen so that it is
larger enough to prevent accidental wrap-around. Securgbsty private protocols were given in [28] that
allow comparison of above described values. The comparesuit can be additively split between the two
participants, namely the server and the client. It is easgddify these protocols to compute the maximum
of the values in additively split format, which we refer tothe private two-party maximum protocolWe

use the private two-party comparison and maximum protaocadsir paper as a black box.

Our protocols use homomaorphic encryption extensively. dRdhat a cryptographic scheme with en-
cryption function E is said to be homomorphic, if the following hold¥(z) * E(y) = E(z + y).
Another property of such a scheme is thatz)? = E(zy). The arithmetic performed under the en-
cryption is modular, and the modulus is part of the publicapssters for this system. Homomorphic
schemes are described in [22, 42]. We utilize homomorphitygtion schemes that are semantically se-
cure. Informally, a homomorphic schemesismantically securé the following condition holds. Given
the public parameters of a homomorphic scheffeand the encryption of one of the two messages
m/ wherem is from a specific message and is chosen uniformly random from the message space, then
|(Pr(P(E(m))) =1)— Pr(P(E(m)) = 1) is negligible for any probabilistic polynomial time algtmn
P.

4.2 Bird's Eye View of Protocol

Our basic protocol computes(a + 1) x (77 + 1) matrix M in an additive split form. Lef/; ; denote
the value stored at theth row andj-th column. LetE~ be the public encryption function of the client’s
semantically-secure homomorphic encryption scheme. &heslearnsic(M; ;) values for alli € [1,n]
andj € [1,T"]. From the security oF, a computationally-bounded server gains no informatiomfthe
Ec(M; ;) values.

To compute the matrix we give a protocol that allows the seiweompute (with the client’s help) the
value Ec(M; ;) when givenEq (M ;) for all values(i’, j') that are dominated b, ), for all i € [1,n]
andj € [1,7"]. My ; and M, are zeros, for all € [0,n] andj € [0, 7"].

With this protocol, the client and server can compute therimalt/. The server initializes\/y ; to
E¢(0), and uses the protocol to compute the rest of the matrix hegetith the client. The straightforward
implementation require® (mn) rounds, which can be reduced@dm-+n) rounds by computing in parallel.

The private protocol should unify the operations in the tases { < p; andj > p;) of the recurrence
relation. Otherwise, the client can tel] from the computation. We solve this by designing a generit an
private maximum function and by additively splitting imeediate results between the two parties.

4.3 Basic Protocol

The basic protocol is described in Figure 1. We choose toritbesa protocol that is simple, rather than
cluttering the exposition with minor improvements that @d improve the asymptotic performance.

Whenj > T’ (recall T’ = 3 " , p; — T), the server stops the protocol. The last entfy 1 of the
dynamic programming matrix has been computed. The cliemwkrthe marginal thresholfl’, as she keeps
her share of the matrix. Yet, the client does not learn the&ieidal point valuep; and access threshold
from the computation so far.

Theorem 1 The communication complexity between the server and thetaf our basic secure dynamic
programming protocol i€)(nT"), wheren is the total number of credentials afd is the marginal thresh-
old.



Setup: The client has published the public parameters of a senadlgteecure homomorph
schemeF . We will use the base of this scheme as the modulus for théhaslgisplit values
Input: The server ha€ic(M; ;) for all values(i, ;') that are dominated by, j), where)

[¢)

i € [1,n]andj € [0, T"]. The sever also has, . .., p, and the client has, ..., a,.
Output: The server learn&c (M, ;).
Steps:

1. The server creates a pair of valugs and o, whereoy = Ec(M;—1;), anda; =
Ec(—o0)if p; > j,andoy = Ec(M;_1 j—p,) Otherwise. Without lose of generality, we
assume that; values defined by the client are always bounded by an intBgiat is
known to the server, i.ey; < B forall i € [1,n]. The server then usesB — 1 as—oc.
The server also chooses two random valigandr,. It sends to the clienty Ec (1)
andoch(T‘l).

2. The client decrypts the values to obtaandj;. The server sets its shares-to, and
—ry and the client sets its sharesdgand(; + a;. Note that the two candidate values
for M; ; are additively split between the client and the server.

3. The client and the server engage in a private maximum @obto compute the ma
imum of these two values in an additively split format, dentite shares by and

z¢.

4. The client send&c(z%) to the server, and the server compuigs(z© 4 =) and sets
this as his output.

Figure 1: Basic protocol.

Proof: n corresponds to the row of the dynamic programming table,Zdntbrresponds to the column of
the table. Each invocation of Figure 1 fills up one cell in thigl¢. Therefore, to fill up the entire table takes
nT" invocations of Figure 1. In the basic protocol, the size @f tiphertext transmitted at each round is
constant. Therefore, the theorem holds. O

The protocol presented here is secure in the semi-honestsadty model, which is improved later by
our indexing expansion method in Section 6. The detailedrgg@nalysis is given in Section 7. Once the
dynamic programming table has been filled, the user needsdower the set of credentials that have been
selected to disclose. This is done by traceback algoritressribed next.

5 Extended Protocol |

In this section, we describe how to modify the secure prdtot&ection 4 to support the back-tracking
of the optimal solution (i.e., the optimal credential seb&disclosed). Therefore, the step 3 of our basic
protocol is modified so that not only the maximum but also thragarison result of the two candidate values
for M; ; are computed for al € [1,n] andj € [1,7”]. During the computation, neither the server nor the
user knows the result of the comparison tests, as the resptit between them.

From the recurrence relation in Section 3, it is easy to saethle comparison result directly indicates
whetheraq; is contained in); ; and thus whether credential; is selected. Denoté’ as a matrix that
contains the result of the comparisons, we modify the pues/jarotocol so that the server leathig (F; ;)
for the entire matrix. The main idea of this traceback soluis that the server and the user work together
to retrieve the plaintext comparison results starting ftbmlast entry of the table, following the path of the
optimal solution. We call the traceback methoateback protocol.lOur basic protocol for secure dynamic
programming together with the traceback protocol | is refgiasextended protocol. |
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5.1 Traceback protocol | description

Figure 2 describes our traceback protocol I. To integrateetvack protocol | with the basic protocol, in
the step 3 of the basic protocol, the client and the servee sk result of theomparison(used by the
maximum protocol). Then the client sends the server hisesbiihe value encrypted witB-. At the end
of the protocol the server hds:(M; ;) and Ec(F; ;) for the entire matrix.

1. The server sends the usig (M, 7). This is then decrypted with the client’s private
key to obtain the resulds,, 7. M, 7 represents the privacy score associated with the
unselected credentials. If this value is acceptable to #es according to some pre-
defined privacy standard set by the user, then the protoculnc®s. Otherwise, the
protocol terminates.

2. The server reveals the entBy(F,, 1) to the client.

3. The clientEc(F, 1) decrypts with her private key, and obtaihs r» € {0,1}. The

client sends the plaintext valug, 7 to the server (The server then knows whetfigris
selected.)
If £, 7 is one, this means the credentig] will not be disclosed. In addition, according
to the recurrence relation, the corresponding ety in table A/ is computed from
entry M,,_; 7». This indicates the next value for the server to revedldi§ F,,—1 7).
Otherwise, the next value to reveal to the usdtig F;,—1 77—, ). This is because entry
M, 7 is computed from entrW/,,_q 7/_p,..

4. The revealed entries represent the path of how the optoiation is computed. Th
process is repeated untilreaches zero.

%)

Figure 2: Traceback Protocol |

The protocol assumes that the server does not maliciousythke computation results. In the case of
a malicious server, the server may sefid(0) instead of the real values to mislead the user to disclose
all credentials. Although this type of attack might be cduigy the user (as the user may find a subset
of credentials that still satisfies the threshold constyaime give a stronger traceback algorithm that pro-
actively prevents this type of attacks in the next section.

Theorem 2 The communication complexity of extended protocol ®{®7”), with O(1) homomorphic
encryptions or decryptions at each round, whers the total number of credentials afid is the marginal
threshold.

Proof: n is the row of the dynamic programming table, affds the column of the table. Each invocation of
the modified Figure 1 fills up one cell in the table. Therefoodill up the entire table takesT” rounds. In
traceback protocol I, each round of the communication betwvtbe server and the client discovers whether
a credentialC; is selected. Therefor&)(n) number of rounds are required for all the credentials. Hence
the protocol has the communication complexity(fn7"). O

6 Extended Protocol Il

In this section, we give a protocol for private dynamic pergming computation and traceback that im-
proves the extended protocol | in terms of security guaemt&his new approach is inspired by théset
sum problemyet we stress that this solution does not require the ussolte the general subset sum prob-
lem. The main idea is to allow the user to efficiently identifye selected credentials from the optimal
privacy score. The new protocol, which we refer toeatended protocol Jlis an important step towards
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a protocol that is secure against malicious servers, bedagsn be extended to prevent the server from
tampering the computation during traceback.

In addition to solving our credential selection problemdahnus the knapsack problem), the extended
protocol Il can be generalized to solve the traceback prolitea large variety of integer linear programming
problems. It can be used for one party to securely and phw#atece the optimal solution from the final
computed value, with very little or no participation fronetbther party. It guarantees the correctness of the
traceback results, even though the other party cannot sethaluring traceback.

6.1 Extended protocol Il description

Our goal is to convert the user’s privacy scofes} into another set of scorgs4; }, such that the follow-
ing two conditions hold. (1) The optimal credential selestcomputed with{ A;} should be the same as
the optimal credential selection computed Wjity }. (2) The privacy score computed wif¥;} should
reveal which set of credentials are used to obtain that sddres, this transformation process requires the
following two properties:

Property 1 Ordering consistency: For two setsS and R in 2{b-nmh if S o 4; < 3.5 A;, then
2 ies @i < D ieR i-
Property 2 Uniqueness:For any two distinct set§ and R in 2{1-m, 5™ A, £ 3, 2 A,

The ordering consistency property ensures that the seveéled credentials computed with the trans-
formed scores is optimal even when the original scores ard. UEhe uniqueness property guarantees that
traceback is possible, as only one set of credentials casrgtena specific score. Note that the above proper-
ties do not imply that an efficient traceback is possible douttransformation leads to an efficient traceback
method. We give aindexing expansiomethod that transforms a privacy scargo A; as follows.

Ai=a;*x2" + 211,

In binary representation, the indexing expansion shiféskiimary form ofa; to the left byn positions,
and gives zeros ta least significant bits except theth least significant bit, which is given a one. For
example, suppose there are four privacy scores 2, 3, 5, 8mnamy form 010, 011, 101, 1000. Hene= 4.
After the transformations, the expanded scores have ttarybform 010 0001, 011 0010, 101 0100, 1000
10001, respectively. Readers can verify that the example satisfywo required properties. We now prove
that the indexing expansion has the desired properties.

Lemma 1 The indexing expansion achieves the ordering consistenpefy.
Proof: See Appendix A.
Lemma 2 The indexing expansion achieves the uniqueness property.

Proof: See Appendix A.

Hence, the indexing expansion method allows the client topde the credentials that are used to
achieve a specific privacy score. Although the optimal vahtained from the secure dynamic programming
with the A; scores is different from the one with the origirglscores, the set of credentials corresponding
to the optimal privacy values are the same. We now descriesttended protocol Il, which makes use of
the indexing expansion.

The indexing expansion of privacy scores requitesdditional bits for each credential, whetas the
total number of credentials. In Theorem 3 below, we proveitharder to satisfy the uniqueness property,
the number of bits required for the transformed privacy es@ bounded b§2(n). Therefore, our indexing
expansion method is efficient.

The space between each binary number indicates that tHelastigits come from the indexing expansion.
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1. The client applies the indexing expansion to each of hieagy scoreqa;} and obtains
transformed score§A; }.

2. The server and the client carry out our basic dynamic aragring protocol in Figure {1
of Section 4 with the transformed privacy scofes }.

3. Recall that at the end of the protocol the server has cmddﬂ@(M,ﬁT,) in the cell
(n,T") of the dynamic programming matrix. The server seE@&{M;f,T,) to the client.

4. The client decrypta@c(M,ﬁT,) to obtainMiT,. She computes the optimal value |by
addingM,; , with M, which is her share of th/,, 7.
5. FromM,, 7+, the client can efficiently trace back the set of selectedemmgals. The
crucial observation is that thigh least significant bit is set to true if and only if credanti
1 was used to obtain the value. The user writes the optimakvialits binary form, and
identifies non-zero bits in the lastbits. The position of such a bit gives the index of
a credential that was selected (In our dynamic programmiadatn this means that the
credential will not be disclosed).

Figure 3: Extended Protocol Il

Theorem 3 For a transformation to satisfy the uniqueness propertg, tiamber of additional bits intro-
duced for a privacy score is lower-bounded®gn ), wheren is the number of credentials.

Proof: See Appendix A.

Theorem 4 Given the dynamic programming table computed by our basigrseprotocol, the communica-
tion complexity for traceback in the extended protocol IDig:), wheren is the total number of credentials;
the computation cost for the server is constant, and(is) for the user.

Proof: See Appendix A.

Corollary 5 For the extended protocol I, the communication compleisit® (n27"), wheren is the total
number of credentials and’ is the marginal threshold. The computation costs for bothgkrver and the
user areO(nT").

Proof: See Appendix A.

6.2 Detection of value substitution by the Server

In our above described method, although difficult, it is mopossible for a malicious server to forge its
share of the optimal value and thus mislead a user to disolase credentials. The probability of the server
correctly guessing a credential’s privacy score and itbgition in the indexing expansion may not be
negligible. For example, the server may haye probability of the correctly guessing the bit position of a
credential, where: is the total number of credentials. And it may hdyenax {a;} probability of correctly
guessing the privacy score, wheffe;} represents the set of untransformed privacy scores. IndBett
we describe a simple checksum technique for preventing éheeis from tampering with the traceback
computation. This is done by appending randomized infdonab privacy scores.

7 Security

In this section, we define our security model for semi-hoaésersaries and prove the security of the pro-
tocols. We then present a simple checksum technique thama@stour protocols to an adversarial model
stronger than semi-honest one, because it can preventrirer §®@m tampering with the traceback com-

putation. This technique has applications beyond the fpgrbblem considered, and is a general method
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for recovering an optimal solution from any value-compgtifynamic programming computation, while
detecting cheating by the participants.

We define our security model in the standard way (which islaimt the definitions given by Goldreich
[31]). For more details see Appendix B.

7.1 Semi-Honest Model for the Basic Protocol

Before we prove the security of the basic protocol in Figuie $ection 4, we state a theorem about the
security of the private two-party maximum protocol usedtaps3 of the basic protocol.

Theorem 6 The private two-party maximum protocol is secure in the demniest model.

The above theorem states that there is a private two-parkynmaan protocol such that when given the
client’s inputsa® andb®, then if there exists an algorithm that simulates the ckeriew of the maximum
protocol. We will call this algorithmb T M M AX ~ (S1M M AXg) for the client (server). More specifically,
if the client has input:“ andb®, thenSTM M AX(a®,b%) is computationally indistinguishable from the
client’s view of interaction between the client and the seland the output of the protocoal (i.e., the client’s
share of the maximum value). It is worth noting that the dlg(server’s) view of the max protocol is sim-

protocol is computationally indistinguishable from a randvalue.
Given such a private two-party maximum protocol, it is gthaforward to show that the basic protocol
in Section 4 is secure.

Theorem 7 The basic protocol of the private two-party dynamic prognaimg computation in the point-
based trust management model is secure in the semi-honestsadal model.

Proof. See Appendix C.

The client’s view consists of four things: AY;_1 j+ro, ii) M;_1 j—p,+71 OF —0co-+ry, iii) the interaction
from the secure two-party maximum protocol, andiiy). Sincerg andr; are uniformly chosen values from
the server, parts i) and ii) are computationally indistisgable from a random value. Thus the simulator
outputs(rq, r3, SIM M AX¢(re,r3)) for random value, andrs. O

We have shown that each individual round is secure in theeapostocol. The composition follows
directly from the composition theorem [14].

7.2 Semi-Honest Model for Traceback

In this section, we show that the traceback protocols aneree&Given Theorem 7, the extended protocol
in Section 6 is trivially secure, because once the serversg%(M;?T,) to the user, the user carries out the
traceback computation without communication from the serWhat is left to show is that the traceback
protocol | given in Section 5 is also secure.

This protocol computes a second matfixhat denotes which choices (on whether to reveal a credientia
are made at each entry of the matrix. As it is a simple extensidhe proof in the previous section we omit
this from this proof. However, we show the traceback pratbgiven in Figure 2 is secure.

Theorem 8 The traceback protocol | is secure in the semi-honest advatsnodel.
Proof See Appendix C.

7.3 A Stronger Adversary

In this section, we show how to extend our protocol to preveany attacks that a malicious server may
attempt. Note that we do not extend the protocol to the fulleiwaus model (which would require expensive
Zero Knowledge Proofs [33]). However, we do raise the bar@nroon things that a malicious server may
try in our model. When the server is not semi-honest, a samifi problem with our protocols is that
the server ha#ic(M; ;) for all matrix values. Thus, the server can replace any vafue matrix with
another valueE(v) for any valuev. In extended protocol I, the server has to guess the weigded for
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each credential. The client can easily check if the propased is created by a certain set of credentials.
However, as described earlier, the server may have a ndigibégy probability of successfully replacing
these values. We now describe a technique that reducesahahility of a successful replacement by the
server to a negligible value (in terms of a security paramete

The basic idea is that the client uses the traceback Il pogtbat with a slightly different transformation.
The client creates a new set of valdg, . . ., A, that satisfy the traceback properties outlined in Section 6
For each valueA;, the client chooses uniformly abit value (wherep is the security parameter), call
it r;, and it setsd; = A;2e7+° 4 p, (where 4; is the already transformed value for traceback). It is
straightforward to show that these values satisfy the ptigseoutlined in Section 6. Furthermore, for the
server to substitute a value, it would have to guepsi value, which it can guess successfully with only
negligible probability in the security parameter

Another attack that the server can launch is that it can sepdnéermediate value of the matrix to the
client, and claim that it is the final result. Because an mediate value is well-formed, it cannot be detected
by the above technique. However, the server does not gaimths type of attacks. If the server chooses
a value from a higher row (with a smaller row index), then titimck can be achieved by setting the point
values of some credentials to zero (i.e., they are useld¢ss tient and are never used). If a different column
is chosen, then this attack can be achieved by increasinacttesss threshold. If the intermediate value is
from a different row and a different column, then the effefcthis attack can be achieved by increasing the
threshold and setting the point values of some credentiasro at the same time. The server may attempt
to form linear combinations of row entries, but there is a-negligible chance of being caught by the client
because a repeated entry may be found.

8 Conclusions and Future Work

Our point-based trust management model recognizes thehfactifferent (groups of) users have differ-
ent privacy requirements. It aims to address the privacgems of individual consumers in e-commerce
transactions. We formalized the credential selectionlprohinto a knapsack problem. We gave a semantic-
secure private two-party computation protocol for solvithg problem in an adversarial model that can
handle cheating. The indexing expansion method that werilesicfor the extended protocol 1l goes be-
yond the specific problem considered. It yields a generahatkfor recovering an optimal solution from
any value-computing dynamic programming computation Jeuwtiétecting cheating by the participants.

The point-based trust management is an interesting framketbvat hosts much promising future research
opportunities. One direction is to consider constrainét firovide arbitrary expressiveness for specifying
the privacy scores associated with any credential combmat For example, when the privacy score for
disclosing two sensitive credentials together is larganttne sum of the individual privacy scores. Another
promising direction is to demonstrate how our subset-susedy#raceback technique can be used to build
private computing protocols for other applications sucpraste auction, private route planning, and secure
outsourcing, etc. Last but not least, it would be intergstimstudy how a service provider determines the
point associated with each credential. Existing reputagigstems [8] can be applied to this topic, and trust
management mechanisms such as delegation-based accest mwmuel [3, 4] and role-based cascaded
delegation [48] can be utilized to extend the scope of trsistidishment.
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A Proofs for Traceback Il Protocol

Proof of Lemma 1: For ease of notation, we usg[S] to denote) ;s A;, anda[s] to denote) ;g a;.
Note thatA[S] = 2"™a[S] + 3, s 2". Now suppose we have two sefsand R where A[S] < A[R)].
Thus, 2" a[S] + 3,52 < 2" 'a[R] + 3, 2'. Now, it is easy to show thafs, 42" < 2" and
Sier 2t < 2" ThusalS] < a[R)]. O
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Proof of Lemma 2: To show that the sums are unique, suppose we are given twd satsl R, where
S # R. There must be some elemerthat is in one set but not the other, without loss of gengralippose
j € S. Now thejith bit of A[S] will be 1, but it will be O for A[R], and thus these two values are distiridt.
Proof of Theorem 3: The following holds because of the uniqueness property:

n
ZAZ- >on 1
=1

The reason for this is that: i) each subset of credenfiatsust have a unique privacy score, ii) there are
2" subsets, and iii) alli; values must be positive. This implies that the maximdinis at leas™—1°8™ — %
becausen(27~18™ — 1) = 27 — 1. Because the length of the maximum value is at leastlogn — 1,
there must exist ondl; whose length is. — logn — 1. Therefore, the number of bits introduced by the
transformation is lower bounded by— log n — 1, and thus i2(n). O
Proof of Theorem 4: Once the dynamic programming table is computed, the senlgneeds to send value
Ec(M? ;) to the user. Hence, the number of communication rounds istanh Because each privacy
scorea{is expanded witl additional binary bits, the size of information transmitie in the order of, —
assuming that the privacy scorgs; } before the indexing expansion are bounded by a constantefbine,
the communication cost of the algorithm@¥n). It is trivial to show that the server's computation cost is
constant. For the user, because she needs to idéntify indexing bits, her computation costi¥n). O
Proof of Corollary 5: The proof for the communication complexity is similar to Dhem 2, except that for
each round of communication, the size of ciphertext trattethimay beO (n)-bit longer due to the indexing
expansion. Therefore, the communication complexit®{827") in the extended protocol II.

For each round, both the server and the user perform constiamber of homomorphic operations on
transformed privacy scoresAd;}. Becaused; is O(n) bits long — assuming that untransformed privacy
scores{a;} are bounded by constant, the computation cost at each rsuni for both parties. Hence,
the computation complexities overall apgn2T").

B Security Model

Our model is for the semi-honest adversarial model. At a eyl a protocol securely implements a
function f if the information that can be learned by engaging in thequalt could be learned in an ideal
implementation of the protocol where the functionality wasvided by a trusted oracle. We consider semi-
honest adversaries (i.e., those that will follow the protduut will try to compute additional information
other than what can be deduced from their input and outpuaelo

Before defining security, we give a notation to represenh gaaty’s view of the protocol. Suppose
and B are the parties in our protocol, we usi&w 4 to represent all of the information that sees during
the protocol (note that this view assumes thgbllowed the protocol as we are in the semi-honest model).
Similarly we defineviewp for B’s view. A protocol is secure against a semi-hongst and only if there
exists a algorithm that can simulatéw 4 when givenA'’s inputs andA’s output.

To be more precise, two probability ensemhes® {Xn}pen andY « {Y,},,c\ @re computation-
ally indistinguishable (i.e., a polynomial bounded aljon cannot distinguish the two distributions) if for
any PPT algorithnD, any positive polynomiap, and sufficiently large: it holds that:|(Pr(D(X,,1") =
1)) — (Pr(D(Y,,1™) = 1))| < ﬁ Thus if we letA’s input and output be represented Hy and Ap
respectively, then a protocol is secure in the semi-honesliemagainst a corrupt, if there is an algorithm
SIM 4 such thatview, andSIM4(Ar, Ap) are computationally indistinguishable (i.6JM 4 simulates

A’s view of the protocol).
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C Proofs of Security

Proof of Theorem 7: We must show that the server’'s and the client’s view is sitealsle from their input
and output alone. The server’s view consists of three thifjgthe interaction from the secure two-party
maximum protocol, ii) the value® (i.e., the server’s output) from the secure max protocal,ithEq ().
The simulator for the server outputSI M M AX g(—ro, —r1), Ec(r2)) for randomly chosen values, r;
andrs. This simulation is computationally indistinguishablerfr the real view because of Theorem 6 and
by the semantic security propertiesgf:.

Proof of Theorem 8: The server’s output from this protocol is either a set of ergils that the client has
disclosed or is an ABORT command from the client (when theggy requirement is too large). Now, the
server’s view is simply the ABORT or whether each credentiakvealed by the client. This is trivially
simulateable by the server’s output.

The client’s output is the privacy requirement of gainingess and the set of credentials that are too be
revealed to the server (if it does not abort). The clientawof the protocol isEc(M? 1) and E¢(F; ;)
(for each row:). These values are just the output information encryptat Wi, and thus are trivially
simulateable. 0
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