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Abstract

A decentralized trust management system needs to be efficient and scalable to keep low communication and
computation costs. Because in distributed and pervasive computing devices may have small storage units and
limited bandwidth, lengthy delegation credentials are inefficient to store or transmit. We discuss how to improve
the efficiency and flexibility of role-based delegations in ubiquitous computing environment. A set of operations for
managing delegation chains in role-based cascaded delegation (RBCD) model are presented. These operations
provide significantly improved efficiency and flexibility for the RBCD model, without increasing management
complexities.
Keywords: Cascaded delegation, Decentralized trust management, Role-based access control

1 Introduction

Trust management systems provide access control in environments where initially unknown entities from dif-
ferent administrative domains interact and establish trust through mutually trusted parties. Several such systems
have been proposed, e.g., KeyNote [7], SPKI/SDSI [11], OASIS [2], RT framework [15], and the RBCD proto-
col [21]. Role-based decentralized delegation [15, 21] combines trust management with role-based access control
(RBAC) [19]. In such models, privileges can be delegated to roles, and therefore delegation is efficient and scal-
able. Role-based cascaded delegation (RBCD) [21] is a delegation model that facilitates large-scale dynamic
resource sharing in decentralized, pervasive collaborative environments, and is suitable for tasks where coalitions
are dynamically formed by role members from different administrative domains.

The RBCD protocol comprises four operations: INITIATE , EXTEND, PROVE, and VERIFY [21]. INITIATE

and EXTEND operations are used by a resource owner and an intermediate delegator, respectively, to delegate a
privilege to a role. PROVE operation is used by a requester to produce a proof of a delegation chain that connects
the resource owner with the requester. VERIFY operation decides whether the requester is granted access based on
the proof. Delegation credentials in RBCD are accumulated at each delegation transaction and form a delegation
chain. A delegation chain represents how trust or a delegated privilege is transferred from one role to another. It
contains a sequence of delegation credentials that connects unknown entities and resource owners. For example, a
user with rolemanagerat Central Bank issues a delegation credentialC1 to roleclerk at a state bank to authorize
the right of accessing a documentdoc. A member of roleclerk at the state bank delegates this right to a role at a
county bank by issuing another delegation credentialC2. CredentialC1 andC2 form a delegation chain connecting
the role at the county bank with the Central Bank. An efficientRBCD protocol [21] with compact delegation
credentials can be realized based on the hierarchical certificate-based encryption scheme [13].
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In this paper, we generalize the original RBCD model to improve its security, efficiency, and flexibility. Next
three paragraphs capture the motivations for these improvements. In the RBCD model, a valid role member who
is delegated a privilege can further extend that privilege to others, without the participation of role administrators.
However, giving delegation powers to individuals crucially relies on the trustworthiness of role members. There-
fore, we need to improve the expressive power of the RBCD delegation language, so that resource owners and
intermediate delegators can restrict delegation scopes and issue fine-grained delegation credentials.

A decentralized trust management system should be efficientin dynamic access control environments such as an
emergency room (ER) scenario. Suppose that during an operation on a patient, doctors find that the help of experts
from several other organizations are urgently needed. These experts need to be given temporary access to medical
information related to the patient, in order for them to makemedical decisions. Issuing authorizations through
regular administration channels may not be as efficient as needed. The existing RBCD model is particularly suit-
able for this dynamic delegation scenario, because doctorscan issue delegations based on their credentials without
administrator’s participation. However, in RBCD if a doctor wants to delegate privileges associated with several
credentials (e.g., doctor role credential, ER access credential and medical consortium membership credential), he
has to generate one delegation certificate corresponding toeach of these credentials. Furthermore, the doctor has
to repeat this delegation process for each of the roles that receive the delegations. Therefore, the delegation effi-
ciency in RBCD needs to be further improved for better performance in dynamic and emergency access control
situations.

The role-based credential accumulation approach of RBCD avoids the need for dynamic credential chain dis-
covery, which may be potentially costly in terms of communication overhead. However, the ability to dynamically
construct delegation chains is important for a flexible delegation model. This prompts us to investigate the possi-
bility of integrating credential chain discovery with the RBCD model. There are several security and performance
considerations for such an integrated model. Because delegation chains constructed by discovery algorithms may
give authorizations to a large number of unknown users, a resource owner should be able to control the availability
of its delegations to the credential discovery. To achieve this, existing credential chain discovery algorithms [16]
need to be modified, so that credential issuers can specify how their privileges are propagated through credential
chain discovery. In addition, communication costs need to be considered in credential chain discovery for better
performance in distributed settings. We extend the RBCD model [21] to include the support of credential chain
discovery algorithms. The contributions of this paper are summarized next.

1.1 Our contributions

In this paper, we make several practical extensions to the original RBCD model [21] and we present an RBCD
implementation in Java and C++. Our contributions are summarized as follows.

1. We enrich the expressiveness of the RBCD language model tosupport the use of delegation predicates
and constraints. Using these specifications the scope of delegation recipients can be flexibly adjusted. At
VERIFY operation, predicates are evaluated with attribute valuesobtained from requester’s credentials. In
Section 2.1, we describe a language model that supports predicates and constraints. Examples of using
them are given in Section 3, and how this addition changes theRBCD protocol operations is described in
Section 4.1.

2. We describe a new operation of the RBCD protocol that givesintermediate delegators the ability to largely
reduce the number of delegation credentials needed be generated. In the original RBCD model [21], if an
intermediate delegatorE wants to extendn delegation credentials tom roles, thenE has to run the EXTEND

operationn×m times to compute delegation credentials. Ifn or m is large, this may not be efficient in
terms of running time, storage space, and transmission speed. To improve the delegation efficiency, we
propose a new operation MERGE EXTEND that first extends each of then delegation credentials to a new
role r, and then further delegates roler to them recipient roles. MERGE EXTENDoperation reduces the time
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required for generating delegation credentials, as an intermediate delegator only needs to performn EXTEND

operations andm INITIATE operations. Because roler is locally defined by an intermediate delegatorE and
is unknown to resource owners, entities who are delegated role r need to show the proofs of privileges
associated withr. We describe how this is achieved in our cascaded delegationmodel. Merged credentials
can be easilysplit back into individual credential chains. This flexibility ofmanipulating credentials allows
an intermediate delegator to extend multiple delegation chains or a portion of merged privileges.

3. We show how to improve the flexibility of trust management in the RBCD model, by dynamically con-
structing longer delegation chains from RBCD credentials distributed across the network. We call this a
combined approach, because it integrates distributed credential chain discovery algorithm into the RBCD
protocol. This model has many advantages. The use of RBCD credentials partially reduces communica-
tion and computation costs, because portions of delegationchain are already captured in RBCD delegation
credentials. Credential chain discovery improves the delegation flexibility, because credential holders can
establish trust with a larger number of resources through the discovery. To achieve a tighter security and
better performance, we also modify the existing credentialchain discovery algorithm and use it in our com-
bined model. We show that delegation chains returned by discovery algorithms may give authorizations to
more unknown users than in RBCD models, because there is a semantic difference between a discovered
delegation chain and a delegation chain generated byEXTEND operations of RBCD. Therefore, we give
resource owners the ability to distinguish these two cases,by using attribute constraints.

4. Finally, we implement a prototype of RBCD in Java and C++, which uses the packagejava.security, BLS
short signature [10] implementation in C++ [3, 4], and the Multiprecision Integer and Rational Arithmetic
C/C++ Library (MIRACL) [18]. We describe the layered architecture of our implementation. Lower layers
have BLS signature implementation in C++, and programs thatwrap C++ signature operations in Java.
Upper layers are entirely written in Java, and contain classes for basic certificates, keys, and signatures.
Classes injava.security andjava.security.cert are extended for compatibility considerations with other Java
applications. Classes for RBCD credential and operations constitute the top layer of our architecture. Our
prototype implements INITIATE , EXTEND, PROVE, and VERIFY operations. We present and analyze our
experimental results on the running time of RBCD operationsand sizes of RBCD delegation credentials.
INITIATE , EXTEND, and PROVE operations are quite fast and have an average running time about 8 ms. In
comparison, VERIFY operation is more time-consuming due to the long verification time of BLS signatures.
The use of short signatures [10] effectively reduces the size of credentials in RBCD, compared to RSA
signatures.

1.2 Organization of the paper

The rest of this paper is organized as follows. Definitions and our language model are given in Section 2. In
Section 3, an example illustrates merging RBCD credentialsin dynamic collaboration in an emergency medical
situation. Then, themergeRBCD (mRBCD) protocol is presented in Section 4. We describehow credential
chain discovery is combined with RBCD in Section 5. Our Java and C/C++ implementation of the original RBCD
protocol is presented in Section 6. Section 7 analyzes our experimental results and addresses issues of security
and efficiency in our models. The related work is given in Section 8. Finally, Section 9 contains conclusions and
future work.

2 Terminology and language model

As in the original RBCD model [21], we define anentityto be either an organization or an individual. An entity
may issue credentials and make requests. Also, an entity mayhave one or more affiliated roles or delegated roles,
which are authenticated by credentials. Anaffiliated role credentialis the credential for an affiliated role, and is
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signed by the administrator of the role. Adelegation credentialis the credential for proving a delegated privilege.
A privilege can be role assignment(s) or action(s) on a resource. Anextension credentialor extension certificate
is generated and signed by a delegator on delegation transaction information, such as identities of the delegator
and delegatee, and the delegated privilege. Acomplete delegation credentialincludes a signature from a requester,
extension credentials, and role credentials. It authenticates a delegation chain of a privilege connecting a resource
owner with a requester. That is, the original issuer is the resource owner, intermediate delegators are members
of the immediately previous recipient roles, and the requester is a member of the last recipient role. Apartial
delegation credentialis a delegation credential issued to a role. It cannot be usedby an individual for proving
authorization, as it lacks the identity and role information of the requester. In this paper, we use curly brackets (for
example{C}) to refer to a set of RBCD delegation credentials.

2.1 Language model
Role r administered by entityA is denoted asA.r, as in the original RBCD model [21]. EntityA is the ad-

ministrator of roleA.r. A role defines a group of entities who are members of this role. If an entity D has an

affiliated roleA.r, herrole credentialis denoted byA
A.r
−→ D, which indicates thatD is assigned roleA.r by the role

administratorA. Entity D can delegate roleA.r to a roleB.s (administered byB) by issuing anextension credential,

which is denoted byD
A.r
−→ B.s. The above delegation means that entityA delegates to roleB.s privileges that are

associated with roleA.r and are controlled by entityA. It does not automatically grantB.s the privileges that are
delegatedto roleA.r. Any memberE of role B.s can further delegate roleA.r to a roleC.t (administered byC).

The corresponding extension credential is denoted byE
A.r
−→C.t.

We introduce attribute constraints to role and delegation credentials. Attribute constraints are assigned in role
credentials by role administrators, or in delegation credentials by delegators. For example, a resource owner
specifies that the number of times a delegation privilege canbe further extended is at most two. We express attribute

constraints on the arrow of a delegation expression, e.g.A
A.r [attr=v]∗
−−−−−−−−→ B.s, where * is a wildcard representing

that there is zero or more attribute constraints followingA.r. In our combined RBCD (cRBCD) model, we define
boolean attributeisPropagatablefor delegation transactions. It specifies whether or not a credential can be used to
construct a valid delegation chain by credential discoveryalgorithm. If yes, thenisPropagatableis set to true, else
isPropagatableis set to false. In cRBCD model, only whenisPropagatableis set to true by an original delegator,
can a dynamically discovered credential be used to construct a valid delegation chain. Note that a credential with
isPropagatablebeing false can still be extended. We discuss this security implication in details in Section 7.

We introduce predicates for our language model to express requirements for attributes of a delegatee or a dele-
gation chain. Each predicate restricts the scope of delegation recipients. For example, the ranking of a delegatee’s
role should be greater than or equal tosenior engineer. We express a predicate asP(attr,v), whereattr is the
name of an attribute of delegation recipients,v is a value, andP is an evaluation function such as greater-than
and less-than. A predicate is evaluated to either true or false. It may specify a constraint based on a literal value,
as in> (attr,3), or on the value of another attribute, as in> (attr1,attr2). All predicates in a credential must be
satisfied in order for the credential to be valid. Predicatesare written on the right of delegation expression as in

A
A.r
−→ B.s [P(attr,v)∗], where * is a wildcard and represents that there is zero or more predicates followingB.s.
Delegation predicates and constraints are used throughoutthis paper. Concrete examples are given in the next

Section. Formal descriptions of their usage in our new RBCD protocols are presented in Section 4.1 and 5.2.

3 Example scenarios

In this section, we use examples to illustrate the use of merging multiple delegation chains and the use of
predicates and constraints. Let us suppose that there is a collaboration project between a health centerC and
a clinic L. To facilitate the collaboration, the health center initiates a delegation chain and delegates its role
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C.guestto the roleL.managerat the clinic. However,C imposes the following constraints on this delegation: the
delegation chain can be further extended for at most four times, and the rank of delegation recipient needs to be
at least second-level managerM2. We now express these restrictions in credential (1). Predicate [≥ (rank,M2)] is
true if rank≥ M2, and false otherwise.

C
C.guest[step≤4]
−−−−−−−−−−−→ L.manager[≥ (rank,M2)] (1)

Credential (1) means that a member ofL.managerwith rank ≥ M2 is also a member ofC.guest. By the
definition of RBCD, (1) can be further extended by members ofL.managerto other entities. Bob is a second-level
manager atL. He delegates roleC.guestto members ofA.doctor at hospitalA. To limit the scope of delegation
recipients, he specifies the following: constraint [steps≥ 3] means that the delegated privilege can only be further
extended for at most three times; predicate[≥ (rank,D2)] requires a delegatee’s rank to be at leastD2. Alice wants
to access some data controlled by centerC. She is a doctor in hospitalA with rankD2.

To prove that she has the health centerC’s delegatedguestrole, Alice obtains the delegation credential for role
A.doctor from a credential server, and groups it with her role credential. This gives credential (2).

(C
C.guest[step≤4]
−−−−−−−−−−−→ L.manager[≥ (rank,M2)]), (L

L.manager[rank=M2]
−−−−−−−−−−−−−−→ Bob),

(Bob
C.guest[step≤3]
−−−−−−−−−−−→ A.doctor [≥ (rank,D2)]), (A

A.doctor [rank=D2]
−−−−−−−−−−−−−→ Alice) (2)

By RBCD definition, credential (2) includes credential (1),Bob’s affiliated role credential, the extension cre-
dential generated by Bob, and Alice’s role credential. (2) and a signature signed with Alice’s private key yield a
complete delegation credential for Alice. Resource ownerC verifies signatures and evaluates delegation predicates.
In our example, predicates and constraints in (2) are all satisfied.

Now, let us use the above scenario to further illustrate how multiple delegations are merged into one delegation.
Suppose that roleA.doctor in hospitalA is not only delegated roleC.guest, but also delegated roleM.memberby a
medical serviceM and roleP.consultantby a companyP as shown in credential (3) and (4), respectively. Assume
that delegation (3) and (4) do not have attribute constraints.

M
M.member
−−−−−−−→ A.doctor (3) P

P.consultant
−−−−−−−−→ A.doctor (4)

Suppose that an emergent medical operation requires the collaboration with poison experts at hospitalH1 and
H2. These experts, represented by roleH1.expertandH2.expert, have to be granted roleC.guest, and the privileges
associated with credential (3), and (4). One approach is forAlice to extend each of credential (2), (3), and (4) to
H1.expertandH2.expert, respectively. In comparison, a more efficient way is shown next. Alice creates a new
local role with an arbitrary nameAlice.local, and extends delegation ofC.guestto role Alice.local in credential
(5).

(C
C.guest[step≤4]
−−−−−−−−−−−→ L.manager[≥ (rank,M2)]), (L

L.manager[rank=M2]
−−−−−−−−−−−−−−→ Bob),

(Bob
C.guest[step≤3]
−−−−−−−−−−−→ A.doctor [≥ (rank,D2)]), (A

A.doctor [rank=D2]
−−−−−−−−−−−−−→ Alice),

(Alice
C.guest
−−−−−→ Alice.local) (5)

As shown in Figure 1, Alice also extends delegation (3) and (4) to role Alice.local in credential (6) and (7),
respectively. Then, she delegatesAlice.local to roleH1.expertat hospitalH1 in extension credential (8). Similarly,
Alice delegatesAlice.local to roleH2.expert. We call this delegation process MERGE EXTENDoperation. MERGE

EXTEND can significantly reduce the number of credentials needed tobe generated by Alice. The schematic
drawing of credentials received by roleH1.expertis shown in Figure 1. To access a resource controlled by health
centerC, a member of roleH1.expertsubmits a proof consisting of credential (5) and (8). The former authorizes
role C.guest to Alice.local, and the latter proves thatAlice.local is delegated to roleH1.expert. Therefore, a
member ofH1.expertis granted access as roleC.guest.

Due to space limit, we do not give examples of using credential chain discovery in RBCD. Next, we present our
mRBCD protocol that supports MERGE EXTENDoperation and the use of delegation constraints and predicates.
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Figure 1. Components
of the delegation cre-
dential for role expert
at hospitalH1 issued by
Alice. Double-arrow in
credential (5) represents
that role C.guest is
delegated to A.doctor
through intermediate
delegator (Bob in our
example). Constraints
and predicates are
omitted.
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4 Merging delegation chains

In this section, we describe a RBCD protocol that supports operation MERGE EXTEND. This operation allows
privileges associated with multiple delegation credentials {C} to be extended into a newlocal role, which can
then be delegated in just one extension credential. MERGE EXTENDreduces the number of delegation credentials
to be issued, when there are multiple roles to be delegated to. A delegatorD runs MERGE EXTEND algorithm
as follows. D first creates a new local role, for exampleD.local. Then,D extends his delegation credentials to
role D.local. The resulting delegation credentials are denoted as the credential set{C}. Finally, D delegates role
D.local to delegatees, by initiating a new delegation chain which iscalled anintermediate delegation chain. D
also gives credentials{C} to delegatees for verification purpose, so that delegationsdefined in{C} can be linked
to role D.local and verified. We refer this role-based delegation protocol as mergeRBCD (mRBCD) protocol.
Details of mRBCD protocol with MERGE EXTENDoperation are defined next.

4.1 mRBCD protocol

The mRBCD protocol has five operations: INITIATE , EXTEND, MERGE EXTEND, PROVE, and VERIFY. Oper-
ation MERGE EXTEND is the new operation that handlesmergingof delegation chains. All operations support the
use of delegation constraints and predicates.

• INITIATE (PD0 , sD0 , D0.priv, A1.r1, PA1, [Cons]∗, [Pred]∗):
This operation is run by the resource ownerD0 of a privilegeD0.priv to delegateD0.priv to an affiliated
role A1.r1. It initiates a delegation chain for privilegeD0.priv, and is similar toINITIATE operation of the
original RBCD protocol in [21]. The difference is that here adelegator is allowed to specify predicates and
constraints to refine the scope of delegation recipients. Inputs include public keyPD0 of entity D0, corre-
sponding private keysD0, delegated privilegeD0.priv, role nameA1.r1, public keyPA1 of role administrator
A1, and zero or more attribute constraints[Cons]∗ and predicates[Pred]∗ for the delegation. Output is a
partial delegation credentialC1 for role A1.r1 signed with private keysD0. CredentialC1 is represented as

D0
D0.priv [Cons]∗
−−−−−−−−−→ A1.r1[Pred]∗. INITIATE can be modified and used for generating role credentials with

restrictions by a role administrator. This is done by certifying the public key of a role member, and signing
with the role administrator’s private key.

• EXTEND(sDn , D0.priv, Cn, RDn, An+1.rn+1, PAn+1, [Cons]∗, [Pred]∗):
This operation is similar to EXTEND operation of the original RBCD protocol. It is run by an interme-
diate delegatorDn to extend delegated privilegeD0.priv to role An+1.rn+1. Inputs are private keysDn of
delegatorDn, delegated privilegeD0.priv, partial delegation credentialCn that gives privilegeD0.priv to
role An.rn, role credentialRDn of Dn, role nameAn+1.rn+1, public keyPAn+1 of role administratorAn+1, at-
tribute assignments[Cons]∗, and predicates[Pred]∗ specified byDn. An extension credential denoted by
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(Dn
D0.priv [Consn]∗
−−−−−−−−−−→ An+1.rn+1 [Predn]∗) is generated and signed with private keysDn. The final output is a

partial delegation credentialCn+1, which is a function of the credentialCn, the role credentialRDn denoted by

(An
An.rn [Cons′n]∗−−−−−−−−−→ Dn [Predn]∗), and the extension credential. CredentialCn+1 may simply be the delegation

credentialCn together with two individual credentials.

• MERGE EXTEND(sD, RD, {C}, A.r, PA, [Cons]∗, [Pred]∗):
This algorithm is run by an entityD to delegate privileges associated with a set of credentials{C} to role
A.r. The inputs include private keysD of entityD, a role credentialRD of D, a set of credentials{C} that are
issued to the role ofD, a delegation recipients’ roleA.r, public keyPA of role administratorA of role A.r,
and constraints[Cons]∗ and predicates[Pred]∗ of attributes.
DelegatorD first locally creates a new roleD.local. For each credentialCj ∈ {C}, D extends the delegated
privilege priv j in Cj to the new roleD.local by running EXTEND(sD, priv j , Cj , RD, A.r, PA, null, null)
method above. (Two null arguments represent that no constraints and predicates are defined.) EXTEND

returns a credentialC′
j that delegates privilegepriv j to role D.local. The set of credentials returned by

EXTEND operations is denoted as{C′}. Next, delegatorD initiates an intermediate delegation chain that
delegates roleD.local to roleA.r, by runningINITIATE (PD , sD, D.local, A.r, PA, [Cons]∗, [Pred]∗) algorithm
to generate a delegation credentialCr . Cr corresponds to a delegation chain for roleD.local, which is called
an intermediate delegation chain. The outputs of this operation are credential set{C} and credentialCr ,
which together are delegation credentials for members of role A.r.

• PROVE(sE ,V.priv,RE ,{C′}):
This algorithm is run by a requesterE with role credentialRE, who wants to access the privilegeV.priv
controlled by a resource ownerV. Its main difference from PROVE of the original RBCD protocol [21] is
that a proof produced by this algorithm may be constructed from two or more delegation chains, as a result
of MERGE EXTENDoperations.
Inputs to this operation are private keysE of entity E, role credentialRE, and a set of delegation credentials
{C′} that collectively form a delegation path between the resource owner and the requesterE. {C′} contains
one delegation chain initiated by resource owner, and zero or more intermediate delegation chains initiated
by intermediate delegators1. The operation produces a proofF that proves: (1) the role ofE is delegated
privilegeV.priv, (2) E is a valid role member, and (3)E can authenticate his public key.

• VERIFY(F):
This operation is performed by a resource ownerV on proofF, which is submitted by a requester. If proof
F does not involve any local roles, i.e. none of delegation certificates inF is generated by MERGE EXTEND,
then VERIFY algorithm of the original RBCD protocol [21] is called. Otherwise,V authenticates proofF as
follows.
V first verifies delegation credentialsC1, . . . ,Cn in F , each of them representing a delegation chain. Role and
extension credentials that constitute each delegation chain are verified, and the satisfaction of delegation
predicates is checked. Then, correctlinkagesbetween delegation chains are verified. That is,F should
contain the proof of the following: (1) credentialC1 is issued by resource ownerV, delegated privilege in
C1 is the requested privilege, and credentialCn is issued to requesterE’s role; (2) for i ∈ [2,n], the delegated
privilege in Ci is the last role (a local role) that receives delegation in credentialCi−1; (3) for Ci where
i ∈ [2,n], the original delegator is a valid member of the second to last role that receives delegation in
credentialCi−1 (for example in Figure 1, Alice is a member ofA.doctor). Finally, proofF also allows the
resource owner to verify the role membership and the public key of the requester.

The newly added MERGE EXTEND operation allows an intermediate delegator to initiate an intermediate del-
egation chain. If the number of delegation credentials to beextended isn and the number of roles receiving the

1The number of intermediate delegation chains equals the number of times operation MERGE EXTENDis run.

7



delegations ism, then MERGE EXTENDreduces the number of credentials to be generated fromn×m to n+m. In
Section 7, we discuss efficiency and implementation issues of mRBCD protocol. Next, we describe an approach
that improves the flexibility of role-based cascaded delegation in distributed environment.

5 Credential chain discovery in RBCD

Credential chain discovery by Li, Mitchell, and Winsborough [16] facilitates dynamic delegation chain con-
struction in decentralized environment. Delegation credentials do not need to be accumulated as in the RBCD
model [21], and a delegation can be used to construct multiple delegation chains. However, the discovery process
incurs communication costs, as it retrieves credentials from distributed credential servers. The costs are avoided
in RBCD model. Nevertheless, the ability to construct dynamic delegation chain is important for a decentralized
delegation model. In order to improve the delegation flexibility of RBCD models, we propose an integrated ap-
proach that combines credential chain discovery with RBCD protocol. At verification, credential chain discovery
is used to collect RBCD credentials to construct a longer delegation path. Through the longer delegation path, trust
between the requester and resource owner can be established, while this may not be possible through individual
RBCD credentials alone. An example is shown in Figure 2. Compared to constructing delegation chains from sin-
gle credentials as in the existing credential discovery framework [16], using RBCD credentials as building blocks
can greatly reduce the costs associated with the discovery process. We call this integrated model ascombined
RBCD (cRBCD).

Figure 2. A delegation chain
consists of Alice’s credential (5),
and credential (9) which is re-
trieved by credential chain dis-
covery. BecauseisPropagatable
is true, Alice is authorized role
O.member. For simplicity, we use
double-arrows to omit any inter-
mediate delegators.

C                     A.doctor
C.guest

A                                Alice
A.doctor

Credential (5)       

      

  O                             C.guest

O.member

(isPropagatable = TRUE)

Credential (9)

5.1 Discovery algorithm

We have modified the credential chain discovery algorithm byLi, Mitchell, and Winsborough [16] to improve
the performance of discovery process and the security of shared resources. First, we do not require credential
servers of intermediate delegators to relay credential query results from one server to another. They only need to
response to credential queries submitted by a requester or aresource owner. Second, by setting boolean attribute
isPropagatableto false in a credential, a resource owner chooses not to accept a delegation chain that is constructed
by discovery algorithms. This effectively reduces the number of users who can access the resource. We further
explore the security implications of this constraint in Section 7.

Next, we give a breath-first delegation chain discovery algorithm that is run by a requesterE. It takes an
initial set ofE’s credentials{C} and a target privilegeV.priv, and outputs a set of delegation credentials{C′} that
collectively authorizesV.priv to E by resource ownerV. The algorithm assumes that credentials are stored by
delegation receivers (or their credential servers). LetX be a global setX for storing discovered credentials.
Discover({C},V.priv):

1. For each delegation credentialCi in {C}, let theoriginal delegatorbeOi and the delegated privilege be role
Oi.r i . RequesterE queries the credential server of delegatorOi to retrieve any credential atOi that are issued
to roleOi .r i .
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2. If nothing is retrieved by any ofOi ’s servers, then the algorithm returns an empty set since there are no valid
delegation chains connectingE’s roles.

3. Otherwise,E adds delegation credentials{C} to setX. For each delegation credential returned byOi ’s
servers,E checks if the delegated privilege isV.priv. If yes, then a delegation chain is successfully dis-
covered. Denote the credential that delegates privilegeV.priv asC0. Construct a delegation chain between
requesterE and resource ownerV from C0 and credentials stored inX. This can be done by iteratively
finding delegation credentialCi ∈ X whose delegated privilege is the same as the last role that receives dele-
gation in credentialCi−1. The iteration terminates when the last role that receives delegation in credentialCi

is one of the requesterE’s. Credentials in the delegation chain are returned. If no credential returned byOis
delegatesV.priv, requesterE resets{C} to be the delegation credentials retrieved fromOi ’s servers. Then
repeats the discovery process by runningDiscover({C},V.priv).

The algorithm can also be run by resource ownerV. The algorithm run by a requester is likely to perform better,
because it processes a smaller number of credentials. Next,we present the cRBCD protocol that makes use of the
discovery algorithm.

5.2 cRBCD protocol

The cRBCD protocol has four operations: INITIATE , EXTEND, PROVE, and VERIFY. MERGE EXTENDoper-
ation of mRBCD in Section 4 can also be added to cRBCD to support merging credentials at delegation. Since
it is the same as in mRBCD protocol, we do not repeat it here. IncRBCD protocol, an original delegator speci-
fies a boolean attributeisPropagatablein operation INITIATE , and credential chain discovery algorithm is used to
dynamically construct delegation chains. The cRBCD protocol is defined as follows.

• INITIATE (PD0 , sD0 , D0.priv, A1.r1, PA1, [Cons]∗, [Pred]∗, bool):
This operation is similar as in operation INITIATE of mRBCD protocol in Section 4.1, and is run by a
resource ownerD0 to initiate a delegation chain. The difference is that here the resource owner specifies
whether or not this delegation of privilegeD0.priv is allowed to be propagated to other roles at credential
chain discovery, by setting attributeisPropagatableto the input boolean variablebool.

• EXTEND(sDn , D0.priv, Cn, RDn, An+1.rn+1, PAn+1, [Cons]∗, [Pred]∗):
This operation is the same as EXTEND operation in RBCD protocol of Section 4.1.

• PROVE(sE ,V.priv,RE ,{C}):
This algorithm is run by requesterE for proving that he is delegated privilegeV.priv, whereV is a resource
owner. The inputs are private keysE of entity E, privilegeV.priv, a role credentialRE of E, and a set of
delegation credentials{C} issued toE’s role. For each credential in{C}, check if any of them delegates
privilegeV.priv. If yes, construct and output a proofF by running PROVE(sE ,V.priv,RE ,{C}) of mRBCD
protocol in Section 4.1. Otherwise, run algorithmDiscover({C},V.priv) in Section 5.1. IfDiscover returns
an empty set, then no valid delegation chain can be found and an empty set is returned. IfDiscover returns
non-empty credential set{C′}, then output a proofF that contains{C′}, role credentialRE, and a signature
signed withsE on a nonce chosen by the verifier.

• VERIFY(F):
Similar to VERIFY algorithm in mRBCD protocol, resource owner examines proofF to authenticate a
delegation chain. However, not every delegation credential can be used to construct a delegation chain in
cRBCD, due to the constraints on delegation attributeisPropagatableon each credential. LetC1, . . . ,Cn be
delegation credentials in proofF, each of them representing a delegation chain. Delegation credentialC1

is issued by resource ownerV, delegated privilege inC1 is the requested privilege, andCn is issued toE’s
role. ForC1, . . . ,Cn−1, only delegation credentials withisPropagatablebeing true can be used to construct
a delegation chain.
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V first authenticates delegation credentialC1 throughCn and role credential ofE, by verifying signatures
and evaluating predicates. Then, the correctlinkagesbetween delegation chains are checked: delegated
privilege in Ci (for 2 ≤ i ≤ n) is the same as the last role receiving delegation in credential Ci−1. For
example in Figure 2,C.guestis the last role on the delegation chain in credential (9). Itis also the delegated
privilege in credential (5). Finally, proofF also allows the resource owner to verify the role membership
and the signature of the requester.

Credential chain discovery retrieves independently issued credentials and dynamically constructs delegation
chains. Besides that, it helps reduce the number of credentials carried by delegatees. An intermediate delegator
Dn can choosenot to run EXTEND to extend a delegation. Instead,Dn initiates a new delegation chainC′ (by
running INITIATE ) that delegates his roleAn.rn to role An+1.rn+1 with proper delegation constraints. Credential
chain discovery retrieves credentialCn from credential server of intermediate delegatorDn. Cn along withC′ give
authorization to members of roleAn+1.rn+1. In Section 7, we compare delegation chains contructed thisway with
ones contructed by running EXTEND operations.

6 Prototype Implementation

We have built a prototype of RBCD protocol in Java and C/C++. In this section, we describe the components of
our implementation, and analyze our experimental results.Our implementation can be divided into several layers.
The bottom layer is the implementation of a signature scheme. We deploy a C++ implementation of the Boneh-
Lynn-Shacham (BLS) short signature scheme [10] written by Barreto [3, 4]. The second to bottom layer provides
an Java interface for the functionalities in the C++ signature implementation. The next layer above is the Java
implementation of a certificate system which uses BLS short signatures. Our certificate, public key, private key,
and signature classes extend the ones in thejava.security library, which facilitates their integration into other Java
applications. The top layer of our implementation providesJava classes for the RBCD credential and operations.

6.1 Signature scheme implementation

The RBCD protocol can be implemented using any signature scheme. As argued in [21], signatures and public
keys with short length help reduce the size of RBCD credentials, and compact credentials improve the efficiency of
credential accumulations in RBCD. Towards this goal, we usethe BLS short signature scheme [10] as our signing
algorithm for credentials in our prototype. A 170-bit BLS short signature gives security equivalent to a 1024-bit
RSA signature. In addition, public keys in BLS are the same length as signatures, which are significantly smaller
than comparable RSA public keys. We use the existing C++ implementation of BLS short signature by Paul
Barreto [3, 4], which implements fast pairing computation and allows fast signature verification. The signature
implementation works on a specific supersingular elliptic curve (y2 = x3 +x+1) over a specific finite field (F397).
It uses Multiprecision Integer and Rational Arithmetic C/C++ Library (MIRACL) [18] for big number operations,
including elliptic curve arithmetics, cryptographic hashing, etc.

We build a bridging layer above the C/C++ signature code, in order to usejava.security library in our implemen-
tation. Code in this layer is written in C++ and Java, and serves as a Java wrapper of signature operations including
key generation, signing, and verification. This layer provides the transparency of C++ signature implementation
for users running Java applications. To achieve this, we execute C++ signature executables as command line op-
erations inside Java programs, which pass arguments for signature operations and interprets outputs of command
line executions.

6.2 RBCD credential and operations

Our Certificate class uses BLS short signatures, and extendsthe Certificate abstract class injava.security.cert
library. There are two types of certificates in our prototype. One is delegation certificate, and the other is role
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certificate. They have different contents, as explained in the INITIATE operation of Section 4.1. Both types of
certificates contain objects of class Role, whose fields include a string of role name and the public key of the role
administrator. Signing and verifying a certificate are easyin our implementation, which follows the standard Java
API specifications. We implement PublicKey and PrivateKey interfaces injava.security for our BLS public and
private keys. Signatures in this prototype are instances ofour classBLSSignature, which providessign andverify
methods. Our implementation provides serialization methods for certificate objects, key objects, and signature
objects.

At the top layer of our implementation are classes for RBCD credential and operations.RBCDCredential class
extends the classCertificate in java.security.cert. A RBCDCredential object contains a linked list of certificate
objects as its field. The certificates include both delegation certificates and role certificates, which are used to
authenticate delegation chains. Methods in RBCDProtocol class follow the input/output specifications in the orig-
inal RBCD protocol [21]. Methodinitiate in RBCDProtocol instantiates a RBCDCredential object by generating a
delegation certificate signed by an original delegator. Method extend in RBCDProtocol appends new certificates
from an intermediate delegator to an existing RBCD delegation credential, and outputs the new RBCDCredential
object for delegatees. Methodprove is called by a requester to produce anRBCDProof object, which contains
a signature signed by the requester on a nonce and a RBCDCredential object. In methodverify, a caller inputs
a RBCD credential, which is verified and the consistency of public keys and privilege specifications among the
certificate statements are checked.

Our prototype provides an infrastructure for RBCD implementation. It contains basic components required
to realized an interoperatable cascaded delegation protocol. There are many immediate improvements to make,
including supports for extensions proposed in this paper and for the use of aggregate signatures [9]. Short signa-
ture with aggregation ability can further reduce the size ofour credentials, as described in [21]. Towards a full
integration of RBCD implementation withjava.security specifications, aProvider subclass needs to be defined to
standardize our cryptographic operations.

7 Experimental results and discussion

In this section, we present and analyze our experimental results on our RBCD implementation. We also discuss
the efficiency and security implications brought by our mRBCD and cRBCD extensions.

7.1 Experimental results

Our experiments are performed on a machine that has Linux operating system, 2Ghz AMD Athlon 64 Pro-
cessor, and 512 MB main memory. Experimental results are shown in Figure 3. Our prototype is a standalone
application, hence experimental results do not involve network transmission time. Running time data does not
include generation time for key pairs and role certificates.For each RBCD credential of length one to thirty, we
give the running time of generating and verifying the delegation credential in Figure 3. The y-values in Figure
3 represent the base-2 logarithms of milliseconds. Logarithmic scale is used for the easy visualization of data.
For comparison, we also compute the total amount of time spent on generating and verifying BLS signatures in a
credential. From Figure 3, we compute the average time of performing RBCD operations in Table 1. The average
time for RBCD VERIFY operation andVerifying signaturesin Table 1 represent the time required for verifying a
RBCD credential of length one, and for signature verification for that credential, respectively.

All four sets of running time data in Figure 3 are linear in thelength of a delegation chain. Generating a
RBCD credential of lengthn requires one INITIATE operation andn− 1 EXTEND operations, and is quite fast.
The average time for a single INITIATE or EXTEND operation is 8.8 ms, as shown in Table 1. PROVE operation
has similar average running time as INITIATE and EXTEND operations, because they all involve computing a BLS
signature and regrouping certificates. For a RBCD credential, BLS signature generation takes a small portion of
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Figure 3. Experimental results in our implementation. In both figures, x-axis is the number of delegation extensions
in a RBCD credential, i.e. number of delegators. The left chart gives the base-2 logarithm of the total running time
in milliseconds of generating a RBCD credential of a specificlength (‘△’), of verifying a RBCD credential (‘o’). It
also gives the collective running time of computing BLS signatures in a RBCD credential (‘*’), and of verifying BLS
signatures in a RBCD credential (‘+’). In the right chart, sizes of RBCD credentials signed with BLS signatures are
shown in ‘△’ symbols, and ‘*’ symbols show the sizes of RBCD credentialssigned with equivalent RSA signatures.
Credential size is represented as the number of its bytes.

the total time. Table 1 shows signing a signature only takes 2ms. The time difference between 8.8 ms and 2 ms is
accounted for the work for initializing and updating objects and fields, I/O operations, overhead for running Java.

Operation INITIATE /EXTEND PROVE Signing a signature VERIFY Verifying signatures
Average running time 0.0088 s 0.0080 s 0.0020 s 0.1234 s 0.1095 s

Table 1. Comparison of average running time in seconds.
Verifying a RBCD credential of lengthn is time-consuming. It requires authenticatingn extension credentials,

n role credentials, verifying the requester’s signature on the nonce, and checking for consistency among credential
statements. The average running time for verifying a delegation chain of length one is 0.1234 seconds. Most of the
time is spent on signature verification, which takes on average 0.1095 seconds to complete as shown in Table 1.
The average time of VERIFY andverifying signaturesis computed as the average of the total running time divided
by delegation length from length one to thirty. Therefore, 0.1095 seconds is the time of verifying about two BLS
signatures2. Besides signature verification, consistency of delegation privilege and public keys among certificates
is also checked, which increases the running time of VERIFY operation.

BLS short signatures are effective in reducing size of RBCD credentials. Signatures and public keys in our
implementation are 160 bit long. The number of bytes of RBCD credentials of length one to thirty are counted
and shown in Figure 3. We also compute and show the sizes of thesame credentials using RSA signatures with
equivalent security. Such a RSA signature is 960 bit long3 and corresponding public key is more than 960 bits. It
is easy to see the BLS signatures significantly reduces the size of RBCD credentials, compared to RSA signatures.

7.2 Security

The security of our RBCD models are based on the unforgeability of BLS short signature scheme [10]. We
allow adversaries to observe the traffic on the network. Theycan also participate delegation processes, that is, an

22.0625 to be exact in our experiment.
3This is because the security multiplier is six in our BLS setup [4].
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adversary may be a valid member of a role who can issue delegations and submit access requests. In our RBCD
protocols, an adversary cannot successfully submit accessrequests on behalf of others, in particular, in the name
of other role members. Similarly, an adversary cannot successfully issue delegations on behalf of others, even if
she obtains another entityE’s role credential and delegation credentials issued toE. This is because an adversary
cannot forge a valid signature ofE. Our protocols are secure against replay attacks, because it is infeasible for an
adversary to forge a valid BLS short signature on a verifier-chosen nonce signed with other member’s private key.
These imply that an adversary cannot obtain or delegate privileges that are not authorized to them.

In decentralized delegation systems, protection of resource security relies crucially on the trustworthiness of
delegators. In the cRBCD model, this is particularly important because delegation chains are constructedad hoc.
Credential chain discovery gives more possibilities for anunknown requester to establish trust with a resource
owner. In the mean time, our cRBCD model provides resource owners a way of restricting the scope of resource
sharing by specifying an boolean attributeisPropagatable. A credential withisPropagatableset to false by an
original delegator can still be extended byEXTEND operation. However, by definition it cannot be used by cre-
dential discovery to construct any delegation chain. Thereis a semantic difference between a delegation chain
produced byEXTEND operations and a discovered delegation chain. The former delegates privileges only to mem-
bers of an affiliated role, while the latter gives authorizations to members of both the affiliated and delegated roles.

As defined in Section 2.1, RBCD delegationA
A.r
−→ B.s is effective for members with affiliated roleB.s, but does

not automatically propagate the privilegeA.r to those who are delegated roleB.s. This propagation is done by
credential chain discovery. Hence, discovered delegationchain can give authorizations to more users than cas-
caded delegation. Therefore,isPropagatableattribute gives original delegators the ability of controlling the scope
of resource sharing.

7.3 Efficiency

In this section, we analyze the efficiency and security properties of cRBCD and mRBCD protocols. Our gen-
eralized RBCD protocols provide flexibility of delegation and credential manipulation without introducing sig-
nificant computation and communication overhead. In case wheren delegation chains are to be extended tom
roles, MERGE EXTENDoperation in mRBCD improves delegation efficiency by reducing the number of creden-
tials to be generated fromn×m to n+m. As illustrated by our example in Section 3, the efficiency improvement
can be important for forming dynamic collaboration in emergent medical situations. A simple data structure for
implementing merged RBCD credentials is the linked list. Each RBCD credential is a linked list of individual cer-
tificates. MERGE EXTENDoperation first links multiple linked lists that correspondto multiple RBCD credentials,
and then extends the resulting linked list by appending new certificates from the intermediate delegator. Merged
credential can also be easily reconstructed into individual delegation credentials, which is useful when the holder
of the credential only wants to extend part of the delegated privileges to others.

The use of credential chain discovery in combination with cascaded delegation increases delegation flexibility
in RBCD model, as delegations do not have to be issued in a top-down fashion from the original issuer. It allows
independently issued credentials to be connected. cRBCD also reduces communication and transmission costs in
credential chain discovery. It requires fewer queries to construct a delegation chain from RBCD credentials than
from individual credentials, because some portion of a delegation chain is already captured in an RBCD credential,
and does not need to be discovered from scratch.

8 Related work

In this section, we compare our work with related trust management frameworks and access control policy
languages. X-GTRBAC Admin [6] is an administration model for policy administration within a large enterprise.
It specifies the user-to-role and permission-to-role assignments in the XML-based Generalized Temporal Role
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Based Access Control (X-GTRBAC) framework [14]. X-GTRBAC Admin supports decentralized administration
by distributing assignment tasks to multiple domains within the enterprise while enforcing temporal constraints.
In comparison, our RBCD models aim at the decentralized trust management among members of independent
organizations. Therefore, X-GTRBAC Admin is complementary to RBCD models.

Permission-based delegation model (PBDM) built on RBAC supports user-to-user, role-to-role delegations [23].
A delegator creates one or more temporary delegation roles and assigns delegatees to particular roles. Delegations
in PBDM requires changes of role hierarchies by the proper authority, for example, a project leader who has write
access to the role assignment and access policies. PBDM doesnot address how decentralized delegations, where
central authorities may not have to be involved.

The RT framework is a family of Role-based Trust management languages for representing policies and cre-
dentials in decentralized authorization [15]. Our cRBCD model in Section 5 combines the credential chain dis-
covery algorithms ofRTframework with the role-based cascaded delegation [21], which gives the original RBCD
model more flexibility in constructing delegation chains. The PolicyMaker [8] and KeyNote [7] trust management
systems authorize decentralized access by checking a proofof compliance. SPKI/SDSI (Simple Public Key In-
frastructure/Simple Distributed Security Infrastructure) is a public-key infrastructure emphasizing decentralized
name space and flexible authorization [11, 12]. KeyNote and SPKI/SDSI do not support role-based delegations,
and assume credentials are centrally stored. Cascaded delegation [20, 22] schemes were proposed for proxy au-
thentication and authorization. These models do not support delegations to roles, and the delegation credentials
are not as compact as ours.

Predicates used to express constraints of attributes in ourdelegation model are similar to predicates in several
access control policy languages [1, 5], and the Web ServicesPolicy Language (WSPL) is one of them. WSPL
is a policy language for specifying authorization, quality-of-service, privacy, etc [1]. The syntax is a subset of
the eXtensible Access Control Markup Language (XACML) [17]Standard. A WSPL policy is a sequence of
one or more rules, where each rule represents an acceptable choice for satisfying the policy and is a sequence
of predicates. WSPL focuses on using predicates for comparisons of different policies, and we use predicates to
restrict delegation scopes. Another access control policylanguage that extensively uses predicates is the language
in Cassandra, which is a role-based trust management system[5]. Cassandra’s policy specification language is
based on Datalog with constraints, where properties asserted by credentials are predicates. Our language model
aims at supporting the functionality of role-based delegation of RBCD, while predicates in Cassandra are also used
for role hierarchy, separation of duties, etc.

9 Conclusions and future work
We have made several practical extensions to the original RBCD protocol [21] to improve its expressiveness,

delegation flexibility, and efficiency. The mRBCD model supports the merging of multiple delegation chains and
improves the delegation efficiency. The cRBCD model integrates credential chain discovery with the cascaded
delegation. We have also presented our RBCD prototype written in Java and C++. For future work, we would
like to give a formal semantic analysis of the differences between theRT framework [15] and the RBCD model.
We plan to expand our current implementation to support extensions presented in this paper. Future work would
also include generalization of the short signature implementation to aggregate short signatures, and using them to
further shorten the size of RBCD credentials.
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