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Abstract

A decentralized trust management system needs to be affitidrscalable to keep low communication and
computation costs. Because in distributed and pervasivepoting devices may have small storage units and
limited bandwidth, lengthy delegation credentials arefficgent to store or transmit. We discuss how to improve
the efficiency and flexibility of role-based delegationshiguitous computing environment. A set of operations for
managing delegation chains in role-based cascaded detsgdRBCD) model are presented. These operations
provide significantly improved efficiency and flexibility the RBCD model, without increasing management
complexities.

Keywords: Cascaded delegation, Decentralized trust managemer;tRRekd access control

1 Introduction

Trust management systems provide access control in emv@ois where initially unknown entities from dif-
ferent administrative domains interact and establisht tusugh mutually trusted parties. Several such systems
have been proposed, e.g., KeyNote [7], SPKI/SDSI [11], BAR, RT framework [15], and the RBCD proto-
col [21]. Role-based decentralized delegation [15, 21]lmioes trust management with role-based access control
(RBAC) [19]. In such models, privileges can be delegatedtes; and therefore delegation is efficient and scal-
able. Role-based cascaded delegation (RBCD) [21] is a a@begmodel that facilitates large-scale dynamic
resource sharing in decentralized, pervasive collab@a&nvironments, and is suitable for tasks where coalitions
are dynamically formed by role members from different adstiative domains.

The RBCD protocol comprises four operationsNIIATE, EXTEND, PROVE, and VERIFY [21]. INITIATE
and EXTEND operations are used by a resource owner and an intermeeigigatbr, respectively, to delegate a
privilege to a role. ROVE operation is used by a requester to produce a proof of a delagznain that connects
the resource owner with the requesteERIFY operation decides whether the requester is granted acassd bn
the proof. Delegation credentials in RBCD are accumulatezheh delegation transaction and form a delegation
chain. A delegation chain represents how trust or a deldgaieilege is transferred from one role to another. It
contains a sequence of delegation credentials that cannekhown entities and resource owners. For example, a
user with rolemanagerat Central Bank issues a delegation crede@idlo role clerk at a state bank to authorize
the right of accessing a documeatdc A member of roleclerk at the state bank delegates this right to a role at a
county bank by issuing another delegation credefttialCredentialC; andC, form a delegation chain connecting
the role at the county bank with the Central Bank. An efficiBBCD protocol [21] with compact delegation
credentials can be realized based on the hierarchicaficatt-based encryption scheme [13].
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In this paper, we generalize the original RBCD model to impriis security, efficiency, and flexibility. Next
three paragraphs capture the motivations for these impremts. In the RBCD model, a valid role member who
is delegated a privilege can further extend that privilegethers, without the participation of role administrators
However, giving delegation powers to individuals crugiaklies on the trustworthiness of role members. There-
fore, we need to improve the expressive power of the RBCDgd#ilen language, so that resource owners and
intermediate delegators can restrict delegation scopfsane fine-grained delegation credentials.

A decentralized trust management system should be efficielyhamic access control environments such as an
emergency room (ER) scenario. Suppose that during an apemt a patient, doctors find that the help of experts
from several other organizations are urgently needed. él&gserts need to be given temporary access to medical
information related to the patient, in order for them to makedical decisions. Issuing authorizations through
regular administration channels may not be as efficient edate The existing RBCD model is particularly suit-
able for this dynamic delegation scenario, because doctorsssue delegations based on their credentials without
administrator’s participation. However, in RBCD if a docteants to delegate privileges associated with several
credentials (e.g., doctor role credential, ER access ntedl@nd medical consortium membership credential), he
has to generate one delegation certificate correspondiegdio of these credentials. Furthermore, the doctor has
to repeat this delegation process for each of the roles ¢oaive the delegations. Therefore, the delegation effi-
ciency in RBCD needs to be further improved for better penfamce in dynamic and emergency access control
situations.

The role-based credential accumulation approach of RBGIavhe need for dynamic credential chain dis-
covery, which may be potentially costly in terms of commattiien overhead. However, the ability to dynamically
construct delegation chains is important for a flexible gatimn model. This prompts us to investigate the possi-
bility of integrating credential chain discovery with th&RD model. There are several security and performance
considerations for such an integrated model. Becauseatalag-hains constructed by discovery algorithms may
give authorizations to a large number of unknown users,aures owner should be able to control the availability
of its delegations to the credential discovery. To achiéng existing credential chain discovery algorithms [16]
need to be modified, so that credential issuers can speoifthingr privileges are propagated through credential
chain discovery. In addition, communication costs needetadnsidered in credential chain discovery for better
performance in distributed settings. We extend the RBCDehf#tl] to include the support of credential chain
discovery algorithms. The contributions of this paper amramarized next.

1.1 Our contributions

In this paper, we make several practical extensions to tiginat RBCD model [21] and we present an RBCD
implementation in Java and C++. Our contributions are sunz@a as follows.

1. We enrich the expressiveness of the RBCD language modwigport the use of delegation predicates
and constraints. Using these specifications the scope efalibn recipients can be flexibly adjusted. At
VERIFY operation, predicates are evaluated with attribute vati¢sined from requester’s credentials. In
Section 2.1, we describe a language model that supportécptesl and constraints. Examples of using
them are given in Section 3, and how this addition change®RBED protocol operations is described in
Section 4.1.

2. We describe a new operation of the RBCD protocol that giveesmediate delegators the ability to largely
reduce the number of delegation credentials needed beajededn the original RBCD model [21], if an
intermediate delegatd wants to exteneh delegation credentials toroles, therE has to run the ETEND
operationn x m times to compute delegation credentials.nlér m is large, this may not be efficient in
terms of running time, storage space, and transmissiordspée improve the delegation efficiency, we
propose a new operation BMGE EXTENDthat first extends each of thredelegation credentials to a new
roler, and then further delegates rolé themrecipient roles. MRGE EXTENDoOperation reduces the time



required for generating delegation credentials, as ammdiate delegator only needs to perfanfBXTEND
operations anth INITIATE operations. Because ralés locally defined by an intermediate delegafoand

is unknown to resource owners, entities who are delegatedr roeed to show the proofs of privileges
associated witlh. We describe how this is achieved in our cascaded delegatamtel. Merged credentials
can be easilgplit back into individual credential chains. This flexibility wfanipulating credentials allows
an intermediate delegator to extend multiple delegati@inshor a portion of merged privileges.

3. We show how to improve the flexibility of trust managementtie RBCD model, by dynamically con-
structing longer delegation chains from RBCD credentigd¢ributed across the network. We call this a
combined approach, because it integrates distributeceotiad chain discovery algorithm into the RBCD
protocol. This model has many advantages. The use of RBCdetials partially reduces communica-
tion and computation costs, because portions of delegatiam are already captured in RBCD delegation
credentials. Credential chain discovery improves thegddien flexibility, because credential holders can
establish trust with a larger number of resources througtdtbcovery. To achieve a tighter security and
better performance, we also modify the existing credentiain discovery algorithm and use it in our com-
bined model. We show that delegation chains returned bydsy algorithms may give authorizations to
more unknown users than in RBCD models, because there is anemndifference between a discovered
delegation chain and a delegation chain generated¥TEND operations of RBCD. Therefore, we give
resource owners the ability to distinguish these two cdsegsing attribute constraints.

4. Finally, we implement a prototype of RBCD in Java and C+hiclr uses the packagava.security, BLS
short signature [10] implementation in C++ [3, 4], and theltiprecision Integer and Rational Arithmetic
C/C++ Library (MIRACL) [18]. We describe the layered ar@ature of our implementation. Lower layers
have BLS signature implementation in C++, and programswirap C++ signhature operations in Java.
Upper layers are entirely written in Java, and contain els$er basic certificates, keys, and signatures.
Classes injava.security andjava.security.cert are extended for compatibility considerations with otheral
applications. Classes for RBCD credential and operationstiute the top layer of our architecture. Our
prototype implementsNITIATE, EXTEND, PROVE, and VERIFY operations. We present and analyze our
experimental results on the running time of RBCD operatiand sizes of RBCD delegation credentials.
INITIATE, EXTEND, and FROVE operations are quite fast and have an average running tiog 8ms. In
comparison, ERIFY operation is more time-consuming due to the long verificetime of BLS signatures.
The use of short signatures [10] effectively reduces the eizcredentials in RBCD, compared to RSA
signatures.

1.2 Organization of the paper

The rest of this paper is organized as follows. Definitiond aar language model are given in Section 2. In
Section 3, an example illustrates merging RBCD credenitiatiyynamic collaboration in an emergency medical
situation. Then, thenergeRBCD (mMRBCD) protocol is presented in Section 4. We deschibe credential
chain discovery is combined with RBCD in Section 5. Our Jawh @/C++ implementation of the original RBCD
protocol is presented in Section 6. Section 7 analyzes quererental results and addresses issues of security
and efficiency in our models. The related work is given in Bec8. Finally, Section 9 contains conclusions and
future work.

2 Terminology and language model
As in the original RBCD model [21], we define antityto be either an organization or an individual. An entity

may issue credentials and make requests. Also, an entityhanagyone or more affiliated roles or delegated roles,
which are authenticated by credentials. &ffiliated role credentiais the credential for an affiliated role, and is
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signed by the administrator of the role.d&legation credentiak the credential for proving a delegated privilege.
A privilege can be role assignment(s) or action(s) on a resourceexfension credentiadr extension certificate

is generated and signed by a delegator on delegation ttarsatformation, such as identities of the delegator
and delegatee, and the delegated privilegeo#plete delegation credenti@cludes a signature from a requester,
extension credentials, and role credentials. It authatgica delegation chain of a privilege connecting a resource
owner with a requester. That is, the original issuer is tls@uece owner, intermediate delegators are members
of the immediately previous recipient roles, and the retges a member of the last recipient role. partial
delegation credentiails a delegation credential issued to a role. It cannot be bgesh individual for proving
authorization, as it lacks the identity and role informatad the requester. In this paper, we use curly brackets (for
example{C}) to refer to a set of RBCD delegation credentials.

2.1 Language model

Role r administered by entitA is denoted ag\.r, as in the original RBCD model [21]. Entit is the ad-
ministrator of roleA.r. A role defines a group of entities who are members of this rdl@n entity D has an

affiliated roleA.r, herrole credentialis denoted byA AT, D, which indicates thaD is assigned rolé.r by the role
administratorA. Entity D can delegate rolA.r to a roleB.s (administered by) by issuing arextension credential

which is denoted by AT, B.s. The above delegation means that enfitgielegates to rol8.s privileges that are
associated with rolé.r and are controlled by entity. It does not automatically grai s the privileges that are
delegatedo role A.r. Any memberE of role B.s can further delegate rol&.r to a roleC.t (administered byC).

The corresponding extension credential is denoted lé*yb Ct.
We introduce attribute constraints to role and delegatiedentials. Attribute constraints are assigned in role
credentials by role administrators, or in delegation cnéidés by delegators. For example, a resource owner

specifies that the number of times a delegation privilegebednrther extended is at most two. We express attribute

. . . Ar [attr= . . .
constraints on the arrow of a delegation expression, A.g.r[—v]*» B.s, where * is a wildcard representing

that there is zero or more attribute constraints followdtag In our combined RBCD (cRBCD) model, we define
boolean attributésPropagatabldor delegation transactions. It specifies whether or noedemtial can be used to
construct a valid delegation chain by credential discoadggrithm. If yes, therisPropagatablds set to true, else
isPropagatablds set to false. In cRBCD model, only whésPropagatablds set to true by an original delegator,
can a dynamically discovered credential be used to corisdrualid delegation chain. Note that a credential with
isPropagatablebeing false can still be extended. We discuss this secumipji¢ation in details in Section 7.

We introduce predicates for our language model to expregsreaments for attributes of a delegatee or a dele-
gation chain. Each predicate restricts the scope of detegegcipients. For example, the ranking of a delegatee’s
role should be greater than or equalsenior engineer We express a predicate Bgattr,v), whereattr is the
name of an attribute of delegation recipientss a value, and is an evaluation function such as greater-than
and less-than. A predicate is evaluated to either true sefdt may specify a constraint based on a literal value,
as in> (attr,3), or on the value of another attribute, as>in(attry, attro). All predicates in a credential must be
satisfied in order for the credential to be valid. Predicareswritten on the right of delegation expression as in

AL Bs [P(attr,v)*|, where * is a wildcard and represents that there is zero oemidicates followingg.s.
Delegation predicates and constraints are used throughisyptaper. Concrete examples are given in the next
Section. Formal descriptions of their usage in our new RB@iggols are presented in Section 4.1 and 5.2.

3 Example scenarios
In this section, we use examples to illustrate the use of mgrmultiple delegation chains and the use of

predicates and constraints. Let us suppose that there ibaba@ation project between a health centzand
a clinic L. To facilitate the collaboration, the health center indga delegation chain and delegates its role



C.guestto the roleL.managerat the clinic. HoweverC imposes the following constraints on this delegation: the
delegation chain can be further extended for at most fouegimand the rank of delegation recipient needs to be
at least second-level manadég. We now express these restrictions in credential (1).i€atl[> (rank M2)] is

true if rank> M2, and false otherwise.

. {[st
G COUSSSR, | e (rank M2)] e

Credential (1) means that a memberlomanagerwith rank > M2 is also a member of.guest By the
definition of RBCD, (1) can be further extended by membeis.ofanagerto other entities. Bob is a second-level
manager at.. He delegates rol€.guestto members ofA.doctor at hospitalA. To limit the scope of delegation
recipients, he specifies the following: constraint [step3] means that the delegated privilege can only be further
extended for at most three times; predidatérank D2)| requires a delegatee’s rank to be at |€2&t Alice wants
to access some data controlled by cefiteEhe is a doctor in hospit&l with rank D2.

To prove that she has the health cel@&rdelegatedjuestrole, Alice obtains the delegation credential for role
A.doctorfrom a credential server, and groups it with her role cradénthis gives credential (2).

. /st . &
c c.guestistep:4) L manager> (rankM2)]), (L L.managerrank-mz] Bob).
(Bob SUESSIERS )\ octor[> (rank D2)]), (A AdOCtONIraNkD2 e @)

By RBCD definition, credential (2) includes credential (Bhb's affiliated role credential, the extension cre-
dential generated by Bob, and Alice’s role credential. (&) a signature signed with Alice’s private key yield a
complete delegation credential for Alice. Resource ovhegrifies signatures and evaluates delegation predicates.
In our example, predicates and constraints in (2) are asifsad.

Now, let us use the above scenario to further illustrate haliple delegations are merged into one delegation.
Suppose that rol&.doctorin hospitalA is not only delegated rolg.guest but also delegated rod.membeiby a
medical serviceM and roleP.consultantby a companyP as shown in credential (3) and (4), respectively. Assume

that delegation (3) and (4) do not have attribute conssaint

M M‘memberA.doctor 3) =) MAdoctor (4)

Suppose that an emergent medical operation requires ttadoadtion with poison experts at hospitdd and
H,. These experts, represented by tdleexpertandH,.expert have to be granted rol@guest and the privileges
associated with credential (3), and (4). One approach ialioe to extend each of credential (2), (3), and (4) to
H,.expertandH,.expert respectively. In comparison, a more efficient way is showxt.nAlice creates a new
local role with an arbitrary namalice.local, and extends delegation Gfguestto role Alice.local in credential

().

. {[St . =
© c.gueststep:4) L manager’> (rank M2)]), (L L.managerrank=mz] Bob),
(Bob c.guestjstep<s| Adoctor[> (rank D2)]), (A Adoctor [rank=bpz] Alice),
(Alice S9! Alicelocal) 5)

As shown in Figure 1, Alice also extends delegation (3) andd4ole Alice.local in credential (6) and (7),
respectively. Then, she delegafdice.local to role Hy.expertat hospitaH; in extension credential (8). Similarly,
Alice delegated\lice.local to role Hp.expert We call this delegation processHRGE EXTENDoOperation. MERGE
EXTEND can significantly reduce the number of credentials needdukbtgenerated by Alice. The schematic
drawing of credentials received by rdi.expertis shown in Figure 1. To access a resource controlled bytealt
centerC, a member of roléd;.expertsubmits a proof consisting of credential (5) and (8). Therfer authorizes
role C.guestto Alice.local, and the latter proves thatlice.local is delegated to roléd;.expert Therefore, a
member oH;.expertis granted access as r@eguest

Due to space limit, we do not give examples of using credecttiain discovery in RBCD. Next, we present our
MRBCD protocol that supports BRGE EXTENDoperation and the use of delegation constraints and ptedica
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Figure 1. Components

; _ C.guest M.member P.consultant
of the delegation cre c— 2= Adoctor M 7 A doctor p 20 Adoctor

dential for role expert
at hospitalH; issued by A A.doctor Al A A.doctor Al A A.doctor Al

. . _— - = - o
Alice. Double-arrow in ice ice ice

credential (5) represents M.member P.consultant
—_—

. plice S9USSL Ajice local Alice Alice.locall | Alice ———  Alice.local
that role C.guest is
delegated _tO A'dOCt_Or Credential (5) Credential (6) Credential (7)
through  intermediate
delegator (Bob in our Alice.local
example). Constraints Alice ——=  Hl.expert
and predicates are ,
omitted Credential (8)

4 Merging delegation chains

In this section, we describe a RBCD protocol that supporesaimpn MERGE EXTEND. This operation allows
privileges associated with multiple delegation creddést{€} to be extended into a nelucal role, which can
then be delegated in just one extension credenti@R&E EXTENDreduces the number of delegation credentials
to be issued, when there are multiple roles to be delegated telegatorD runs MERGE EXTEND algorithm
as follows. D first creates a new local role, for examfiddocal. Then,D extends his delegation credentials to
role D.local. The resulting delegation credentials are denoted as &uential se{C}. Finally, D delegates role
D.local to delegatees, by initiating a new delegation chain whiotalfed anintermediate delegation chairD
also gives credentialfC} to delegatees for verification purpose, so that delegatiefised in{C} can be linked
to role D.local and verified. We refer this role-based delegation protososhargeRBCD (mMRBCD) protocol.
Details of MRBCD protocol with MRGE EXTENDoOperation are defined next.

4.1 mRBCD protocol

The mRBCD protocol has five operationstiTIATE, EXTEND, MERGE EXTEND, PROVE, and VERIFY. Oper-
ation MERGE EXTENDIs the new operation that handlegrgingof delegation chains. All operations support the
use of delegation constraints and predicates.

e INITIATE (Pp,, Spy, Do.priv, Ai.r1, Pa,,[Congx, [Predx):

This operation is run by the resource owiky of a privilege Do.priv to delegateDg. priv to an affiliated
role A;.r1. It initiates a delegation chain for priviled®y. priv, and is similar taNITIATE operation of the
original RBCD protocol in [21]. The difference is that herdelegator is allowed to specify predicates and
constraints to refine the scope of delegation recipientgutiinclude public keyp, of entity Do, corre-
sponding private kegp,, delegated privileg®y. priv, role nameA;.rq, public keyPa, of role administrator
A4, and zero or more attribute constraif@ong« and predicate¢Pred for the delegation. Output is a
partial delegation credentiél; for role A;.rq signed with private keyp,. CredentialC; is represented as

Do M Aq.ri[Predx. INITIATE can be modified and used for generating role credentials with
restrictions by a role administrator. This is done by cgirtij the public key of a role member, and signing
with the role administrator’s private key.

e EXTEND(Sp,, Do.priv, Cy, Ro,, An+1.rnt1, Pa,,,, [COngx, [Pred)x):
This operation is similar to TEND operation of the original RBCD protocol. It is run by an imtes-
diate delegatoD,, to extend delegated privileggo. priv to role An;1.rn+1. Inputs are private kegp, of
delegatorD,, delegated privileg®y.priv, partial delegation credentiél, that gives privilegeDg. priv to
role An.rn, role credentiaRp, of Dy, role nameA,1.rh,1, public keyPy, ., of role administratoi,,, at-
tribute assignmentgCongx, and predicategPred« specified byD,,. An extension credential denoted by



(Dn M Ani1.rns1 [Predh]) is generated and signed with private lggy. The final output is a

partial delegation credenti@h 1, which is a function of the credenti@},, the role credentieRp, denoted by

(An M D, [Pred,]x), and the extension credential. Credentigl; may simply be the delegation
credentialC, together with two individual credentials.

e MERGE EXTENOSp, Rp, {C}, Ar, Pa, [Congx, [Predx):
This algorithm is run by an entit to delegate privileges associated with a set of credenf@}sto role
Acr. The inputs include private key of entity D, a role credentiaRp of D, a set of credential§C} that are
issued to the role dD, a delegation recipients’ rol&.r, public keyPa of role administratoA of role A.r,
and constraint§Congx* and predicatefPred« of attributes.
DelegatorD first locally creates a new rol8.local. For each credenti&; € {C}, D extends the delegated
privilege priv; in C; to the new roleD.local by running EXTEND(sp, privj, Cj, Rp, A.r, Pa, null, null)
method above. (Two null arguments represent that no camtstrand predicates are defined. XEND
returns a credentieﬂ:} that delegates privilegeriv; to role D.local. The set of credentials returned by
EXTEND operations is denoted 4€'}. Next, delegatoD initiates an intermediate delegation chain that
delegates rol®.local to role A.r, by runningINITIATE (Po, Sp, D.local, Ar, Pa, [Congx, [Pred «) algorithm
to generate a delegation creden@al C, corresponds to a delegation chain for rbldocal, which is called
anintermediate delegation chainThe outputs of this operation are credential &8} and credentiaC;,
which together are delegation credentials for memberslef&a®.

e PROVE(sg,V.priv,Re, {C'}):
This algorithm is run by a requestér with role credentiaRg, who wants to access the privileiyfepriv
controlled by a resource own¥r. Its main difference from RovE of the original RBCD protocol [21] is
that a proof produced by this algorithm may be constructeohfiwo or more delegation chains, as a result
of MERGE EXTENDOperations.
Inputs to this operation are private kgy of entity E, role credentiaRg, and a set of delegation credentials
{C’} that collectively form a delegation path between the resmowner and the requester {C'} contains
one delegation chain initiated by resource owner, and zemaooe intermediate delegation chains initiated
by intermediate delegatots The operation produces a prdefthat proves: (1) the role d is delegated
privilegeV.priv, (2) E is a valid role member, and (& can authenticate his public key.

e VERIFY(F):
This operation is performed by a resource owvam proofF, which is submitted by a requester. If proof
F does not involve any local roles, i.e. none of delegatiofiftztes inF is generated by MRGE EXTEND
then VERIFY algorithm of the original RBCD protocol [21] is called. Othgse,V authenticates prod¥ as
follows.
V first verifies delegation credentialy, . ..,C, in F, each of them representing a delegation chain. Role and
extension credentials that constitute each delegatiom @re verified, and the satisfaction of delegation
predicates is checked. Then, corrénkagesbetween delegation chains are verified. ThatFsshould
contain the proof of the following: (1) credenti@} is issued by resource own®r, delegated privilege in
C, is the requested privilege, and creden@als issued to requestér’s role; (2) fori € [2,n], the delegated
privilege inC; is the last role (a local role) that receives delegation #dentialC;_1; (3) for C; where
i € [2,n], the original delegator is a valid member of the second tbrale that receives delegation in
credentialC;_; (for example in Figure 1, Alice is a member Afdoctor). Finally, proofF also allows the
resource owner to verify the role membership and the pulelycdf the requester.

The newly added MRGE EXTEND operation allows an intermediate delegator to initiateraermediate del-
egation chain. If the number of delegation credentials tediended i1 and the number of roles receiving the

1The number of intermediate delegation chains equals théauof times operation MRGE EXTENDIS run.



delegations isn, then MERGE EXTENDreduces the number of credentials to be generatedfirammto n+ m. In
Section 7, we discuss efficiency and implementation isstiesRBCD protocol. Next, we describe an approach
that improves the flexibility of role-based cascaded ddiegan distributed environment.

5 Credential chain discovery in RBCD

Credential chain discovery by Li, Mitchell, and Winsborbud 6] facilitates dynamic delegation chain con-
struction in decentralized environment. Delegation cnéidés do not need to be accumulated as in the RBCD
model [21], and a delegation can be used to construct meiltielegation chains. However, the discovery process
incurs communication costs, as it retrieves credentials fdistributed credential servers. The costs are avoided
in RBCD model. Nevertheless, the ability to construct dyitadelegation chain is important for a decentralized
delegation model. In order to improve the delegation fldkjbof RBCD models, we propose an integrated ap-
proach that combines credential chain discovery with RB@iqeol. At verification, credential chain discovery
is used to collect RBCD credentials to construct a longezgidion path. Through the longer delegation path, trust
between the requester and resource owner can be estabhghiézlthis may not be possible through individual
RBCD credentials alone. An example is shown in Figure 2. Gaexbto constructing delegation chains from sin-
gle credentials as in the existing credential discovemnéaork [16], using RBCD credentials as building blocks
can greatly reduce the costs associated with the discovepegs. We call this integrated model@smbined
RBCD (cRBCD).

Figure 2. A delegation chain O.member
consists of Alice’s credential (5), o
and credential (9) which is re-
trieved by credential chain dis-

C.guest
(isPropagatable = TRUE

covery. BecausésPropagatable Credential (9)

is true, Alice is authorized role

O.member For simplicity, we use C.guest

double-arrows to omit any inter- C ——— Addoctor

mediate delegators. A.doctor .
s Alice

Credential (5)
5.1 Discovery algorithm

We have modified the credential chain discovery algorithniibyitchell, and Winsborough [16] to improve
the performance of discovery process and the security aedha@sources. First, we do not require credential
servers of intermediate delegators to relay credentialyg@sults from one server to another. They only need to
response to credential queries submitted by a requesteresoarce owner. Second, by setting boolean attribute
isPropagatabldo false in a credential, a resource owner chooses not tpbackelegation chain that is constructed
by discovery algorithms. This effectively reduces the namdf users who can access the resource. We further
explore the security implications of this constraint in &t 7.

Next, we give a breath-first delegation chain discovery rtlgm that is run by a requestét. It takes an
initial set of E’s credentials{C} and a target privileg¥. priv, and outputs a set of delegation credent{&$} that
collectively authorize¥.priv to E by resource ownev. The algorithm assumes that credentials are stored by
delegation receivers (or their credential servers).X_be a global seX for storing discovered credentials.
Discover({C},V.priv):

1. For each delegation credent@lin {C}, let theoriginal delegatorbe O; and the delegated privilege be role

Oi.ri. RequesteE queries the credential server of delegd@pto retrieve any credential &; that are issued
to roleQ;.ri.



2. If nothing is retrieved by any d;’s servers, then the algorithm returns an empty set since #re no valid
delegation chains connectilfigjs roles.

3. Otherwise,E adds delegation credentia{€} to setX. For each delegation credential returned@is
servers,E checks if the delegated privilege \spriv. If yes, then a delegation chain is successfully dis-
covered. Denote the credential that delegates priviégev asCy. Construct a delegation chain between
requestele and resource ownérf from Cy and credentials stored . This can be done by iteratively
finding delegation credenti&} € X whose delegated privilege is the same as the last role tteives dele-
gation in credential;_1. The iteration terminates when the last role that receiedsgétion in credential;
is one of the requesté&t’s. Credentials in the delegation chain are returned. Ifnredential returned b®;s
delegate¥/.priv, requesteE resets{C} to be the delegation credentials retrieved frofis servers. Then
repeats the discovery process by runriigcover({C},V.priv).

The algorithm can also be run by resource ownher he algorithm run by a requester is likely to perform better
because it processes a smaller number of credentials. Mexiresent the cRBCD protocol that makes use of the
discovery algorithm.

5.2 cRBCD protocol

The cRBCD protocol has four operationsITIATE, EXTEND, PROVE, and VERIFY. MERGE EXTEND Oper-
ation of mMRBCD in Section 4 can also be added to cRBCD to suipperging credentials at delegation. Since
it is the same as in mRBCD protocol, we do not repeat it her&RIBCD protocol, an original delegator speci-
fies a boolean attributsPropagatablan operation NITIATE, and credential chain discovery algorithm is used to
dynamically construct delegation chains. The cRBCD pmitacdefined as follows.

e INITIATE (Pp,, Sy, Do.priv, As.ri, Pa,, [Congx, [Pred, bool):
This operation is similar as in operationITIATE of mMRBCD protocol in Section 4.1, and is run by a
resource ownebg to initiate a delegation chain. The difference is that hbeeresource owner specifies
whether or not this delegation of priviled#y. priv is allowed to be propagated to other roles at credential
chain discovery, by setting attribuigPropagatableo the input boolean variableool.

e EXTEND(Sp,, Do.priv, Cy, Ro,, An+1.rnt1, Pa,,,, [COngx, [Pred)x):
This operation is the same axE=ND operation in RBCD protocol of Section 4.1.

e PROVE(sg,V.priv,Rg,{C}):
This algorithm is run by requestérfor proving that he is delegated privilelyepriv, whereV is a resource
owner. The inputs are private key of entity E, privilegeV.priv, a role credentiaRe of E, and a set of
delegation credentialfC} issued toE’s role. For each credential ifC}, check if any of them delegates
privilegeV.priv. If yes, construct and output a proefby running RROVE(sg,V.priv,Re, {C}) of mMRBCD
protocol in Section 4.1. Otherwise, run algoritiiscover({C},V.priv) in Section 5.1. IDiscover returns
an empty set, then no valid delegation chain can be found amagty set is returned. Biscover returns
non-empty credential s¢€C’'}, then output a prodf that contain§C'}, role credentiaRg, and a signature
signed withse on a nonce chosen by the verifier.

e VERIFY(F):
Similar to VERIFY algorithm in mRBCD protocol, resource owner examines pfedb authenticate a
delegation chain. However, not every delegation credecdia be used to construct a delegation chain in
cRBCD, due to the constraints on delegation attriisiBropagatableon each credential. L€, ...,C, be
delegation credentials in proéf, each of them representing a delegation chain. DelegatigteatialCy
is issued by resource own¥, delegated privilege i€, is the requested privilege, ai is issued tE’s
role. ForCy,...,Cy_1, only delegation credentials withPropagatablebeing true can be used to construct
a delegation chain.



V first authenticates delegation creden@althroughC, and role credential oE, by verifying signatures
and evaluating predicates. Then, the cortattagesbetween delegation chains are checked: delegated
privilege inC; (for 2 <i < n) is the same as the last role receiving delegation in creadeBt ;. For
example in Figure X2.guestis the last role on the delegation chain in credential (9% #iso the delegated
privilege in credential (5). Finally, prodf also allows the resource owner to verify the role membership
and the signature of the requester.

Credential chain discovery retrieves independently @gstredentials and dynamically constructs delegation
chains. Besides that, it helps reduce the number of credemarried by delegatees. An intermediate delegator
D, can choosenot to run EXTEND to extend a delegation. Instedd,, initiates a new delegation chaff (by
running INITIATE) that delegates his rol&,.r, to role A, 1.rh.1 with proper delegation constraints. Credential
chain discovery retrieves credent@ from credential server of intermediate delegddar C, along withC’ give
authorization to members of rofg,. 1.r,11. In Section 7, we compare delegation chains contructedmnswith
ones contructed by runningkEEND operations.

6 Prototype Implementation

We have built a prototype of RBCD protocol in Java and C/CHithls section, we describe the components of
our implementation, and analyze our experimental resQits.implementation can be divided into several layers.
The bottom layer is the implementation of a signature schawe deploy a C++ implementation of the Boneh-
Lynn-Shacham (BLS) short signature scheme [10] written agr&o [3, 4]. The second to bottom layer provides
an Java interface for the functionalities in the C++ sigr&aimplementation. The next layer above is the Java
implementation of a certificate system which uses BLS shigniagures. Our certificate, public key, private key,
and signature classes extend the ones ifatlzesecurity library, which facilitates their integration into othenvda
applications. The top layer of our implementation providaga classes for the RBCD credential and operations.

6.1 Signature scheme implementation

The RBCD protocol can be implemented using any signaturerseh As argued in [21], signatures and public
keys with short length help reduce the size of RBCD credentand compact credentials improve the efficiency of
credential accumulations in RBCD. Towards this goal, wetheedBL S short signature scheme [10] as our signing
algorithm for credentials in our prototype. A 170-bit BLSoshsignature gives security equivalent to a 1024-bit
RSA signature. In addition, public keys in BLS are the samegtle as signatures, which are significantly smaller
than comparable RSA public keys. We use the existing C++dmphtation of BLS short signhature by Paul
Barreto [3, 4], which implements fast pairing computatior allows fast signature verification. The signature
implementation works on a specific supersingular elliptiove ¢ = x° + x4+ 1) over a specific finite fieldfse?).

It uses Multiprecision Integer and Rational Arithmetic @ACLibrary (MIRACL) [18] for big number operations,
including elliptic curve arithmetics, cryptographic hasl etc.

We build a bridging layer above the C/C++ signature coderdeoto usgava.security library in our implemen-
tation. Code in this layer is written in C++ and Java, andegns a Java wrapper of signature operations including
key generation, signing, and verification. This layer pdegi the transparency of C++ signature implementation
for users running Java applications. To achieve this, welugreC++ signature executables as command line op-
erations inside Java programs, which pass arguments foatsige operations and interprets outputs of command
line executions.

6.2 RBCD credential and operations

Our Certificate class uses BLS short signatures, and exteedSertificate abstract class juva.security.cert
library. There are two types of certificates in our prototyf@@ne is delegation certificate, and the other is role
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certificate. They have different contents, as explainedhénItITIATE operation of Section 4.1. Both types of
certificates contain objects of class Role, whose fieldsidech string of role name and the public key of the role
administrator. Signing and verifying a certificate are dasyur implementation, which follows the standard Java
API specifications. We implement PublicKey and PrivateKaygiifaces irjava.security for our BLS public and
private keys. Signatures in this prototype are instance&aiotlassBLSSignature, which providessign andverify
methods. Our implementation provides serialization maghfor certificate objects, key objects, and signature
objects.

At the top layer of our implementation are classes for RBC&lential and operation®RBCDCredential class
extends the clasSertificate in java.security.cert. A RBCDCredential object contains a linked list of certifeca
objects as its field. The certificates include both delegatiertificates and role certificates, which are used to
authenticate delegation chains. Methods in RBCDProtdeskdollow the input/output specifications in the orig-
inal RBCD protocol [21]. Methaodhitiate in RBCDProtocol instantiates a RBCDCredential object hyagating a
delegation certificate signed by an original delegator. Hddextend in RBCDProtocol appends new certificates
from an intermediate delegator to an existing RBCD delegatredential, and outputs the new RBCDCredential
object for delegatees. Methqulove is called by a requester to produce RRCDProof object, which contains
a signature signed by the requester on a nonce and a RBCDfie¢dibject. In methoderify, a caller inputs
a RBCD credential, which is verified and the consistency diflipikeys and privilege specifications among the
certificate statements are checked.

Our prototype provides an infrastructure for RBCD impletagion. It contains basic components required
to realized an interoperatable cascaded delegation miotdtere are many immediate improvements to make,
including supports for extensions proposed in this papdrfanthe use of aggregate signatures [9]. Short signa-
ture with aggregation ability can further reduce the sizewf credentials, as described in [21]. Towards a full
integration of RBCD implementation wiflava.security specifications, ®rovider subclass needs to be defined to
standardize our cryptographic operations.

7 Experimental results and discussion

In this section, we present and analyze our experimentaltsasn our RBCD implementation. We also discuss
the efficiency and security implications brought by our mRB&hd cRBCD extensions.

7.1 Experimental results

Our experiments are performed on a machine that has Linusatipg system, 2Ghz AMD Athlon 64 Pro-
cessor, and 512 MB main memory. Experimental results arershio Figure 3. Our prototype is a standalone
application, hence experimental results do not involvevast transmission time. Running time data does not
include generation time for key pairs and role certificatest each RBCD credential of length one to thirty, we
give the running time of generating and verifying the detiegacredential in Figure 3. The y-values in Figure
3 represent the base-2 logarithms of milliseconds. Ldgaiit scale is used for the easy visualization of data.
For comparison, we also compute the total amount of timetspegenerating and verifying BLS signatures in a
credential. From Figure 3, we compute the average time dbpring RBCD operations in Table 1. The average
time for RBCD VERIFY operation and/erifying signaturesn Table 1 represent the time required for verifying a
RBCD credential of length one, and for signature verifigafor that credential, respectively.

All four sets of running time data in Figure 3 are linear in thagth of a delegation chain. Generating a
RBCD credential of lengtim requires oneNITIATE operation anch— 1 EXTEND operations, and is quite fast.
The average time for a singl@IITIATE or EXTEND operation is 8.8 ms, as shown in Table IRA¥E operation
has similar average running time agtIATE and EXTEND operations, because they all involve computing a BLS
signature and regrouping certificates. For a RBCD crede®ls5 signature generation takes a small portion of
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Figure 3. Experimental results in our implementation. In both figuseaxis is the number of delegation extensions
in a RBCD credential, i.e. number of delegators. The lefrichmes the base-2 logarithm of the total running time
in milliseconds of generating a RBCD credential of a sped#igth (‘A’), of verifying a RBCD credential (‘0"). It
also gives the collective running time of computing BLS sigmes in a RBCD credential (*), and of verifying BLS
signatures in a RBCD credential (‘+'). In the right chargzes of RBCD credentials signed with BLS signatures are
shown in ‘A’ symbols, and ‘*' symbols show the sizes of RBCD credentg¢med with equivalent RSA signatures.
Credential size is represented as the number of its bytes.

the total time. Table 1 shows signing a signature only takes 2The time difference between 8.8 ms and 2 ms is
accounted for the work for initializing and updating obgeand fields, 1/O operations, overhead for running Java.

Operation

INITIATE/EXTEND

PROVE

Signing a signaturg

VERIFY

Verifying signatures

Average running time

0.0088 s

0.0080 s

0.0020 s

0.1234 s

0.1095 s

Table 1. Comparison of average running time in seconds.

Verifying a RBCD credential of length is time-consuming. It requires authenticatimgxtension credentials,
nrole credentials, verifying the requester’s signaturehanrtonce, and checking for consistency among credential
statements. The average running time for verifying a délegahain of length one is 0.1234 seconds. Most of the
time is spent on signature verification, which takes on ayef1095 seconds to complete as shown in Table 1.
The average time of KRIFY andverifying signaturess computed as the average of the total running time divided
by delegation length from length one to thirty. Thereford,005 seconds is the time of verifying about two BLS
signatureg. Besides signature verification, consistency of deleggtiwvilege and public keys among certificates
is also checked, which increases the running time BRM Y operation.

BLS short signatures are effective in reducing size of RB@&lentials. Signatures and public keys in our
implementation are 160 bit long. The number of bytes of RBE@&lentials of length one to thirty are counted
and shown in Figure 3. We also compute and show the sizes aftihe credentials using RSA signatures with
equivalent security. Such a RSA signature is 960 bit [bagd corresponding public key is more than 960 bits. It
is easy to see the BLS signatures significantly reduces zeeo§RBCD credentials, compared to RSA signatures.

7.2 Security

The security of our RBCD models are based on the unforggalofiBLS short signature scheme [10]. We
allow adversaries to observe the traffic on the network. Tdaeyalso participate delegation processes, that is, an

22,0625 to be exact in our experiment.
3This is because the security multiplier is six in our BLS geftdi.
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adversary may be a valid member of a role who can issue dalagaind submit access requests. In our RBCD
protocols, an adversary cannot successfully submit acegs®sts on behalf of others, in particular, in the name
of other role members. Similarly, an adversary cannot ssfuly issue delegations on behalf of others, even if
she obtains another entifys role credential and delegation credentials issudd.tdhis is because an adversary
cannot forge a valid signature Bf. Our protocols are secure against replay attacks, bectaissafeasible for an
adversary to forge a valid BLS short signature on a verifiersen nonce signed with other member’s private key.
These imply that an adversary cannot obtain or delegatégm®s that are not authorized to them.

In decentralized delegation systems, protection of resogecurity relies crucially on the trustworthiness of
delegators. In the cRBCD model, this is particularly impattbecause delegation chains are construadtelaoc
Credential chain discovery gives more possibilities forumknown requester to establish trust with a resource
owner. In the mean time, our cRBCD model provides resouraseosva way of restricting the scope of resource
sharing by specifying an boolean attribus®ropagatable A credential withisPropagatableset to false by an
original delegator can still be extended bYTEND operation. However, by definition it cannot be used by cre-
dential discovery to construct any delegation chain. Thee semantic difference between a delegation chain
produced byeXTEND operations and a discovered delegation chain. The formegakes privileges only to mem-
bers of an affiliated role, while the latter gives authoias to members of both the affiliated and delegated roles.

As defined in Section 2.1, RBCD deIegatiAnAi» B.sis effective for members with affiliated rol&s, but does

not automatically propagate the privileger to those who are delegated rddes. This propagation is done by
credential chain discovery. Hence, discovered delegati@in can give authorizations to more users than cas-
caded delegation. TherefoisPropagatableattribute gives original delegators the ability of cortirg) the scope

of resource sharing.

7.3 Efficiency

In this section, we analyze the efficiency and security pritggeof cRBCD and mRBCD protocols. Our gen-
eralized RBCD protocols provide flexibility of delegationdacredential manipulation without introducing sig-
nificant computation and communication overhead. In caserevindelegation chains are to be extendedrto
roles, MERGE EXTEND operation in mRBCD improves delegation efficiency by redgdhe number of creden-
tials to be generated fromx mto n+m. As illustrated by our example in Section 3, the efficiencypiovement
can be important for forming dynamic collaboration in enegrigmedical situations. A simple data structure for
implementing merged RBCD credentials is the linked listctHERBCD credential is a linked list of individual cer-
tificates. MERGE EXTENDoOperation first links multiple linked lists that correspdodnultiple RBCD credentials,
and then extends the resulting linked list by appending netificates from the intermediate delegator. Merged
credential can also be easily reconstructed into individegegation credentials, which is useful when the holder
of the credential only wants to extend part of the delegatadgges to others.

The use of credential chain discovery in combination witbcealed delegation increases delegation flexibility
in RBCD model, as delegations do not have to be issued in daem fashion from the original issuer. It allows
independently issued credentials to be connected. cRB&Dratuces communication and transmission costs in
credential chain discovery. It requires fewer queries tastaict a delegation chain from RBCD credentials than
from individual credentials, because some portion of agiglen chain is already captured in an RBCD credential,
and does not need to be discovered from scratch.

8 Related work
In this section, we compare our work with related trust managnt frameworks and access control policy

languages. X-GTRBAC Admin [6] is an administration modelpolicy administration within a large enterprise.
It specifies the user-to-role and permission-to-role assants in the XML-based Generalized Temporal Role
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Based Access Control (X-GTRBAC) framework [14]. X-GTRBAGIn supports decentralized administration
by distributing assignment tasks to multiple domains wittie enterprise while enforcing temporal constraints.
In comparison, our RBCD models aim at the decentralized tnaagement among members of independent
organizations. Therefore, X-GTRBAC Admin is complemeytar RBCD models.

Permission-based delegation model (PBDM) built on RBAGhsuts user-to-user, role-to-role delegations [23].
A delegator creates one or more temporary delegation rakkassigns delegatees to particular roles. Delegations
in PBDM requires changes of role hierarchies by the prop#raaity, for example, a project leader who has write
access to the role assignment and access policies. PBDMnhdbasldress how decentralized delegations, where
central authorities may not have to be involved.

The RT framework is a family of Role-based Trust management laggsidor representing policies and cre-
dentials in decentralized authorization [15]. Our cRBCDdeldn Section 5 combines the credential chain dis-
covery algorithms oRTframework with the role-based cascaded delegation [21lizwdives the original RBCD
model more flexibility in constructing delegation chainwielPolicyMaker [8] and KeyNote [7] trust management
systems authorize decentralized access by checking a pf@oimpliance. SPKI/SDSI (Simple Public Key In-
frastructure/Simple Distributed Security Infrastruefurs a public-key infrastructure emphasizing decentdliz
name space and flexible authorization [11, 12]. KeyNote dPKIS&DSI do not support role-based delegations,
and assume credentials are centrally stored. Cascadeghtiefe[20, 22] schemes were proposed for proxy au-
thentication and authorization. These models do not stg@egations to roles, and the delegation credentials
are not as compact as ours.

Predicates used to express constraints of attributes idedagation model are similar to predicates in several
access control policy languages [1, 5], and the Web SerRotisy Language (WSPL) is one of them. WSPL
is a policy language for specifying authorization, quabifyservice, privacy, etc [1]. The syntax is a subset of
the eXtensible Access Control Markup Language (XACML) [Btandard. A WSPL policy is a sequence of
one or more rules, where each rule represents an acceptadite dor satisfying the policy and is a sequence
of predicates. WSPL focuses on using predicates for cosmasiof different policies, and we use predicates to
restrict delegation scopes. Another access control ptdinyuage that extensively uses predicates is the language
in Cassandra, which is a role-based trust management sysierG@assandra’s policy specification language is
based on Datalog with constraints, where properties &sbbit credentials are predicates. Our language model
aims at supporting the functionality of role-based delegadf RBCD, while predicates in Cassandra are also used
for role hierarchy, separation of duties, etc.

9 Conclusions and future work

We have made several practical extensions to the origin&[RBrotocol [21] to improve its expressiveness,
delegation flexibility, and efficiency. The mRBCD model sapp the merging of multiple delegation chains and
improves the delegation efficiency. The cRBCD model intesgra&redential chain discovery with the cascaded
delegation. We have also presented our RBCD prototypeenritt Java and C++. For future work, we would
like to give a formal semantic analysis of the differencesveen theRT framework [15] and the RBCD model.
We plan to expand our current implementation to supportresibes presented in this paper. Future work would
also include generalization of the short signature impleaiéon to aggregate short signatures, and using them to
further shorten the size of RBCD credentials.
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