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Abstract and queries areontinuouslyexecuted over these streams.

These applications include sensor-based environment and

Stream-processing systems are designed to support dnfrastructure monitoring (car traffic, air quality, contpu
emerging class of applications that require sophisticatednetworks), financial applications (stock-price monitggin
and timely processing of high-volume data streams, ofteticker failure detection), and asset tracking. In thesdieap
originating in a distributed environment. Work in stream tions, data sources are commonly located at remote sites or
processing has so far focused primarily on stream-orientegrovided by different parties. Applications can thus achie
languages and resource-constrained, one-pass query praignificant gains in scalability and efficiency when mukipl
cessing. High availability, a key goal for virtually all dat  distributed servers collectively process and aggregaiz da
processing systems, has received little attention unti.no  streams while routing them from their origins to the tar-

This paper investigates failure-recovery approaches forget applications. As a result, recent attention has been fo-
distributed stream-processing systems. In these systentjsed on extending stream processing to distributed envi-
high data rates make high availability expensive to achieveronments [6, 7, 20].
We observe, however, that unlike traditional data-process A highly available service that seamlessly and quickly re-
applications that require precise recovery for correctsies covers from failure is a key goal of virtually all existingtda
many stream-processing applications can tolerate and benmanagement systems [8, 19, 22]. To achieve high availabil-
efit from weaker notions of recovery. Based on the correctity in a distributed stream-processing system (DSPS), one
ness requirements of our target applications, we charactercould directly apply standard process-pair approachéy[4,
ize various recovery types that differ in the level of reegve Traditional approaches, however, are impractical for most
guarantees they offer. We describe how to adapt standard restream applications as high data rates cause the techniques
covery techniques to provide these various guarantees. We incur significant bandwidth and processing overhead.
also introduce a novel technique that leverages the data-flo  Additionally, stream processing applications differ from
aspects of streaming systems to achieve high availability araditional applications in their availability requirents:
a low cost. Using analysis and simulations, we quantify thehey often have weaker notions of correctness and can ben-
cost of offering each type of recovery guarantee and examinefit from more lightweight high-availability schemes. Mon-

the performance of each recovery technique. itoring applications, for example, operate on data streams
whose values are periodically refreshed and can tolerate tu
1 Introduction ple losses when a failure occurs. Applications that trigger

alerts when certain combinations of events happen (“piatien

Stream-processing engines [1, 3, 5, 6, 14, 16] are d heart rate has changed tq zero ), require that no tuples be
. . ost, but may tolerate duplication. Of course, there are sev
signed to support a new class of data processing appli-

cations, calledstream-based applicationsvhere data is eral stream-processing applications that require stroreg,

pushedto the system in the form of streams of tuples cise recovery guarantees. Many financial appllcano_ns re-
quire OLTP-style recovery guarantees and fall into this cat
*This material is based upon work supported by the Nation&nge egory.

Foundation under Grant No. 0205445 and [1IS-0086057. Anyiops, In this paper, we thus first define recovery semantics
findings, and conclusions or recommendations expresseusmtaterial t . .

are those of the author(s) and do not necessarily reflectidves\of the TOI' stream pr-ocessmg systems and derive a set of 'ncre?'S'
National Science Foundation. ingly expensive recovery guarantees. Because properties
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:crr!pacts on recovery semantics. S_econd, we present fo_ur 3D\~Dm N -
ailure-recovery algorithms that achieve some or all possi Input data |

ble guarantees for an increasing runtime overhead. Third, steam | Node N |

using analysis and simulations, we comparatively study all — (L ! Output data
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More precisely, when defining recovery guarantees, we
distinguish and study three important types of failure veco
ery. (1)Gap recoverynay lose tuples and state when a fail-
ure occurs. (2Rollback recoverye-starts query-processing
from a checkpoint. It does not lose tuples, but may producend output tuples, the non-determinism of some operators,
redundant tuples. (3precise recoveryakes over exactly and the splits and merges of streams in the query network.
from the point of failure, without any losses or duplication All proposed approaches provide rollback recovery in

Commercial DBMSs typically offer precise or gap recov- their simple form and can be extended to provide precise
ery capabilities [8, 19, 17, 18]. To the best of our knowl- recovery at a higher runtime cost.
edge, no existing solution addresses rollback recovery or a The rest of this paper is organized as follows. We first
similar weak recovery model. Additionally, we argue that provide background on stream processing in Section 2. In
existing synchronous schemes for precise recovery are neSection 3, we characterize three recovery types and develop
ther necessary nor preferable for stream-based applsatio a taxonomy of stream-oriented operators and queries based
due to their relatively high run-time overhead. Instead, weon their effects on recovery. In Sections 4 through 6, we
proposeasynchronousolutions tailored to stream process- devise four recovery techniques and describe how they sup-
ing and capable of providing precise recovery guarantees @ort various recovery types for different types of operstor
a lower overhead. and queries. In Section 7, we quantify the runtime over-

We present four failure-recovery techniques that differhead and recovery performance of the four high-availgbilit
in their runtime and recovery overheadsAmnesiais a  approaches. We find that (1) for most queries, upstream
lightweight scheme that provides gap recovery without anybackup provides precise recovery at a fraction of the run-
runtime overheadPassive standbgndactive standbyare  time cost of others while keeping recovery time relatively
adaptations of the standard process-pairs [4, 9] appraach short, (2) the size of query state and the frequency of tasks
stream processing. In passive standby, each primary servir high availability significantly influence recovery perf
(a.k.a. node) asynchronously reflects its state update to ifnance of upstream backup and runtime performance of pas-
secondary node, which takes over from the latest checkpoirfive standby, (3) recovery times runtime overhead is a
when the primary fails. In active standby, the secondarylear tradeoff, and (4) each approach covers a complemen-
nodes process all tuples in parallel with their primaries.  tary fraction of the solution space. We review related work

As we demonstrate, the standby approaches that we prén Section 8 and conclude in Section 9.
pose still incur significant bandwidth and processing over-
head and may become impractical when data rates are higp. Background
We therefore propose a new approagbstream backupghat
exploits the distributed and data-flow nature of stream pro- A datastreamis a continuous sequence of tuples gener-
cessing to reduce the runtime operation overhead while trachted by a data source. Unlike the “process-after-stored dat
ing off a small fraction of the recovery speed (and occasionin traditional database systems, streaming tuples arergene
ally recovery guarantees). In this approach, upstreamsiodeted in real time and need to be processed as they arrive,
act as backups for their downstream neighbors by preservingefore being stored. Several recent projects [1, 3, 6] aim to
tuples in their output queues until their downstream neighaddress this “process-before-store” model and are bugildin
bors have processed them. If any of these neighbors fail$tream-processing systems.
upstream nodes replay the logged tuples on a failover node. |n stream-processing applications, data streams are com-
The main challenge in this approach lies in determining, aposed and aggregated bperatorsto produce output of in-
any given time, the maximum set of tuples logged upstreanterest. Operators are functions (map, filter, join, aggeega
that can be safely discarded given the tuples produced ogtc.) that transform one or more input streams into one or
the node’s output streams. This computation is particplarl more output streams. A loop-free, directed graph of oper-
difficult given the many-to-many relationship between inpu ators such as shown in Figure 1 is calledwery network

Figure 1. Query execution in a DSPS



Most stream-processing systems provide a standard set lof Before failure After failure

stream-based operators [1, 3, 6] that users or applicati ngfégvery el r2 vl | réw rhetl  ried2  rhetk
writers compose to create query networks. Precise oot s | ot s o tris
A distributed stream-processing system (DSPS) partit -Gap ti ta  t3 ts te thya

tions queries across multiple computing nodes and even-Rollback
multiple administrative domains. Each computing node lo- :Eiﬁ\‘f:%negm 2 g 2 :,2 25” Z‘ ii*;
cally runs a stream-processing engine. Figure 1 shows an pjvergent t et tz tz t/, ti;z
example of a query distribution in a DSPS. In this figure,

multiple streams arrive from various stream sources. The Figure 2. Outputs produced by each type of recov-
operators at nodes; and Ny, first process these streamsand  ery

transmit the resulting streams to not¥e and other nodes.
Each node can have multiple output streams and can for-
ward each stream to multiple downstream neighbors. Sinc&
messages flow on a path fron; to N;, V; is said to be
upstreanof IV;, and.V; is said to bedownstreanof V;.

A node associates each one of its output streams (strea
crossing node boundary) with autput queughat can tem-
porarily hold output tuples. Each high-availability apach
uses these output queues d|ﬁere_1ntly, as discussed fumthe_r tuple t € By 1 : t & By =t € I,.
Section 5. Operators also have input queues through whic The third recovery typeprecise recoveryproduces an
they receive tuples. These queues are considered to be p%Q ;

f h tor's stat d tsh in the fi ecution identical to an execution without failure: if
of €ach operator's stale and are not shown inthe figure. (I, E,, O,) is the last snapshot of an execution with fail-

. L . ure, then there exists at least one execution over the same

3 High-Availability Semantics input and without failure that has the same last snapshot.
Precise recovery may be achieved by ensuring that the first
At any time, the state of a query network running atstate after failure is equal to the last state before faiture

a node can be defined by snapshat which is a triple  through rollback and elimination of redundant tuples.
(Ik, Ex, Or), wherek indicates the number of state transi-  The semantics of precise and gap recovery are indepen-
tions that the query network went through since the begingent of the operators in the query network. Rollback re-
ning of the execution.l; is a snapshot of the state of the covery may, however, offer different guarantees. We thus
query network’s input streams. For each input streé&m  gistinguish the following types of rollback recovery:
Ii[S] contains all tuples entered streafrbut not yet con- 1. Repeating recoveryafter a failure, a sequence of du-
sumed by the query networlzy, is a snapshot of the inter- plicate tuples appears in the output. Duplicate tuples
nal state of the query network, which consists of the states  gre jdentical to original tuples produced before failure.
of operators and their input queu€s, contains the ordered 5. Convergent recovenyafter a failure, a sequence &
set of all tuples produced during the fifsttate transitions. dundanttuples appears in the output, but the output
A state transition occurs when an upstream node produces eventually converges to the output without failure. A
a tuple on an input stream or when an operator executes, typle is redundant f it is generated by re-processing the
changing its internal state, the state of its input queues, o original input differently (e.g., by processing the origi-

-—1 (the output does not change). The internal state of
the query network is reverted to an empty staie & ()

or an earlier state3g € [0 : r — 1] : E,. = Ep)L To
MWoid losing tuples, if the query network state is reverted,
inputs must be reverted to an old-enough snapshot to con-
tain all tuples in the lost statel,_; is a suffix of I,. and

outputting a tuple. Failure recovery also triggers staa-tr nal window with missing tuples, or by processing a new
sitions. A sequence of snapshots form&aecution history window due to different window alignments).
3. Divergent recovery after a failure, a sequence of re-
3.1 Recovery Types dundant tuples appears in the output. The output may
, . , not converge back to any output without failure, but it
In this section, we propose three recovery types that dif- g gtill meaningful because it corresponds to an output

fer in the execution histories they produce. The figgp
recovery may lose input tuples during failure detection. As-
suming that a failure happens at state 1, the state- after
failure satisfies:0,, = O,_; (the output does not change

and no tuples are produced at stafeF,. = () (the state of 516 corresponding t, andz state transitions are assumed

the query network is reset to the empty state), &né- 0 peqyeen failure and recovery: is any integer greater than
(inputs are not saved, processing restarts on newly agriviny

tuples).
The second recovery typegllback recovery resets a
query network to an earlier staté., E.., O,.), whereO, =

produced by a query network initialized at the rolled-
back position.
Figure 2 shows examples of outputs produced by each re-
covery type. Eachy; denotes a tuple, denotes a redundant

1When the query network is non-deterministig, may be an equivalent
but possibly different earlier state



Union, operators with timeout

Deterministic BSort, Resample,

Aggregate (no timeout)

Number of lost or redundant tuples

Failure detection delay

Delay before processing first duplicate input tuple
Average number of input tuples to re-process
Time to reconstruct the query network

Time to redirect input streams

Convergent—cap
Repeatable

Figure 3. Taxonomy of Aurora operators

Network transmission delay between any two nodeg
Checkpoint or queue-trimming interval

Input tuple arrival rate

Size of checkpoint message

Size of queue-trimming message

nb_ops Number of operators in the query network
Number of paths from input to output streams

Filter, Map, Join (no timeout)

cQ>ZRT JOoOROD

3.2 Operator Classification Table 1. Summary of notation

We distinguish four types of operators based on their
effects on recovery semanticsrbitrary (including non-
deterministic),deterministi¢c convergent-capableand re-
peatable Figure 3 depicts the containment relationship
among these operator types and the corresponding Auror,
operators [1, 2] for each type. The type of a query networ
is defined to be the same as the type of its least general op-

erator. ) :
An operator isdeterministicif it produces the same or- ery node and that it takes a constant tilidor a recovery
enode to detect the failure of its pre-assigned primary ier i

dered output every time it starts from the same initial stat o .
and receives the same sequence of tuples on each inpﬁ?nce' the recovery node can periodically send keep-alive

stream. There are three possible causes of non—determini§?i’1essl‘3‘§|eS to its Enmary).hWe deﬂmoverg tllmeas thebln- h
in operators: dependence on time (either execution time oﬁe,rlva et;/jvehen t e pme t he re(r:]overy P(')I € learns ?ﬂg::tt €
input tuple arrival times), dependence on the arrival ooder allure and the time it reaches the pre-failure state o P

tuples on different input streams (e.g., Union), and use ofnary (oran_equivalentstate fornon-(_jeterministic netwprk
non-determinism in processing such as randomization. Recovery time thus measures the time spent recreating the

A deterministic operator isonvergent-capabiéit yields failed state.

a convergent-recovery when restarted from an earlier snap- Inl tt)hle followmgh threhe Sec“‘?gs’ ,Wel arefentm?;gh-
shot of its inputs and an empty internal state. To pedvailability approaches that provide single-fault to

convergent-capable, an operator must thus rebuild itss-inteWith gap recovery, rollback recovery, and precise recovery
nal state from scratch and update it on subsequent inpuf spectively. For each approach, we discuss the impact of
in a manner that eventually converges to the sequence &pe query-network type_on recovery and analyze the trade-
shapshots that would have existed without failure. WindOV\Pﬁs between recovery time and runtime overhead.
alignment is the only possible cause that prevents an opera-
tor from being convergent-capable. This is because windowt Gap Recovery
boundaries define the sequences of tuples over which oper-
ators perform computations and update their states. There- The simplest approach to high availability involves
fore, a deterministic operator is convergent-capable @ an restarting failed query networks from an empty state and
only if its window alignments always converge to the samefrom the latest tuples produced by upstream nodes. This ap-
alignment when restarted from an arbitrary one. proach, calleéhmnesiaproduces a gap recovery for all types
A convergent-capable operatorrepeatabldf restarting  of query networks. Amnesia is well suited for applications
the operator from a previous snapshot of the inputs and athat tolerate tuple loss and require a lightweight apprdach
empty state results in a repeating recovery (the operatst mucontinue processing in spite of node failures. The failee d
produce duplicate rather than redundant tuples). A necegection delay, the rates of tuples on streams, and the size of
sary condition for an operator to be repeatable is for the opthe state of the query network determine the numbhemf
erator to use at most one tuple from each input stream to prdest tuples. This approach has no extra runtime overhead for
duce an output tuple. If a sequence of multiple tuples conhigh availability.
tributes to an output tuple, then restarting the operatonfr For amnesia, because the failed state is not recreated and
the middle of that sequence may yield at least one differeninput tuples are dropped while recovery node is not ready
output tuple. Aggregates are therefore not repeatablenin geto accept them, recovery time is zero. It does take tine
eral while Map and Filter are repeatable because they hawe reconstruct the failed query network and timéo redi-
one input stream and they process each input tuple indeperect the inputs to the recovery node, but when processing
dent of others. Join (without timeout) is also repeatable berestarts, the first tuples processed are those that woukd hav

cause the windows defined on input streams have alignments
relative to the latest input tuple being processed.

.3 Recovery Time

We assume that each node has a statically assigned recov-



Query-network type
Approach Repeatable  Convergent-capable  Deterministic  Arbitrary
Passive standby Repeating Repeating Repeating Repeating
Upstream backup | Repeating Convergent Divergent Divergent
Active standby Repeating Repeating Repeating Divergent

Table 2. Type of rollback recovery achieved by each high-ava ilability approach for each query-network type

recovery time bw_overhead proc_overhead
Amnesia 0 0 0
Passivestandby | K=r+d ; Q=122 f(&£.0) f2(37.C)
Upstream backup | K = R+ 7+ d; @ = tuples(E;) + M A + 2dA fa(ﬁ, c) f4(ﬁ, nb_ops, nb_paths)
Active standby e (negligible) 100% + f3(37,¢) | 100% + 2 * f4(57, nb_ops, nb_paths)

Table 3. Recovery time and runtime overhead for each approac h

been processed at the same time if the failure did not hags asynchronous in that checkpointing doesn’t block ordi-
pen. There is therefore no extra delay caused by failure andary processing. The frequendy/, of sending state up-
recovery. dates is thus configurable to any value. Sent to downstream
For all the approaches that we investigate, if primaryneighbors, tuples still remain in output queues until they a
nodes have statically assigned recovery nodes, the later c acknowledged by downstream nodes. The latter acknowl-
cache an inactive snapshot of the fully constructed quergdge onlyafter processing the tuples and checkpointing the
networks. By doing so, when the failover node takes over, itesults to their secondary nodes.
is already running a stream-processing engine (no new pro- When a primary fails, the secondary takes over and sends
cesses need to be started) and it already holds the fully comdl tuples from its output queues to the primary’s down-

structed query network, reducirigjto zero. stream neighbors. At the same time, the failed primary’s
upstream neighbors redirect their outputs (includingdsapl
5 Rollback Recovery Protocols in their output queues) to the secondary, which starts pro-

cessing these input streams starting from the latest tuples
In this section, we describe three approaches to achiev&cknowledged by the previous primary. When the old pri-
different types of rollback recovery. We first presgats-  mary comes back up, it becomes the new secondary.

sive _standb,yan adaptation of the process-pa_irs model WithRecovery Type: Passive standby produces a repeating re-
passive backup. As a second approach, we introduce & né¥yery for all query networks because the primary always
algorithm calledupstream backupvhere upstream nodes in ¢ pies its state to the secondary before sending any new tu-

the processing flow serve as backup for their downstrearg|es 1o downstream nodes. When the secondary takes over,
neighbors. We finally describective standbythe second i restarts exactly from a past state of the failed primary.
adaptation of the process-pairs model where the standby per . , , ,
forms all processing in parallel with the primary. We defer Recovery Time: The main advantage of passive standby is

the discussion of active standby to the end, because isrelig? Shortfailure recovery time, achieved by having the backup
on some concepts introduced in upstream backup. hold a complete and recent snapshot of the primary’s state.

For each approach, we examine (1) the recovery types When the secondary takes over, no new process needs to

provides, (2) the average recovery time, and (3) the runtim@€ Started. The secondary already runs a stream processing
overhead for high availability. We divide the runtime over- €"gine with a complete query network, and simply a paused

head into processing and communication (or bandwidth perator scheduler. Since recovery consists of re-proaess

overhead. Table 1 summarizes our notation. Table 2 summaZPles, recovery time is equal # + Qs, wherek' is the

rizes the recovery types achieved by each approach. Tabled§!ay before the recovery node receives its first input tuple
summarizes the recovery time and overhead metrics. Q is the number of duplicate input tuples that must be re-
processed, and is the average processing time per tuple.

5.1 Passive Standby For passive-standbyy = r + d. r is the time to redirect
input streams and the time for the first tuple to propagate
Passive Standby associates each primary node with fiom the upstream nodeg) is on average half a checkpoint
standby node and handles failures at the granularity ofnterval worth of input tupless depends on the complexity
nodes. A primary periodically sends an update of its lat-of the query network. Because the primary sends tuples in
est snapshotly, Ey, Ox) to the secondary. Until the sec- a batch, after every checkpoint, the average numbenf
ondary acknowledges after reflecting the state update to iduplicate tuples is close &/ \,.:, where\,. is the rate of
self, the primary does not forward output tuples to down-tuples on output streams.
stream neighbors while it keeps processing. Passive Standb



Overhead: The main drawback of passive standby is its N N App

Produce tuple

high overhead. The bandwidth overhead is inversely propor- and store in[—Uples _|Process wple,

tional to the checkpoint interval and proportional to theesi output queue p;jsl‘j;ear;z s

of checkpoint messages. The processing overhead consists Map output store in outpu Consumd
of generating and processing checkpoint messages (propor- e s LeY,i‘;&;CK auenes tuples
tional to the bandwidth overhead). The checkpoint interval receved” | Map output m

M, therefore determines the tradeoff between runtime over- Tim ek | oo ot

head and recovery time. Table 3 summarizes the recovery output L?é?xeagve | '

time and overhead of passive standby. M

5.2 Upstream Backup Figure 4. Overview of inter-node communication in

upstream backup
Given the overhead of process-pair-based approaches, we
propose an alternate model that leverages the network-flow
form of stream processing to reduce runtime overhead at th.
expense of a small increase in recovery time. In this ap
proachupstream nodes act as backups for their downstrea
neighbors For instance, in the network shown in Figure 1
nodesV; and N, serve as backups for nodg,. To serve as
packup, each node_ holds tuples in its output queues until a entifier S;, this function returns the identifiefS;, v) that
its downstream neighbors have completely processed the%arks the beginning of the sequence of tuplesSpmec-

By ?om?hsol, |fta ?otwr;jstream node fallst,har?y othzrtnolde ca ssary to regenerafe,[v]. We defer the discussion of this
restore the lost state by re-processing the logged tuples. ¢ i 0 coction 5.2 2.

l\INIFhf this tﬁpproacp, down§trr(]e§1m rt]r?dtei .mus'; pte”g.d" Each node generates a queue-trimming message only af-
cally iInform their upstream neighoors that 1 1S sate 10 IS~ it gownstream neighbors return level-0 acknowledg-

C".ﬂd some logged tgples. We call su_ch noﬂﬁcaﬂ_queue- ments that confirm their tuple reception. Nodes produce
trimming messagesince their reception results in an up- !{vel-o acknowledgments for evely, tuples they receive,

ﬁput tuples caused the generation of some output tuples. We
define this function asause((S,,v), S;) — (S;, u), where

n&- and S, identify streams, and andv identify tuples on

' these streams. Given an output tuple identifigy, v) (we

Hjse S,[v] to denote the actual tuple) and an input stream

stream node trimming its output queue. Tuples are trimme very M, seconds, or whichever occurs first. A lower ac-

S'e" r?moved) thct? theé/tha\lle beenIIgIIy fproce;zs?d by a nowledgment frequency reduces bandwidth utilization, bu
owns reﬁm nf)'g cz[rzsn qu ej frestlﬁ 'n% romth a ptro— Iincreases the size of output queues and the recovery time.
cessing have been transterred further: down the Network. -\ynan a1 downstream neighbors of a node produce

However, queue trimming Is nontrivial in general due to level-0 acknowledgments for a tupie (OI‘ fO”OWiI’Ig) on

many-to-may relationship between input and output tuplesa streams,,, the node mapss,, v) back onto the earliest

out-of-orderness of streams, and non-deterministic epera}nput tuple, on each input streasy, that caused it. l.e
tors. ' : , - le,
. . cause((S,,v),S;). For each input stream, the node iden-
Figure 4 shows three node, N;, andApp) and a typi- tifies the most recent tuple whose effect has propagated in

cal communication sequence. When a node producestuple&ICh a manneon all output streamand produces a level-

it transmits them to its downstream neighbor and stores them acknowledgment for that tuple. To avoid spurious trans-
in its output queue. Periodically, each node ac:knowledgeﬁ1issi0ns level-1 acknowledgments can be produced every
the tuples it receives by sending a level-0 acknowledgmenM Ievel,-O acknowledgments or evedy, seconds. Fig-

. . . . . n S .
to its immediate upstream neighbor. That neighBdy for ure 5 shows the pseudocode for generating level-1 acknowl-

instance, can then notify its own upstream neighBg} (hat dgments. In the figuréy denotes the set of downstream
the tuples that contributed to producing the acknowledge%eighbor& an®inpur aNdSourp: the sets of input and out-

tuples can now be trimmed. These notifications are calle%ut streams. Théown_bound data structure holds, for each

Igyzl-l t?’c knowtledgmert:ég d(d?.?_Ot@d;;K(ll’ 8 i’;“;])’t\'\;here output stream, the latest tuple acknowledged at level-O by
i identifies a stream andidentifies a tuple on that stream), each downstream neighbanin_downbound holds the lat-

since using t_hem o trim output queues allows the system st tuple acknowledged by all these neighbors. Similarly,
tolerate anysinglefailure. Leaf nodes in the query graph use 1p_bound andmin_upbound are used to keep track of input

level-0 acknowledgments to trim their output queues. tuples for which level-1 acknowledgements can be issued.
o As the upstream neighbor receives level-1 acknowledg-
5.2.1 Queue Trimming Protocol ments, it trims its output queues up to the maximum values
We first describe the details of queue-trimming messag@cknowledged at level-1 by all its downstream neighbors.
(level-1 acknowledgments) generation. Assume the exis- Figure 6 illustrates one iteration of the upstream-backup

tence of a function that determines, for a given node, whicf!90rithms on one node.  Figure 6(a) shows ndlg



01. repeat forever
02. wait to receive amlC K (0, S,, v) from N;

03. down_bound[S,, N;] «— v

04. w «— min{down_bound[S,, N;] : N; € N}

05. if w > min_.downbound[S,]

06. min_downbound[S,] «— w

07. VS; € Sinput Such thad a path fromsS; to S,

08. up_bound[S;, S,] < cause((So,w), S;)

09. z < min{up-bound[S;, So] : So € Soutput}
10. if £ > min_upbound[S;]

11. min_upbound[S;] <« =

12. acknowledg\CK (1, S;, x)

S

ACK(0,%,,901)
ACK(1,S,200)

S

ACK(0,S;,257)
ACK(1,S;,100)

S

Figure 5. Algorithm for generating level-1 acknowl-
edgments

(a) A node receives acks from its downstream neighbors,ewbil
ceiving new tuples from its upstream neighbors. The filtezrator
also produces'>[500] which corresponds t64[900].

N

<o

S;'s output queue

w5

cause (§; ,188%, ) ,900)
- cause (§; ,188%5, ) ,257)
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(b) The node maps the lowest level-0 ack receiveth, 123), onto

level-1 acks on all its input streams. The node trims its outneue
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at the lowest level-1 ack receivedSs, 50). The node also places

new tuples in its output queue.

Figure 6. One iteration of upstream-backup

5.2.2 Mapping Output Tuples to Input Tuples

To generate appropriate level-1 acknowledgments from
level-0 acknowledgments, a node must map arbitrary out-
put tuples to the earliest input tuples that contributed to
their production, i.e., the node must be able to compute
(Si,u) < cause((S,,v),S;). Such a mapping is operator
dependent. For simple operators such as filters or maps, each
output tuple corresponds directly to an input tuple. For op-
erators that manipulate windows of tuples or preserve some
temporary state, the same approach applies but operators
must be able to identify, at any given time, the first tuple
on each of their input streams required to regenerate their
complete current state (usually it is the tuple marking the
beginning of the current window). For a query network, the
cause function must yield theldest(based on a locally as-
signed sequence number) input tuple that contributes to the
state of any operator in the network.

The mapping is facilitated by appendiggeue-offset in-
dicatorsto tuples as they travel through operators on a node.
For a tupleS[w] (on an intermediate stream or an output
stream), these indicators, denoted withlicators(S, w),
contain the identifiers of the oldest tuplesioput streams
necessary to generatéw]. When an operator produces a tu-
ple, it determines the oldest tuple for each of its input gageu
that has contributed to the state yielding the new tuple. The
operator reads the indicators from each such input tuple and
appends them to the indicators of the output tuple. Opera-
tors with multiple inputs append multiple indicators to-out
put tuples, one indicator per input thedtually contributed
to the generation of the tupl&or instance, a union operator
would only append the indicator for the stream from which
the outputtuple was issueodes do not forward indicators
to their downstream neighbar8Vhen a tuples;[u] enters a
node, its indicators are initialized to the tuple itselfgie 7
presents the algorithm for managing indicators.

Applying the cause function thus consists in reading
the set of indicators of a tuple in the output queue: i.e.,
cause((S,,v), Si) ={(Ss,y) € indicators(S,,v) :x = i}.

receiving level-0 and level-1 acknowledgments from twoDue to operators such as union howesuse((S,, v), S;))

downstream neighborsV, and N.:

ACK(0, S5, 125),

ACK(0, S3,123), ACK(1,S3,50), and ACK(1, Ss,55).
Tuple S3[50] has thus been acknowledged by both neigh-empty set returned by thewuse function for the tuples pre-
bors at level-1 and can be used to trim the output queueedingv onS,. If the cause function returns multiple indi-
(Figure 6(b)). TupleS;[123] has now been acknowledged cators for one stream (because the stream contributes to the

by both downstream neighbors at level-G3[123] maps

onto input tuples identified with{Sy, 200) and (S, 100)
which can thus be acknowledged at level-1. While pro-(i.e., null output tuples) which are forwarded unchanged
cessing acknowledgments, the node receives tufE91]
andS;[257] from its upstream neighbors. The node can actrimming. Flow tuples also do not cross node boundary.
knowledge these tuples at level-0, assumig = 1.

may return an empty set even though a path fi§no S,
exists. In that case, the value used should be the first non-

output tuple through multiple paths), the oldest is used.
Operators with low selectivity may introdudiew tuples

through all the operators to reduce the granularity of queue

Figure 6 shows an example of executing the offset-
indicator management algorithm. In Figure 6(a), the
filter operator produces tupl8>[500] which corresponds
to the previously received input tupl§;[900]. Hence,
indicators(Sz, 500)={(Sy,900)}. In Figure 6(b), the



1. ¥/At eaﬁh operatdvl toads of managing indicators by processing them and appending
2. for each output tuple producéds,, .
3 Vb, b‘fsmfm *gconmbutmgggbv S, [0]) them to tup_les o_ccasnonally_. In general, the total overhead
4. getoldest state-contributing tup(e. S, u) as summarized in Table 3, is proportional to the number of
> :Sﬁ:g:ﬁgi:ggz; j(]){é’b'gjf’f)? [u] has crossed node boundary e rators and the number of paths, where a path is a data
7.  indicators(b.S,,v) < indicators(b.S,, v) U indicators(b.S;, u) flow connecting an input stream to an output stream.

Figure 7. Algorithm for setting queue-trimming 5.3 Active Standby

offset-indicators on output tuples, at each opera- . . . —

tor P P P The third approachactive standbyis a variation of pro-

cess pairs but uses some features of upstream backup. In
active standby, each processing node has a dedicated sec-
) ondary node. Unlike passive standby, however, secondary
union operator processes tuplés[500] and 51257 o nodes actively obtain tuples from their primaries’ upstnea
produceSs[187] and.S3[188] respectively. These tuples are peighbors and process them in parallel with their primaries
forwarded to downstream neighbors and placed in the outy, general, this parallel processing guarantees fastewrec
put queue. Moreoveindicators(S3, 187) = {(S0,900)}  ery but weaker recovery semantics than passive standby.

and indicators(Ss,188) = {(51,257)}.  Therefore, A secondary node logs the tuples it produces in output
cause((S3, 188), 50) = (So,900), cause((S3,188),51) = queues without sending them downstream. If the primary
(51,257), and cause((S3,187),5) = = (50,900).  fails, the secondary takes over and resends the logged tu-
cause((.93,187), 51) depends on the indicators on the ples to all downstream neighbors. For non-deterministic
tuples preceding’s. query networks, the primary and secondary may have dif-

Recovery Type: Upstream backup restarts from an emptyferent tuples in their output queues, complicating the task
state producing a repeating recovery for repeatable quergf bounding the queues at the secondary. We tackle this
networks, a convergent recovery for convergent-capablgroblem by exploiting queue-offset indicators introduaed

query networks and a divergent recovery for all othersSection 5.2.2. When a primary receives a level-0 acknowl-
These guarantees are weaker than those of passive stand@gdgment from all its downstream neighbors on a stream, it

Recovery Time: The lost state is recreated by re—processingexm"cts the offset-indicators from the acknowledgedesipl

input tuples. The timek, to receive the first tuple can ahnd uses (tjhem todgé)mp(c)jse aE[thf[eue-tnmmlr:rg]] mesfm%e
be longer than for passive standby because of the timdn€ secondary nodeBased on that message, the secondary

R, required to reconstruct the failed query network. Thisdetermlnes the trimming t_Jound for ea<_:h output queue.
delay can be avoided by having the recovery node cachg We use Figure d6 to illustrate act|v§ stanglby. dWhen
an inactive snapshot of the primary’s query network. In CK.(O’S?” 125) an ACK(O"%’ 123) arrive, nodeN,, de-
upstream-backup, the recovery node may re-process signi ermines thaiss[123] IS now acknpwledged at level-0 by
icantly more tuples than passive standby to recreate the lo oth downstream neighbors. _Since tufig123] maps

: to input tuples identified withi.Sy, 200) and (S1,100),
state. It must re-process (1) all tuples that contributed t@" . o .
stateE; (i.e., tuples(E;) = {t|t € E,}), (2) a complete the set of identifierq (S, 200), (S1,100)} is added to the

gueue-trimming interval worth of tuples on average (duequeue—trlmmlng message as the entry valueSar When

to the periodic transmission of both level-0 and level-1 ac—the secondary receives the queue-trimming message, it dis-
ards tuplesu (from the output queue corresponding to

knowledgments), and (3) some extra tuples that account fo )
the propagation delays added by level-0 acknowledgment '3) for which cause((53,u), So) returns a tuple older than

Table 3 summarizes these recovery time parameters for up20> 200) andcause((S3, u), 51) returns a tuple older than
stream backup. Finally, the numbeX, of redundant tu- 51,100).

ples is the product of the number of tuples to reproc€ds ( Recovery Type: Because the secondary processes tuples
and the query-network selectivity minus the number of tu-in parallel with the primary and takes over from the latest
ples that remain as part of the query-network state. checkpoint, active standby provides repeating recovery fo

Overhead: Upstream backup has the lowest runtime band-a” deterministic query networks and divergent recovery fo
thers. These guarantees are thus better than those of up-

width overhead because queue-trimming messages are sig- .
nificantly smaller than checkpoint messages of the other apgream backup, but worse than those of passive standby.
proaches. These queue-trimming messages contain only tiecovery Time: Because the standby keeps processing dur-
tuple identifiers for streams crossing node boundaries. Thiag failure, it only needs to transmit all redundant tuples i
processing overhead is also small: operators keeps tradie output queue to reach a state equivalent to that of the pri
of the oldest tuple (and its indicators) on each of their in-mary. Recovery time is therefore negligible. The number,
put streams that contributes to their current states. Eurth A, of redundant tuples is on averaé%’—“f + 2dAou for
more, we can reduce the spatial and computational overhea@#ch output stream, sindé determines the trimming inter-
val for the secondary’s output queues.



Passive standby | Parameter | Meaning | Defaulf
Q. network | Bandwidth Processing Rec. time [ Stream # of tuples generated by a stream source per000
Arbitrary none negligible none Rate sec (tuples/sec)

Active standby Tuple Size | size of a tuple and tuple id (bytes) 50, 8
Q. network | Bandwidth Processing Rec. time | Network bandwidth(Mbps) and delay(msec) 16,5
Deterministi¢ none negligible r Proc. cost | avg. processing time per input tuplesec)
Arbitrary freq. small checkpoints  freq. small checkpoints r Aggregate 10 * Window * gg=——r0 100

Upstream backup Filter | — 10

Q. network | Bandwidth Processing Rec. time | Selectivity | expected value %ﬁd 0.1
Repeatable % negligible none F.D. Delay | delay to detect the failure of a node (msec)| 100
Convergent f(k)gziez(ct(utslil)c_id) double negligible Comm. Int. | queue-trimmingcheckpoint interval (msec)| 50
Arbitrary N/A N/A N/A

Table 5. Simulation parameters

Table 4. Additional runtime overhead and recovery

time for precise recovery from each input stream. Offset-indicators therefore ueigu
identify output tuples and can be used for duplicate elimina
tion. Each node thus must forward these indicators along

Overhead: Because all processing is replicated by theWith output tuples. The extra overhead is approximately
. f (k)xsize(tuple_id)

standby node, botproc_overhead and bw_overhead are Szo(iuple)+ Where f(k) is a function of the average
approximately 100%. These overheads are actually even@imber of input streams (at a node) that contribute to an
little higher due to processing offset indicators and transoutput stream. f(k) could bek simply, but optimizations

mitting queue-trimming messages. Table 3 summarizes th@re possible.
results for active standby. For convergent query networks, a recovery node must de-
termine when the output has converged to the output without
failure. One approach is to use additional offset indicator
to mark the most recent tuples that contribute to the query-
= network state. A recovery node then discards all output tu-
or convergent-capable query networks, each approacq : .

. . . iminaP €S until the most recent output tuples seen before failure
described above can achieve precise recovery by eliminat- ) .
. . : . are output again. This approach doubles the number of off-
ing redundant tuples during convergence. It is also passibl - : .

. . set indicators to process, thus doubling the processing ove

though much more costly, to provide precise recovery for

arbitrary networks. Table 4 summarizes the extra runtimepead' The added bandwidth overhead necessary for precise

. . . recovery is the same as with repeatable query networks.
overhead and recovery time required for precise recovery.

: . : Upstream backup is not well suited to provide precise re-
Passive standby provides repeating recovery for all typegover for more complex auery networks. It would be pos-
of query networks. Redundant tuples are therefore iddntica Y piex query ' P

duplicates. To make recovery precise, before sending a sible to do so by checkpointing non-deterministic opesitor

n . L
output tuples, the failover node must ask downstream neig g_[tates and results along with queue-trimming messages, but

bors for the identifiers of the last tuples they received an he overhead _Of this would be too high.
discard all tuples preceding the ones identified. These re/ Evaluation
guests can be made while the recovery node regenerates theln this section, we evaluate the performance of each ap-
failed state, achieving precise recovery without added-ove proach through simulations. Using CSIM [15], we built a
head. detailed simulator that models a DSPS with stream sources,
For active standby and deterministic query networks, astream sinks, and processing nodes that run (parts of) query
similar procedure makes recovery precise. The delay necesetworks. Tables 5 summarizes the main simulation param-
sary to ask downstream nodes for the latest tuples receivesters. Each point shown in the figures is an average of 25
can not be masked though and extends recovery by onedependent simulations, at least one simulated minute eac
round-trip between nodes)( For other query networks, to Amnesia has no overhead and a zero recovery time but
achieve precise recovery, we must ensure that both the prprovides only gap recovery. We therefore examine the per-
mary and secondary process tuples in an identical fashiofiormance of the other three approaches for rollback regover
To do so, whenever a non-deterministic operator is schedand evaluate the added overhead of achieving precise recov-
uled, the primary must communicate to the secondary hovery. We also examine the effect of the query-network type
the operator’s input, state, and output change. These meand other query-network properties on runtime overhead and
sages are equivalent to small but frequent checkpoints.  recovery time. For the overhead measurements, we only
Providing precise recovery is most costly for upstreampresent bandwidth overhead because processing overhead
backup and increasingly so with the complexity of theposes similar tradeoffs, while being more difficult to mea-
qguery-network type. In repeatable query networks, operasure accurately. We refer the reader to Sections 4 through 6
tors produce output tuples by combining at most one tupldor a detailed discussion of relative processing overheads

6 Precise-Recovery Extensions
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Figure 8. Runtime overhead of each approach for Figure 9. Recovery time and runtime overhead for
increasing communication intervals rollback and precise recovery as the communica-

tion interval ranges from 10msec (indicated with
arrows) to 200msec

7.1 Runtime Overhead vs Recovery Time

We first examine the runtime overhead and recoverhetwork. The approach is also most sensitive to the length of
time tradeoffs for each approach when providing rollbackthe communication interval. Frequent trimming reduces re-
recovery. Because most stream-processing operators agevery time for a negligible added overhead, but the size of
convergent-capable, we use an aggregate operator as the lBige query network eventually limits the recovery speed- Pas
sis for comparison. We simulate a single aggregate operatgive standby recovers faster because the secondary already
with the default parameter values specified in Table 5 (thias a snapshot of the last checkpoint and must re-process
aggregate consumes 10% of a node’s processing capacityonly half a checkpoint worth of tuples on average. Active

The only tunable parameter for each approach is the comstandby has a negligible recovery time. The secondary only
munication interval, which is basically the queue-trim@uin needs to resend half a queue-trimming interval worth of du-
interval for upstream backup and active standby and thelicate tuples stored in its output queues.
checkpointing interval for passive standby. For all ap- In this simulation, we ignored, the time to redirect in-
proaches, the overhead decreases as the communication fut streams from the primary to the failover node. This de-
terval increases, as shown in Figure 8. Upstream backup hagy adds a constant to the recovery times of both upstream

bandwidth overhead close to zero even for a small commubackup and passive standby (about 40msec in our prototype
nication interval. With a 10msec interval, the node tratsmi implementation).

one 8-byte tuple identifier for every 10 tuples it receives,

yielding an overhead of 1.6%. Active standby has an over7.2 Cost of Precise Recovery

head of at least 100% because the secondary receives all

input tuples in parallel with the primary. The small over-  Figure 9 also presents the recovery time and runtime
head component above 100% is due to the queue-trimmingverhead when recovery is precise. For active and pas-
messages used to discard output tuples from the secondafive standby, precise recovery of convergent-capableyquer
Only passive standby’s overhead varies significantly withnetworks comes at a negligible incremental cost compared
the communication interval. In passive standby, each checRvith rollback recovery. Precise recovery increases the-ove
point message contains an update of the complete state of thead of upstream backup by a little over 16% ( equal to:

network. When operators have a selectivity of less than 1.0%, with k = 1, and% = & =0.16).

increasing the interval between checkpoints also inceeaseThe overhead thus remains much lower than that of the
the number of tuples processed and dropped without bgrocess-pair based approaches.
ing checkpointed. The knee at 100msec corresponds to the For all approaches, the precise recovery time is almost the
100msec window size. The curve would be smoother for aame as the rollback recovery time. Upstream backup must
larger query network. now process additional offset indicators but this addsineg|
Looking at bandwidth overhead, upstream backup is ajible delay. Additionally, for all approaches, recoverylae
clear winner. This advantage comes at the cost of a slowenust now ask downstream neighbors for the latest tuples
recovery. Figure 9 shows the tradeoff between recoveryhey received. For upstream backup and passive standby this
time and bandwidth overhead for each approach as we vagommunication proceeds in parallel with tuple re-proaegsi
the communication interval from 10msec through 200msec(or input stream redirection). For active standby the delay
Upstream backup has the longest recovery time since the reannot be masked and extends recovery by a constant value
covery node recreates the complete state of the failed query (40msec in our prototype). In the simulations, however,
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Query Net- | Result Upstream Active Passive Window size (tuples)| 100 200 300 400 50q
work Type Backup Standby Standby PS overhead (%) 1116 1116 1116 1116 111.
Repeatable | Bw overhead (%) | 0.64 100.96 101.27 PS rec. time (msec) 9.0 11.7 15.4 19.0 24.
Rec. time (msec) | 7.35 2.07 5.85 UB rec. time (msec) | 27.8 56.6 94.6 139.7 195.
Convergent- | Bw overhead 0.64 100.95 111.55
capable Rec. time 27.79 0.07 9.00 Table 7. Effects of query-network state size
Non- Bw overhead 1.27 101.91 101.90
deterministic| Rec. time 8.66 1.98 7.24 Advance (tuples) 100 50 25 10 5
PS overhead (%) 102.6 103.6 105.6 111.6 121p
Table 6. Effects of query-network type PS rec. time (msec)| 7.7 75 7.7 9.0 12.3
UB rec. time (msec)| 22.0 21.6 21.3 27.8 40.5

we ignore the time to redirect input and output streams and Table 8. Effects of rate of query-network state
with » = 0, active standby has a zero recovery time because change
it drops duplicate tuples without retransmitting them.

7.3 Effects of Query-Network Type processing complexity. There is, however, a second param-

eter. The number of tuples that upstream backup must re-

The previous section examined the difference in perfor—process depends on the size of the query-network state.

mance between precise recovery and rollback recovery for Hence, the type of the query network does not affect the

convergent-capable networks. In this section, we €xaMzecqyvery time or runtime overhead. Rather, the size of the
ine the effects of query-network types on the basic peryyery-network state and the rate and magnitude of the state

formance _of rollback recovery. Table 6 summarizes thechanges affect (1) the recovery time of upstream backup and
recovery time and bandwidth overhead of each approac@) the overhead and recovery time of passive standby.
when the query network consists of a repeatable filter with

selectivity 1.0, our default convergent-capable aggesgat .
and a ngn-deterministic union opegrator thl?';\t takegq[wg in-7'3'1 Size of Query-Network State
put streams (500 tuples/sec each) and merges them into oRg%e examine the effects of increasing the size of the query-
output stream. The results show that the overhead of paswetwork state by simulating the failure and recovery of an
sive standby and the recovery time of upstream backup argggregate operator with increasing window size (100 to 500
significantly higher for the aggregate (111% and 28mseciuples), but a constant 10-tuple advance. Table 7 shows the
respectively) than for the other two operators (101% andesulting passive standby (PS) overhead and both passive
8msec approximately). Interestingly, the overhead and restandby and upstream backup (UB) recovery times.
covery values for union and filter are almost identical fér al  Increasing the size of the query-network state does not
approaches. necessarily increase the rate at which that state changes. |

Overheads of all approaches are independent from thghis experiment, the overhead of passive standby remains
query-network type. Upstream backup and active standbgonstant at 111%. The recovery time of passive standby in-
use queue-trimming messages. Their overheads thus depegi@ases by about a factor of three when the size of the state
on the relative rates of queue-trimming messages and tuplefiintuples. This increase is due to the heavier per-tugle pr
on input streams rather than any other property of the quergessing cost, due to computing aggregate values over larger
network. In Table 6, the union has a higher overhead withumbers of tuples. The increase in recovery time is more
these approaches because it has two input streams at half theonounced for upstream backup. The recovery time in-
rate each. The overhead of passive standby is proportiongteases roughly linearly with the size of the state. Upstrea
to the size of the checkpoint messages, which does not d@ackup must indeed re-process a number of tuples directly
pend on the type of the query network but on the magnitud@roportional to the size of the query-network state.
of changes in query-network state between two checkpoints.

Recovery times of all_approaches are independent of t_h9'3'2 Rate of Query-Network State Change
guery-network type. Active standby recovers by retransmit
ting output tuples. For instance, in Table 6, the output ratdVe examine the impact of varying the rate at which the state
is ten times lower for the aggregate because of the 10msed a query network changes by simulating the failure and
advance, resulting in a faster recovery. The other two aprecovery of an aggregate operator with decreasing window
proaches recover by re-processing tuples. Passive standBglvance from 100msec to 5msec. By doing so, we also in-
re-processes half a checkpoint worth of tuples on averagé&rease the selectivity from 0.01 to 0.2. Table 8 shows the
Its recovery performance is thus independent of the type dimpact of this increase in selectivity and query-netwoakest
the query network but rather depends on processing conthange rate on the overhead of passive standby and the re-
plexity (during recovery tuples are re-processed at the-maxcovery times of both passive standby and upstream backup.
imum rate). Upstream backup’s recovery also depends on
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As expected, the overhead of passive standby increases S —
proportionally to the magnitude of changes in query- - S heive Standy (rose)
network state. The advance determines the number of tu- T Upeiream Bacup (recke)
ples that the operator produces in the 100msec checkpoint
interval. This number increases from 1 to 20 as the advance

decreases from 100msec to 5msec.

-y
o
S

Recovery Time (ms)

The increased per-input-tuple processing cost due to sop %
a smaller advance, slightly prolongs recovery for passive L,
standby (visible for an advance of 10 tuples of less). We
might expect the same effect to cause a slight increase in the oL o o %T‘Zm
recovery time of upstream backup. We measure a decrease Relative HA Overhead (%)
instead. Upstream backup periodically updates the identi- _
fiers of the oldest tuples on each input stream that congribut Figure 10. Effects of the number of operators

to the current query-network state. When the state changes

more rapidly, the older tuple are discarded faster and reco\yhere failures are frequent or quick recovery justifies high
ery restarts from a later point. This in turn results in agast ntime costs.
recovery. For a small enough advance, however, the added pagsive standby does not seem well suited to stream-
processing cost dominates recovery time. As the advanggocessing systems as its performance is worse than that of
reaches 10msec, the recovery time starts increasing. active standby for both recovery time and runtime overhead.
In summary, for rollback recovery, titgpeof the query  passive standby, however, is the only approach that easily
network has no impact on recovery time and runtime OVerprovides precise recovery for arbitrary query networks.
head. Furthermore, active-standby’s overhead and regover Upstream backup provides precise recovery for most
time are both independent of any query network characterquery networks with lowest runtime overhead but at the
istics. Upstream backup’s communication overhead is als@gst of a longer recovery. The recovery time of this ap-
independent of the query network but the size of the queryproach however can be significantly reduced by distributing
network state increases upstream backup’s recovery time. kne recovery load over multiple nodes. In general, upstream
contrast, the rate and magnitude at which that state changg@ckup is appropriate when server failures are infrequent

impacts the runtime overhead of passive standby. and short recovery delays are tolerable. Contrary to peaces
] pair approaches, recovery nodes can be chosen among live
7.4 Effect of Network Size nodes allowing all servers to process data streams at rentim

With all three approaches, the failure of the first server in
Increasing the number of operators in a query network ina sequence may result in lost tuples (especially for upstrea
creases the size of the query-network state, the rate ahWhiCbackup), unless data sources are Capab|e of temporar”y |og
this state changes, and the complexity of processing any sifjing their output tuples. The problem can be overcome by
gle tuple. Figure 10 shows the performance of each apigging all tuples entering the system on two machines with
proach for a chain of 1 to 5 aggregate operators (with thehe second machine acting as passive or active standby for

default parameter values listed in Table 5) Other Conﬁ‘gurathese input streams, or as dummy upstream backup_
tions yield similar results.

As expected, increasing the number of operators in8 Related Work
creases the overhead of passive standby because the num-
ber of tuples that are produced inside or at the output of Recently, there has been much work on data-stream
the query network increases. Larger query networks alsprocessing (e.g., Aurora [1, 5], STREAM [16], Tele-
slightly increase recovery time for passive standby. TheyraphCQ [6]), including proposals for distributed engifgs
recovery time of upstream backup increases more rapidl\20]. The basic idea of DSPSs is to partition logical process-
achieving a little over 120msec for 5 operators. Interesting networks into multiple sub-networks and execute them
ingly, even with a larger query network, upstream backupon distributed machines to improve scalability, robussnes
still provides precise recovery at a fraction of the cosheft and performance.

other approaches. The process-pairs model is the standard high availabil-
ity approach adopted by virtually all existing DBMSs [8,
7.5 Discussion 19]. One of most advanced such recovery facility is

Oraclel@/DataGuard [17]. It is built on top of Oracle
The experimental results reveal that each approach pos&reams [18], which enables cross-database event propa-
a clear tradeoff between recovery time and processing ovegation and trigger-rule-based processing of event streams
head. Active standby, with its high overhead and negligibleDataGuard supports three data recovery modes, all of which
recovery time, appears particularly well suited for system work by transmitting redo records from the primary to the
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standby servers: maximum protection (MPR), maximumstronger guarantees. We also defined four classes of oper-
availability (MAV), and max performance (MPE). MPR syn- ators and query networks that affect the results of applying
chronously applies the same update to multiple machinesertain types of recovery, making various guarantees more
as part of the same transaction, providing precise recoweostly to achieve. Within this framework, we discussed how
ery. MPE asynchronously transmits transaction redo logs ttraditional high-availability approaches can be adaptea t
the standby, providing gap recovery only. MAV is a hybrid DSPS and described a new stream-oriented approach that
scheme that switches between MPR and MPE depending daverages the data-flow nature of stream processing.
the accessibility of the standby. In contrast to the DataGua  Using analysis and simulations, we quantitatively char-
recovery facilities, all of our approaches can provide {gec acterized the runtime overhead and recovery time tradeoffs
recovery guarantees without significant degradation in peramong the approaches. Process-pair based approaches, es-
formance because they are asynchronous and only requipecially active standby, provide the fastest recovery bat a
coarse-grained communication between servers. high cost. Passive standby is best suited to provide precise

Commercial workflow systems [11] also rely on redun-recovery for arbitrary query networks. The approach that
dant components to achieve high availability. A variationwe introduced, upstream backup, has a significantly lower
of the process-pairs approach is used in the Exotica workruntime overhead but a longer recovery time that depends
flow system [12]. Instead of backing up process states, Exmostly on the size of the query-network state. The approach
otica logs changes to the workflow components, which storés best suited to an environment where failures are infre-
inter-process messages. This approachis similar to @stre quent. We believe that, given the continuous and network-
backup in that the system state can be recovered by repraentric nature of stream-processing applications and the
cessing the component backups. Unlike upstream backupyer-improving hardware reliability factors, protocolsat
however, this approach does not take advantage of the dataptimize for runtime messaging overhead will be increas-
flow nature of processing, and therefore has to explicitlyingly more desirable.
back up the components at remote servers. We currently have a prototype implementation of amne-

The DR scheme [13], which efficiently resumes failedsia recovery. In future work, we plan to extend our pro-
warehouse loads, is similar to upstream backup. Instead abtype and perform more experiments on real deployments.
offset-indicators, DR uses output tuples and properties ofVe also plan to investigate the issues of handling network
operators to compute, during recovery, the trimming boundgartitions.
on input streams. In contrast to DR, our scheme supports in-
finite inputs by trimming output queues at runtime. We alsoReferences
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