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tFeature-oriented software ar
hite
tures provide a powerful model forbuilding produ
t-line systems. Ea
h 
omponent 
orresponds to an indi-vidual feature, and a 
omposition of features yields a produ
t. Feature-oriented veri�
ation methodologies must be able to analyze individualfeatures and to 
ompose the results into results on produ
ts; features arehen
e a form of open systems. In prior work, Li, Fisler and Krishnamurthiproposed a feature veri�
ation methodology based on 3-valued model
he
king. This paper presents a new methodology based on 
onstraint-generation that is simpler and less expensive than the original. In addi-tion, it supports both 
lient-side and produ
er-side notions of 
omposi-tional feature veri�
ation.1 Introdu
tionFeature-oriented ar
hite
tures organize 
ode around the features that asystem 
ontains, rather than the obje
ts that form the 
ore of its imple-mentation. By better aligning the implementation of a system with theexternal view of users, feature-orientation o�ers several potential bene�tsfor software engineering su
h as ease of maintenan
e, evolution, and veri�-
ation. As a result, this style of organization is at the heart of in
reasinglyimportant development methodologies su
h as produ
t-line software [10℄,and provides a meaningful framework for 
omponent [15, 22℄ reuse.While there is growing support for development around features [2, 3,11, 19, 20, 21, 23℄, most of this work ignores key questions of stati
 analysesleading to forms of veri�
ation. In prin
iple, feature-orientation shouldsimplify veri�
ation be
ause both features and requirements arise froma user's view of a system. Ideally, we would like to verify requirementsagainst the individual feature modules that implement them, then usesome 
omposition-time 
he
ks to 
on�rm that features do not interferewith ea
h other's properties in 
omposed systems. In pra
ti
e, feature-oriented veri�
ation is 
hallenging be
ause features intera
t through issuessu
h as shared state or in
onsistent requirements. (This is an importantspe
ial 
ase of the feature intera
tion problem [4, 16℄.)1



Li, Fisler and Krishnamurthi have previously argued that any modularview of feature veri�
ation must treat features as open systems to supportdata that propagate a
ross features [18℄. This requires te
hniques for han-dling propositions whose values are not available at analysis time. Theirwork used three-valued model 
he
king as a foundation for 
ompositionalveri�
ation of open features. While e�e
tive at dete
ting property viola-tions 
ompositionally, this approa
h had several drawba
ks: it requiredmultiple model 
he
king passes and multiple interfa
es to handle di�er-ent 
ombinations of three-valued variables, and generally seemed more
umbersome than ne
essary.An interesting observation emerges from a 
loser look at openness inthe 
ontext of feature veri�
ation. Features are open with respe
t to twodi�erent kinds of information: propositional values 
owing into a feature(representing data attributes) and the su

essor states and paths thatfollow the feature. Treating these two forms of openness separately leadsto a new methodology for 
ompositional feature veri�
ation. This paperpresents su
h a methodology and demonstrates that it is simpler and morelightweight than the methodology in [18℄, while mat
hing its performan
eon a 
ase study. Our approa
h uses a 
ombination of data 
ow analysisand 
onstraint generation. Handling the two forms of openness separatelyallows our new methodology to rely on two-valued rather than three-valued model 
he
king; as a result, the algorithm performs fewer model
he
king passes and generates more natural interfa
es. In addition, thisresult has a novel feature not found in previous work: it 
an be applied intwo di�erent 
ontexts, 
orresponding roughly to the distin
tion between
onsumers and produ
ers of 
omponents, thereby o�ering two di�erent
ost models for its use.The rest of this paper is organized as follows. Se
tion 2 gives anoverview of the feature veri�
ation problem and our 
onstraint-based ap-proa
h. Se
tion 3 presents related work. Se
tions 4 and 5 present ourformal model of features and the details of our methodology. Se
tion 6dis
usses our experimental validation. Se
tion 7 presents our analysis ofthe proposed approa
h and outlines future work. Se
tion 8 o�ers 
on
lud-ing remarks.2 Overview of Approa
hConsider an email feature suite, whi
h in
ludes 
omponents for anony-mous remailing and digital signing of messages.1 A produ
t might in
ludethese two features and basi
 mail delivery, as shown in Figure 1.This produ
t should satisfy a requirement that if a message is markedfor anonymous remailing, then it should not be digitally signed beforeit is mailed. The temporal logi
 formula AG(remailed ! A(:signed R:mailed)) 
aptures this property. This property 
he
ks that the emailprodu
t supports the goal of remailing: to maintain the anonymity of thesender (whi
h digital signing would 
ir
umvent). Failure of this propertywould indi
ate an instan
e of feature intera
tion between remailing and1These examples 
ome from a suite due to Robert Hall [14℄.2
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al negation, propositions ending in ? represent 
ontrolde
isions, and all other propositions represent data attributes of email messages.Identi�ers next to states simply name those states.
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digital signing. The sample produ
t in Figure 1 
an violate this propertyon a path that in
ludes the upper path of states in the signing feature.A 
ompositional veri�
ation methodology would be able to evaluatethis property against the produ
t using a series of independent 
he
kson the individual features. If the methodology requires traversing the
omposed produ
t (potentially expensive or even intra
table if the produ
tis large), then the methodology is non-
ompositional. This paper presentsa 
ompositional methodology for open feature veri�
ation using the CTLmodel 
he
king algorithm [9℄ as its basis.2The standard CTL model 
he
king algorithm does not inherently sup-port the kinds of features we analyze. For instan
e, if a CTL model
he
ker evaluated the given property in the initial state of the remailfeature alone, it would report the property as true be
ause remail doesnot mention the proposition signed (the model 
he
ker would thereforeassume that signed is false). This is erroneous in two ways. First, withfeatures being open 
omponents, a model 
he
ker 
annot assume thatpropositions are false simply be
ause they do not appear in a feature orin a parti
ular state: the algorithm must assume that some propositionsmay be asserted prior to exe
uting a feature and that those values shouldpersist until expli
itly unset. Se
ond, with features 
ontaining only aportion of the entire produ
t's state spa
e, the model 
he
ker la
ks infor-mation about the properties that hold along paths that emanate from thefeature. It is possible to use remail in two di�erent produ
ts su
h thatone satis�es this property and one does not. At best, a model 
he
ker 
anonly traverse the feature and determine what 
onstraints it requires onthe features that eventually 
onne
t to it.In this parti
ular example, in order for the property to hold in the 
om-posed system, any su

essor to state r2 in remail must eventually rea
hthe mailed state (to dis
harge the release operator) unless the signed at-tribute is set to false. The temporal logi
 formula A(:signed R :mailed)
aptures this 
onstraint. Whether the original property holds in the sign-ing feature will depend on the value of remailed that propagates fromremail to signing at 
omposition time. To remain 
ompositional, themethodology must 
ompute information about the values of propositionsthat one feature 
an propagate to subsequent features. In this example,the remail feature has a path on whi
h the proposition remailed is true.Intuitively, the overall methodology will generate data bindings fromand 
onstraints on ea
h feature, then use the bindings and 
onstraints todis
harge 
onstraints on other features; in other words, the 
onstraintson a feature will be parametri
 in information from the features thatboth pre
ede and follow that feature. The methodology will attempt todis
harge ea
h 
onstraint assuming that (a) all data values from earlierfeatures have propagated to the 
urrent feature, and (b) that the temporal
onstraints have been dis
harged on all subsequent features. Certain failedattempts to dis
harge 
onstraints will indi
ate failures of properties in the
omposed system; properties hold in the 
omposed system if all of their
onstraints dis
harge su

essfully. The rest of this paper presents thismethodology more formally.2This paper assumes familiarity with CTL.4



3 Related WorkOur approa
h to 
onstraint generation resembles temporal query 
he
k-ing, originally due to Chan [6℄. Chan's approa
h assumed one variableper temporal logi
 formula and instantiated it with a propositional for-mula over variables in the model. Gur�nkel et al. [13℄ and Bruns andGodefroid [5℄ support multiple variables but still generate propositional
onstraints over model variables. Our work generates temporal 
onstraintsover propositions that are not in the model (sin
e features are open sys-tems). Our temporal 
onstraints are subformulas of a given propertyformula; this restri
ted 
ontext enables temporal 
onstraint generation inopen systems. If we were interested in generating propositional 
onstraintson open systems, we 
ould use Che
hik and Easterbrook's multiple valuedlogi
 framework [7℄, but the resulting algorithm would be doubly expo-nential in the number of unknown propositions and would not naturallyextend to temporal 
onstraints.Our methodology provides a restri
ted form of feature intera
tion de-te
tion [1, 4, 16℄, in whi
h intera
tions arise as violations of temporal logi
properties. None of the other 
ited approa
hes dete
t intera
tions 
om-positionally. Che
hik and Easterbrook reason about 
ompositions of 
on-
erns using multi-valued model 
he
king [8℄. Their framework identi�eswhi
h 
on
ern (feature) is responsible for property violations when 
he
k-ing 
omposed systems, but does not address proving properties through
ompositional reasoning.4 A Formal Model of Features and TheirCompositionsOur formal model of feature-oriented systems views ea
h feature as asingle state ma
hine with potentially many initial states. In realisti
 sys-tems, many entities parti
ipate in a feature, so a feature would be de�nedby a parallel 
omposition of state ma
hines for ea
h su
h entity. Fislerand Krishnamurthi have previously showed how to redu
e models whereea
h feature has multiple state ma
hines to the single-ma
hine model [12℄,hen
e we adopt the single-ma
hine model here for simpli
ity.In this se
tion, the notation PL(�) denotes the set of propositionallogi
 expressions over the set of propositions in �.De�nition 1 A state ma
hine is a tuple hS;�;�; S0; R; T r; Fai where� S is a set of states,� � and � are sets of input and output propositions,� S0 � S is the set of initial states,� R � S � PL(�)� S is the transition relation,� Tr : S ! 2� indi
ates whi
h propositions are set to true in ea
hstate, and Fa : S ! 2� indi
ates whi
h propositions are set to falsein ea
h state (8s 2 S; Tr(s) \ Fa(s) = ;).5



This de�nition is standard, with one important ex
eption. In the styleof open systems we analyze here, the law of the ex
luded middle doesnot hold: the absen
e of a label does not ne
essarily imply its falsity.Our model therefore employs distin
t labeling fun
tions for true and falselabels.Our methodology distinguishs between two di�erent uses of propo-sitions within a state ma
hine: 
ontrol propositions and data proposi-tions [17℄. Control propositions 
apture settings from the (user) environ-ment of the system, su
h as wantsRemail? in Figure 1. Data propositions
apture attributes of data in the system, su
h as signed and remailed .Our methodology treats data propositions as persistent: their values holdin a system until expli
itly 
hanged by an assignment in another state.Control propositions are not persistent: the labelling fun
tions indi
atevalues of 
ontrol propositions on a per-state basis (and are assumed false)if no expli
it labelling exists. Our model requires the designer to 
lassifypropositions as data or 
ontrol within a feature (as shown in de�nition 4).We expe
t features within a system to 
ompose in a pipe-and-�lterfashion beginning and ending in some basi
 infrastru
ture that is 
ommonto all produ
ts within the family (su
h as basi
 mail delivery, in the emailexample). A 
omposition of features and the base infrastru
ture formsa produ
t, where a produ
t 
onsists of both a state ma
hine and a setof interfa
es where new features may be inserted into the system. We
apture the 
ommon infrastru
ture in a base produ
t, whi
h is like a 
orefeature.In order to view base produ
ts and features as 
omponents for 
ompo-sitional veri�
ation, ea
h requires a notion of an interfa
e. In this model,the interfa
es simply spe
ify those states to whi
h other features 
onne
tvia both outgoing and in
oming edges. In the remail feature from Fig-ure 1, for example, the interfa
e would spe
ify that edges leave from statesr1 and r2, (the outgoing interfa
e) and enter at r0 (the 
onne
t interfa
e).Intuitively, 
omposing features and produ
ts involves adding edges be-tween interfa
e states. Adding all possible su
h edges, however, mightmerge paths that should otherwise remain distin
t. A more 
omplexemail produ
t, for example, might have di�erent paths through a featurefor messages to be delivered on the lo
al network versus to another net-work. Our interfa
es therefore in
lude 
onne
tion spe
i�
ations for out-going edges from a state ma
hine. These spe
i�
ations 
onstrain targetstates to satisfying 
ertain propositions. The following de�nition formal-izes 
onne
tion spe
i�
ations and when they are 
ompatible with potentialtarget states:De�nition 2 Given a state ma
hine, a 
onne
tion spe
i�
ation is a setof tuples hse; g; t; fi where se 2 S, g 2 PL(�), and t and f are subsetsof 2�. Conne
tion spe
i�
ations must require edges added from se onthe basis of the spe
i�
ations to be deterministi
. A state s (potentiallyfrom another state ma
hine) is 
ompatible with hse; g; t; fi if every p 2 tis in Tr(s) and every p 2 f is in Fa(s). Compatibility indi
ates that
omposition may insert an edge from se to state s; this edge would haveguard g from the spe
i�
ation.We now de�ne base produ
ts, features, and their interfa
es.6



F1 F3

F2

base product

s2

s1

s3
s4

s5

s6

b1 b2

d
m

Composed product

Figure 2: Inserting a feature into a produ
t.De�nition 3 A base produ
t 
onsists of a state ma
hine M and an in-terfa
e hfsoutgoinggS
onne
t; Routi su
h that if S and R are the states andtransitions of M , then soutgoing 2 S, S
onne
t � S, Rout is a set of 
on-ne
tion spe
i�
ations for soutgoing, and R 
ontains edges from soutgoing toea
h state in S
onne
t (this represents the system with no features).De�nition 4 A feature hereafter will be a state ma
hine(S;�;�; S0; R; T r; Fa)with an interfa
e hS0; Sexit; Rexiti and a set of data propositions D where� All propositions in D lie in the domain of at least one of Tr or Fa.� Sexit � S is the set of terminal states of the feature; these statesmust have out-degree 0.� Rexit is a set of 
onne
tion spe
i�
ations for states in Sexit.Our model supports two te
hniques for 
ombining features: features
an be 
omposed into 
ompound features, and features (
omposed or sim-ple) 
an be inserted into produ
ts (to form new produ
ts). Our method-ology uses both te
hniques, as de�ned below.De�nition 5 Let F1 and F2 be features with respe
tive interfa
es hSin1 ; Sexit1 ; Rexit1 iand hSin2 ; Sexit2 ; Rexit2i. The 
omposition of F1 followed by F2 (denotedF1 Æ F2) is a feature with state ma
hine (S;�;�; S0; R; T r; Fa), datapropositions D, and interfa
e hSin1 ; Sexit2 ; Rexit2i where� S, �, �, Tr, Fa, and D are the unions of their respe
tive 
ounter-parts in F1 and F2.� R is the union of the transition relations in F1 and F2, plus alledges (se; g; si) su
h that se 2 Sexit1 and si is 
ompatible with somehse; g; t; fi in Rexit1 .Inserting a feature into a produ
t is more 
ompli
ated, as it also in-volves removing 
ertain edges so that 
ontrol routes through the newfeature. The removed edges, shown as dashed lines in Figure 2, 
onne
tinterfa
e states of the produ
t; they are repla
ed by paths through thenew feature.De�nition 6 Let P be a produ
t 
ontaining state ma
hine (SP ;�P ;�P ; s0; RP ; T rP ; FaP )and interfa
esfhSoutgoing1 ; S
onne
t1 ; Rout1i; : : : ; hSoutgoingk ; S
onne
tk ; Routkig:7



Let F be a feature with state ma
hine(SF ;�F ;�F ; S0F ; RF ; T rF ; FaF )and interfa
e hSin; Sexit; Rexiti. The 
omposition of P and F via interfa
ehSoutgoingi ; S
onne
tii is a produ
t PC . The state ma
hine 
omponent ofPC is (SC ;�C ;�C ; S0; RC ; T rC ; FaC)where� SC , �C , �C , TrC , and FaC are the unions of their 
ounterparts inP and F ,� RC = RP[RF ex
ept all edges between the interfa
e states Soutgoingiand S
onne
ti from RP and with� Every edge (so; g; si) su
h that so 2 Soutgoingi , si 2 Sin, and siis 
ompatible with some tuple hso; g; t; fi 2 Routi .� Every edge (se; g; s
) su
h that se 2 Sexit, s
 2 S
onne
ti , and s
is 
ompatible with some tuple hse; g; t; fi 2 Rexit.The interfa
es of PC is the set of interfa
es from P ex
ept inter-fa
e hSoutgoingi ; S
onne
ti ; Routii and augmented with two new interfa
eshSoutgoingi ; Sin; Routii and hSexit; S
onne
ti ; Rexiti.Figure 2 illustrates these de�nitions more intuitively. The �gure showsa produ
t 
onsisting of a base produ
t and two features F1 and F3, andthe insertion of feature F2 into this produ
t. The insertion is performedvia an interfa
e hfs1; s2g; fs6gi. The interfa
e on F2 is hfs3g; fs4; s5g; ;i.Composition removes the dashed edges and adds the four edges that 
on-ne
t F2 to the produ
t. The itali
 labels m and d on the states of F3and the base produ
t 
apture the idea behind states being 
ompatible on
omposition. When F3 was 
omposed with the base produ
t, edges 
on-ne
ted the states from F3 to the base based on 
onstraints in Rexit (notshown).5 The Compositional Veri�
ation Method-ologySe
tion 2 gave an intuitive des
ription of our methodology; this se
tionpresents the formal details. The algorithm 
onsists of two phases: aninitial analysis phase that generates 
onstraints and produ
es data envi-ronments for ea
h feature, and an assembly phase that 
on�rms that ea
h
onstraint on a feature holds given the data environments of all pre
edingfeatures and assuming that all 
onstraints on subsequent features havebeen dis
harged.Se
tion 5.1 presents the algorithm for generating the temporal 
on-straints for a feature. Se
tion 5.2 de�nes data environments. Se
tion 5.3des
ribes the algorithm for dis
harging 
onstraints at assembly time. Thepresentation 
ontinues to use the sample produ
t from Figure 1 as a run-ning example. 8



5.1 Generating ConstraintsGiven a feature and a property (as a CTL formula), the 
onstraint genera-tion algorithm generates a 
onstraint that is parameterized over both thein
oming data environment and the paths emanating from the terminalstates of the feature. The 
onstraint takes the form of a spe
ialized formof CTL formula: the formula uses names of propositions to parameterizeover the data environment and tagged subformulas to parameterize overthe exit paths. The tags on the subformulas 
ontain names of terminalstates in the feature; a tag denotes that the subformula must hold in thesu

essor of the state named in the tag for the property to hold in the
omposed system (this su

essor is determined only at 
omposition time).In our examples, we denote the tags by subs
ripts on the subformulas.As an example, 
onsider the property ' = AG(remailed ! EF mailed),whi
h states that a message marked as remailed 
an eventually be mailed.Running the 
onstraint generation algorithm on ' at the initial state (r0)of remail yields the annotated formula('r1^(:remailed_(remailed^(EFmailed)r1)))^('r2^(EFmailed)r2)Intuitively, this 
onstraint says that the entire property must hold inthe su

essors to both r1 and r2 (from 'r1 and 'r2 ): this is expe
ted, sin
ean AG property must hold in every state of the 
omposed system. The
onstraint further requires that 
ontrol eventually rea
hes the mailed statefrom r1 unless remailed is already false. This arises from the impli
ationbeing tested at r0. The 
onstraint is simpler for r2, be
ause a path to r2is known to satisfy the remailed proposition.Figure 3 shows the 
onstraint-generation algorithm (
alled 
onstrain).The algorithm mostly follows the semanti
 de�nition of CTL: given theproperty to 
onstrain at the initial state, it de
omposes the property into
onstraints on subformulas in su

essor states. Intuitively, the algorithmpartially evaluates the given property over the feature, under the assump-tion that data propositions persist along paths. The path-env argumentto 
onstrain handles persisten
e by storing the most re
ent value of ea
hdata proposition along the 
urrent path. The marked argument to 
on-strain 
ontains states that have already been visited (used to terminatethe re
ursion).
onstrain diverges from the normal CTL semanti
s as ne
essary toparameterize over data environments and terminal state properties duringthis partial evaluation. For example, in the propositional 
ase, the resultof the 
onstrain algorithm depends on the nature of the propositionrelative to the feature.� The values of data propositions of the feature being veri�ed 
omefrom the path-env argument.� If the proposition is a 
ontrol proposition of the feature, its value
omes from the labeling fun
tions Tr and Fa. Control propositionsare not persistent, and hen
e do not appear in path-env.� If the proposition is a 
ontrol proposition of another feature (indi-
ated by the proposition being in the set C-external), its value mustbe false in this feature. This situation 
an arise when 
he
king aproperty that is primarily about one feature in another feature; the9



The extend-pathenv fun
tion referen
ed in these algorithms takes a path-environment and a state s. For all data propositions p assigned values in Tr(s)or Fa(s), extend-pathenv updates the path-environment to re
e
t the 
orre-sponding value of p at s.The 
onstrain Algorithm
onstrain takes a CTL-formula, a state, and a mapping from propositionsto boolean (a persistent valuation 
alled the path environment). The algorithmreturns a 
onstraint formula. In the algorithm, p denotes an atomi
 proposition,s denotes a (non-terminal or terminal) state, sn denotes a non-terminal state,st denotes a terminal state, C-external is a set of 
ontrol propositions that areexternal to the feature, and �; �1; �2 are CTL formulas.
onstrain(p; s; path-env) = true if p is a data proposition of the 
urrent feature and path-env(p) = truefalse if p is a data proposition of the 
urrent feature and path-env(p) = falsefalse if p 2 C-externaltrue if p is not a data proposition and p 2 Tr(s)false if p is not a data proposition and p 2 Fa(s)p otherwise (i.e., p is a data proposition from another feature)
onstrain(:�; s; path-env) = :
onstrain(�; s; path-env)
onstrain(�1 _ �2; s; path-env) = 
onstrain(�1; s; path-env) _
onstrain(�2; s; path-env)
onstrain(�1 ^ �2; s; path-env) = 
onstrain(�1; s; path-env) ^
onstrain(�2; s; path-env)
onstrain(EX�; sn; path-env) = Wt2post(sn) 
onstrain(�; t;extend-path-env(path-env; t))
onstrain(EX�; st) = �st
onstrain(E[�1 U �2℄; s; path-env) = path-
onstrain(E[�1 U �2℄; s; ;; path-env)
onstrain(EG �; s; path-env) = path-
onstrain(EG �; s; ;; path-env)The path-
onstrain Algorithmpath-
onstrain takes a CTL-formula, a state and a set of states already vis-ited during 
onstraint generation and a path environment and returns a CTL
onstraint formula. In the algorithm de�nition, s denotes a (non-terminal orterminal) state, sn denotes a non-terminal state, st denotes a terminal state,marked is a set of states, and �; �1; �2 are CTL formulas.path-
onstrain(E[�1 U �2℄; sn;marked; path-env) =False if sn 2 markedotherwise: 
onstrain(�2; sn; path-env)_(
onstrain(�1; sn; path-env)^Wt2post(sn) path-
onstrain(E[�1 U �2℄; t;marked [ fsng; extend-path-env( path-env; t)))path-
onstrain(E[�1 U �2℄; st;marked; path-env) =
onstrain(�2; st; path-env) _ (
onstrain(�1; st; path-env) ^ (E[�1 U �2℄)st )path-
onstrain(EG �; sn;marked; path-env) =true if sn 2 markedotherwise: 
onstrain(�; sn; path-env)^Wt2post(sn) path-
onstrain(EG �; t;marked [ fsng; extend-path-env( path-env; t))path-
onstrain(EG �; st;marked; path-env) = 
onstrain(�; st; path-env) ^ (EG �)stFigure 3: The 
onstraint generation algorithm
10



work of Li, Fisler and Krishnamurthi provides several su
h exam-ples [17℄.� If the proposition is neither a 
ontrol proposition nor a data proposi-tion of the feature being veri�ed, nor is in C-external, then its valuemust 
ome from the in
oming data environment. The 
onstrainalgorithm inserts the proposition itself into the 
onstraint formula(as seen in the last line of the propositional 
ase) to parameterizethe 
onstraint over the value from the data environment.In addition, when the 
onstrain algorithm rea
hes a terminal stateof the feature, it 
annot evaluate the formula as the su

essor states willnot be available until 
omposition time. The algorithm parameterizes the
onstraint over the possible su

essors by tagging the subformula thatmust hold at those su

essors; in Figure 3, this happens in the 
ases of
onstrain and path-
onstrain that pro
ess terminal states (denotedst).3The path-
onstrain algorithm in Figure 3 is an auxiliary fun
tionin 
onstrain; it is 
alled to pro
ess properties that traverse paths (i.e.,those involving the EU and EG operators).5.2 Data EnvironmentsPrevious se
tions motivated the persistent nature of data propositions.Sin
e data persists a
ross states and a
ross features, ea
h feature even-tually operates in the 
ontext of values for propositions that are set byprevious features. We refer to this information as a data environment.Ea
h feature produ
es a data environment for subsequent features thatsummarizes the values that the feature assigns to propositions. This se
-tion formally de�nes data environments. We determine data environmentsusing a 
omputation that 
losely resembles 
onstant-propagation through
ow analysis.De�nition 7 Let F be a feature with data propositions D. Let � be apath s0; : : : ; st in F where s0 is an initial state and st a terminal state inF .1. A proposition p is de�ned for � if p 2 D and there exists a state sisu
h that p 2 Tr(si) or p 2 Fa(si). Def(�) denotes the set of all pthat are de�ned for �.2. Let p 2 Def(�). The value for p in �, denoted val(p;�), is true(resp. false) if there exists a state si su
h that p in Tr(si) (resp.Fa(si)) and p is not in Def(sj) for some j > i.3. The data value for � is the set fhp; val(p;�)ijp 2 Def(�)g.4. Let st be a terminal state of F . The data environment of F at st isthe set fhs0; DV ig su
h that s0 is an initial state with a path to stand DV is the set of data values for all paths from s0 to st.4 Weoverload the term data environment to refer also to a fun
tion fromterminal states to their individual data environments.3This tagging is unne
essary in the propositional 
ase be
ause in
oming data propositionshold their values unless expli
itly set.4We assume a standard �xpoint 
onstru
tion to handle in�nitely many paths.11



For the remail feature shown in Figure 1, the data environmentwould map state r1 to hr0; fhmail; trueigi and would map state r2 tohr0; fhmail; truei; hremailed; trueigi. The data environment ignores thesetting of mail to false in state r0 be
ause both paths override that de�ni-tion later in the feature. The proposition wantsRemail? does not appearin the data environment be
ause it is a 
ontrol proposition.When 
omputing the data environment for the base produ
t, themethodology must �rst remove all edges between the interfa
e states.Base produ
ts generally 
ontain edges that restart the produ
t on newdata (su
h as an edge from the mailed state to the init state in Figure 1,not shown in the �gure). These edges 
an 
ause data propositions to in-
orre
tly leak a
ross runs of the produ
t. Removing these edges ensuresthat the data environment of the base produ
t a

urately re
e
ts the dataavailable to the features at the start of ea
h new pass through the produ
t.5.3 Verifying Produ
tsSe
tions 5.1 and 5.2 de�ne the fundamental building blo
ks for 
omposi-tional feature veri�
ation based on 
onstraints: annotated CTL 
onstraintformulas and data environments. We present two di�erent approa
hes to
ompositional feature veri�
ation that build on these te
hniques. Thisse
tion presents the assembly-time algorithm that we have des
ribed in-tuitively earlier in the paper; Se
tion 5.4 outlines the other.The assembly-time methodology pro
eeds in two stages: �rst, it 
om-poses the data environments 
oming into ea
h feature with the data envi-ronments from the pre
eding features; se
ond, it 
he
ks the 
onstraints onterminal states using the previously 
he
ked 
onstraints from subsequentfeatures. Assume F1; : : : ; Fn denote features, Di the data environmentthat Fi produ
es, Ci the 
onstraint on Fi and 
he
k(Ci) the result of
he
king 
onstraint Ci. Informally, the following equations summarizethe methodology:� Compute 
he
k(Cn) using 
he
k(base) and D1 Æ : : : ÆDn�1� Compute 
he
k(Cn�1) using D1 Æ : : : ÆDn�2 and 
he
k(Cn)� . . .� Compute 
he
k(Ci) using D1 Æ : : : ÆDi�1 and 
he
k(Ci+1)� Che
k initial base 
onstraint using 
he
k(C1)Se
tion 5.3.1 des
ribes how to 
ompose data environments and Se
-tion 5.3.2 presents the overall algorithm.5.3.1 Composing Data EnvironmentsWhen two features F1 and F2 are 
omposed sequentially within a prod-u
t, the data environment produ
ed by F1 augments the data environ-ment produ
ed by F2; this re
e
ts that F2 may be open with respe
t topropositions from F1. A 
ompositional veri�
ation methodology must beable to 
ompose data environments without traversing the 
omposition oftheir features. This se
tion presents data environment 
omposition at ade�nitional level; in our a
tual implementation, we use a parti
ular data12



stru
ture for data environments that enables their simple and eÆ
ient
omposition (we defer the implementation details to a longer paper).De�nition 8 Let F1 and F2 be features with data environments E1 andE2, respe
tively. Let R be the set of all transitions from states from F1to states of F2 in the 
omposition of F1 and F2. Let st2 be a state inthe domain of E2 (i.e., a terminal state of F2). The 
omposed dataenvironment for st2 under R is the set of all pairs hs01 ; fV1; : : : ; Vkgi su
hthat there exists� hs01 ; fDV 11; : : : ; DV 1ngi in E1(st1),� a transition (st1 ; s02) in R, and� hs02 ; fDV 21; : : : ; DV 2mgi in E2(st2)and for every h in 1 : : : k, there exists DV 1i and DV 2j su
h that Vh isDV 2j[fhp; vi 2 DV 1ijp 62 dom(DV 2jg (in other words, all bindings fromDV 1i whose propositions are not bound in DV 2j). The data environment
omposed from E1 followed by E2 via R, denoted E1 ÆR E2, is a fun
tionfrom states st in the domain of E2 to the 
omposed data environment forst under R.In our running example (Figure 1), the remail feature's data environ-ment maps state r1 to hr0; fhmail; trueigi and state r2 to hr0; fhmail; truei; hremailed; trueigi.The signing feature's data environment maps s1 to hs0; fhmail; truei; hsigned; trueigiand state s2 to hs0; fhmail; trueigi. Composing these data environmentsvia the dashed transitions in Figure 1 would map s1 tohs0; fhmail; truei; hsigned; truei; hremailed; trueigiand state s2 to hs0; fhmail; truei; hremailed; trueigi. This 
omposition ig-nores the value of mail in remail be
ause mail is also set in signing. Ifthe signing feature did not set the mail , the 
omposed data environmentwould still set mail to true based on the bindings in the remail feature.The following two lemmas establish that 
omposed data environmentsare equivalent to those derived from 
omposed features.Lemma 1 Let F1 and F2 be features with data environments E1 and E2,respe
tively. Let R be the set of all transitions from states of F1 to states ofF2 in the 
omposition F1 ÆF2. Let E0st2 be the 
omposed data environmentfor some st2 under R and Est2 be the data environment for st2 in the
omposition. hs01 ; DV i 2 Est2 i� hs01 ; DV i 2 E0st2 .Proof: Appendix A.Lemma 2 Let F1 and F2 be features with data environments E1 and E2,respe
tively. Let R be the set of all transitions from states of F1 to statesof F2 in the 
omposition F1 Æ F2. Let E be the data environment of the
omposition F1 Æ F2. E is equivalent to the 
omposed data environmentE1 ÆR E2.Proof:For ea
h st2 in the domain of the data environents, the data envi-ronment of st2 in the 
omposition is equivalent to its 
omposed dataenvironment by Lemma 1.The following result shows that Lemma 2 
an be extended to systemswith arbitrary numbers of features.13



Corollary 2.1 Let F1, F2, : : : Fn be features with data environmentsE1, E2, : : : En respe
tively. Let Ri be the set of all transitions from statesof Fi to states of Fi+1 in the 
omposition Fi Æ Fi+1. Let E be the dataenvironment of the 
omposition F1 Æ F2 Æ : : : Æ Fn and E0 be the 
omposeddata environment E1 ÆR1 E2 Æ : : : En�1 ÆRn�1 En. Then E is equivalent toE0.Proof:We will prove this by indu
tion.Base 
ase: n = 2.In this 
ase Lemma 2 gives the desired result.Indu
tive step: Assume the 
orollary holds for n� 1 features. Showthat it holds for n features.By the indu
tive hypopaper, we have that the data environment of the
omposition S0 = F1 Æ F2 Æ : : : Fn�1 is equivalent to the 
omposed dataenvironment E0 = E1ÆR1E2ÆR2 : : : En�1. Therefore, we have by Lemma 2that the 
omposed data environment E0ÆRn�1En is equivalent to the dataenvironment of the 
omposition S0 Æ Fn, whi
h gives the desired result.5.3.2 The Veri�
ation MethodologyThe methodology 
onsists of two distin
t phases: an initial analysis phasethat derives data environments and 
onstraints on all features and a 
om-position phase that 
he
ks for 
onstraint violation between features.Initial Analysis Assume that a produ
t family will be built froma set of m features and a base produ
t for the family. Assume that therequirements for features in the family are known, and have been expressedas a series of CTL formulas '1; : : : ; 'k. Prior to produ
t 
omposition time,assume that the produ
t assembler has generated the data environmentsprodu
ed by ea
h feature plus the base produ
t, and run the 
onstrainalgorithm on ea
h feature for every subformula of ea
h 'i. These steps
an be performed on
e for the set of 
andidate features for a produ
tand reused over multiple assemblies from the same set of features and
andidate requirements.Composition Time Assume the 
lient has 
hosen a sequen
e of n ofthe original m features to assemble into a produ
t, 
omposed the featuresin order (de�nition 5), then inserted them into the base feature (de�ni-tion 6). The algorithm (verify, shown in Figure 4) pro
eeds in two passesover the 
omposed assembly:1. (verify, step 1) Working forwards from the base produ
t throughall of the features, 
ompose the data environment produ
ed by ea
hfeature with the data environment produ
ed by the pre
eding fea-ture.2. (verify, step 2) Working ba
kwards from the base produ
t throughall of the features, instantiate the 
onstraints on ea
h feature withthe values from the data environment and the results of ea
h an-notated subformula in the 
onstraint from the subsequent feature.14



The Verify AlgorithmLet P be a produ
t 
omposed from a base produ
t B and features F1; : : : ; Fn.Let ' be a CTL formula for a property that should hold of P . Let ENVSbe a fun
tion from terminal states of features in P to their data environments(de�nition 7); for the outgoing interfa
e states in B, ENVS should set all datapropositions from F1; : : : ; Fn to false. The notation ENVSjFi�1 denotes ENVSrestri
ted to terminal states from feature Fi�1. ENVSjS denotes ENVS re-stri
ted to terminal states in the set S.Let Constraints be a set of tuples hs0;  ;
onstrain(s0;  ; bindings(s))i, wheres0 is an initial state of some feature or the base produ
t in P ,  is a subformulaof ', and bindings(s0) is the set of bindings to propositions in state s0 fromTr or Fa. For ea
h run of 
onstrain in the base produ
t, remove all edgesbetween the interfa
e states prior to generating the 
onstraint (for the samereasons as des
ribed when 
omputing the data environment for the base).Let SUBS be a fun
tion from initial states and subformulas of ' to the setftrue; false;?g. This stores the results of 
he
king ea
h 
onstraint under the
omposed data environments and the veri�ed subsequent features.1. For ea
h feature Fi (i = 0 to n, where F0 is the base feature) and ea
h ter-minal state st of Fi, repla
e ENVS(st) with the 
omposition of ENVSjFi�1and ENVS(st)) via the set of transitions between features in P .2. For ea
h feature Fi (i = n + 1 to 1, where Fn+1 and F0 refer to the basefeature), ea
h initial state s0 of Fi, and ea
h (s0,  , 
) in the domain ofConstraints, 
he
k preserved(s0, ,ENVSjpre(s0)).3. If SUBS(s0; ') = true, where s0 is the initial state of P , then ' is true inP . If SUBS(s0; ') 6= true for initial state s0 of some feature in P , then 'does not hold in P (this dete
ts potential feature intera
tions).The preserved Algorithmpreserved takes an initial state s0 of some feature, a formula ' and a dataenvironment E and determines whether E satis�es the 
onstraint for ' at s0.Given a state s, post(s) refers to the su

essors of s in the 
omposed system.This method works as follows:1. For ea
h subformula  in Constraints(s0,') that is annotated with a statetag st, substitute SUBS(post(st),  ) for  in ' (this substitution is justi�edbe
ause annotated formulas re
e
t 
onstraints on the su

essor states ofthose named in the tag, as dis
ussed in Se
tion 5.1). The resulting formula' is 
ompletely propositional (but may in
lude ?).2. For every data value V in E, substitute ea
h proposition p in the resultingformula with its value in V and 
he
k the resulting formula for validity.If all su
h 
he
ks are valid, set SUBS(s0,') to true. If all su
h 
he
ks areinvalid, set SUBS(s0,') to false. Otherwise, set SUBS(s0,') to ?.Figure 4: The assembly-time algorithm for dis
harging 
onstraints.15



Che
k the instantiated formula for validity (preserved algorithm,Figure 4). Note that this step requires only substitution of previ-ously 
omputed results, not model 
he
king; hen
e the approa
h is
ompositional. This step may, however, require three-valued propo-sitional reasoning as subformulas may not be true in all data valuesin a data environment (hen
e the method is in
omplete).53. (verify, step 3) If the 
onstraint on a property 'i holds in the initialstate of the base produ
t, then 'i holds of the 
omposed system. Ifa preserved 
he
k on one of the '1; : : : ; 'k fails to return true atthe initial state of some feature, there may exist a path that fails tosatisfy that property; potential feature intera
tions are reported inthis instan
e.Note that all model 
he
king o

urred in the 
onstrain 
he
ks of theinitial analysis. The 
omputations required at 
omposition time are 3-valued propositional validity 
he
ks.SoundnessThe proposed methodology is sound if verifying a property in the 
om-posed system yields the same result as verifying the property using thealgorithm presented in Se
tion 5.3.2. This se
tion presents the main def-inition and theorems needed to prove soundness.The heart of the argument is that 
he
king a 
onstraint at a parti
-ular state under a given data value yields the same result as verifyingthe 
onstraint in that state in an augmented feature that sets values ofpropositions a

ording to the data value. Su
h a result de�nes the 
ontextin whi
h properties would be evaluated in the 
omposed system, whereall data propagations o

ur naturally and there is no need for a tempo-ral 
onstraint be
ause the entire state spa
e is available at analysis time.This argument, 
ombined with the 
orre
tness lemma on 
omposing dataenvironments from Se
tion 5.3.1, yield the overall soundness theorem.The following de�nition des
ribes how to augment a feature with thevalues given in a spe
i�
 data value:De�nition 9 Let F be a feature and V be a data value. Let dom(s)denote the set of all propositions in Tr(s)[Fa(s). Let FV 0 be a feature withthe same 
omponents as F , with the ex
eption of the following augmentedde�nitions for the labeling fun
tions and set of data propositions:� Tr(s0) = Tr(s0) [ fpjp 62 dom(s0) ^ V (p) = trueg.� Fa(s0) = Fa(s0) [ fpjp 62 dom(s0) ^ V (p) = falseg.� D = D [ domain(V ).The next de�nition des
ribes the semanti
s of a feature modelling aformula in a data environment.De�nition 10 For a data environment D, a feature F , a CTL formula', and an initial state s0 in F , s0 models (does not model) ' in D i�5This method is unoptimized and 
he
ks the values of many 
onstraints whose values areunused at assembly time. An optimized version would 
he
k only those 
onstraints that areneeded to dis
harge the tagged formulas in other states.16




onstrain(FV ; s0; '; ;) = True(False) for ea
h V 2 D. If neither of theabove hold, the value of ' at s0 in D is ?.The following two de�nitions are needed for the statement of the the-orems.De�nition 11 For a data value V and a path environment P , de�ne V ÆPto be the path environment produ
ed by augmenting P with the values ofpropositions in V that are not bound in P .De�nition 12 Let F1 and F2 be features, s be a state in F1, and ' aCTL formula. Let V be a data value 
oming into F1. Let P be a pathenvironment from some initial state s0 of F1 to s. Let 
 be the result of
onstrain(F1; '; s; P ). De�ne 
R to be 
 with every annotated formula st repla
ed with the value of  (true, false, or ?) in the initial state ofF2 with whi
h st 
onne
ts (in the data environment of F1V 0).The �rst theorem outlines the 
orre
tness of using 
onstrain 
ompo-sitionally on two features.Theorem 1 Let F1 and F2 be features, s be a state in F1, and ' a CTLformula. Let V be a data value 
oming into F1. Let 
 be the result of
onstrain(F1; '; s). F1V 0 Æ F2; s j= ' if V satis�es 
R.Proof: Appendix B.Using the above theorem, we 
an now prove soundness of verify.Theorem 2 Let P;ENV S;Constraints; SUBS; ' be as in the de�nitionof Verify, P 0 be P augmented with the empty data environment (all datapropositions of the produ
t set to false). Let '1 be a subformula of '. LetFi be a feature in P , and s0 an initial state of Fi. Then:Fi ÆFi+1 Æ ::: ÆB; s0 j= '1 in the data environment of B ÆF1 Æ ::: ÆFi�1if SUBS[s0; '1℄ = True.Fi ÆFi+1 Æ ::: ÆB; s0 6j= '1 in the data environment of B ÆF1 Æ ::: ÆFi�1if SUBS[s0; '1℄ = False.Proof:We will prove this by indu
tion on the position of Fi in P .Base 
ase: Fi is the terminal base.In this 
ase the 
onstraint for '1 has no temporal element. Corollary2.1 and Theorem 1 give us the desired result.Indu
tive step: Assume that the theorem holds to the right of Fi inthe 
omposition. Show that it holds for Fi.By the indu
tive hypopaper and Corollary 2.1, SUBS 
ontains the
orre
t value of ea
h formula for Fi+1, sin
e Fi+1 is to the right of Fi.Therefore, Corollary 2.1 and Theorem 1 again give us the desired result.5.4 An Alternative Veri�
ation ModelThe methodology proposed in Se
tion 5.3.2 follows a 
lient-side strategy:the 
lient performs all of the 
onstraint generation and 
he
king at as-sembly time. In that approa
h, a 
omponent produ
er may supply the17



features, but the 
lient performs the veri�
ation after 
hoosing whi
h fea-tures to integrate; the veri�
ation algorithm therefore 
an exploit knowl-edge about all of the features that will be in the �nal produ
t.A di�erent methodology would support server-side veri�
ation, wherethe feature produ
er would generate 
onstraints, leaving the 
lient to 
he
k
ompatibility at assembly time.6 This framework parameterizes the veri�-
ation algorithm over the features to be 
omposed. This ne
essarily deferssome model 
he
king to assembly time, but all model 
he
king remainslo
al to individual features.7Our 
onstraint and data environment generation te
hniques support
ompositional veri�
ation under both approa
hes. The �rst style gener-ates a large 
olle
tion of 
onstraints during analysis of individual features,but requires no model 
he
king at 
omposition time. The generated 
on-straints are reusable a
ross subsets and permutations of features withinthe produ
t, thus amortizing the 
ost of produ
t assembly over many prod-u
ts within the produ
t family. The se
ond style supports an algorithmin whi
h the set of available features may be unde
ided until 
ompositiontime; this 
exibility leads to the potential additional model 
he
king runs.In both 
ases, our approa
h is sound under 
ompositional reasoning.6 Experimental ValidationWe have implemented the methodology des
ribed in this paper and testedit on a more extensive version of Hall's email 
ase study [14℄. Our imple-mentation uses a restri
ted data environment generation algorithm thatdoes not handle features that set data propositions within 
y
les; this re-stri
tion yielded a faster algorithm that was suÆ
ient for the email 
asestudy.As this paper attempts to improve on the methodology from the workof Li, Fisler and Krishnamurthi [18℄, our primary goal was to reprodu
ethe results from that work on the same 
ase study. The new methodol-ogy mat
hes the results of the old one: on ea
h property for whi
h theprior approa
h reported no property violation, the new one reports thatproperty as holding in the full system (this is a stronger 
laim than inthe old methodology). Furthermore, on ea
h property for whi
h the priorapproa
h reported a feature intera
tion, the new one also reported a po-tential intera
tion. As our primary goal was to 
on�rm soundness of theapproa
h, we do not report performan
e results.7 Perspe
tive and Future WorkPrevious work [18℄ has argued that model 
he
king did not seem an ap-propriate approa
h for feature veri�
ation, due to the 
lumsiness thatarose when using 3-valued model 
he
king to handle open features. Thismethodology is more satisfying. While this approa
h is still subje
t to theusual 
omplexities and 
on
erns underlying model 
he
king, it does not6Previous work [12, 18℄ has taken this approa
h.7This model treats C-external slightly di�erently to preserve 
ompositionality.18



in
lude undue additional 
omplexities to a
hieve 
ompositionality underopenness.The present methodology does, however, make some simplifying as-sumptions that we are working to relax as part of our future work. First,the methodology assumes that the 
ompositions of features are a
y
li
.Features may 
ontain 
y
les internally, but the graph showing 
onne
tionsbetween features must form a DAG; the algorithms presented in this pa-per assume feature 
onne
tions form a linear 
hain rather than a DAGfor simpli
ity. This is less of a restri
tion than it seems, be
ause feature
omposition often resembles simple pipe-and-�lter systems in whi
h theonly 
y
les lie within the base produ
t (whi
h we already support).The se
ond assumption 
on
erns 
y
les within features. The 
urrent
onstrain algorithm assumes that no 
y
le within a feature sets thevalue of a data proposition. We 
ould support su
h assignments to lo
alpropositions (su
h as a loop 
ounter), but not to propositions that mustappear in the 
onstraint. Although the examples we have used to test ourmethodology are 
onsistent with this assumption, relaxing this remainsan issue for future work.8 Con
lusionThis paper presents a 
ompositional methodology for verifying featuresas open systems. By de�nition, any te
hnique that attempts to verifyopen systems modularly must 
ontend with insuÆ
ient information. Thispaper exploits a key insight about the nature of openness in 
ompositionalfeature veri�
ation: features are open with regards to two distin
t kinds ofinformation. Spe
i�
ally, openness arises from both propositional values
owing into a feature and temporal 
onstraints on the 
ontrol 
ow leavinga feature.Con
retely, this paper presents an algorithm that derives separate in-terfa
e information for ea
h form of openness. Using standard 
ow anal-ysis te
hniques, we derive a propositional formula summarizing the datavalues that ea
h feature provides to subsequent features; using CTL model
he
king, we derive a temporal 
onstraint on the su

essor states of ea
hfeature. A series of simple propositional 
he
ks on the resulting 
onstraintsat 
omposition time determines whether 
ompositions of features violatesystem-wide properties. The approa
h is 
ompositional be
ause model
he
king o

urs only at the level of individual features during 
onstraintgeneration.This work stands in 
ontrast to prior work on this problem, whi
hmodeled unavailable information using 3-valued logi
. The 
orrespondingmethodology therefore required model 
he
king algorithms for and pro-du
ed interfa
e formulas in this more 
omplex logi
. The resulting algo-rithm, while e�e
tive for dete
ting property violations, required multiplemodel 
he
king passes per property per feature and yielded overly 
omplexinterfa
es. The new methodology presented in this paper eliminates theseproblems without diminishing the e�e
tiveness of 
ompositional featureveri�
ation; in parti
ular, it uses 
onventional 2-valued model 
he
king,restri
ting 3-valued reasoning to purely propositional 
ases. We have im-19



plemented the new methodology and mat
hed the results of a 
ase studyperformed using the 3-valued methodology.A Proof of Lemma 1Lemma 1 Let F1 and F2 be features with data environments E1 andE2, respe
tively. Let R be the set of all transitions from states of F1 tostates of F2 in the 
omposition F1 Æ F2. Let E0st2 be the 
omposed dataenvironment for some st2 under R and Est2 be the data environment forst2 in the 
omposition. hs01 ; DV i 2 Est2 i� hs01 ; DV i 2 E0st2 .Proof:Let V be a data value, hs01 ; DV i 2 Est2 and hs01 ; DV 0i 2 E0st2 . Weshow that V 2 DV 0 i� V 2 DV .If: V is the data value for some � = s01 ; s1; :::; st1 ; s02 ; :::; st2 , where(st1 ; s02) 2 R. Note that if we partition � at any arbitrary state to break itinto two paths �1 and �2, then V is equivalent to V2[fhp; vi 2 V1jp 62 dom(V2g,where V1; V2 are the data environments for �1 and �2 respe
itively.In parti
ular, V is equivalent to V2 [ fhp; vi 2 V1jp 62 dom(V2g whereV1 is the data value for s01 ; :::; st1 and V2 is the data value for s02 ; :::; st2 .Therefore V 2 DV 0.Only if: V is 
omposed of some V1 and V2 from the data environ-ments of F1 and F2 respe
tively. V1 is the data value for some �1 =s01 ; s1; :::; st1 , and V2 is the data value for some �2 = s02 ; :::; st2 , where(st1 ; s02) 2 R. V is the data value for � = �1; st1 ; s02 ;�2, sin
e V 
on-tains the last value of ea
h proposition bound along that path. ThereforeV 2 hs01 ; DV i.B Proof of Theorem 1To prove this theorem, we will need two lemmas showing that path-
onstrain operates 
orre
tly for EG and EU . There is simultaneousindu
tion here: the lemmas assume that the theorem holds for the sub-formulas of EG;EU , and the theorem assumes that the lemmas hold forsubformulas in the stru
tural indu
tion. The base 
ase of the simultane-ous indu
tion is the propositional 
ase in the theorem. We are showingthat for ea
h di�erent type of formula, the result of getting the 
onstrainton that formula in F1, repla
ing temporal 
onstraints with their valuesin F2, and 
he
king truth/falsehood in the data environment V is thesame as that of running 
onstrain on the 
omposition augmented withthe data environment V . Note also that we have de�ned 
R just beforethe statement of the 
onstrain theorem in the paper. Finally, this is theunderlying reasoning about repla
ing temporal sub
onstraints with theirvalues: the values from F2 are the values of modelling the formula in thedata environment of F1 o V. This means that 
onstrain holds (doesn'thold) for all data values from F1 o V, whi
h in parti
ular means that itholds (doesn't hold) for whatever path value we are 
onsidering, sin
e thepath value is a data value. 20



Lemma 3 Let F1 and F2 be features, s be a state in F1, and '1 a CTLformula for whi
h Theorem 1 holds. Let V be a data value 
oming into F1.Let P be a path environment from some initial state s0 of F1 to s and letmarked � SF1 . Let 
 be the result of path-
onstrain(F1; EG '1; s; P;marked).Then:path-
onstrain(F1V 0 Æ F2; EG '1; s; V ÆP;marked) = true if V sat-is�es 
R.path-
onstrain(F1V 0 ÆF2; EG '1; s; V ÆP;marked) = false if V doesnot satisfy 
R.Proof:We will prove this by indu
tion on the number of states in SF1 nmarked.Base 
ase: SF1 nmarked is empty.In this 
ase, s 2 marked, meaning that 
R = true, and path-
onstrain(F1V 0ÆF2; EG '1; s; V Æ P;marked) = true as well (by the algorithm).Indu
tive step: Assume that the lemma holds when SF1 nmarkedhas n states. Show that it holds when SF1 nmarked has n+ 1 states.V satis�es 
R:If s 2 marked, then we 
an prove that the lemma holds using thesame reasoning as the base 
ase. If s is a terminal state, then V satis�es
onstrain('1; s; path � env)R and the su

essor of s models EG '1 inthe data environment F1V 0 (by the algorithm and the de�nition of 
R).Therefore, the lemma holds (sin
e modelling EG in the data environmentimplies that 
onstrain is true for all path environments{see reasoning forEX 
ase of the theorem).Therefore, assume that s is not a terminal state and s 62 marked. Inthis 
ase,V 2 sat(
onstrain('1; s; path� env)R) and for some su

essor t of s,V 2 sat(path-
onstrain(EG'1; t; extend�path�env(t; path�env);marked[s)R). Thus, by the assumptions of the lemma and the indu
tive hypopa-per, path-
onstrain(F1V 0 Æ F2; EG '1; s; V Æ P;marked) = true.V does not satisfy 
R:If s is a terminal state, V 62 sat(
onstrain('1; s; path � env)R) orthe su

essor of s does not model EG '1 in the data environment F1V 0.Therefore, the lemma holds (by the assumptions of the lemma and thede�nition of modelling in a data environment). s 
annot be in markedsin
e 
R would then be a tautology.Therefore, assume that s is not a terminal state and s 62 marked. Inthis 
ase,V 62 sat(
onstrain('1; s; path� env)R) or for all su

essors t of s,V 62 sat(path-
onstrain(EG'1; t; extend�path�env(t; path�env);marked[s)R). Thus, by the assumptions of the lemma and the indu
tive hypopa-per, path-
onstrain(F1V 0 Æ F2; EG '1; s; V Æ P;marked) = false.Lemma 4 Let F1 and F2 be features, s be a state in F1, and '1; '2 CTLformulas for whi
h Theorem 1 holds. Let V be a data value 
oming intoF1. Let P be a path environment from some initial state s0 of F1 to s andmarked � SF1 . Let 
 be the result of path-
onstrain(F1; E '1U '2; s; P;marked).21



Then:path-
onstrain(F1V 0 Æ F2; E '1U '2; s; V Æ P;marked) = true if Vsatis�es 
R.path-
onstrain(F1V 0 Æ F2; E '1U '2; s; V Æ P;marked) = false if Vdoes not satisfy 
R.Proof: We will prove this by indu
tion on the number of states inSF1 nmarked.Base 
ase: SF1 nmarked is empty.In this 
ase, s 2 marked, meaning that 
R = false, and path-
onstrain(F1V 0 Æ F2; E '1U '2; s; V Æ P;marked) = false as well (bythe algorithm).Indu
tive step: Assume that the lemma holds when SF1 nmarkedhas n states. Show that it holds when SF1 nmarked has n+ 1 states.V satis�es 
R:s 
annot be in marked sin
e 
R would then be unsatis�able (by thealgorithm). If s is a terminal state, then we are done using similar rea-soning to Lemma 3 (with the addition that the satisfa
tion 
ould 
omefrom '2{see reasoning below). Therefore, assume that s is not a ter-minal state and s 62 marked. In this 
ase, we either have that V 2sat(
onstrain('2; s; path�env)R) or that V 2 sat(
onstrain('1; s; path�env)R) and for some su

essor t of s, V 2 sat(path-
onstrain(E '1U '2; t; extend�path� env(t; path� env);marked[ s)R). In the former, the assumptionsof the lemma show that the lemma holds. In the latter, by the assump-tions of the lemma and the indu
tive hypopaper, path-
onstrain(F1V 0 ÆF2; EG '1; s; V Æ P;marked) = true.V does not satisfy 
R:If s is in marked, then we prove that the lemma holds using thesame reasoning as the base 
ase. If s is a terminal state, then we aredone using similar reasoning to Lemma 3. Therefore, assume that s isnot a terminal state and s 62 marked. In this 
ase, we have that V 62sat(
onstrain('2; s; path�env)R), and that V 62 sat(
onstrain('1; s; path�env)R) or for all su

essors t of s, V 62 sat(path-
onstrain(E '1U '2; t; extend�path�env(t; path�env);marked[s)R). Thus, by the assumptions of thelemma and the indu
tive hypopaper, path-
onstrain(F1V 0ÆF2; EG '1; s; V ÆP;marked) = false.Theorem 1Let F1 and F2 be features, s be a state in F1, and ' a CTL formula. LetV be a data value 
oming into F1. Let P be a path environment from someinitial state s0 of F1 to s. Let 
 be the result of 
onstrain(F1; '; s; P ).Then:
onstrain(F1V 0 Æ F2; '; s; V Æ P ) = true if V satis�es 
R.
onstrain(F1V 0 Æ F2; '; s; V Æ P ) = false if V does not satisfy 
R.Proof:Unless otherwise noted, 
onstrain is operating within the 
ontext ofF1. Also note that for every formula for whi
h we assume that Theorem 1holds, we also assume that Lemma 3 and 4 hold{this is the simultaneousindu
tion. 22



Case ' = p (an atomi
 proposition):V 2 sat(
R):There are three 
ases: either p is a 
ontrol proposition of F1 andp 2 Tr(s), p is a data proposition and P (p) = T , or p is a data propositionthat is not bound by P and V (p) = T . In ea
h 
ase, 
onstrain(F1V 0 ÆF2; p; s; V Æ P ) = true.V 62 sat(
R):There are four 
ases: either p is a 
ontrol proposition of F1 and p 2Fa(s), p 2 C �EXTERN , p is a data proposition and P (p) = F , or p isa data proposition that is not bound by P and V (p) = F . In ea
h 
ase,
onstrain(F1V 0 Æ F2; p; s; V Æ P ) = false.Case ' = :'1 :We assume that the theorem holds for '1.V 2 sat(
R): V 62 sat((
onstrain('1; s; P )R). By our assump-tion this means that 
onstrain(F1V 0 Æ F2; '1; s; V Æ P ) = false. Thus,
onstrain(F1V 0 Æ F2; '; s; V Æ P ) = true.V 62 sat(
R): V 2 sat(
onstrain('1; s; P )R). By our assumption thismeans that 
onstrain(F1V 0ÆF2; '1; s; V ÆP ) = true. Thus, 
onstrain(F1V 0ÆF2; '; s; V Æ P ) = false.Case ' = '1 _ '2:We assume that the theorem holds for '1; '2.V 2 sat(
R): Either V 2 sat(
onstrain('1; s; P )R) or V 2 sat(
onstrain('2; s; P )R).WLOG assume that V 2 sat(
onstrain('1; s; P )R). By our assumptionthis means that 
onstrain(F1V 0 Æ F2; '1; s; V Æ P ) = true. Therefore,
onstrain(F1V 0 Æ F2; '; s; V Æ P ) = true.V 62 sat(
R): V 62 sat(
onstrain('1; s; P )R) and V 62 sat(
onstrain('2; s; P )R).By our assumption this means that 
onstrain(F1V 0 Æ F2; '1; s; V Æ P ) =false and 
onstrain(F1V 0ÆF2; '2; s; V ÆP ) = false. Therefore, 
onstrain(F1V 0ÆF2; '; s; V Æ P ) = false.Case ' = '1 ^ '2:We assume that the theorem holds for '1; '2.V 2 sat(
R): V 2 sat(
onstrain('1; s; P )R) and V 2 sat(
onstrain('2; s; P )R).By our assumption this means that 
onstrain(F1V 0 Æ F2; '1; s; V Æ P ) =true and 
onstrain(F1V 0ÆF2; '2; s; V ÆP ) = true. Therefore, 
onstrain(F1V 0ÆF2; '; s; V Æ P ) = true.V 62 sat(
R): Either V 62 sat(
onstrain('1; s; P )R) or V 62 sat(
onstrain('2; s; P )R).WLOG assume that V 62 sat(
onstrain('1; s; P )R). By our assumptionthis means that 
onstrain(F1V 0 Æ F2; '1; s; V Æ P ) = false. Therefore,
onstrain(F1V 0 Æ F2; '; s; V Æ P ) = false.Case f = EX '1:We assume that the theorem holds for '1. We break the proof intotwo 
ases: �rst, where s is a non-terminal state, and se
ond, where s is aterminal state.s is a non-terminal state:V 2 sat(
R): V 2 sat(
onstrain('1; t; extend� path� env(P; t))R)for some t 2 su

(s). By our assumption, 
onstrain(F1V 0 Æ F2; '1; t; V Æ23



extend � path� env(P; t)) = true. Thus, 
onstrain(F1V 0 Æ F2; '; s; V ÆP ) = true (by the algorithm).V 62 sat(
R): V 62 sat(
onstrain('1; t; extend� path� env(P; t))R)for all t 2 su

(s). By our assumption, 
onstrain(F1V 0 Æ F2; '1; t; V Æextend�path�env(P; t)) = false for all t 2 su

(s). Thus, 
onstrain(F1V 0ÆF2; '; s; V Æ P ) = false (by the algorithm).s is a terminal state:V 2 sat(
R): This means that the state t0 to whi
h s is 
onne
tedin the 
omposition models '1 in the data environment of F1V 0, whi
h inparti
ular implies that 
onstrain(F1V 0 Æ F2; '1; t0; V Æ extend� path�env(P; t0)) = true. Therefore, 
onstrain(F1V 0 Æ F2; '; s; V Æ P ) = true.V 2 sat(
R): This means that the state t0 to whi
h s is 
onne
tedin the 
omposition does not model '1 in the data environment of F1V 0,whi
h in parti
ular implies that 
onstrain(F1V 0 ÆF2; '1; t0; V Æextend�path�env(P; t0)) = false (by the de�nition of modelling in a data environ-ment and the fa
t that P is in the data environment of F10V ). Therefore,
onstrain(F1V 0 Æ F2; '; s; V Æ P ) = false.Case f = EG '1:We assume that the theorem holds for '1. Lemma 3 then gives us thedesired result.Case f = E '1 U '2:We assume that the theorem holds for '1; '2. Lemma 4 then gives usthe desired result.Referen
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