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ABSTRACTA Data Stream Manager (DSM) a

epts push-based inputfrom a set of data sour
es, pro
esses these inputs with re-spe
t to a set of standing queries, and produ
es outputsbased on Quality-of-Servi
e (QoS) spe
i�
ations. When in-put rates ex
eed system 
apa
ity, system will be
ome over-loaded and laten
y will deteriorate. Under these 
onditions,the system will shed load, thus degrading the answer, inorder to improve the observed laten
y of the results.This paper examines a te
hnique for dynami
ally insertingand removing Drop operators into the query plan as requiredby the 
urrent load. We examine two types of Drops: the�rst drops a fra
tion of the tuples in a random fashion, andthe se
ond drops tuples based on the importan
e of their
ontent. We address the problems of determining when loadshedding is needed, where in the query plan to insert Drops,and how mu
h of the load should be shed at that point inthe plan. We present an algorithm for a

omplishing thisand experimental eviden
e that it 
an rea
t qui
kly and 
anbring the system ba
k into the useful operating range.
1. INTRODUCTIONNew appli
ations that must deal with vast numbers of in-put streams are be
oming more 
ommon. These in
lude ap-pli
ations that pro
ess data from small embedded sensors,appli
ations that must 
orrelate �nan
ial data feeds, and ap-pli
ations that must manage input from a very large numberof geo-positioning devi
es. A new 
lass of data managementsystems is emerging in response to these appli
ations. Thesesystems provide the same kind of infrastru
ture to stream-based appli
ations that database management systems haveprovided for data pro
essing appli
ations. A stream datamanager uses appli
ation-level semanti
s to make intelli-gent de
isions about resour
e allo
ation. Typi
ally, the re-sour
es in question in
lude storage, pro
essor 
y
les, andbandwidth.

Our designs have been in
uen
ed heavily by several spe
i�
appli
ations. In parti
ular, we have studied an appli
ationthat performs remote triage over a battle�eld given ten totwenty bio-sensors embedded in ea
h soldier's uniform. Wehave also worked with an appli
ation that 
olle
ts re
onnais-san
e data from an advan
ed airplane about the positions ofenemy units and that is 
on
erned with the intelligent dis-semination of this information to a series of ground stationsea
h with di�erent requirements. We are also beginning anexperimental e�ort to manage �sh respiratory data as anindi
ator of the presen
e of toxins in a reservoir.All of these appli
ations are 
hara
terized by a large numberof push-based data sour
es in whi
h the data arrival rates
an be high and unpredi
table. Ea
h of these appli
ations isresponsible for monitoring this data to dete
t 
riti
al situa-tions. During these events, the data rates 
an in
rease, andit is mu
h more important that relevant data get deliveredin a timely fashion. In the Aurora system, an expressionof the relative importan
e of output events is 
aptured as aQoS spe
i�
ation. The system must always try to maximizethe total delivered QoS. During times of stress, the inputrates 
an 
reate a load that ex
eeds the system 
apa
ity. Inthese 
ases, the only way to operate within the QoS boundsis to shed some of the load. In general terms, load sheddingis the pro
ess of dropping out ex
ess load from the system.In a query network of operators, one obvious way of loadshedding is to drop out data values from the data pro
ess-ing network. Dynami
ally 
hoosing where in the network toshed load and how mu
h load to shed is a 
hallenging prob-lem. This paper explores s
alable load shedding te
hniquesfor large pro
essing networks.The work des
ribed in this paper 
on
entrates on the pro-
essor as the main resour
e with the overload problem andexploits appli
ation-spe
i�
 QoS information for sheddingex
ess load. We believe that QoS is spe
i�ed separatelyfor ea
h appli
ation. It des
ribes the relationship betweenvarious 
hara
teristi
s of an answer and the usefulness (i.e.,utility) of that answer. Thus, we model QoS as a set offun
tions that relate a parameter of the output to its utility.For example, in many appli
ations, answers are only usefulif they are timely. Therefore, the utility of an answer 
an bea fun
tion of the laten
y involved in its 
reation. Also, theutility of an answer 
an be a fun
tion of the output value.Some values are more interesting than others.It should be noted that while dropping tuples will 
ertainly



Figure 1: Aurora Model

Figure 2: Aurora Ar
hite
tureredu
e the pro
essing requirements on the system, and, thus,redu
e the e�e
tive load, it will also have a detrimental e�e
ton the a

ura
y of the answer. Said another way, load re-du
tion to improve laten
y and a

ura
y are fundamentallyat odds. When we improve utility by shedding load and re-du
ing laten
y, we ne
essarily lose utility by produ
ing anapproximate answer. The te
hni
al 
hallenge in this work isto balan
e these two e�e
ts so that we end up gaining morethan we lose.The next se
tion is a very brief overview of the Aurora sys-tem. Se
tion 3 presents a detailed dis
ussion of the problem.Se
tion 4 
ontains the des
ription of our load shedding algo-rithm. Se
tions 5 and 6 present the experiments and theirresults. Se
tion 7 outlines related work, and Se
tion 8 sum-marizes the work and provides future dire
tions.
2. AURORA OVERVIEWThe Aurora system has been designed to deal with very largenumbers of data streams. Users build queries out of a smallset of operators (a.k.a. boxes). The 
urrent implementationprovides a user interfa
e for tapping into pre-existing inputsand network 
ows and for wiring boxes together to produ
eanswers at the outputs. While it is 
ertainly possible toa

ept input as de
larative queries, we feel that for a verylarge number of su
h queries, the pro
ess of 
ommon sub-expression elimination is too diÆ
ult. Figure 1 illustratesthe basi
 model of Aurora.

A simple stream is a potentially in�nite sequen
e of tuplesthat all have the same stream ID. An ar
 
arries multiplesimple streams. This is important so that simple streams
an be added and deleted from the system without havingto modify the basi
 network. A query, then, is a sub-networkthat ends at a single output and in
ludes an arbitrary num-ber of inputs. Boxes 
an 
onne
t to multiple downstreamboxes. All su
h path splits 
arry identi
al tuples. Multiplestreams 
an be merged sin
e some box types a

ept morethan one input (e.g., Join, Union). We do not allow any
y
les in an operator network.A more detailed system ar
hite
ture of Aurora is given inFigure 2. This �gure shows the ar
hite
ture of the basi
 Au-rora run-time engine, whi
h pro
esses stream 
ows througha potentially large work
ow diagram. Here, inputs fromdata sour
es and outputs from boxes are fed to the router,whi
h forwards them either to external appli
ations or to thestorage manager to be pla
ed on the proper queue. The stor-age manager is responsible for maintaining the box queuesand managing the bu�er. Con
eptually, the s
heduler pi
ksa box for exe
ution, as
ertains what pro
essing is required,and passes a pointer to the box des
ription (together witha pointer to the box state) to the multi-threaded box pro-
essor. The box pro
essor exe
utes the appropriate oper-ation and then forwards the output tuples to the router.The s
heduler then as
ertains the next pro
essing step andthe 
y
le repeats. The QoS evaluator 
ontinually monitorssystem performan
e and a
tivates the load shedder when itdete
ts an overload situation and poor system performan
e.The load shedder then sheds load till the performan
e of thesystem rea
hes an a

eptable level. The 
atalog in Figure2 
ontains information regarding the network topology, in-puts, outputs, QoS information, and relevant statisti
s (e.g.,sele
tivity, average box pro
essing 
osts), and is essentiallyused by all 
omponents.As stated above, tuples arrive at the input and are queuedfor pro
essing. The s
heduler sele
ts a box with waitingtuples and exe
utes that box on one or more of the inputtuples. The way the s
heduler works is a topi
 for anotherpaper. We will make the assumption here, though, that thes
heduler will always use available pro
essor 
y
les in an op-timal way with respe
t to improving QoS. This assumptionis very relevant for the load shedding approa
h taken in thispaper.Aurora supports persistent storage in two di�erent ways.First, when box queues 
onsume more storage than availableRAM, the system will spill tuples that are less likely to beneeded soon to se
ondary storage. Se
ond, ad ho
 queries
an be 
onne
ted to (and dis
onne
ted from) any ar
 forwhi
h a 
onne
tion point has been de�ned. A 
onne
tionpoint stores histori
al portions of a stream that has 
owedon the ar
. For example, one 
ould de�ne a 
onne
tion pointas the last hour's worth of data that has been seen on a givenar
. Any ad ho
 query that 
onne
ts to a 
onne
tion pointhas a

ess to the full stored history as well as any additionaldata that 
ows past while the query is 
onne
ted.Ea
h output is supplied with a Quality of Servi
e (QoS)spe
i�
ation. Currently, QoS is 
aptured by three fun
tions(1) a laten
y graph, (2) a value-based graph, and a (3) loss-
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e Graphstoleran
e graph as shown in Figure 3. The laten
y graphindi
ates how utility drops as an answer is delayed. Thevalue-based graph shows whi
h values of the output spa
eare most important. The loss-toleran
e graph is a simpleway to des
ribe how averse the appli
ation is to approxi-mate answers. Quality metri
 of the loss-toleran
e graph isthe per
entage of output tuples delivered to an appli
ation,100% indi
ating zero loss. Loss-toleran
e graph may eitherbe expli
itly de�ned for an appli
ation or be automati
allyderived from a de�ned value-based graph.
3. THE PROBLEMIn what follows, we explore te
hniques for s
alable load shed-ding in Aurora. We model load shedding as the automati
insertion of additional load redu
ing boxes into a runningnetwork. A load redu
ing box must produ
e fewer outputtuples than it gets as input. We shall 
all these drop boxes(or just drops). In this paper, we 
onsider two fundamentaltypes of drop boxes.1. Random drop. This box takes a single parameter pthat expresses the per
entage of messages that shouldbe dropped. This is implemented by tossing a 
ointhat is weighted by p.2. Semanti
 drop. This box is essentially a �lter boxwith a predi
ate whose sele
tivity 
orresponds to 1�pand that dis
ards tuples with the lowest utility (asgiven in the value-based utility graph).The load shedding pro
ess 
onsists of three fundamental de-
isions.1. Determining when to shed load. A momentaryspike should not be treated as an overload. The systemwill re
over from that by itself. Load shedding is tooheavyweight a pro
ess for dealing with short bursts.2. Determining where to shed load. Tuples 
an bedropped at any point in the pro
essing network. Obvi-ously, dropping, them early avoids wasting work; how-ever, be
ause streams 
an fanout to multiple outputs,an early drop might adversely e�e
t too many appli-
ations.

3. Determining how mu
h load to shed. On
e wehave determined where to insert a drop box, we mustde
ide the magnitude of that drop. In the 
ase of arandom drop, this involves de
iding on the per
entageof dropped messages. In the 
ase of a semanti
 drop,we must also de
ide whi
h tuples to dis
ard (i.e., theform of the predi
ate).The general problem 
an be stated as follows. We are givena pro
essing network N , a set of input streams I that in
ludethe input rates, and a system 
apa
ity C. Let N(I) indi-
ate the network N operating on inputs I, and Load(N(I))represent the load as a fra
tion of the total 
apa
ity C thatnetwork N(I) presents. Load shedding is typi
ally invokedwhen Load(N(I)) > C. The problem is to �nd a new net-work N 0 that is derived from network N by inserting dropsalong existing ar
s of N su
h that:minfUa

ura
y(N(I))� Ua

ura
y(N 0(I))g, andLoad(N 0(I)) < H � C.Ua

ura
y is the utility that is measured from the loss-toleran
e(% tuples) graph, and the 
onstant H is a measure of howmu
h headroom is desirable in the system to guard againstfuture overloads. Ua

ura
y(N(I)) represents the measuredutility when there is no load shedding (i.e., there are no in-serted drops). In this 
ase, the utility as measured by theloss-toleran
e graph will be 1. Thus, 1 � Ua

ura
y(N 0(I))is the loss of utility introdu
ed by load shedding. It is thisquantity that we want to minimize.We assume that the network is very large. Thus, any al-gorithm that must inspe
t all queues dynami
ally will nots
ale. We further assume that any 
y
les that are re
overedby the load shedder will be used sensibly by the s
heduler toimprove the overload situation. We 
an, therefore, simply�gure out how mu
h 
apa
ity we need to re
over and thenprodu
e a plan to do so. The s
heduler will do the rest.We need not worry about how the 
y
les might be used.This de
oupling of the s
heduler and the load shedder is animportant simpli�
ation.The next se
tion des
ribes our algorithms in detail.



4. THE ALGORITHMSWe have developed a s
alable load shedding algorithm withtwo variants, one for inserting random drops (or simply,drops) and one for inserting semanti
 drops (i.e., �lters).This se
tion �rst gives the overall stru
ture of the algorithmsand then provides some detail on how we build and use thefundamental data stru
tures.
4.1 Algorithm StructureThe load shedder always operates in a loop, dete
ting im-portant 
hanges to the load status and rea
ting a

ordingly.The �rst a
tion 
he
ks the 
urrent load situation at a regularpreset interval to see if the load is too high or too low. Theload 
an be too low if a previous step set a load sheddinga
tion that is now too extreme or unne
essary. We will 
allthis the load evaluation step.The load evaluation step begins by 
omparing the 
urrentload with the maximum system 
apa
ity. To 
ompute thetotal load, we do a simple 
al
ulation that involves the 
ur-rent input rates, the box 
osts and the box sele
tivities. This
al
ulation has two pie
es: the load 
reated by the 
urrentstream rates, whi
h we 
all the stream load; and the load dueto any queues that may have built up sin
e the last load eval-uation step, whi
h we 
all the queue load. The total load isa summation of the two pie
es.If the total load is greater than the system 
apa
ity timesa �xed headroom fa
tor, then the system is overloaded andload must be shed by inserting drops. The headroom is aparameter that expresses reserve 
apa
ity that 
an be usedto avoid thrashing the load shedding pro
ess. On the otherhand, if the total load is less than the system 
apa
ity timesthe headroom fa
tor, then load 
an be added by removingdrops that might have been inserted in previous steps.The next major a
tion in the load shedding algorithm is todetermine what drops to insert and where to put them. Ourapproa
h builds a stati
 table 
alled the Load Shedding RoadMap (LSRM) that 
aptures a sequen
e of plans for a
hievingprogressively higher levels of load redu
tion. This meansthat this step 
an be redu
ed to a series of table lookups.The intuition behind the table is whenever we want to redu
ethe load by a parti
ular amount L, there will be a single bestway to do that. The best way to redu
e the load by L is tobuild on the plan generated for L. Su

essive rows of thetable in
rease the amount of load that is shed. This mightinvolve adding additional drop boxes and pushing existingdrop boxes past split points.When an overload is dete
ted, we use the LSRM to �nda plan for re
overing total load - headroom*
apa
ity 
y
les.Ea
h row in the table has an indi
ation of a re
overy 
o-eÆ
ient for ea
h of the input streams that quanti�es thefra
tion of the load that will be re
overed from that path.The table also 
ontains a plan for where to pla
e drop boxesalong the 
orresponding input paths. We take the streamrate for ea
h input stream and multiply it by the 
orrespond-ing re
overy 
oeÆ
ient. The sum of these produ
ts is thea
tual amount of load that the plan will shed. If this sumis not enough, then we go to the next row in the table and
ompute its e�e
t on the load. The desired load shedding

amount is sear
hed in this way until we rea
h a row whi
hwill save us enough 
y
les to bring the system ba
k to astable state. The plan stored in that row is adopted.This pro
ess then repeats by monitoring the load again atthe spe
i�ed interval. If the load is ever determined to be toolow, then the load shedding pro
ess is essentially run ba
k-wards. We always keep a 
ursor that indi
ates whi
h row inthe LSRM was used last. We 
an move upward though therows repla
ing plans with less aggressive ones until we rea
hthe desired headroom.
4.2 Load CoefficientsEa
h input to the network has an asso
iated load 
oeÆ
ientthat 
an be stati
ally 
omputed. The load 
oeÆ
ient rep-resents the number of pro
essor 
y
les required to push asingle input stream tuple through the network to the out-puts. Consider the input stream I given in Figure 4, runningthrough a simple 
ontinuous query of n operator boxes andprodu
ing an output stream O.

I OC1
S1

C2
S2

Cn
SnFigure 4: Cal
ulating load 
oeÆ
ients for stream IAssume that ea
h box i has an asso
iated 
ost Ci and se-le
tivity Si. The load 
oeÆ
ient for input I is 
omputedas L = nXi=1 (i�1Yj=1Sj) � Cifor all n boxes on a path from input I to the output O. If aninput has load 
oeÆ
ient L (in 
y
les per tuple) and inputrate r (in tuples per time unit), the a
tual run-time load forthat input is L � r (
y
les per time unit). If there are Ninputs, we 
an 
ompute the total stream load asNXi=1 Li � ri:Likewise, ea
h box in the network has a pre-
omputed load
oeÆ
ient whi
h represents the number of 
y
les required topush a single tuple from that box to the outputs. We use this
oeÆ
ient to 
al
ulate the 
ontribution of ea
h box to thetotal queue load. First, we de�ne a global system parameter
alled MIN Q MELT RATE. This parameter is a lowerbound on how fast we want to melt (i.e., shrink) the queues.It represents the queue length redu
tion per time unit as afra
tion of the 
urrent queue length. A box i with a load
oeÆ
ient Ci and queue of length Qi 
ontributes to the totalqueue load byMIN Q MELT RATE �Ci �Qi. The queueload of all boxes are summed to 
al
ulate the total queueload. Essentially, by having queue load > 0, we 
ause anovershedding in the network to melt the queues. After allthe queues are melted, the load shedder may dis
over thatthere are redundant drop boxes and may remove some ofthem.In Figure 5, we provide an example query network with two
ontinuous queries and two input streams. We present load
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O1

O2Figure 5: Example query network and with load
oeÆ
ients
oeÆ
ients for ea
h of the two input streams as well as load
oeÆ
ients for ea
h box in the network. All of these 
o-eÆ
ients 
an be 
omputed stati
ally. The a
tual run-timeload 
an easily be 
al
ulated using these pre-
omputed 
o-eÆ
ients. For example, if it turns out that input streamsI1 and I2 have rates of 10 and 20 tuples per se
ond, re-spe
tively, then the stream load of this network be
omes3:22�10+1:98�20 = 71:8 
y
les per se
ond. Additionally, ifit turns out that box 3 has a queue of 50 tuples and box 5 hasa queue of 100 tuples given that MIN Q MELT RATE =0:1, then the queue load of this network be
omes 0:1 � (0:8 �50 + 1:98 � 100) = 23:8. Thus, the total 
urrent load of thenetwork adds up to 71:8 + 23:8 = 95:6 
y
les per se
ond.
4.3 The Load Shedding Road Map (LSRM)We stati
ally 
ompute a load shedding road map (LSRM) tobe used at run-time when overload is dete
ted. The LSRMis an ordered sequen
e of entries, ea
h of whi
h is a triple ofthe form (CSC� list; PDC� list; P lan). The P lan is a setof drops that will be inserted at predetermined points in thenetwork. The CSC � list is a list of input streams that willbe a�e
ted by the P lan along with their asso
iated Cy
leSavings CoeÆ
ients (CRC's). A 
y
le savings 
oeÆ
ient
an be multiplied by a stream rate to determine how many
y
les will be saved along a path if the P lan is adopted, asillustrated in the previous se
tion. The PDC�list is a list ofPer
ent-Delivered Cursors (PDC) for the loss-toleran
e QoSgraphs, one for ea
h output, indi
ating where the system willbe running (in terms of per
ent of tuple delivery) if the P lanis adopted.The basi
 
onstru
tion routine of the LSRM for both drop-based and �lter-based load shedder is 
ommon. We take theoriginal query network graph. As long as there is at least oneoutput whose per
ent delivery 
ursor is above 0, we appenda new entry to the LSRM. However, the way the new entryis 
reated at ea
h iteration of this loop is di�erent for thetwo algorithms, as we des
ribe below.
4.3.1 Drop-Based Load ShedderThe drop-based load shedder uses the following algorithmto 
reate LSRM entries. First, the appli
ation(s) with theminimum negative slope on the loss-toleran
e QoS graph isidenti�ed in referen
e to ea
h appli
ation's 
urrent PDC.Choi
e of the appli
ation with the minimum negative slope

guarantees that when we drop p per
ent of the output tuples,we drop them from the appli
ation whose utility degradesthe least.If there are any appli
ations whose 
urrent slope is 0, wedrop from ea
h the amount of data for whi
h the slope stays0. Su
h drops would have no e�e
t on the utility. If there arek appli
ations whi
h all have the minimum slope, we dropfrom ea
hmin(�(slope); STEP SIZE=k) load. �(slope) isthe per
entage range where the slope stays the minimum foran appli
ation. In other words, �(slope) is the additionalper
entage of tuples to drop until we rea
h an in
e
tionpoint in the graph. STEP SIZE is the maximum amountwe want to drop from the appli
ations in any one step. Wede�ne su
h an upper limit to avoid the 
ase in whi
h theslope of an appli
ation is 
onstant until it rea
hes 0% de-livery. This would 
ause us to shed all the load from thatsame appli
ation in a single step.After we identify the appli
ations and how mu
h to dropfrom ea
h, we 
reate a drop box with the determined sele
-tivity and pla
e it at the end of the query plans for ea
hof the appli
ations. Next, we push ea
h of the drop boxesupstream as far as possible. The more we push, the more
y
le savings we get. There are multiple potential obsta
lesthat prevents us from pushing the drop further:� Operator 
ommutativity properties� Operator sharing between multiple appli
ations (whi
hwe 
all splits)Pushing a drop box requires that the drop operator 
om-mute with the next operator in the path. If 
ommutativitydoes not hold, we need a way to a

ount for the e�e
t ofthis push on the query result semanti
s. So far, we have
onsidered query plans whose operators (e.g., �lter, map)
an swit
h pla
es with drops (both random and semanti
).More 
omplex operators like Windowed Join or Aggregatedo not always have this property. Extending our te
hniquesto in
lude more 
omplex queries is a topi
 for future re-sear
h.A split o

urs when the output of a box fans out to morethan one downstream box. Splits require a spe
ial treatmentdue to the fa
t that pushing a drop upstream past a boxwhose output is shared by other appli
ations a�e
ts all othershared outputs as well. Hen
e, the loss of utility might bemore than we intended if we push drops a
ross split points.Our algorithm avoids this situation by allowing pushing onlyif it is desirable by all the appli
ations that re
eive data fromthe split point. This is a
hieved by only pushing drops pastsplits when there are drop boxes on all sibling bran
hes.If so, we push a drop box whi
h is the "lowest 
ommondenominator" (the minimum drop) of all the sibling drops.For random drops, this 
orresponds to 
reating a drop boxwith the highest sele
tivity (i.e., minimum drop rate) of thesiblings. The siblings' sele
tivities (drop rates) are updatedby being divided with the maximum sele
tivity (minimumdrop rate). As a spe
ial 
ase, if all siblings have the samesele
tivity, we 
an remove all the sibling drop boxes afterthe new one is 
reated sin
e they be
ome redundant (i.e.,



their sele
tivity be
omes 1). When not all siblings have dropboxes, pushing stops at the split point. Otherwise, pushing
ontinues until either an input is rea
hed or another splitpoint avoids further pushing.When boxes with multiple inputs (like union) are en
oun-tered, we safely 
reate 
lones of the drop box and push allthe 
lones along ea
h of these paths.This algorithm returns a single LSRM entry (i.e., the triplewe mentioned earlier) whi
h 
ontains a list of drop boxesto be inserted on the original query network with their de-tailed des
ription in
luding their sele
tivities and where inthe query network they need to be inserted. The entryalso in
ludes the updated 
ursors for the loss-toleran
e QoSgraphs and 
y
le savings 
oeÆ
ients that this entry providesto the original query network.
4.3.2 Filter-Based Load ShedderFor semanti
 drops, our algorithm follows the same prin-
iples as the random drop algorithm des
ribed above. Se-le
ting an appli
ation and de
iding how mu
h data to dropis determined exa
tly as in the �rst algorithm. Note herethat, we 
an do this step in a uniform way sin
e we derivethe tuple-based (i.e., loss toleran
e) QoS graph from a givenvalue-based QoS graph. The details of this pro
edure aredes
ribed below.On
e the vi
tim appli
ation and the amount to be droppedis determined, we 
reate a �lter box rather than a dropbox. This �lter box must have the same sele
tivity as thepreviously determined drop amount. This requires �nding asuitable �lter predi
ate that will provide us with the requiredsele
tivity while at the same time dropping the data valueswith the least utility. Before we get into details of howwe 
reate this predi
ate, let us explain how the algorithmpro
eeds.After the �lter box with the proper predi
ate is 
reated, wetry to push it towards the inputs. Again, we fa
e the prob-lem of sharing at split points. The way we handle this di�ersfrom the drop-based algorithm only in the way we 
reate a
ombined �lter to push upstream. If all siblings have loadshedding �lter boxes, we 
reate a new �lter box whose pred-i
ate is the disjun
tion of the predi
ates of the sibling �lters.The sibling �lters are retained, and the new one is pusheda
ross the split. Note here that we 
an be more intelligentin 
ombining predi
ates than simply forming disjun
tions byappealing to predi
ate-logi
. For example, if predi
ates ofthe siblings are disjoint, then we do not need to 
reate theirdisjun
tion be
ause it is redundant. Predi
ates subsumedby one or more sibling predi
ates, do not 
ontribute to the
ombined predi
ate.This algorithm returns a single LSRM entry whi
h in
ludesa list of �lter boxes to be inserted on the original querynetwork. Ea
h box in the list has the predi
ate to be used.Updates on QoS 
ursors and 
y
le savings 
oeÆ
ients arealso re
orded as des
ribed before.Deriving Loss-toleran
e QoS from Value-based QoSFor the purposes of this study, we restri
t value-based QoS

Table 1: Example value intervalsinterval ui fi wi ni0-50 0.2 0.4 0.08 0.08/0.68 = 0.1251-100 1 0.6 0.6 0.6/0.68 = 0.88graphs to be pie
e-wise linear fun
tions. For simpli
ity, as-sume that values in ea
h interval have a 
onstant utility, i.e.,the assigned linear fun
tion for interval i is in the form ofy = ui. Assume also that we have at hand the output datavalue histograms for ea
h of the intervals spe
i�ed in theQoS graph. Su
h histograms are 
ommonly 
reated in 
on-ventional DBMS's to assist in query pro
essing. Ea
h su
hhistogram shows the relative frequen
y of ea
h interval. Us-ing a histogram and a value-utility assignment graph, we 
anprodu
e a per
entage-utility assignment graph as des
ribedbelow.We use the following notation:ui : utility of values in interval ifi : relative frequen
y of values in interval i, P fi = 1wi : weighted utility of values in interval i, wi = ui � fini : normalized utility of values in interval i, (ni = wiP wi )We order the value intervals based on their ui value in as-
ending order and store them in that order in an array to-gether with their ui, fi, and ni values. Table 3 illustratessu
h an array with two value intervals.The derivation relies on the fa
t that given a value-basedQoS, if we needed to drop some tuples, we would alwaysstart dropping from the lowest utility interval (hen
e thearray ordered on ui). When we drop all values in an intervalwith normalized utility ni, then our utility drops to 1� ni.Using the relative frequen
y fi, we 
an infer that droppingvalues of i will lead us to drop about fi � 100 per
ent of thetuples. Therefore, while tuple utility of 100% is 1, the tupleutility of 100� fi � 100 per
ent drops to 1� ni. The utilityvalues for the per
entages in (100; fi �100) de
rease linearly.Consider the simple example in Figure 6. An histogram fortwo value intervals and a value QoS are provided. Our goalis to generate a loss toleran
e graph from these two. Table 3presents how normalized utility is 
al
ulated for ea
h valueinterval. Noti
e that the �rst value interval makes up the40% of the values and has a normalized utility of 0.12. Thismeans that when we drop 40% of the tuples, our utility dropsfrom 1 to 1� 0:12 = 0:88. Therefore, the point (60, 0.88) isthe turning point where the utility fun
tion and hen
e theslope 
hanges. This leads us to the loss toleran
e graph inthe Figure 6.Note that this method is straightforward for 
onstant inter-val utilities. For non-
onstant linear utility fun
tions, wesimply de�ne a 
hunk size and assume that ea
h load shed-ding step will drop data amounts in multiples of a 
hunk.Hen
e, the values in the same 
hunk 
an be assumed to havethe average utility of that pie
e of the utility fun
tions.



relative frequency

0.4

0.6

0 50 100 values

utility

0.2

1.0

0 50 100 values

utility

1.0

% tuples100 60 0

0.88

Figure 6: Derivation of loss-toleran
e QoSCreating the Predi
ate for Semanti
 DropThere is a pre-determined order for dropping value intervalsimposed by their utilities. We guarantee this by keeping asorted list of intervals in as
ending order of their utilities.The 
ursor on the loss toleran
e QoS graph generated fromthe value QoS graph, say 
urrent per
entage, indi
ates howmu
h of the data we already dropped. Ea
h time we needto drop an additional k per
ent of the tuples, we lo
ate theright entry in the interval array based on relative frequen
yof the intervals.Consider the example we presented in Figure 6. Assume thatthe 
urrent per
entage is 100, i.e., we have not dropped anytuples yet. Assume also that the algorithm has de
ided todrop 20% of the tuples. Interval [0, 50℄ has a per
entageof 40% and it is the least utility interval that we have notdropped from before. We should drop 20% from interval [0,50℄, i.e., half the data in this interval. The interval to bedropped will be 0 � value < 25 and the predi
ate for the�lter box to be inserted will be value � 25. If we neededto drop 70%, then interval [0, 50℄ would not be suÆ
ient.We would have to drop all of interval [0, 50℄ plus half ofthe interval [51, 100℄. Hen
e, the �lter predi
ate would bevalue � 75.Cal
ulating the Utility of an OutputAt any given time, we 
an 
al
ulate average utility obtainedfrom ea
h QoS graph as follows:� Laten
y Utility:U = Pni=1 uinn: number of tuples seen so farui: utility of the ith tuple� % Tuples Utility:U = Pki=1 ui�niPki=1 nik: number of epo
hs (an epo
h is the time period dur-ing whi
h same % of the tuples are re
eived)ni: number of tuples seen in epo
h i (Pki=1 ni = n)ui: utility of ea
h tuple during epo
h i

� Value Utility:U = Pni=1 f 0i�uiPni=1 fi�uifi: relative frequen
y of tuples for value interval i w/odropsf 0i : fi w/ drops relative to total number of dropped +undropped tuplesui: average utility for value interval i(values in an interval are 
onse
utive and they have
ommon utility fun
tion)When there are multiple outputs, overall utility 
an be 
al-
ulated by taking a sum. If 
ertain outputs have higherpriority, then they 
ould be assigned heavier weights in thesum. For now, we assume equally-weighted outputs.
5. EXPERIMENTAL SETUP
5.1 The SimulatorTo experiment on our algorithms, we implemented a querynetwork simulator using the CSIM18 simulation engine. CSIMprovides the ability to 
reate multiple pro
esses running inparallel and to de�ne resour
es and fa
ilities used by thesepro
esses. We de�ned our main resour
e, the 
pu, as a CSIMfa
ility with round robin as its servi
e poli
y. With this pol-i
y, ea
h pro
ess that requests to use the 
pu is given a 
on-stant time sli
e in turn. We modeled ea
h query box in thenetwork, whi
h has one or more input tuples in its queue topro
ess, with a CSIM pro
ess. A query box's exe
uting a tu-ple is simulated by assigning a 
ost (in time units per tuple)and let the pro
ess use the 
pu for that amount of time pertuple. Apart from query box pro
esses, we also have a mon-itoring pro
ess, whi
h wakes up every MONITOR HOLDperiod for load inspe
tion. Finally, we 
reated one pro
essto simulate ea
h input data stream arriving at the querynetwork. The input rates are simulated by holding the timeby a spe
i�ed inter-arrival time between tuple arrivals.
5.2 Workload Generation
5.2.1 Query NetworksWe generate our test networks randomly, starting from theoutput ends. First, we de
ide on how many appli
ationswe want to deliver data to (whi
h is also equal to the num-ber of queries in the network), say N . Then we de
ide the



number of boxes ea
h query will have by 
hoosing a 
ol-umn size Q COLS. We then 
reate a two-dimensional gridof boxes of size Q COLSx(2Q COLS � N). Ea
h 
olumn ofthis grid is a level of boxes from whi
h we 
hoose a ran-dom box to 
onne
t to the previous level. Starting froman appli
ation, when we pass through all the 
olumns, werea
h to the input end and 
reate a stream. We 
an ad-just the relative proportions of box types in the network by
hanging their probabilities of being 
hosen. We 
an also
ontrol the amount of sharing in the network by using anar
 reuse fa
tor. If ar
 reuse fa
tor = 0, then there areno splits in the network whereas for ar
 reuse fa
tor = 10,all ar
s are shared. We use this fa
tor to de
ide, at ea
h levelof the grid, whether we 
hoose a previously unused box fromthe grid or we reuse an old one.For ea
h �lter box, we should also generate a �lter predi
ateand assign its sele
tivity. Assuming a uniform data work-load enables us to estimate sele
tivities. The predi
ates aresimple 
omparison predi
ates of the form value > 
onstant.In addition to �lter boxes, we use union boxes where a unionbox simply 
ombines tuples 
oming from two input streamsinto one output stream. Ea
h box type has a �xed 
ost. Weassume that load shedding boxes (i.e., drops) are relatively
heaper than others.
5.2.2 StreamsWe use streams of integers whose values are 
hosen randomlyfrom the range [0; 100℄. We 
an generate streams both witha 
onstant inter-arrival time and also with 
hanging inter-arrival times ea
h of whose duration 
an be adjusted.
5.2.3 Quality of ServiceOur main QoS graph is the value-based utility graph. Giventhat and the output histograms, we 
an generate the loss-toleran
e graph. We use two value intervals to assign utili-ties to. Interval [0, 50℄ has a lower utility than interval [51,100℄, whi
h always has utility 1. The utility of the �rst inter-val is assigned randomly using a Zipf distribution. Using thisdistribution, we 
an 
ontrol the skewedness of utility valuesrelative to the se
ond utility interval. To obtain histograminformation, we always run the network on
e without loadshedding and then use the resulting data interval frequen-
ies in the following runs. We also generate delay-based QoSgraphs by 
hoosing a random utility and per
entage pointand having two pie
es of linear fun
tions that interse
t atthis point.
5.3 ParametersTable 2 lists the parameters we used in the simulation.
6. EXPERIMENTS
6.1 Admission Control AlgorithmsIn addition to our drop-based algorithm, drop-ls, and thevalue-based algorithm, �lter-ls, we have also developed twoother algorithms that e�e
tively simulate 
lassi
al admis-sion 
ontrol. Neither algorithm takes QoS information intoa

ount. Rather, they shed load at the network inputs asne
essary.Input-Random. When an ex
ess of load, �(L), is dete
ted,this algorithm randomly sele
ts one input stream and

Table 2: Simulation parameter settingsParameter ValueMONITOR HOLD 10DROP COST 0.01LS FILTER COST 0.01FILTER COST 0.1UNION COST 0.1STEP SIZE 0.1NUM ELEMENTS 1000CPU SLICE 0.01CAPACITY 100HEAD ROOM 1.0Q COLS 5NUM QUERIES 5Q ROWS 160sheds suÆ
ient load on that stream to 
ompensate for�(L). If shedding all the data from the 
hosen inputdoes not suÆ
e, we sele
t another input stream andrepeat the same step for the remainder ex
ess load.Input-Uniform. Rather than 
hoosing streams one at-a-time, this algorithm distributes the ex
ess load evenlya
ross all input streams, attempting to shed the sameamount of load from ea
h. If an input stream 
annotprovide its share of 
y
le gains, then the extra amountis distributed evenly to the other inputs.
6.2 Experimental DataFigure 7 shows a sample network we used in our experi-ments. This network is generated with no splits and has amix of 20% merge boxes and 80% �lter boxes.The interval data for ea
h appli
ation is shown in Table 3.We have one row per appli
ation in this table (fi denotesthe frequen
y of interval i). Interval 2 has a utility of 1.0 forall appli
ations, while interval 1 has a utility of u1, whi
h isset di�erently for ea
h appli
ation. These utility values are
reated using a Zipf distribution with a skew parameter of0.5.
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Figure 7: Sample query networkTable 4 shows the mean input rates used to overload thesimulated system. With a rate of 0.2 tuples per time unit,the system is 14.225% over its 
apa
ity. When we we pump



Table 3: Interval DataAppli
ation f1 f2 u11 0.47 0.53 0.292 0.42 0.58 0.053 0.46 0.54 0.124 0.15 0.85 0.325 0.28 0.72 0.90Table 4: Load levels usedMean Rate Load0.2 +14.225%0.4 +128.42%70.6 +242.542%0.8 +356.928%1.0 +471.941%up the rates to 1 tuple per unit time, we model an extremeoverload s
enario where the system is approximately 400%overloaded (i.e., the system needs �ve times its 
apa
ity todeal with the input stream rates).In the following graphs, ea
h point is the mean of result ob-tained from �ve independent runs of the simulated system.Note that the results did not show any sensitivity to varyingdata value distributions.
6.3 Tuple Utility Loss
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Figure 8: Tuple Utility Loss vs Mean RateOur �rst experiment quanti�es the loss in tuple-QoS for dif-ferent load shedding s
hemes for varying overload levels. Asshown in Figure 8 and Figure 9 (the �gures share the samesour
e data; the latter fo
uses on the lower input rates), allalgorithms are 
learly negatively a�e
ted by in
reasing inputrates. Be
ause the system has �xed 
apa
ity, the per
ent-age of the tuples that needs to be dropped in
reases within
reasing input rates, de
reasing the utility of the system.We observe that the two QoS-driven algorithms performthe same, whi
h is not surprising as they make their de-
isions based on the same tuple-QoS graph (generated fromthe same value-QoS graph). Hen
e, both algorithms makeidenti
al shedding de
isions. The input-random algorithmperforms poorly 
ompared to others, in
urring relativelyhigher utility losses for all input rates. An interesting re-

load = +14.2% load = +128.4%
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Figure 9: Tuple Utility Loss vs Mean Rate (fo
used)sult is that, for smaller input rates, the input-uniform al-gorithm performs 
omparably to the QoS-driven algorithmseven though it does not utilize any QoS information. Be-
ause input-uniform spreads tuple drops uniformly a
rossthe appli
ations, for low ex
ess loads, all appli
ations 
anmanage to remain at the top, relatively 
at portions of theirtuple-QoS graphs. With in
reased load, as shown in 8, thissituation 
hanges and we start observing the bene�ts of theQoS-driven algorithms over the input-uniform algorithm.
6.4 Value Utility Loss
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Figure 10: Value Utility Loss vs Mean RateWe now investigate the loss in value-QoS for di�erent al-gorithms and di�erent levels of input rates. Our primarygoal is quantify the semanti
 utility gains we 
an a
hieve byexploiting information present in the value-QoS graph. Wetherefore 
ompare our value-based algorithm against othersthat do not utilize su
h semanti
 information.Figures 10 and 11 
learly demonstrate that the semanti
drop algorithm signi�
antly outperforms the other approa
hes.Furthermore, the di�eren
e tends to in
rease with in
reas-ing input rates. Note that drop-ls does not seem to provideany bene�t over the input-based algorithms in this 
ase. Infa
t, it seems to perform somewhat worse than the others.This interesting behavior is a result of drop-ls's bias towardsshedding 
ertain high frequen
y, high utility values, a biaswhi
h is not present in the other algorithms that drop tuplesrandomly. It would thus be more fair to use the tuple utility
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Figure 11: Value Utility Loss vs Mean Rate (fo-
used)loss (as opposed to value utility) to 
ompare the non-value-based algorithms as we did in the previous experiment.
6.5 Effect of Utility Skew
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skew in utility valuesFigure 12: Value Utility Loss for Drops relative toFilter vs Skew in UtilityIn the s
enarios we 
onsidered so far, the utility values fordi�erent tuple values were uniformly distributed. This 
hoi
eimpli
itly favors non-value-based algorithm that are essen-tially value-unaware.In order to 
hara
terize the impa
t of skewed utility distri-butions, we devise a s
enario where we inje
t skew to theutility values for data interval 1, whi
h always has a utilityvalue less than that of data interval 2 (see Table 4). We usea Zipf distribution to generate the utility values and use theZipf parameter � to 
ontrol the skew. For low skew values,the utility values are more evenly distributed. For highervalues, low utilities have higher probability of o

urran
e.Hen
e, we expe
t that with high skew, value-based droppingwill perform mu
h better than the randomized drop-basedapproa
h as the latter will tend to drop high utility tuples,whereas the former will be able to �ne-sele
t the lower utilitytuples for dropping.We now demonstrate the e�e
t of skew on utility loss fordrops and �lters for di�erent values of mean input rates.Figure 12 illustrates our results. On the y-axis, we show the

ratio of the value utility loss 
oming from the drop algorithmto that 
oming from the �lter algorithm. As we hypothe-sized, as the skew gets larger, the �lter algorithm gets moree�e
tive 
ompared to the drop algorithm. Interestingly, asthe input rates in
rease, this e�e
t tends to diminish. Thereason is that when the rates are suÆ
iently high, �lter algo-rithm will too have to start dropping tuples from the higherutility region.
7. RELATED WORKThe 
ongestion 
ontrol problem in data networks [11℄ is rel-evant to Aurora and its load shedding me
hanism. Loadshedding in networks typi
ally involves dropping individualpa
kets randomly, based on timestamps, or using (appli
ation-spe
i�ed) priority bits. Despite 
on
eptual similarities, thereare also some fundamental di�eren
es between network loadshedding and Aurora load shedding. First, unlike networkload shedding whi
h is inherently distributed, Aurora isaware of the entire system state and 
an potentially makemore intelligent shedding de
isions. Se
ond, Aurora usesQoS information provided by the external appli
ations totrigger and guide load shedding. Third, Aurora's semanti
load shedding approa
h not only attempts to minimize thedegradation in overall (a

ura
y-based) system utility, butalso quanti�es the impre
ision due to dropped tuples.Real-time databases, whi
h support the enfor
ement of tim-ing 
onstraints on transa
tions, also require e�e
tive over-load management. The typi
al solution is to abort trans-a
tions that are not expe
ted to meet their deadlines, orperform feasibility analysis and reje
t any new transa
tionsthat are not deemed feasible [6, 8℄. This 
an be regardedas a simple form of load shedding where shedding units areindividual transa
tions and shedding happens only at thesystem input boundaries. Aurora's load shedding approa
his �ner-grained sin
e we are dealing with individual tuplesand dropping 
an be performed at any pla
e inside the oper-ator network. Furthermore, Aurora's load shedding is drivenby the ultimate goal of maximizing the aggregate a

ura
y-based QoS per
eived by the appli
ations, requiring reason-ing about the data values and pro
essing that happens insidethe Aurora network.Re
ently, there has been in
reased attention to overloadmanagement for Internet servi
es. SEDA [10℄ is an innova-tive servi
e ar
hite
ture where overload management is inte-grated into system design and ar
hite
ture as a fundamentalprimitive. SEDA appli
ations 
onsist of a network of event-driven stages 
onne
ted by expli
it queues, mu
h like theAurora model. SEDA uses resour
e 
ontrollers to automat-i
ally adjust the resour
e use of ea
h of its stages primarilyby adjusting the number of threads exe
uting within a stageand the number of events pro
essed by ea
h invo
ation ofan event handler within that stage. Aside from the obviousdi�eren
es in the pro
essing models, Aurora sheds load bydropping data based on appli
ation-spe
i�
 QoS spe
i�
a-tions.Aurora load shedding is also related to approximate queryanswering, data redu
tion, and summary te
hniques (e.g.,[7, 3, 1℄. These te
hniques trade result a

ura
y for eÆ-
ien
y of query exe
ution. Whereas most work addressedtraditional one-time database queries over stored data, more



re
ent work also investigated te
hniques for providing ap-proximate answers to queries over data streams. [4℄ de-s
ribes histogram-based te
hniques to 
ompute approximateanswers 
orrelated aggregation queries. [5℄ des
ribes wavelet-based te
hniques to 
ompute data summaries, whi
h arethen used to provide approximate answers to ad-ho
 queries.[2℄ talks about the problem of sampling data from a movingwindow of re
ent items over data streams.By throwing away data probabilisti
ally, Aurora bases its
omputations on sampled data, e�e
tively produ
ing ap-proximate answers in a way that is fun
tionally equivalentto data sampling. A similar sampling idea for a data streammanagement system is sket
hed in the 
ontext of the STREAMproje
t [9℄. The unique aspe
t of our approa
h is that oursampling is driven by QoS spe
i�
ations that relate resulttuple values to utility.To our knowledge, s
aling the system against extreme datarates through load shedding is a feature that has not yetbeen formally addressed by any data stream managementar
hite
ture.
8. SUMMARY AND CONCLUSIONSIn this paper, we have des
ribed the general problem of shed-ding load in a stream data management system by dis
ard-ing tuples that have a the smallest impa
t on QoS. We dis-
ussed the way in whi
h we dete
t an overload, our me
ha-nism for dis
arding tuples (i.e., inserting drops), and a te
h-nique for determining the proper lo
ation and the right mag-nitude of the drops. The key feature of our solution is thatmost of the analysis 
on
erning dropping strategies 
an bedone stati
ally and 
aptured in a simple data stru
ture. Thedynami
 load shedding pro
ess involves a very 
heap use ofthe stati
 information. This te
hnique makes our solutionhighly s
alable.Also, our solution does not depend on the details of thes
heduling algorithm. Instead it assumes that any 
y
lesthat are re
overed as a result of load shedding are used sen-sibly by the s
heduler to relieve the 
ongestion. This makesour solution mu
h more general in that it works equally wellwith any good s
heduler.We have shown some experimental eviden
e that our loadshedding te
hniques outperform basi
 admission 
ontrol anda variant of admission 
ontrol in whi
h denial of new in-put is spread evenly a
ross all inputs. We have also shownthat while our probabilisti
 dropping te
hnique 
an do fairlywell, the method that takes tuple semanti
s into a

ount 
ando even better. Our experiments also 
learly show that aswe in
rease the di�eren
e in importan
e between the mostvaluable tuples and the least valuable tuples, semanti
 loadshedding produ
es more striking bene�ts. All of these re-sults verify our intuitions. The most 
ru
ial observation ofthis paper is that it is possible to design a low-overheadme
hanism for putting these 
on
epts into pra
ti
e in the
ontext of a stream data manager.In the future, we will study ways to generalize these meth-ods to in
lude more 
omplex operators as is supported bythe Aurora system. This in
ludes stateful operators like ag-gregation. The e�e
t of pushing drops past these operators

has to be 
onsidered.In the 
urrent study, we have fo
used on load shedding tore
laim pro
essor 
y
les. In many stream-oriented appli
a-tions, 
y
les are not the limited resour
e. Often things likebandwidth or battery power will be the resour
es that mustbe 
onserved. Load shedding via dropping of tuples has animportant role to play in these environments as well. We in-tend to investigate ways in whi
h we 
an design te
hniquessimilar to the ones dis
ussed here that 
an work for otherkinds of resour
e management.Finally, in stream pro
essing appli
ations, operators mustavoid blo
king be
ause blo
king 
an obviously destroy la-ten
y. Thus, it is reasonable to have an operator timeoutbefore it is 
ertain that a semanti
 
ondition is rea
hed (e.g.,emit an average before all the sto
k pri
es for the 3pm re-port have been re
eived). On
e the timeout has happened,further tuples in the previously terminated 
ategory (e.g.,3pm reports) have no bene�t and 
an therefore be dis
arded.This is a type of pre-planned load shedding that is neededwhen the data rates are to slow and tuples are delayed. Weare interested in exploring the relationship between loadshedding for high loads and load shedding (timeouts) forlow loads. It would be interesting to see if there is some
ommonality that 
ould be exploited.
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