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tA multi
ast proto
ol is ordered (or totally ordered) if it ensuresthat messages multi
ast to a group of nodes are delivered in the sameorder at ea
h destination node, even when those messages are gener-ated 
on
urrently from several sour
es. Ordered multi
ast is a naturalfoundation for push-based 
a
he 
oheren
e and 
ertain kinds of mid-dleware.This paper shows how to redu
e the 
omplex problem of enfor
ingmulti
ast ordering to a simpler distributed 
oordination problem we
all distributed swap. Any distributed swap proto
ol 
an transform anunordered reliable multi
ast into an ordered multi
ast in a modularway.We introdu
e two novel distributed swap proto
ols, and dis
usstheir 
orresponding ordered multi
ast proto
ols. These proto
ols havelower laten
y than more obvious approa
hes based on distributed
ounting.1 Introdu
tionThe ordered multi
ast problem is the problem of ensuring that messages mul-ti
ast to a group of nodes are delivered in the same order everywhere, evenwhen these messages are generated 
on
urrently at several sour
es. (This�Computer S
ien
e Department, Brown University, Providen
e, RI 02912; fherlihy,sntg�
s.brown.edu.yMi
rosoft Resear
h, rogerwa�mi
rosoft.
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kind of multi
ast is sometimes 
alled totally ordered.) We are interested ins
alable multi
ast proto
ols that allow nodes to enter or leave the multi
astgroup without the need for global re
on�guration.To understand why ordered multi
ast 
an be useful, 
onsider a distributedobje
t 
a
hed at multiple nodes in a network, where ea
h node multi
astsupdates to the 
a
hed 
opies, a te
hnique 
alled push-based 
a
he 
oheren
e.If several nodes issue 
on
urrent updates, ea
h of the 
opies must applythose updates in the same order. More generally, ordered multi
ast is usefulin any kind of middleware where the order of events originating at di�erentnodes in a distributed system must be re
e
ted 
onsistently among the nodes\listening" to su
h events. For example, publish-subs
ribe systems su
h asGryphon [3℄ 
an use su
h a servi
e to provide ordered delivery of events tosubs
ribers.The 
ontribution of this paper is to point out a simple redu
tion from theordered multi
ast problem to a mu
h simpler distributed 
oordination prob-lem, 
alled distributed swap, and to explore the 
onsequen
es of this redu
-tion. Our intent is to draw the attention of the 
ommunity to this approa
h,and to en
ourage others to work on this problem and related problems. Wehave found this redu
tion helpful in designing two novel ordered multi
astproto
ols, the arrow multi
ast and the 
ombining multi
ast, both des
ribedbelow.The redu
tion works as follows. A distributed swap proto
ol 
an be 
om-bined with any reliable multi
ast proto
ol from the literature (su
h as SRM[6℄ or RMTP [10℄), to yield a reliable ordered multi
ast proto
ol. This re-du
tion is of interest be
ause distributed swap has not been widely studied,and there is some eviden
e that ordered multi
ast proto
ols based on dis-tributed swap may be more eÆ
ient than more obvious approa
hes based ondistributed 
ounting.We believe that any truly s
alable multi
ast proto
ol must be anonymous,in the sense that a node performing a multi
ast may not be aware of theidentities of the re
ipients. IP multi
ast [13℄, SRM [6℄, and RMTP [10℄ areall anonymous in this sense. If all nodes (or even some nodes) must knowevery group member, then entering or leaving the group requires a globalre
on�guration, whi
h is 
learly not s
alable beyond lo
al area networks.Our approa
h to ordered multi
ast thus di�ers in fundamental ways fromthat employed by systems based on notions of virtual syn
hrony [1, 4, 12, 15℄,in whi
h ea
h node knows the exa
t group membership. In these systems,ea
h node entering or leaving the group provokes a global re
on�guration(
alled a \view 
hange"). These systems trade fault-toleran
e for s
alability,while we do the opposite. 2



2 ModelWe now des
ribe our assumptions about the underlying system and the ser-vi
es it provides. Formally, a distributed system is a 
onne
ted undire
tedgraph G, where pro
essors 
orrespond to graph nodes, and edges to dire
t
ommuni
ation links. We assume that there is� a reliable FIFO uni
ast servi
e (su
h as TCP), and� a reliable single sour
e FIFO1 (but otherwise unordered) multi
ast ser-vi
e (su
h as SRM [6℄ or RMTP [10℄).Our goal is to provide a layer on top of these servi
es that for
es a total orderon message delivery.We believe that a layered approa
h, in whi
h we fo
us ex
lusively onordering, re
e
ts a sensible separation of 
on
erns. Many existing proposalsfor reliable multi
ast [6, 10, 11℄ sta
k a repair layer on top of an unreliablemulti
ast layer. In the same spirit, we sta
k an ordering layer on top ofreliable multi
ast so we 
an fo
us on ordering independently of repair andretransmission.We distinguish between re
eiving a message at a node, whi
h typi
allyinvolves pla
ing the message in a bu�er, and delivering the message to the ap-pli
ation running at the node. Ordered multi
ast requires only that messagedeliveries be totally ordered.We do not 
onsider fault toleran
e for now. We assume here that nodes donot 
rash, and that with suÆ
ient retransmission, any message 
an eventually
ross any link. Fault toleran
e is dis
ussed brie
y in the 
on
lusions.3 The Redu
tionIn the distributed swap problem, a 
olle
tion of pro
esses have to implementa distributed swap obje
t, whi
h en
apsulates a value, initially the distin-guished value ?. The obje
t provides a single operation, swap(v), whi
h
hanges the obje
t's value to v and returns the obje
t's previous value.It is straightforward to use distributed swap to impose a total order on re-liable multi
asts. Ea
h multi
ast group has an asso
iated swap obje
t. Ea
hmessage m has a unique identi�er, id(m). Node u then 
alls swap(id(m)),whi
h returns id(m0), the identi�er of m0, the immediate prede
essor to m.1\Single-sour
e FIFO" means that messages sent by any single pro
essor are deliveredin the order sent. 3



Node u then 
alls the reliable multi
ast servi
e to send the pair hid(m0); mito ea
h member of the multi
ast group. A node that re
eives hid(m0); mi de-livers m only after delivering m0. (A message with prede
essor ? is deliveredimmediately.)To see why it may be advantageous to use swap to implement orderedmulti
ast, let us 
onsider another, perhaps more obvious redu
tion. The dis-tributed 
ounting problem requires issuing su

essive integers to requestingpro
esses. One 
ould implement ordered multi
ast simply by using any dis-tributed 
ounting proto
ol [2, 14, 16℄ to assign a sequen
e number to ea
hmessage, and delivering a message only after all lower-numbered messageshave been delivered.Nevertheless, it may sometimes be faster to identify a message's immedi-ate prede
essor than to dis
over the number of prede
essors of that message.Both distributed swap proto
ols examined in this paper are a
tually \trun-
ated" versions of 
ounting proto
ols, in whi
h ea
h parti
ipant quits early,after dis
overing its immediate prede
essor, but without waiting to 
ount itsother prede
essors. The task of �nding a prede
essor has lower laten
y inswap-based proto
ols than in the 
orresponding 
ounting-based ones.We present two te
hniques for ordered multi
ast based on distin
t dis-tributed swap proto
ols. The �rst proto
ol, the arrow multi
ast, is basedon the arrow distributed dire
tory proto
ol [5, 9℄. The arrow proto
ol wasoriginally developed as a s
alable way for tra
king the lo
ation of mobileobje
ts. It uses a simple path-reversal te
hnique to 
onstru
t a distributedqueue of a

ess requests. The 
orresponding distributed swap proto
ol is a\trun
ated" version of the dire
tory proto
ol, in whi
h a message is multi
astas soon as it 
hooses a position in the distributed queue.The se
ond proto
ol, the 
ombining multi
ast, is based on a 
ombiningtree stru
ture. The 
ombining multi
ast proto
ol is a \trun
ated" version of adistributed 
ounting proto
ol. In the basi
 
ombining-tree proto
ol, messagesmove from leaves to the root, 
ombining wherever possible. In the 
ountingproto
ol, ea
h message is assigned a value only after a round trip to the rootand ba
k. The swap proto
ol is a trun
ated version of the 
ounting proto
ol:when two messages are 
ombined, one be
omes the other's prede
essor andthe later one 
an be multi
ast immediately.4 Arrow Multi
astThe arrow dire
tory proto
ol [5℄ ensures mutually ex
lusive a

ess to mobileobje
ts. This proto
ol is designed to avoid s
alability problems inherent in4



many dire
tory servi
es 
urrently used in distributed shared obje
t systems.We now show how to adapt this proto
ol to support distributed swap, andhen
e ordered multi
ast.Re
all that the network is modeled as a graph G. The proto
ol maintainsa tree T , a subgraph of G, spanning the nodes in the multi
ast group. Ea
hnode v in the tree has two attributes: link(v) is a node, either v itself, or aneighbor of v in T , and value(v) is a value. A node v is a sink if link(v) = v.The 
omponent value(v) is meaningful only if v is a sink. The dire
tory treeis initialized so that following the the link(�) variables from any node leadsto a unique sink v su
h that value(v) = ?. Informally, ex
ept for the uniquesink node, a node knows only in whi
h \dire
tion" the sink lies. Figure 1shows the initial system state..When a node v initiates swap(a), it sends a swap(a) message to u1 =link(v) and sets link(v) to v and value(v) to a. When node ui re
eivesa swap(a) message from node ui�1, where ui+1 = link(ui), it immediately\
ips" link(ui) to ui�1. If ui+1 6= ui, then ui forwards the message to ui+1.Otherwise, ui is a sink, and it returns value(ui) to the originating node v,and v's swap operation is 
omplete.Ordered multi
ast is performed in a similar way. When a node u multi-
asts m, it initiates swap(id(m)), sending m along with the swap message.When this message rea
hes a sink ui, instead of returning value(ui) to u, uiimmediately performs an unordered multi
ast of hvalue(ui); mi, indi
atingthat the message with id value(ui) is the immediate prede
essor of m in thetotal order. This proto
ol is illustrated in Figures 1 through 5.It is not hard to show that every message eventually �nds a sink, andthat the maximal number of links traversed from sour
e to sink is at mostthe diameter of the tree T . Moreover, the proto
ol never waits between thetime a message is multi
ast and the time it is re
eived at the destinationnodes. (On
e a message m is re
eived, however, a node may need to wait forearlier messages to 
at
h up before it 
an deliver m.)Note that this swap proto
ol 
an be 
onsidered as a trun
ated versionof a distributed 
ounting proto
ol. Interpret value(v) as a mobile sequen
enumber, initially 0. The arrow proto
ol forms a distributed queue of a

essrequests (in this 
ase requests for sequen
e numbers). The sequen
e numbergoes through the requests in the queue in order. Ea
h request stores the
urrent value of the sequen
e number, in
rements it and sends it on to thenext request in the queue. It then performs an unordered multi
ast withsequen
e number that it has stored.If requests o

ur sequentially, the 
ounting-based and swap-based multi-
ast proto
ols are the same, but in the presen
e of 
on
urren
y, the swap-5



v
wvalue(u) = ?u

z y x
Figure 1: Arrow multi
ast. The initial system state.vz y xvalue(u) = ?u w

value(v) = id(m1)m1
Figure 2: Arrow multi
ast. v sends message m1, whi
h is on its way to x.based multi
ast will always have lower laten
y be
ause messages do not needto wait to 
ount their prede
essors.5 The Combining Multi
astCombining trees [7, 8℄ are a well-known te
hnique for implementing dis-tributed data stru
tures in whi
h 
on
urrent requests are 
ombined as theymove up towards the root of a tree. We now show how a distributed 
ountingproto
ol based on 
ombining trees 
an also be trun
ated to yield a distributedswap proto
ol.The dire
tory maintains a tree T , a subgraph of G, spanning the membersof the multi
ast group. The tree in
ludes a �xed root r, and edges of the treeare oriented toward r. The root stores a value value(r), initially ?.To exe
ute swap(a), where a is a value, a node v sends a swap(a; a)message to its parent in T . If two messages swap(a; b) and swap(
; d) meet6



vz y xu wm1 value(v) = id(m1)
value(w) = id(m2)value(u) = ? m2

Figure 3: Arrow multi
ast. w sends m2, now on its way to x.vz y xu w
value(v) = id(m1)
value(w) = id(m2)value(u) = ?

m2m1
Figure 4: Arrow multi
ast. m1 and m2 follow the arrows, 
ipping theirdire
tion along the way. Note that m2 has been \de
e
ted" towards v.vz y xu wvalue(w) = id(m2)

multi
ast hid(m1);m2i
multi
ast h?;m1iFigure 5: Arrow multi
ast. Both m1 and m2 �nd their prede
essors 
on
ur-rently and are multi
ast along with that information. Note that value(v)and value(u) are no longer useful. 7



r
x

value(r) = ?
m1 ywu vm2 m3

Figure 6: Combining multi
ast. Messages m1, m2 and m3 start their journeytowards the root. ry
x

value(r) = ?
u vwmulti
asthid(m1);m2im1m2 m3

Figure 7: Combining multi
ast. m1 and m2 
ombine. m2 is multi
ast as m1'ssu

essor.at a non-root node y, b is designated to be the result of 
's swap, the messagesare 
ombined into a single message swap(a; d), and the 
ombined message issent to y's parent. (More than 2 messages 
an be 
ombined in a similar way.)When a swap(a; b) message arrives at the root, the root's value value(r) isdesignated to be the result of a's swap, and value(r) is set to b.An ordered multi
ast is performed in the same way, ex
ept that messageidenti�ers repla
e values, and a node performs an unordered multi
ast assoon as it identi�es a message's prede
essor.This swap proto
ol 
an also be viewed as a trun
ated 
ounting proto
ol.If we were to use the 
ombining tree to generate sequen
e numbers, then amessage would be assigned a sequen
e number only after it had 
ompleted around trip to the root (possibly 
ombined with other messages).8



ry
x

value(r) = ?
u vw multi
ast hid(m3);m1im3m1m2

Figure 8: Combining multi
ast. m1m2 and m3 
ombine. m1 is multi
ast asm3's su

essor. m3m1m2 
ontinues towards the root.
ry

xu vw
value(r) = id(m2)multi
ast h?;m3i

Figure 9: Combining multi
ast. m3m1m2 rea
hes the root. m3 is multi
astas the su

essor of ? (i.e. m3 is the �rst message in the total order). Thevalue id(m2) is swapped into value(r).
9



6 Dis
ussionIn this se
tion, we brie
y 
ompare the two ordered multi
ast proto
ols. Wealso dis
uss how to enter and leave multi
ast groups and fault toleran
e.6.1 ComparisonThe arrow multi
ast has a useful lo
ality property: swap-related messagetraÆ
 o

urs only on links between multi
asting nodes, so if there is onlyone multi
asting node, there is no swap-related traÆ
. In the 
ombiningtree, however, all swap-related message traÆ
 passes through the root, evenif there is only one multi
aster.6.2 Entering and LeavingWe now brie
y dis
uss how a node might enter or leave a multi
ast group.Both the arrow and the 
ombining proto
ols use spanning trees for 
onne
tingthe member nodes. In either proto
ol, joining the group is straightforward:a node u just links itself as a leaf adja
ent to any node v already in the tree,and informs v that it has done so. In the arrow proto
ol, u's arrow points tov, while in the 
ombining proto
ol, v is u's parent in the tree.Leaving a group is similar. In the arrow proto
ol, node u �rst \lo
ks"its immediate neighbors in the tree, ensuring that message traÆ
 between uand the neighbors has quies
ed. If u is a sink, it 
hooses a neighbor v andmakes v a sink in its pla
e, setting value(v) = value(u) and link(v) = v. Forea
h neighbor w su
h that link(w) = v, it sets link(w) = link(u). Node uthen unlo
ks its neighbors and leaves the group. The 
ombining proto
ol issimilar, ex
ept that the sink issue does not arise.The important point is that group membership 
hanges are lo
al opera-tions whose 
omplexity depends on the degree of the node, not the size ofthe multi
ast group.6.3 Fault Toleran
eFault toleran
e is the subje
t of 
urrent resear
h. It is straightforward toin
orporate redundant links in either the arrow or 
ombining tree proto
ols,permitting messages to 
ir
umnavigate some failed nodes. In the arrow pro-to
ol, however, it is more diÆ
ult to tolerate a sink node 
rash, and in the
ombining tree proto
ol, a root node 
rash.10



We think that the 
hallenge here is to de�ne sensible failure semanti
s,spe
ifying the kind of behavior that 
an o

ur in the presen
e of node andlink failures. We favor the following variation of the \total order with gaps"guarantee. If m0 and m1 are both delivered at nodes u and v, then theyare of 
ourse delivered in the same order at both. If m0, m1 and m2 aredelivered at u, but only m0, and m2 at v, then the appli
ation at v is noti�edthat there may be one or more missing messages between m0 and m2. Thiskind of fault-toleran
e is 
onsistent in spirit with that 
urrently provided bymodern reliable multi
ast proto
ols.6.4 Con
lusionsWe have found the notion of distributed swap to be helpful in designingand analyzing s
alable ordered multi
ast proto
ols. We think this approa
hmerits more attention from the resear
h 
ommunity, and we hope to 
onvin
eothers to explore this approa
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