
Uigenere Cipher
key :

"

vector
"

= (21,142,19 ,
14,17)

.

{ Example
: h e r e is how it works

key : 21 4 2 19 14 17 21 4 2 19 14 17 -
- -

-

cipher : C I T X W J . - - - .

Shift cipher ⇐ Uigenere cipher w/ key length 2 .

K - 16 ⇐ ( 16)
.

④ : subtract the key vector
.

-

Attacks on Vigenere cipher : - guess key length .cn)
- ciphertext only : brute-force ? - guess keyword .

infeasible for large n . (26
" possibilities)

- known plaintext
- chosen plaintext : aaa . . . - a ⇒ VECTOR VEC - - - .

then ciphertext AAA . . .
A ⇒ negative of the key

.

Ciphertext - only attack on Uigenere cipher :
- frequency analysis .

Ao = (0082
a- dimensional

" ÷ .
' :&? '

"

. :c? .

- " -

. ¥?
"

real veto

!jow to attack shift cipher ? ( § § )
- Frequency of letters in ciphertext

can tell us which K to try first .

A More Robust Algorithm for Attacking Shift Cipher :
Inner product : LX , y ) = XTY = Ei Xiyi
(Ao , Ao) X 0.066

.

= 0.0822 + 0.0152 + r - r - . .

Let Ai as the result of shifting Ao by a
'

.

A

1h26 Example : A , = ( 0.00074, 0.082
,
0.015

,
r . . )

( Ai , Ai> = (Ao .
Ao> 20.066

For itj , ( Ai
, Aj > ranges from 0.031 to 0.045 K 0.066

.



The inner product is maximized when permutation = identity.
Example .

.

a- (99, )
(v
,
u > = (9.9) . ( 9,91--0.81+0.01=0.82 ( big

numbers are

= ( 89 ) - (%) = o.oqto.oq.mg .

multiplied with big numbers) .

Let B be the frequency of letters in the ciphertext .
# of times

"A
"

appears
we can compute B by counting-length of message .

(If the message is long enough) B TAK
.

[Algorithm for attacking shift cipher .

- Obtain Ao from textbook (or Wikipedia) .
• Compute B from ciphertext .

g-
For F- D to 25 . If B-- Ak .

Score Ci ) = ( Ai , B > .

£
score Ck) is the largest .\ t - i with highest scoreCi ) first ,

etc.
- try


