
Error correcting codes

cryptography , communication over non -secure channels
.

Coding theory :

' " - over noisy channels
.

Models - Alice wants to send a bit string to Bob
.
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Goal of error correcting codes
.

- error detection
- error correction

assume El bit is flipped .

Example I . repetition code

repeat every
bit 3 times

ene

01£ → 000111000 ( 3h bits long )
noisy ( at most bit is flipped .channel ✓ dee

\ possible → 000111010 → 010
outcome =

Receiver can take majority for each bit .

Can auto correct this message .

Example 2 : parity check

append XOR of all bits at the end
one

010 → 0101 ( n -11 bits)

Let's go over some ↳ 0101 receiver verifies the parity bite
. ✓

of the possible encodings
↳

1101 y

that Bob may receive
↳ Flog /→ receiver can detect error

because parity bit is off.
receiver can only detect error

,
but cannot autocorrect

.

( parity check does not work when 32 bits can be flipped
.

)



Example 3 .

. ZD parity code
.

assume n = K2 .

write the message in a kxk matrix

compute Xor for each row and column
.

e.g . n=9 K=3
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010100110 01010011011-00002 noisy channel
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parity bits parity bits

after corruption :

I . no bits are flipped ✓

2. a bit is flipped in the kxk matrix V

exactly one row parity bit AND

one column
. parity bit do not match

.

-

00=0 ①← receiver can locate

I 00 I the flipped bite
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3 ,
a row or column parity bit is flipped . V

.

O l O l in this case
,

I 00 ELI only one parity bite is off .
'
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