
Entropy : a measure of uncertainty
.

Intuition : a 20-face dice is
"

more random
"

than a 6-face dice
.
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↳ In the j- th outcome of p ,

( ( we split it into two outcomes
. wp. q and i-q.
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[ Shannon 1948) : HC .) that satisfies properties I-4 above must be

of the form

Hcp, . . - - Pn) = X - (- ÷
,

pklogzpk)
.

where dfo is some constant .

( in this course , we always take -1=1 )
.

Example l : entropy of a fair coin flip = ?

HCE
,
E) = 2 - C- tznlogzftz )) =L .

Example 2 : entropy of n -sided dice roll = ?

Htt .
. . . .tn ) = n . C- th log> ( th )) = login)

.

Example 3 : X = # of heads in two (independent) fair coin flips.
Po=pz=¥ pi - I .
Hcx) = 2 -f- flog.CI )) -1ft . logit )) = 1.5
We can figure out the value of X using if not

1.5 questions in expectation : X=I ? x=o ?



Example 4 : shift cipher

suppose the shift K is chosen uniformly at random from O .
. - 25 .

Let k be the random variable (Rv) for this shift K
.

HCK) = 109226 a 4.7

Let P be the RV for the plaintext . If P has n letters
.

C be the RV for the ciphertext HCP)=logz(267=4.7 n

( assuming
a uniform prior distribution for P .

the shift is chosen u. a. r . independent from p)
H( PIC ) = 109226 .

74.7

conditional entropy HCYIX) = the amount of information needed to describe Y
given that the value of X is known

.

=

Eeg, plx.HU/X--H--zeeF.yeypcae.ys.logzPkpixY .

Chain rule of conditional entropy : HCYIX) -_ HG , Y) - HG)
.

Example 5 . Affine cipher H(PIC ) - logs@12) .
28.29

Example 6 : RSA .

Alice has public key ( n , e) .

Bob sends Alice C =pe. (
assume Alice chose e a.a. r

among all numbers coprime with 01h11
HCPIC) = O

.

de El (nod okay
Because there is a one-to-one mapping

H

between P and C if we are
male = m (mod n)

given the value of n and e
.

# of choice for e = locks) .

ooo This is randomness in choosing e
,

but that randomness is removed when Alice announces e .

• RSA is not informationally secure
.

If Eve has enough time
,
Eve can decrypt P from C

.

- RSA is computationally secure
.
( as of today) .

Example 7 : One -Time Pads ( Chapter 2.9 of the textbook) .

perfect secrecy , i.e .

,
HCP) = HCPK)


