
Affiheipher
Shift cipher : a- I

keyb#Encrypt : C = (a.mtb) mod 26 .

keys
non - Example : Ca -_ 13

,
b=4,

not a valid ene . Key .

input → ( f- 8 .
i→ (8.13+4) mod 26=4 → E)

ERRER

alter → ERRER god (26 , a) ⇒ 3
" → R

-

key : Osa ,bE25 .
a is co -prime with 2b

.

Decrypt : M -_ ii. (C- b) mod 26
. ⇒ m= d. Ctb

"
(mod 263

=

Example . a=q
,
b=2

. affine →
( a -_ O -

→ (9.0+2)=2 → C)
CVVWPM

.( a' =3
,

b' = 20 Cvvwpm → ?? -2 → (3-2-120)=0→ a)
a
'
. a =3 -9=1 (mod 26) b' =d=3 - C-2)

I - 6=20 (mod 26) .
How to compute

the decryption keys (alibi) from encryption keys
(a. b) ?

one : C -- Ca - m + b) mod 26
.

m = a'
'
Ce- b ) mod 26

. [ a
" (mod 26) is

= fat - C - a-
'
b) mod 26 a number se .

= a
'

- c t b
' at . a =/ (mod 26 )

)
-

- Symmetric-key encryption schemes . / Subiphgs .

A A Alice & Bob
shift : t k - K

b:\ ?e both know
affine : Ca . b) Lal

,
b' ) £

.
-v

the same

( Public-key encryption) iz z mapping .

-

Attacks on affine cipher :

- cipher - text only . Eve hears
"

Cvvwprr
"

.

Answer : Brute-force ,
i. e . enumerate all possible Ca, b)

II

01663=12 TT2×26=3R Lai , bi)

§ : Euler totient function .
01cm = # of integers in 1. . . n

that are coprime with n .



Attacks on affine cipher Cant . )
.

- known plaintext .
m- C-

if ←s PQ
⇒ i -- 8 p -15

⇒ f -- 5 0=16
.

( aib) 8. at b ⇒ 15 ( mod 26)

5- Atb ⇒ 16
.
C . . I

3a=-l(mod26##
= -51 (mod 26)

in 0=17 (mod 26)
can

-

chosen plaintext . ( recover Ca , b))
=

ab → EF .

b - 2

I O - at b = 2 (
"

a

A=3 .

can
- chosen ciphertext . ( recover (a' , b ' )) .

=

→ AB


