
Zero - knowledge Proof ( 2K)

2K Proof : completeness + Soundness (proof)
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"

of arbitrary length

whether a graph is 3-colorable(
a number is prime

)
Zero- knowledge : reveal the minimum- possible information.

proof of knowledge : Alice can convince Bob that

she knows something without revealing extra info,
r

a passcode

Example l : Alibaba care

A
- Peggy know the secret word (that opens

-the door)
= magic

Victor does not know it
.

door -

Peggy wants to prove to Victor that she
B knows the secret without telling Victor the

secret and she doesn't want any other

people to know that she knows the secret .

Peggy can enter from A and exit from B
.

- Victor will be convinced

- Victor could video - tape this and show the tape to

other people .

2K protocol :

I
. Peggy goes into the cave ( from either A or B)

2
.

Victor (without knowing Peggy 's choice)
shouts which path he wants her to return

.

3
. If Peggy can consistently show up at the exit

Victor names
, Victor can conclude it is extremely

likely that Peggy knows the secret.

Suppose Peggy does not know the secret
,

then in each round she succeeds up . 42
.

pr[ success in all k rounds) = 2- K
..

(The transcript does not prove anything?



Example 2 : Sudoku
Peggy wants to convince Victor that she knows

a solution to a Sudoku puzzle .

Peggy commits to a solution with (unknown) number

cards facing down .

9 choices 18 in.

- Victor can choose a 3×3 square , a roufcolumn ,
or a diagonal?

"

- Peggy shuffles the 9 cards chosen by Victor

and reveals these cards
.

- Victor checks they are l- 9
.

If Peggy does not have a solution
.

She will be caught w .p . > Ig 1h each round
.

"

91-18+2

After K rounds
. Pr[ Peggy fools Victor ]=⇐g)k

Example 3 : Cocacola vs . Pepsi .

.

Peggy wants to convince Victor that

two Cokes are different .
Victor shuffles the two drinks and ask Peggy

which is which
.

(similarly ,
two marbles of different color and

a color - blinded Victor
.

)

Example 4 : Discrete logs .

Peggy wants to prove to Victor that she knows
the solution X to the discrete log g×=y(mod p)

- Peggy makes Cg , p) public
- In each round

. Peggy generates a random
,

r
,

keeps r secret and announces c=gr mod p
- Victor chooses one of the following challenges randomly :

① he asks Peggy to reveal r
.

and verifies c=gKmodp?
② he asks for the value of Xtr .(mod p-D

and verifies gxtr -=y - c (mod p).



Applications .

in cryptography .

- An honest party can prove that he/she was

indeed following a crypto . protocol using 2K proof .

- Alice can convince Bob of her identity
by doing a ZK proof to show that she knows

Alice 's secret key .

- Blockchain : Alice does a ZK proof ( to the blockchain)
that she has enough balance in her bank account.


