2ev0- knowledge  Preof  (2k)

2K Pr‘aof : Completer\ggs ~+  Soundness CQf\ao(L‘>
Lanquage L = fo \1X
xel es. x&L ooy fegh
(w\/\aﬂr\ar o Sraplr\ 1S S*wlora\ue)

o Aumber 1S Prime

2.3[‘0’ Know‘ledjl ‘

P(‘“\C o(_ \('“m"'\z&%’ Alice con  convince Bob  that
She knows §ome%l‘f\j without (\eveald:j extra d»—fo_

Ceveal  the minimum-~ Poss;uf( &\fn“fkat\om

4\
O passcode
EXO«nP[e \.  Albebs Cave
A ~Peagy know the Secret werd (thact opens the tfooa
L e \ictor does not Eknow .
I door ~Peqgy wants to prove to Victor thet she
© klnol/vs the secret without 'tell\‘f\j Victor the

ceccet ond  She doesnt  want any other
pRople o  know that she knows the cecret.

Pegg\) Can entor ‘er""”\ A ond exit ”Ff‘OM B.

— Uicfor Wil Le cenvinced
— Victor Could u?deo—ta[)a this  and show the W o
other  people .
2k Prbtoool'.

\. Peggy goes into the cave (from edher A or B)

2. Vickor (without fnoning Pegqy choice)
sl')ou‘ts which Pa’tk he wonts her to returh.
3. 1{- ?eﬁﬂ\, Can Cconsistently Show up ot the exit

Vickor names Victor  Can  Conclude € is  extremely

ln\lf—alj thet P€567 knewse the secret.
Suppose Pe,ggy does not know the secret,
then n coch round  she Succeeds wp. o

P(T/ success i al) = Y‘DW’\JS’) — Z_K"
(—“\L -brour\SC/(:“)"t doe; not Praue anyfk"f’ﬁ)



Example 2 Sudokuy
Vﬂfﬁ\{ wants  to  Convince  Victor that she knows

o Solutim two &  Sudoku PM22(€ .

Pe@g\f commits to a  Solution  With CW\knowI\) number

Cords ’GACl(hﬂ down .
9 choices & -«

— \ictor Con Choose oL 13 %3 Séiuare , o Dow /e lumn ,
ov 7N Cﬂf"‘janﬂl. )
— Pegqoy shuffles the 9 cads chosen by Victer
ond  Ceveals these cords |
— icter  clhecks ‘bke\} are -9

lf (Pegg\/ does not have a  golution, \
she Wl be Cought WP > S_'BI
A+18+2 ’
F\{{zf k. Toundg |, PF[P&@@\/ 'EvOlS Victor 1:(%)

h  €ach round.

CSromple S Cocacslo. NS, Pé‘ps(.
Pegay  wants to  Convince  Victor that
wwo  Colec oce ol(f{es‘erﬁt i
Victor Shuffles the  two drinks  ond ok Pfﬁgy

whe h 'S whie W .

(Sim[larhﬂ ) “‘two marbes D‘P o\i{fer@\t Color ar\d
N c/o(or‘-lolu\ndeco \/LCtor‘,

Exomple 4 . Discrete \ogs‘
Pegoy  wouts to prove to \ictor that she knows
Solution X €o the dgcrete [oj gxz_j(n\oo\ P)

“he

— Peg 9y makes Cﬂ (PY  public
= In each round, Peggy generates a  random I,
l<66p§ I~ Secret ond  announces  C = 3r mod P
~ Vicfor chooses  one of the -FOIlow?nj challenﬁzs r‘ar\o/ohqu‘.
0) he acks Peggy to feveal € . and Verif ies C,E\gr(rmol P
@ he asks Aor the value of X+ .(med p)
and  Verifies g = ye (mod p)



Applications . 1n  Crypfagraphy,

— An honest P“‘"tj can pf\ﬂ\/e that he/sl/\a WAS
indeed ‘\ZD\\owinj . an?‘bo. Qm‘tocca\ \,Ls\hg 2k Fi\oof‘

— Alice  con  Convinte  Bob of her io\c:\h‘fﬂ
\O\) &O;nﬁ 6 2k PWO{ to shew that she kKnows
Alice's Secret key.
—  Block chain s A\l Ce doesg o 2K PPo::—F('fp the [oloakcf\ain)
that  she has 'arwugb\ balance vy her bank Account.



