
Secret Sharing
In this lecture

,
we will assume the secret is an integer M.=

A principle wants to share a secret among n people s.tn
.

at least k people need to be present to recover the secret .

Example : n=k=2

- choose a random integer r ,

- give r to Alice
- give M-'r to Bob:

( instead of sum ,
we could use XOR too

.
)

Example :
n =3 12=2

.

- choose 3 random numbers TAB
,
FAC

,
RBC

.

- give Alice RAB and race
- - ①

- give Bob Is and IBE % TAC
- give Charlie M- race and M- rose

. BO-②- -

Alice t Charlie : fact (M - Fac)=µ
.

RB'

Example : n is large , K - 2 .

The principle could the above scheme
.

However
,
each person needs to remember n- l numbers

.

Example : n=k=3
- choose 2 random numbers ra and RB

.

- give Alice ra

- give Bob RB
- give Charlie M- ra - RB

.

For general values of n and K :

The principle can use the earlier scheme
.

However
,

Alice needs to remember ( n
- l ) keys .

K- I
→

binomial coefficient



Shamir 's threshold scheme

Example : k=2 .

Draw a line that passes (o , m) with a random slope
.

n¥t
,

Give each

persona , a. yipoint
on this line

.

Two points decide a line
.

A

Example : k =3
. mµ••• Three points decide a parabola .

-

For general K ,
the principle generates a degree ( K- i) polynomial

six = Sa , X
"
t Spex
"
t .

. . . t s ,
X t M ←

TL

where Si 's are random coefficients .

Split :

-

Give ( Xi
,
scxi )) to the i-th person .

Recover
-

"

k people together can solve a linear system .

or use Lagrange polynomial interpolation .

Variants of secret sharing

suppose we want to split a secret M
.

between

Company A and B such that

7- 2 from A

3 3 from B

need to be present to recover M

Solution : split M into r and (M-r )
and use Shamir 's scheme with Ka -_ 2 among A .

KB =3 among B
.

Blakley 's scheme

4=2 .

B k=3 : c
B Three planes decide

•
a point in 3- D

.

M A If two of them get

A together , they only know

Two lines decide a point . / a line but do not

in 2- D . general K . Know where M is

M is a point in K - dimension
.Outline .

Each person gets a K- dimensional hyperplane .


