Secret S"\arc‘nﬁ

In this lecture, we wil oscume the secret & o0 wiger M.

A PrCr\d‘>\e_ woits to Share & Secret  among  n  people St —
at least Kk people need to be present t, recover the Secret.

Example. n=k=2
— choose a ©andom \\\teg;ar o,
= Ogwe U to Al
-~ give M-C to Bob.
(instead of sum, we could uce XoR top)

gxample . n=3 =2
- choose 3 roandom Nnumbers rA& ,rAC, e

~ gile Alice ('m and &'ﬁ 0
— gl\/e Charlle M-—(p ond M— g & = >

Alice + Chorlie : rAQ + (A}\"VAQB:N\.

ExamPlQ_ : n s lorge, ; k=2
The PrMCIP\Q C,Dult! -b‘\e_ obove Scheme .
However, each person needs to remember N—/  Numbers

Example : n= k=23
~ C,\\.OO§2 2 (‘an&OM numbers r,\ &nal ra )

— 3we  Alice  Ya
- 3ive Charlle M— (o — o

For gereral volwes of n  and K -

The principle  can We the earlier scheme .
However, Alce needs to  remember <n“' l ) keye,
K-

binomial coefﬁ"u\er\t



Shamir s fhreshel d scheme

Exaw\Ple.: k=2 .
Deaw o line that posses (o,M) wth a Tadom Slpe.
Give each person a point on this lne.
CXi, ¥i)

Tweo points  decide a live

Examp\e : \423 Three PD'H:S 0’661\6{8 a PNGéo/q‘

For general kK the Pr(r\c?P\Q generctes  a 0\e3rez (k/\) PD]ynomJa\

k- -2
S(X) = Sk—\ >< _\' g\c_-)__ X '"t' te o + S' X —(— /\/\ &

(
St s ore  Yondom Coeff(‘c?eﬂtg ,

where
Split
Give  (xp, S(xi)) to the I—th person,
Recover .
k- Pe,ople, -toje'ﬁner con Solve a llneer S\/stem.
or \WSe Lagrmﬁ& pr \ynomtal Wt erpo(ation.

Vacionts Of Secret Sharc‘nj

Suppose  we  want o Split  a Seret M. between
Company A ond B Snch  that

Z 2 frem A

z 3 frem B

to recover M

need to be present
Soluton :  Split M mto [ and (M-T)
000( use Shamir /5 Scheme with KA =2 0mo9 A
kE,=2 damong B
Blo\K\e\i‘s Scheme “ 7 =
k=2 v k=3 c B Three  planes  decide
7N Poin‘(: in 3-D.
M A T{  two of them get
K together, they only know
Two \Tnes decide o polt - a line but do aot
X2 2-D . Seﬁef&\ K. know where AA (S
on this line.

M is a poit in K-danension.
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