
man-in-the-Middle Attack
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what if Eve can do more than just listening ?

Attacking Diffie-Hellman key Exchange .
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When Alice encrypts and sends a message m

,

Eve intercepts the ciphertext enccm , Kae)
.

decrypts it using KAE
encrypts it Using Kose ! and
sends enc (m ,

KBE) to Bob
.

Howtofixthis_I

Have Alice and Bob sign every message they send
.

→ BobAlice

cgx , sigacg'D
Eve intercepts this message , and wants to

send CGZ , sign.CgZD to Bob instead
.

MX Eve cannot forge Alice 's

signature on GZ !

Q :
How does Bob verify (g× , sign.Cg×D ?

A : with Alice 's public key .
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How can Bob make sure Alice 's public key is

indeed Alice 's public key ? (see next page)



Public key Infrastructure cpkz) .

Trent

Intuition : Have a trusted third party that maintains all public keys
.

When Bob wants to
- knoufverify Alice Is public key,

Bob can ask Trent for Alice's public key .

Moreover
,
Trent can sign a message

This is essentially sisnsk.ae (
"

Alice 's public key is pkan.ee
"

)
,

a digital certificate .

This way , Bob only needs to know Trent 's public key
and Bob maintains certificates ( published by Trent)

for other people 's public keys .

Q : What if Trent is hacked or corrupted ?

A : Multiple CAs .

Certificate Authority (CA ) : an entity that issues digital certificates .

( e.g. , a company whose business is to certify public keys ,)
a government agency , etc .

Hierarchy : a root CA certifies multiple intermediate CAs
.

Example : Alice 's CA cannot verify Bob 's key directly .

Alice 's CA trusts Charlie 's CA
,

Charlie 's CA trusts Bob 's CA
,

Bobb CA can verify Bob's key .

Standard for certificates

e.9. .
X. 509

.

Issuer : Digi Cert ← name of CA

serial number :
- - - -

subject : Alice

Alice's organization and other info .

Subject's public key :

Alice 's pk .

← a large number

valid from : YY - MM- DD - hh : mm :ss

Valid until : . .
.
. -

CA 's signature for everything above
.


