
Elciamalsignatnres

Alice wants to sign m
.

I . Alice chooses a large prime p and a primitive rooe g of p .

2
.

Alice chooses a secret random IEA Ep-2

and makes Cp , g , ga mod p)

3
. Alice chooses a secret random IE KE p- 2 with gcdck.pt) -- I

computes r = g
"
(mod p)

s = K
-'

(m- a - r) (mod p- I)
and publishes (m ,

r
,
s) as the signed message .

4
.

Bob
'

verifies the signature by

checking ocrcp and Oss - p- l .

m
r s

and checking g = ( gamed p ) . r (mod p)

correctness .

-

Krs = m - a- r (mod p- D ⇐ me k . Star (mod p-D
II Euler 's theorem

gmzcgamodpY.rs#gm=gar.gksCmodp)r---g"

-

Security :

suppose Eve wants to forge Alice 's signature on a message m
.

Eve needs to compute (m ,
r

, s) as the signed message .

However
,
without knowing the value of a ,

"

computing r given s

"

or
"

Computing s given r
"

correspond to solving discrete -

which is hard
.

① Eve can first choose K and computer gkcmodp) ② Eve first choose S
.

Then she needs to find s that satisfies Then she needs to find r with

gar . gks Egm (mod p) Gar - gks gm (mod p)

rs = gm . ((ga )
- ' J (mod p) .

.

(ga yr = gm.rs (mod p)



DSA

A variant of Elcnamal signature developed at the NSA

is known as Digital signature Algorithm (DSA) .

(Chapter 9.5 of textbook) .

Hash and sign

In RSA signatures , Alice signs m by computing ⇐ Md
.

m can be very long and this is slow
.

Let h be a cryptographic hash function .

Alice makes h public and signs m by computing
s = hcmjd .

Bob verifies by computing hcm) and checking
see hcm)

.

Security
• Eve can hash a message m

'
but she cannot compute

s ' = hcmlgd
- Eve may have access to some documents Alice signed before

cm
.
him)d ?

If she finds another message m
' with hlm)=hCm '

?
(m ' . hcm)d ) is valid

.

9-
However

,
this is hard

by the definition of
hash functions .

Birthday Attack on

"

Hashing and
. Signing

"

Eve can produce 55N messages where N is the

size of the range of h
.

Mi
'
=

"

Alice agrees to pay Eve $4000 ! '

Mz
'
=

"

Alice wants to pay Eve $2,000 ,

"

'

: adding white spaces, etc .

If Eve has 55N previous messages m
, ,mz

.

- r . signed by Alice
it is very likely that hemi ' > = hlmj ) for some i.j .

Now Eve can use Alice 's signature for hcmj ) to

forge Alice 's signature on mi
'
.


