@E\/e con fust choose k ond Compitz T o (med p) @ Eve first choose S.

TlOawmal  Signatwres

Mice wonts to Syn m.

| Alice chooses a [arge Fnhe p ad o primitie ot g of P.
2 Alce cfwoses o Secret mndow) |< 0 £p-2

and  makes CF 9, Mmook p)

2. Allce chooses o secret Condom |< K <p-2 With gcd(k,p—\).—.l
Computes T = §° (med p)

2 = K“\Km,‘a.\“B CMoo\ P—\>
ond  publishes (m, r,3) &s the S%jruscl message .
4 Bb ) \left'ﬁ?es the 3\5!\&‘[%"& b\/

d\e_c\dnj 0 <p and. 0< S < p—|.

ond Cl/tecl;.{(\j 8m = (60\ mod P)v r; Cm,oo( P}
Correctness

ks = m —ac (mod pP-) & m= kS+ ar(md p-0)

= { eder's theorem

gmacga mod p) - T f} 3m5 3ar‘5r-s (mod o)

Sewrim=
Suppose  Eve  wants to forge  Abce s Signature on @ message M.
Eve needs to compute (m.r,8) oas the siged mesgage.
Howerer , without  aswing  the value of o,
Oompu'b\'\g r 3{ven S R "ComPu'D‘nj S 3/i/€r\ r
Correspond o So\vir\ﬂ discrete  (ogg

3

which s hard.

Then che needs to find s that Sotisfies Then she needs +o '(:(‘OA r with
< '
- gC =gt P g g =g e

¥ . U
rg = 8M K ((80\> ) (Mool P) ‘ (So,>r — 3':/ ‘_S Cmool F)




DSA
A varot of  EBlQamad  Signature o\euelopecﬂ ot the N4
s keown  ag D'xg’\‘ta‘ S?ﬁr\a\tur\e A\goriﬂ\m (PSN)
(Crepter A4S of textbosk) .

Hosh and  Sign

In RSA Signatmres  Alice Signs  m by Computing Simol_
M Con be very \or\g and  this s  <slow .

Let h be orypte graphic hash function .
Alice makes K public and signg ™ }:\/ mmpu'{h‘nﬁ

s = hem)?.
Bob Vafif(es by C/ompm"bhﬁ }\(m) and d\eclc(‘rg
S¥ = hm).

Secarity
- CBve can hash o I’Yle_séajg_ m
A
gl — \,\CM\>
~ Be may have  access to  Some  documents  Alice g’:‘j”@{ Ioe-f};ng

4
m , h(
If she Cﬂno\s mszgl-)/\er message m’  with  h(m) =h(m')

(m’ . MCM)A ) is \/0\1(\0( :

' Lut  she  cannot compute

Nowever  this s hard
by the definction of
[’\05A ‘FLU\ ctons

Blr{—/\r\do\\} A-{-;to\(,k on ‘\Has\r\ir\f) UMC‘_ Siﬁﬂ)\’\j'/

Eve can Proolmaa (=Y} Messege s where N (s the
Size of the cange blc h

| X}

M’ = " Alice ogrees to poy EBve #(o00 !
md = " Aftce wants o pay  Eve §2.00p, “
adolt 9 white space¢,  etc.

£ Eve hae SN previous 1messages  m,m, - s;ﬁ,,eo] b}/ Alice
ol very (kely thot  h(m;i’> = h(m3) -for Some |, J.
Now Eve can use Alce's signature -er' h{_mJ) to
troe Ale's Signature  on ;)



