
Digital Signatures

same signature for all documents
. X

RSA signatures :

suppose Alice wants to sign a message m
.

I . Alice picks two large primes p and q
and computes n =p

- 9 .

same as in

2- Alice chooses e with

9%929%77 ) Rst "or"""

and compute d with de =L (mod Gcn)) .

3
.

Alice publishes ( nie )
and keeps Cd

, p, q)
secret

4. Alice 's signature for m is

d
s = m (mod n)

and publishes (or send to Bob) the signed message (mis)

5 .

Bob (or anyone else) can verify that Alice indeed

signed the message by
• download Alice 's public key ( nee)

and the signed document (mis)
• verify se = m ( mod n)

RSA encryption :

ene e public
m - m (me )d=m

private
RSA signature :

m
sign md Verify

(mdye=m

¥q : same as RSA encryption . (modular exponentiation)



Security of RSA signatures
1 . Eve listens to past conversations and wants to

forge Alice 's signature on another document M ,

⇐ Eve has to find G s 't sie -=m , (mod n)

⇐ S, = mid (mod n)
computationally hard !
same as decrypting a ciphertext mi .

2
.

Eve can choose Sz first and then compute me szelmodn)

Alice cannot deny having signed Mz (in the present scheme)
.

However
, it is unlikely that mz will be a meaningful message .


