
Birthday Attacks
-

( assume people are born uniformly at random on each day independently)
Birthdayparade : How many people do we need in a room

( ignoring leap years) so that with prob .
350%

,
at least 2 people have the same birthday?

A : 23
.

( in comparison ,
we need 366 people for this to happen 100%)

why ?
I

k =2 : 565
.

K =3 : analyze the prob . of no collision :

1 .

364
• -365.363365

K : Pr [no collision]
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K- 23 :

I . Cl-⇒ ( I - ¥) . . . . ( l - 32¥) = 0.493 ⇒ Pr[collision) = 50.7%
.

N - 365 → How about general values of N ?

When there are k people ,
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find collisions for hash functions
suppose hlx) can take N values

.

Goal : find Xty s . -L hcx) = key) .
Attack :

Try approximately in random x and evaluate hcx)
.

Example : MDs digest = 128 bits . N = 2128 .

TN = 264 Tr LOH .

Runtime : Ooh - T) where T is time we need to

evaluate ht.) once
.

Applications hash function .
I . identity testing (quick test if two files are the same)

objects
2

.

data integrity .

3 . digital signatures ( in general to speed things up) .

4
.
hash tables as data structure

.


