
Hash factions
-

Definition : A cryptographic hash function he takes as input
a message of arbitrary length and output a

digest of a fixed length .

Properties : I
. Efficiency : Given m

,
hlm) can be computed quickly

.

2
.
One - way : Given y , ie is computationally hard

to find a message m
' with hcm 's -_ y .

3
. Strong collision -free : It is computationally hard

to find mrtmz with hlm,7=hCmz) .

Non- examples : hcm) = m mod n for some large integer n .

No ! For property 121
, given y ,

we can see m
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- y .

property (3) ,
we can choose any m and

m
'
-_ Mtn .

× y xxory hcm) : first breaks m into n- bit blocks
.
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No ! For property 133
.
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Example : Pick a large prime p such that q=PI
is also a prime .

Pick two primitive roots a # b of p .
92 Plz

.

The function h will map integers mod q2 to

integers mod p .

Given OEME 92-1
,
write m = Xi - qtxo with

hcm) = a
"

. b× '
mod p .

Of Xo . HE 9- I .

Claim : If we can find m# m
' with him) -_ hcm ')

then we can solve Lalb ) (mod p? ⇐ Find x

Proof write m= Xo t Xing a×=b(mod p)
-

"

m
'
= Xo' + X.i. q

a×°b× ' = axdbx" (mod p) .

Suppose ak=b (mod p) .

acxotxik ) = ako't Xi 't) (mod p)

TI

Xo txt - K = Xo
'
+ Xi - K (mod p- l)

TI
KCX , -Xi ) = Xd - Xo (mod p-D City
= -
-

-

Because q= PI is a prime ,

the only factors of (p- l ) are 1 , 2,9 , p
- l
.

Since OE X , ,X ,
'
E 9--1

we have - Cq- D E X ,
-Xie @- l )

.

⇒ Hi - xikq
.

if Xi # Xi
, gcdcp - I , Xi - Xi

' ) - I or 2
.

So there are at most 2 possibilities for K .

we can check both and find k with

if x, -_Xi ,
then akeebcmodp?

Xo=Xo
' (mod p - l ).

Since Ho - Xollcq - p- I ⇒ Xo=Xo '
.

I
M=m '

contradiction !


