
IGE [ Ekaamal
'
85]

This is a public- key encryption scheme
.

Suppose Alice wants to send a message Bob
.

I . Bob chooses a large prime P

and a primitive root g of p .

Bob chooses a random secret Y and computes § mod p

Bob makes Cp , g. GY mod p) . public .

2
. Alice downloads Cp , g , g

't mod p) .

Alice chooses a random secret X and computes gtmocdp .
Alice computes t (GM ) -m (mod p)

Alice
.

sends Cg
"
mod pi . t) to Bob

.

3
.

Bob decrypts by computing .

m t . g-
×Y
( mod p) .

( see page zit of the textbook

correctness : • Alice can compute t -

-

Because she knows g. p , GY mod p , X , m
-

public secret
f. = (GY mod PY - m (mod p) .

• Bob successfully decrypts . Bob knows g. p.gxmodp.tt
e-Need m = t - g- ×Y (mod p) . -

Because p is a prime ,
Bob can compute (g

"
mod p )Y ' =g×Y modp .

Is g×Y mod p sp
- l

. ⇒ g-
M exists

.

Runtime : Bob uses 1 modular exponentiation
-

for key generation
Alice uses 1 modular exp .

+ I modular multiplication
during encryption -

for decryptionBob uses 1 modular exp .

I extended Euclidean

1 modular multiplication



Security
-

"

computational Diffie-Hellman : problem
-

Let p be a prime and g
be a primitive root of p.

Given g× (mod p) and gY(mod p)
,

find GM (mod p) ,

theorem : An algorithm that decrypts ElGamal ciphertext (mod p),

can be used to solve Computational DH (mod p)
.

PIF : Suppose algorithm A can break EIGamal :

Given g
" mod p and gY mod p ..

take any non-zero value for t .

One possible scenario for ElGamal is :

Bob sends ( g
' mod p)

Alice sends ( g
"
mod p , t )

we can invoke A to break this communication
.

A will output (t . g-
M

- mod p)
we can recover g×Y by computing

(t
- '

Ce . g-
M
))
"

(mod p) .


