E  Gomal| ( ElGanal IBSJ
This (8 Q Pu)o lic- K@/ ehcr\lip'&'on ceheme.
§uppo;€. Aice  wants fto  <Sead o messige Bob .

l. Bob  chooses N Larﬁa ?r‘?m¢ P
md o primitle’ et g of P .
Bob  chooses o random Secret y ond computes 9 mod, )

Bob makes (p.g. g med p). publec

2. Alice  downleads (P, 9. 37 mod P),
Alice chootes a random  Secret X aM[ éomlpufes ‘g Xmed p.
Alice  Computes  t = (9 m (mod p)
Mice sends (G med p. £) to Bob.
3 Bob o\ecrtj pts by Cofhf“'&"'j :
m= 49 (mod p).

((see poge 2w of the terthook)

Comectness . o Alice  con compute .
Because she knows 9. P S‘U mod P X, m

pu blye Qecvet

- Y .
t=(9 mod p) m (nod p) .
C QOE S\/(CC?_Qg’fW”j d&cryp’tg_ Bﬂ‘o £nous 3,P,9)dmaﬂl P‘f;‘

Need M= £-g 7l (med B X
Becowse p is o prime

Bb G compute (% mod p)’ = 9 medp
12 g9 md p < pl 2 g7 exsts,

M " Bob  uses [ medulor Cxpomettaﬁm
for  key  genemstion
Allee  uses | modula-  €rp.
— l modular pultiplicotion
O\xArinﬂ encryption . |
Beb  yses ) modular %P - or dergptia

\ extgnded Euclidean
| modu (or Mult{p((m‘tt'on



Secarity
Computational  Diffie- Hellman . problem
Llet p be a prime and g be o primtie rot of p.
Gien  §“ God ) ard G (med p)
fod g7 (mod p). g
Theorem.  pAq aloor;d\m that Aeay,ﬂ?s ElGomal ciphertedts (modd p),
con be uged to golve Computations DH (med p)
M: g“PPOW- a\ﬂorf‘b‘/\m A can break ElGamal :
Given  g" med p  0ad g’ mod p.,

take ony  nM-2er0 value for t.
OV\Q— possible geenorio -Fo( ElGoamal s .

Bob  gends (9% mod p)
Alce seds (9% mod p, t)

We con javoke A  to  break this Communication.
A will output C—(:. 3—)(7- mo d P)

We con  Yecovesr 3xj b\/ Canu‘[;l‘v\j

(7 e 5) (mod p).




