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Diffie - Hellman Key Exchanga . [ Diffie - Kellman 267,

Very often ,  Alce ond  Bob  want to  ogree on a key,
and  DES/AES.

OH Key dhange.  allew  Alice ond Beb to agiee en &
V number K in  public,

A'(ﬂoriﬂ\rv\; public ?I\(\v ate

|.  Alice or B0l Selects o l(maa/a prime P
oand O Primtie oot 9 of P
Roth g and P 2 made public.
2. AKie  seleets o Secret random l
Pob N w . < [
3. Alice  Sends Bob gx mod P.
Bob Cends  Allen gyj mod P

4 M ond \5019 both Compute.
= 8 mod P a¢  the praete key

v 05!‘60_ on
Correctness .
T N Y
Mice kaows X and g7 owd P
So She Con  Compute Cﬂlﬂ )X mod P

Bob  knews Yy ond 9 med p
<o he con C/Ompwte ng)g ool P

Security .
Eve knows - g . P l gﬂ mod P, \q\/ Mo d| p.

To break OH \Ql} QXCMAJQ , Bve neads to (’,omPAT,& 3’47'
Clatm - 1{ Eve can Solve  discrete \03g then she aan ool p,

‘Dm\ﬁ D\‘Gﬁe H\\man K@, excl\ﬁr\ﬁz
P(‘VO l : Q}\g Con S'o[\/z_ d\SCMTﬂ Qﬁ& MOl C‘DMPIAM X
anA \{ . and -E}\en she can OOW\P ute

a7 med p.



Bt Commitment .

l. Al(Cﬁ wonts to  sendl Bob Qa Lf‘ﬁ E Ceffégp O o /)
9. Bob (annot determhe b without  Alice la ha/,o,

3. Alice  Cannot chanﬁ/z L once g/)e_ cends €.

Solution '.

\. They ogee on o large  prime p= 2 (med 4)
and prim itve  root g of P.
2. AMlice chwose @  mndom [£ X €p-2
w hece Sewndt [owest b+ e b.

She  Send g* mod P o Bob
Correctress.
® ob connot Compute L because he cannot

Solve  discrete  logs. ([ roughly speakiy).
e Mlice cannot CJ\O\'\ge b because
there s a Mm"czwe ¥ gt

6)4 mod p matches her <arlier
messoge to Bob .

o After the bet, Alice reveal x to Bob.

Bob Verifies  the Jalie of ¥ med p
Omo( recolves the bLet based on

b C-E),w, Se,conﬂl LOWQSf Leg O»f x)'



