
Cryptography vs . Coding theory .

I communicating over noisy channel

Protecting communication

over non - secure channels
.

Alice - Bob - Eve
.

=

Alice - lain@eEe-nLEIrfEEE.yyiIeriiiEyEjigp.Edfgobandapaeraaene key de! key
Mallory ( after the message , pretend to be Alice)
-

Possible attacks :
* Kerkhoff 's principle : Eve knows the eye, method.
- ciphertext only .
- known plaintext . ( Dear Bob , Sahara Desere)
- chosen plaintext . ( Eve get temporary access to

the encoytion code )
- chosen ciphertext C . . . . - dec code)
-

shift cipher :
- a . . -

Z - O
. . . 25 .

Connie spaces and punctuations).
- ene . key is an integer k i OE k£25

.

m : Cat I ECV : C
-
-

-
-

- encryption : c =@+ K ) med 26 -

- decryption .
. m= Cc - K) mod 2b

.

Attacking shift cipher .
- ciphertext only . (try K - o . . 25)
- known plaintext : (q , f ) → k=2

.

- chosen plaintext : choose "

a
"

.
-

- chosen ciphertext : choose "A
"

.


