
Primality Testing
-

Q: Is p a prime ?

( as of today ) Testing primality seems to be easier than factoring .

Fermat Primality Test :
#

.

If pka
.

then

AP
-

1=1 (mod p) .

Example : 4670=474 (mod 671) .
Is 671 a prime ? No !

Given an integer n
,
we can choose a random integer Isa - n - l .

If an
- '

¥1 (mod n) , then n is not a prime .

Example : 3670=1 (mod 671)
.

Is 671 a prime ? we do not know
.

Application : used a first
"

filter
"

in primality tests
.

Miller - Rabin primality Test .

-

Example : n = 561 .
2560=1 (mod 561 ) .
-

procedure : Example :

- Write n - I = 2k . m with m odd
.

- 560=24.35
- Choose a random Is a < n - l .

K=4 ,
m = 35 .

- Compute bo = Am (mod n) - suppose a -_ 2
.

If bo It (mod n) then output inconclusive
.

- bo = am 235=263 (mod 561)
.

- Compute bi = bf (mod n)

If bit (mod n) then output nnefnnprnihe.
- bl=bf=_ 2632=166 (mod 561)

If b, = -l (mod n) then output inconclusive . - bz=bf= 1662=67 (mod 561)
Compute bz = bi (mod n) .

- bz=bE= 672=1 (mod 561)
> "

: bk -I

- Co•mpute bit = biz (mod n) No !

If be, = - l (mod n) then output inconclusive 561 is not a prime .

If be-I ¥ - I (mod n ) then output noeprime

Moreover , god ( bi - I , n) is a non - trivial factor of n

where bi is the last number # It (mod n)
.

In this example , god (67-1,561)=33 is a factor of 561
.

Intuition behind Miller - Rabin
-

we want to know if n is a prime .

n passes Fermat's primality
-test iff an-1=1 (mod n)

.

be = ah
"
'm

= an
- '

= I (mod n)

For n to pass Miller - Rabin ,

it must be the case that

bi ⇐ II (mod n) for some 0£ is K - I

If bi = It (mod n) ⇒ bit, = I (mod n) ⇒ . . . ⇒ be⇒ (mod n)
.



Two cases where Miller - Rabin would conclude n is not a prime :

I . bk- i # Il (mod n)
.

Because by = I (mod n) .

⇐ be-7 (mod n)
⇒ ble-1=-21 (mod n)

.

2
.

We reach -11 before we reach - I
.

bo= Am (mod n)
,
bi

,
bz

,
bz - - -

,
bk- I e
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z → Not a prime

Or It
,
*
,

-
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,

I
,
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; I → probably
.

prime
=

Proof sketch : suppose bi =L (mod n) , but bi- I # II Cmod n) :

(ftp.Yese.reahhen) bit =P (mod n) ) Bagge.de?nma n is not a prime .

or is not a prime. bit ¥ Il (mod n) Lecture gcdcbi- i - I , n ) is
a non-trivial factor of '

n
.

Effectiveness of Fermat's / Miller - Rabin primality tests .
-

we say n is a pseudo prime for base a if

n is not a prime AND a
" '

=/ (mod n) .
We say n is a strong pseudoprime for base a if
n is not a prime And passes Miller - Rabin for base a .

I 1010
,
there are 455052511 primes .

14884 pseudo primes
3291 Strong pseudoprimes

> Under base 2 .

The first strong pseudo prime under all bases 9=2,3 , 5,7
.

3215031751 .


