§ecun‘@ a«f RSA .
11/: Eve. can F(.‘.,Ctor (arﬁa numper 8 very qu{clclj ana( aonéistaz\'t‘(\j.
hen Bve con  break RSA.
(P(\oof: Ewe Con swmply fretor n=pq,

b\z:-\ :g" W?MLL‘Q k{\r Ewe can c"'”f’“t_ﬁl the d\“@\\”)ﬁm e:c\Pone,mt
o the Cipher text, Ad=c (med dm)=e (mod o-Nq-1).

mﬂ“LMcol n) E e et (rad n).
Tdeolly, we wart to claim -
“1f Gl aan breck KA Consistertl , then Eve can Afactor (arge
numbere  consictendy. "
( Tws 'S an  open ques-tion.)
Rok Clallene:  ( Chapter 6.5 of  the textbook)
Claim. 1.(: e hog acces to Llboth h = Pi Arzd ?Cn) A more wmpl.tatei

then ©ve Con {Qd;or n. arqunents shows thot if
Eie knows d, then she

‘)ﬁ: Eve kwwg n = { bi=n con factr 2.
R Prq=N—d)+|.
Bue con soe the quadeotic 2quotion
X5 — (n=PO+ DX ~ =0
The “wo rests Vf' this Q_Ciuartion e P and q.
% - We do not  know Now o "@mtpr— [OJ§Q Numberg CIM(CH\L].
CCMapter b2 0{1 foxtbook  Covers  Offadks  on RSA.)
e.q. tf P S too cloce o q ‘tl«er\ RSA s not sewn
\\g e & foo Small , +hen flSA- IS ot <lcure
"['\‘m\‘/\fj attacks

P\‘Cma\ftj Testiag

Lemmo- let N be on | "Teger .
If 3Ixy St Xzzgl (mod n)  and X2y (odn)
Then n s not o prime,

__Moreoyer ged (%~Y, n) {8 a noxtrial ]Gucfor vf n.
‘Pmaﬁ-. X =Y = (x+4)(x~Y) =0 (med 1), Let d = gedd(x—Y, n)
¥ d=n, then  x=y Cred n) X
e d=). then (x+g)(x~¥ = O (modr) = X = —J (n"wl n)- X
Otherwise 0\ S o no;\—'(/r(‘(/(o«l fac‘for Of n.




Gronpe . 12 =72 (mod 35). e D F 22 (med 36),
qealiz-2, 3)=5 i o faetr of 35
Eromple . 1, psa | n=pq.
- Gve con  test i{- N+, n+t4, n+q,- ore perfect  squares.

If B Suceeds, this ollows her to fbctor N
-~ Ths s  because (w-lo.g assume both p and g areodd.)

-\ s +q % 2 2
ot (5 - P o e
Se Be oy need to try  IP7al steps .

z
— Therefore | i is mportunt  to pick p.gq where 1p-ql is not to0 Smuall.



