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.

Alice wants to message
Bob :

I . Bob chooses two secret large primes p and q
generate - Bob compute n = pal .""" { 2. Bob choose e whose, Iffley't

''I?d=tpa⇒
.3

.

Bob computes d

4 . Bob makes n and e public ,
and keeps pqd secret .

encryption -55 . Alice encrypts m as c = me (mod n)
Alice sends c to Bob

.

decryption -16 . Bob decrypts by computing mzcdcmodn)
In RSA

, public key pk= ( n , e)
.

private key sk= d
.

Example .
"

Cat
"
→ m= 30120 .

p= 885320963 9=238855417.
Bob :{ 1- =ep=qooy2l 1463707796206571 .

=

Alice : EEIezofzmoodaoonhcm.dk )
= 113535859035722866 (mod n)

Bob : solves feel (mod Cp- Dcg- D) .
I = 116402471153538991.

Cd = 30120 (mod n)
.



Correctness : n=p9 .

de =/ (mod Cp- Dcg- D)
.

-

Need to prove : H OE men- I .

we have (me )d= m (mod n)
:

(we will leave this to HW3 and prove a special case)
Assume gcdcm ,

n) =L
.

Proofs : first observe 0/6 ) -_ Cp- Dcg- D
Because gcdcm.nl =L , Euler 's theorem States that

moth =/ (mod n)
.

cdzcmejd-mde-mkdcmtlzcmkmlk.m-mfmodn.it
since de El ( mod 01cal ) .

( pages 166-167 of textbook give description and proof for RSA?
Recall Euler 's theorem :

If gcdca.rs) =L , then act"' =L
.( ax = at mod loch)) Imad n) )µ

In RSA
,

e. mole = male mod 4th
m (mod n)

.when gcdcm ,n)=1 :

Runtime : Bob picks p , q ,
and e

.

(assume this can be done quickly . )

generate- key .- Bob computes : n = Pg
Oth) = Cp- c)Cq- D .

Integer multiplication .

d = e
- '
( mod land Extended Euclidean 's

( gedcn , e) =L ⇒ n×+ey= , ⇒ d=× ) algorithm
-

encryption Alice c = me (mod n)
fast modular exponentiation .decryption Bob .

m= Cd (mod n)


