bln):  F  of M‘tagﬂrs between | and n Cinclusie)
thot s Co-prime with n.
E)CN“P\CS: L‘l?(zb):{z , (P[(ooo) = 4vo.
Cla.‘m: C L, - . _
¢l = n m (t

P iS o ‘xime
Example :  [ooo = 75 §(1000) = tooo- (1-1)-(1—)

:[GJO-'%-%=4°°_

Proof  Sketrh:

o 1f gco‘(rn.n)s(l then ?(mn) = ¢(M)' ?S(n).
This s because CRT gues a One-to-One
mapphg between  AXB ad C, where

AxE A = § aumbers that ore Carnme with m |
:{(a,b):ﬂ(:/—\ 6= ( Zoc—ac n’

\oep,] C > f ° oo 0o mn S
(AxBl=|AL 8]

& I n=¢" for some prime p,
then  ¢G)=n- (U~
Possile values of ged(n.i) - [€ ) en

st e p g,
gdln D=0t phi. = ey -n-(1—k)

Brompe s 3% pmed oo
& (00) = loo-((—%_)(l«*'—) =40 = ?;°3| (med (0o)
& _

™ = 3 3 = 2t g (ed 109, 3 7

9004 3t =9 = 2l (hod )
Cromple . 2 mod  [00

So -
Cl: (loo) =40 > qu' = . = |b Cmoj (Do) . B,Zm o
Ewler  Theorem . (b(m} gu( (2, (00) £

f 3@{@( M=\, then a" = (med n)

R. con we see,ea! up Xa mod N when \tjcal(a,f))#:[?
A; \(eg, Thic Can be done \o\.f Msl\/l.ﬁ

Cuecs  theem  +  CRT. (See Hw2z for mew detal)



En p‘b\on Standords
T T3, NS (- NsT) wanted f slect @ orpto. dgoithn a5 & national standad.

Cpage 0> of fxt book ) .
¥ Secule
X oomputa'b‘ma.\ &“eea‘c{“eﬂt
In (975, NBS published DES.
( See Section 4.2 —epr o Simpifted DES - like algon‘fflm),

(b rounds 0‘6 encrﬂp‘tf'on .
1n 1997, NIST put out a call for candidates o reploce PES.
Euan'tually “R/"jr\dae.l " wWas chosen az  AES.

Sy mmetnc [ce,L Encryption.
Alice ond Bob to agree en  a  Secret key k.

ercrypts P> Ttiom :
Public -Yey Encryption -( P¢E) SR R

Use cose A Wwoats to t@e €o Bob.
T['\e\i nesver et ‘pcforeA

Bve e listeary foom the very baﬁinn{rﬂ'
but Be connot  decypt the message.

Cpk)
BOL ‘Pv\la\ic, \ce,i 5—5 PMUIShCQ Pk: o B\IQJ‘L\]OHQ.
private ~  keeps skt ]r\?msetf-.
(sk)
Toc omone who wants  te  gend a megsaze 1 to Bob

he(she  sends  eac(m . Pk, ) —c
Onl\/ Bob con dleu‘ﬂpt C am{ tecoVers M,

aecCC, $\<B°b> —> M.

N PKE-algorithm  Cansists  of
qenesate -¥ey () produces  pk ond sk

enc(C) - EY) =
e 7& doc ( sk, enc(m, pE) =m.

Asymmetstc - CTAeo\L\gD Bob < public k&/ S}lou/ﬂ( not
nevea any N nforma‘fl‘an obout hs private #@y




