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Xa mod h
.

Runtime : At most Zlogzca) multiplications under mod n .

Example : 2
""

mod 789 .

( repeated squaring) 22=4 We need to square
2
"
= (225=-16 logia) times before the

( 2A )Z 28 = (245=256 exponent reaches a .

am. . , I:
"'9 } @am2128 = 559

'

:

21024 = 286

1234 = 1024 t 128 t 64 t lb t 2

I

21234 = 21024 . 2128 . 264 . 2lb . 22 = 286 . 559 . 367.49 . 4=-481(mod 789)
.

I
4 modular multiplications

In general . compute X
'

,
x2
,
X4
,
XS

.

- . . .
.

.
XE

.( mod n )
Gina)

Depending on the binary representation of a , we multiply
some of the numbers above together .

--

Fermat 's Little Theorem and Euler's Theorem
.

-

Fermat's little Theorem :

Ifpi prime that does not divide a
,

then AP-1=-1 (mod p) .

Example : p=H ,
a=2 20=-1 (mod 11)

.

Proof : Let s = El , 2 , - - -

, p- I } .

Consider the mapping 41×3 = ax (mod p) .

Example : f- It and a=2
. 443=2

(on next page) :Thisisaone-to-onemappirg.414-44.li
) -4G) . . - "ylp-D= (a. 1) (az) . - n . . . (a. p- i) . (mod pg 4lb)

= 26 (mod 117=1 :

H
= ap-l.ci - 2. 3.4 . . . - Cp- D) . . =) AP - ' =/ (mod p)

I -2-3 .

.
- r Cp- l)



Proof : ( X → ax mod p is a l- to- I mapping )
.

If X=y (mod p) ,
then aX=ay (mod p) .

If ax ay (mod p) ,
then X=y ( mod p) .

( gcdcaip) -4. So we can divide by a) .

Example of l l

4 :s→s 21/23 3

arap:*
. E¥n3
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Using Fermatls Little Theorem .

-

Test primality
, If at

'

⇒ (mod x) for some a where Xia ,

of X then x is not a prime .

Modular exponentiation : 253 (mod 11 )
.

210=1 (mod n) .

253=-495 - 23=23 8cm.de,)
.

-

what about 340 ' (mod tooo) ?

Euler's Theorem . If god Cain) =/
,
then

-

adam =L (mod n)
.

Gln) : Euler totient function :

= # of integers between 1 and n that is

co- prime with n . Example : 10663=12 .

proof sketch : same proof as that of Fermat 's Little Theorem
?

S = { i i
. Kien , gedcn , i)=l3

.

151=443 .

its i-I4.ci ) -=¥s@ - E) (mod n)/
⇐ a
""0/40001=400 .

He

3400=1 (mod 1000)
He

340' =3 (mod 1000) .


