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Preface

Quantum computing, a topic unknown to mosthaf population a decade ago, has burst into the
public’s imagination over the past few years. Part isfititerest can be attributed to concerns about the
slowing of technology scaling, also known as Mosiaw, which has driven computing performance for
over half a century, increasing interest in altermatigmputing technology. But most of the excitement
comes from the unique computational power of a quantum computer and recent progress in creating the
underlying hardware, software, and algorithms necessary to make it work.

Before quantum computers, all known realistienputing devices satisfied the extended Church-
Turing thesig;? which said that the power of any contipg device built could be only polynomially
faster than a regular “universal” computer—tisany relative speedup would scale only according to a
power law. Designers of these “classiéadmputing devices increased computing performance by many
orders of magnitude by making the operationsefa@hcreasing the clock frequency) and increasing the
number of operations completed during each clockecyVhile these changes have increased computing
performance by many orders of magnitude, the resjusisa (large) constant factor faster than the
universal computing device. Bernstein et al. shoimel®93 that quantum computers could violate the
extended Church-Turing thesiand in 1994 Peter Shor showed a practical example of this power in
factoring a large number: a quantum computerdealve this problem exponentially faster than a
classical computer. While this result was excitinghat time no one knew how to build even the most
basic element of a quantum computer, a quantum bit, or “qubit,” let alone a full quantum computer. But
that situation has recently changed.

Two technologies, one using trapped ionized at@napped ions) and the other using miniature
superconducting circuits, have advanced to the pdiete research groups are able to build small
demonstration quantum computing systems, and some groups are making these available to the research
community. These recent advances have led to an éxplokinterest in quantum computing worldwide;
however, with this interest also comes hype andusiof about both the potential of quantum computing
and its current status. It is not uncommonetadr articles about how quantum computing will enable
continued computer performance scaling (it will notfleange the computer industry (its short-term
effects will be small, and iteng-term effects are unknown).

The Committee on Technical Assessment offbasibility and Implications of Quantum
Computing was assembled to explore this area to higlg blarity about the current state of the art, likely
progress toward, and ramifications of, a general-memuantum computer. In responding to its charge,
the committee also saw an opportunity to clarifyttieoretical characteristics and limitations of quantum
computing and to correct some common public misperceptions about the field.

1 M.A. Nielsen and I. Chuang, 2002, Quantum computation and quantum information 558-559.

2P. Kaye, R. Laflamme, and M. Mosca, 208%, Introduction to Quantum Computingxford University
Press, Oxford, UK.

3n the field of quantum computingnd throughout this report, comprg that process information according
to classical laws of physics are referte as “classical computers,” in order to distinguish them from “quantum
computers,” which rely upon quantum effects in the processing of information.

4 E. Bernstein and U. Vazirani, 1993, “Quantum ComipjeTheory,” in Proceedigs of the Twenty-Fifth
Annual ACM Symposium on Theory of Computing (STOC '93), ACM, New York, 11-20,
http://dx.doi.org.stanford.idm.oclc.org/10.1145/167088.167097.
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The committee conducted its work through threearspn meetings, a series of teleconferences,
and remote collaboration. In order to responiistaharge, the committee focused on understanding the
current state of quantum computing hardwarewsot, and algorithms, and what advances would be
needed to create a scalable, gate-based quantum esroppéble of deploying Shor’s algorithm. Early in
this process, it became clear that the current elgimg approaches could not directly scale to the size
needed to create this scalable yfdtror corrected quantum computer. As a result, the group focused on
finding intermediate milestones and metrics to tiekprogress toward this goal. Throughout this work,
the committee endeavored to integrate multipdeiglinary perspectiveqd to think about progress
toward building a practical quantum computer from aesystperspective, rather than in terms of a single
component or a single discipline.

This work was conducted in its entirety on awlassified basis. As @sult, the committee’s
assessments of progress, feasibility, and implicatdggiantum computingzere made using only
committee members’ expertise and experience, déteiga in open meetingsne-on-one conversations
with outside experts, and information broadly ayaéan the public sphere. No information regarding
any nation-state’s classified activities was madelabks to the committee. As a result, while the
committee believes its assenent to be accurate, it recognizex the assessmeistnecessarily based
upon incomplete information, and it does not prechheepossibility that knowledge of research outside
the arena of open science (either privately heldassified by a nation-state) might have altered its
assessment.

READING THIS REPORT

This report presents the results of the committeeystThe reader is encouraged to start with
the Summary to quickly get a sense of the maidifigs of this report. The Summary also provides
pointers to the sections in the report that describe @dtiese topics in more detail, to enable the reader
to dive into the details of specific topics of interest.

A brief description of each chapter is given below:

x Chapter 1 provides background and context on the field of computing, introducing the
computational advantage of a quantum computer. It takes a careful look at why and how
classical computing technologies scaled in pemnce for over half a century. This scaling
was mostly the result of a virtuous cycle, where products using the new technology allowed
the industry to make more money, which it then used to create newer technology. For
guantum computing to be similarly successful, it must either create a virtuous cycle to fund
the development of increasingly useful quantum computers (with government funding
required to support this effort until this stageeached) or be pursued by an organization
committed to providing the necessary investniemirder to achieve a practically useful
machine even in the absenceardgérmediate returns or utility (although the total investment
is likely to be prohibitively large).

x Chapter 2 introduces the principles of quamtmechanics that make quantum computing
different, exciting, and challenging to implenieaind compares them with operations of the
computers deployed today, which procedsrimation according to classical laws of
physics—known in the quantum computic@mmunity as “classical computers.” This
chapter explains why adding one additional qubit to a quantum computer doubles the size of
the problem the quantum computer can repre3dris.increased computational ability comes
with the limitations of noisy gates (qubittgaoperations have significant error rates), a
general inability to read in data efficientBnd limited ability to measure the system, which
makes creating effective quantum algorithms diiffli. It introduces the three different types
of quantum computing studied in this reportalaig quantum, digital noisy intermediate-scale
quantum (digital NISQ), and fullyreor corrected quantum computers.
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X Recognizing the difficulty of harnessing the power of quantum computing, Chapter 3 looks at
guantum algorithms in more depth. The dieagstarts with known foundational algorithms
for fully error corrected mach&s but then shows that the overhead for error correction is
quite large—that is, it takes many physical qubitd physical gate operations to emulate an
error-free, so-called logical qubit that canused in complex algorithms. Such machines are
therefore unlikely to exist for a number of ygalt then examines potential algorithms for
both analog and digital NISQ computers tivauld enable practical utility and shows that
more work is needed in this area.

X Because Shor’s algorithm breaks currentlgldged asymmetric ciphers—that is, it would
enable them to be decrypted without a priori knowledge of the secret key—Chapter 4
discusses the classical cryptographic ciphers etlyrased to protect electronic data and
communications, how a large quantum computer could defeat these systems, and what the
cryptography community should do now (and has begun to do) to address these
vulnerabilities.

x Chapters 5 and 6 discuss general architecamdgprogress to date in building the necessary
hardware and software components, repely, required for quantum computing.

x Chapter 7 provides the committee’s assessiietie technical progress and other factors
required to make significant progress in quantum computing, tools for assessing and
reassessing the possible time frames and imffditsof such devepments, and an outlook
for the future of the field.

While the committee has tried to make the repodessible to non-experts, a few of the chapters
do become a little (or more than a little) technicadrider to describe some of the issues at play more
precisely. Feel free to skip over these sections wherfind them—the key points of these sections are
either highlighted as findings or are summarizi¢itee at the end of the section or chapter.
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Summary

Quantum mechanics, the subfield of physics destcribes the behavior of very small particles,
provides the basis for a new paradigm of computiugantum computing (QC) was first proposed in the
1980s as a way to improve computational modeling@bthavior of very small (“quantum”) physical
systems. Interest in the field grew in the 199@h whe introduction of Shor’s algorithm, which, if
implemented on a quantum computgould exponentially speed up an important class of cryptanalysis
and potentially threaten some of the cryptographic methods used to protect government and civilian
communications and stored data. In fact, quardamputers are the only known model for computing
that could offer exponential speedup over today’s comptiters.

While these results were very exciting in the 199%0sy were only of theoretical interest: no one
knew of a method to build a computer out of quantum systems. Today, nearly 25 years later, progress in
creating and controlling bits of gatm information, or “qubits,has advanced to the point that a number
of research groups have demonstrated small priepftaciple quantum computers. This work has
reinvigorated the field and led to significant private sector investment.

WHY BUILDING AND USING A QUANTUM COMPUTER IS CHALLENGING

A classical computer uses bits to represent the values it is operating on; a quantum computer uses
guantum bits, or qubits. A bit can either be 0 awtile a qubit can represent the values 0 or 1, or some
combination of both at the same time (knowm&dsuperposition”). While the state of a classical
computer is determined by the binary values of a didle®f bits, at any single point in time the state of
a quantum computer with the same number ohtiuma bits can span all possible states of the
corresponding classical computer, and thus works ixaonentially larger problem space. However, the
ability to make use of this space requires tliaifehe qubits be intrinsically interconnected
(“entangled”), well-isolated from the outsidavironment, and very precisely controlled.

Many innovations over the past 25 years have ledalesearchers to build physical systems that
are starting to provide the needed isolation andrabfar quantum computing. In 2018, two technologies
are used in most quantum computers (trappedaodsartificial “atoms” gemated by superconducting
circuits), but many different technologies are currently being explored for the basic physical
implementation of qubits, or “physical qubits.” Given the rapid progress in the field, and the large
improvements still needed, it is too early to “beti’ one technology for quantum computing (see Chapter
5).

Even if one is able to make very high lityagubits, creating and making use of these quantum
computers (QCs) brings a new set of challenges. Tikeya different set of operations than those of
classical computers, requiring new algorithms, softwaretrol technologies, and hardware abstractions.

! These early theoretical results demonstrated the unique potential power of quantum computers. The
performance of all other known computing devices can be only polynomially faster than a very simple “universal”
computer, a probabilistic Turing machine, according ¢éoetktended Church-Turing thesis. Quantum computers are
the only known computing tenoblogy that violates this thesis. Niatséichael A., and Isaac Chuang. "Quantum
computation and quantum informativ(2002): 558-559. Kaye, Phillip, Raymond Laflamme, and Michele Mosca.
An introduction to quantum computing. Oxford University Press, 2007.
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Technical Risks

Qubits Cannot Intrinsically Reject Noise

One of the major differences between a classigalptter and a quantum computer is in how it
handles small unwanted variations, or noise, in the sySeroe a classical bit is either one or zero, even
if the value is slightly off (some noise in the systénig easy for the operations on that signal to remove
that noise. In fact, today’s classical gates, which dapema bits and are used to create computers, have
very large noise margins—they can reject largeatians in their inputs and still produce clean, noise-
free outputs. Because a qubit can be any combinafione and zero, qubits and quantum gates cannot
readily reject small errors (noise) that occur in phglsiircuits. As a result, small errors in creating the
desired quantum operations, or any stray signals that couple into the physical system, can eventually lead
to wrong outputs appearing in the computation. Thaos,of the most important design parameters for
systems that operate on physical qubits is their eate. Low error rates have been difficult to achieve;
even in mid-2018, the error rates for 2-qubit operations on systems with 5 or more qubits are more than a
few percent. Better error rates hdxeen demonstrated in smalles®ms, and this improved operation
fidelity needs to move to larger qubit systems formquian computing to be successful (see Section 2.3).

Error-Free QC Requires Quantum Error Correction

Although the physical qubit operations are sensitivieoise, it is possible to run a quantum error
correction (QEC) algorithm on a physical quantum computer to emulate a noise-free, or “fully error
corrected,” quantum computer. Without QEC, it is unlikely that a complex quantum program, such as one
that implements Shor’s algorithm, would even icorrectly on a quantum computer. However, QEC
incurs significant overheads in terms of both the nurobehysical qubits required to emulate a more
robust and stable qubit, called a “logical qubit,” areltiimber of primitive qubit operations that must be
performed on physical qubits to emulate a quargperation on this logical qubit. While QEC will be
essential to create error-free quantum computers in theefuhey are too resource intensive to be used in
the short term; quantum computers in the near teenfilkaly to have errors. This class of machines is
referred to as noisy intermediate-scale quantum (NISQ) computers (see Section 3.2).

Large Data Inputs Cannot Be Loaded into a QC Efficiently

While a quantum computer can use a small nurabgubits to represent an exponentially larger
amount of data, there is not currently a method palha convert a large amount of classical data to a
guantum statg(this does not apply if the data can baaated algorithmically). For problems that
require large inputs, the amount of time needed to create the input quantum state would typically
dominate the computation time, and greatly reduce the quantum advantage.

Quantum Algorithm Design Is Challenging

Measuring the state of a quantum computer “collapses” the large quantum state to a single
classical result. This means that one can extracttbalgame amount of data from a quantum computer
that one could from a classical computer of the same size. To reap the benefit of a quantum computer,
guantum algorithms must leverageiquely quantum features such as interference and entanglement to
arrive at the final classical result. Thus, toiagh quantum speedup requires totally new kinds of

2 While there are proposdisr quantum random access memory (QRAMittban perform this function, at the
time of this report, there aren’tyapractical implementation technologies.
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algorithm design principles and very clever algorithm design. Quantum algorithm development is a
critical aspect of the field (see Chapter 3).

Quantum Computers Will Need a New Software Stack

As with all computers, building a useful device is much more complex than just creating the
hardware—tools are needed to create and debug QC-specific software. Since quantum programs are
different from programs for classical computers, redeand development is needed to further develop
the software tool stack. Because these softwars thole the hardware, contemporaneous development
of the hardware and software tool chain whilbgten the development time for a useful quantum
computer. In fact, using early tools to complete the end-to-end design (application design to final results)
helps elucidate hidden issues and drives towardjdesvith the best chance for overall success, an
approach used in classical computer design (see Section 6.1).

The Intermediate State of a QuantumComputer Cannot Be Measured Directly

Methods to debug quantum hardware and softaegeof critical importance. Current debugging
methods for classical computers rely on memory, aadehding of intermediate machine states. Neither
is possible in a quantum computer. A quantum state cannot simply be copied (per the so-called no-cloning
theorem) for later examination, and any measurewfemijuantum state collapses it to a set of classical
bits, bringing computation to a halt. New apprazto debugging are essential for the development of
large-scale quantum computers (see Section 6.4).

TIME FRAMES FOR ACHIEVING QUANTUM COMPUTING

Predicting the future is always risky, but it damattempted when the product of interest is an
extrapolation of current devices that does not spamtany orders of magnitude. However, to create a
guantum computer that can run Shor’s algorithm to find the private key in a 1024-bit RSA encrypted
message requires building a machine thanore than five orders of maitude larger and has error rates
that are about two orders of magnitude better thewrent machines, as well as developing the software
development environment to support this machine.

The progress required to bridge this gap makes it impossible to project the time frame for a large
error-corrected quantum computer, and while sigaift progress in these areas continues, there is no
guarantee that all of these challenges will be oveecdrhe process of bridging this gap might expose
unanticipated challenges, require techniques thatatnget invented, or shift owing to new results of
foundational scientific research that changeunderstanding of the quantum world. Rather than
speculating on a specific time fraptke committee identified factors that will affect the rate of
technology innovation and proposed two metrics andraéwilestones for monitoring progress in the
field moving forward (see Section 7.2).

Given the unique characteristics and challengegiantum computers, they are unlikely to be
useful as a direct replacement for classical computers. In fact, they require a number of classical
computers to control their operations and implensemputations needed to carry out quantum error
correction. Thus, they are currently being designed as special-purpose devices operating in a
complementary fashion with classical processamaJogous to a co-processor or an accelerator (see
Section 5.1).

In rapidly advancing fields, where there arensnanknowns and hard problems, the rate of
overall development is set by the ability of the vehobmmunity to take advantage of new approaches
and insights. Fields where research results are kept secret or proprietary progress much more slowly.
Fortunately, many quantum computing researchers haen open about sharing advances to date, and
the field will benefit greatly by continuingith this philosophy (see Section 7.4.3).
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Key Finding 9: An open ecosystem that enables cross-pollination of ideas and groups will accelerate
rapid technology advancement. (Chapter 7)

It is also clear that a technology’s progrdepends on the resources, both human and capital,
devoted to it. Although many people think that éheill be a Moore’s law-type scaling for the number of
qubits in a system, it is important to remembaeat toore’s law resulted from a virtuous cycle, where
improved technology generated exponentially increasimgnue, enabling reinvestment in research and
development (R&D) and attracting neéalent and industries to helpniovate and scale the technology to
the next level. If, like silicon, a Moore’s law-type sifstained exponential growth for qubits requires an
exponentially growing investment, sustaining this staeent will likely require a similar virtuous cycle
for quantum computers, where smaller machines@mmercially successful enough to grow investment
in the overall area. In the absence of intermedigogress yielding commercial revenue, progress will
depend on governmental agencieatmuing to increase funding of this effort. Even in this scenario,
successful completion of intermediate miles®rs likely to be essential (see Section 1.3).

Given the overhead of QEC, mdarm machines will almost certainly be noisy intermediate-scale
quantum (NISQ) computers. While many interestipgli@ations exist for large error-corrected quantum
computers, practical applications for NISQ garters do not currently exist. Creating practical
applications for NISQ computers is a relatively ree@a of research and will require work on new types
of quantum algorithms. Developing commercial NIS@hpater applications by the early 2020s will be
essential to starting this virtuous cycle of investment (see Section 3.4.1).

Key Finding 3: Research and development into practical cornrakapplications of noisy intermediate-
scale quantum (NISQ) computers is an issue of immedigtency for the field. The results of this work

will have a profound impact on thmate of development of large-scale quantum computers and on the size
and robustness of a commercial market for quantum computers. (Chapter 7)

Quantum computers can be divided into thgereral categories or types. “Analog quantum
computers” directly manipulate the interactidregween qubits without breaking these actions into
primitive gate operations. Examples of analog mazhinclude quantum annealers, adiabatic quantum
computers, and direct quantum simulators. “Digital NISQ computers” operate by carrying out an
algorithm of interest using primitive gate operationgbwgsical qubits. Noise is present in both of these
types of machine, which means that the qualitya@need by error rates and qubit coherence times) will
limit the complexity of the problems that these maehk can solve. “Fully error-corrected quantum
computers” are a version of gate-based QCs maate robust through deployment of quantum error
correction (QEC), which enables noisy physical qubits to emulate stable logical qubits so that the
computer behaves reliably for any computation (see Section 2.6).

Milestones

The first milestones of progress in QC were dlemonstration of simple proof-of-principle
analog and digital systems. Small digital NISQ coramibecame available in 2017, with tens of qubits
with errors too high to be corrected. Workgimantum annealing began approximately a decade earlier
using qubits built with a technology that had loweherence times but that allowed them to scale more
rapidly. Thus, by 2017 experimental quantumealers had grown to machines with around 2,000 qubits.
From this starting point, progress can be identiigt the achievement of one of several possible
milestones. Demonstration of “quantum supremacy’at-ith, completing a task that is intractable on a
classical computer, whether or not the task hadipahaitility—is one. While several teams have been
focused on this goal, it has not yet been demonstrated (as of mid-2018). Another major milestone is
creating a commercially useful quantum computer, which would require a QC that carries out at least one
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practical task more efficiently than any classical compwhile this milestone is in theory harder than
achieving quantum supremacy—since the applicati@quéstion must be better and more useful than
available classical approachepreving quantum supremacy could be difficult, especially for analog QC.
Thus, it is possible that a useful application daarise before quantunugremacy is demonstrated.
Deployment of QEC on a QC to create a logical quliti & significant reduction in error rate is another
major milestone that is the first step to cnegtiully error-corrected machines (see Section 7.3).

Metrics

Progress in gate-based quantum computing candmitored by tracking the key properties that
define the quality of a quantum processor: tifiecéive error rates of the single-qubit and two-qubit
operations, the interqubit connectivity, and the nunoibgubits contained within a single hardware
module.

Key Finding 4: Given the information available to the committee, it is still too early to be able to predict
the time horizon for a scalable quantum computereatstprogress can be tracked in the near term by
monitoring the scaling rate of physical qubits @tstant average gate error rate, as evaluated using
randomized benchmarking, and in the long term lyitoring the effective number of logical (error-
corrected) qubits that a system represents. (Chapter 7)

Tracking the size and scaling rate for logical guiilsprovide a better estimate on the timing of
future milestones.

Key Finding 5: The state of the field would be much eassemonitor if the research community adopted
clear reporting conventions to enable comparisond@atvdevices and translation into metrics such as
those proposed in this report. A set of benchingrapplications that enable comparison between
different machines would help drive improvementshia efficiency of quantum software and the
architecture of the underlying quantum hardware. (Chapter 7)

Players Working to Build and Use a Quantum Computer

It is clear that efforts to develop quanteomputers and other quantum technologies are under
way around the world. It is expected that largecerted research efforts entailing both foundational
scientific advances and new strategies in engimgerspanning multiple traditional disciplines—will be
required to build a successful QC.

Key Finding 8: While the United States has historicallpydd a leading role in developing quantum
technologies, quantum information science and techgatogow a global field. Given the large resource
commitment several non-U.S. nations have recently nwdginued U.S. support is critical if the United
States wants to maintain its leadership position. (Chapter 7)

Furthermore, the private sector currently playarge role in the U.S. quantum computing R&D
ecosystem.

Key Finding 2: If near-term quantum computers are not commercially successful, government funding

may be essential to prevent a significant declinguimntum computing research and development.
(Chapter 7)
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QUANTUM COMPUTERS AND CRYPTOGRAPHY

Quantum computing will have a major impact on cryptography, which relies upon hard-to-
compute problems to protect data. Shor’s algorithrming on a large quantum computer will greatly
reduce the required computation (the workfactogxivact the private key from the asymmetric ciphers
used to protect almost all Internet traffic and staecdrypted data. There is strong commercial interest in
deploying post-quantum cryptography well before saicjuantum computer has been built. Companies
and governments cannot afford to have their now-prisabtemunications decrypted in the future, even if
that future is 30 years away. For this reason, tiseseneed to begin the transition to post-quantum
cryptography as soon as possible, especially sirtakds over a decade to make existing Web standards
obsolete (see Section 4.4).

Key Finding 1: Given the current state of quantum comimgiand recent rates of progress, it is highly
unexpected that a quantum computer that campeomise RSA 2048 or comparable discrete logarithm-
based public key cryptosystems will be built within the next decade. (Chapter 7)

Key Finding 10: Even if a quantum computer that can detptprent cryptographic ciphers is more than

a decade off, the hazard of such a machine isdnigligh—and the time frame for transitioning to a new
security protocol is sufficiently long and untz@n—that prioritization of the development,

standardization, and deployment of post-quantum cryptography is critical for minimizing the chance of a
potential security and privacy disaster. (Chapter 7)

Given the large risk a quantum computer posest@ictiprotocols, there is an active effort to
develop post-quantum cryptography, asymmetric ciptieat a quantum computer cannot defeat. These
are likely to be standardized in the 2020s. Withike potential utility of Shor’s algorithm for cracking
deployed cryptography was a major driver of earghusiasm in quantum computing research, the
existence of cryptographic algorithms that are betideebe quantum-resistant will reduce the usefulness
of a quantum computer for cryptanalysis and thillsraduce the extent to which this application will
drive quantum computing R&D in the long term (see Section 4.3).

RISKS AND BENEFITS OF PURSUING QUANTUM COMPUTING

Significant technical barriers remain before a practical QC can be achieved, and there is no
guarantee that they will be overcome. Building asihg QCs will require not only device engineering
but also fundamental progress at the convergehaéhost of scientific disciplines—from computer
science and mathematics to physics, chemisiny naaterials science. Yet these efforts also offer
potential benefits. For example, results from R&D have already helped to advance progress in
physics—for example, in the area of quantum yavand in classical computer science by motivating
or informing improvements in classical algorithms.

Key Finding 6: Quantum computing is valuable for drivifaundational researchahwill help advance
humanity’s understanding of the universe. As wailifoundational scientific research, discoveries from
this field could lead to transformativew&nowledge and applications. (Chapter 7)

The challenges to creating a large, error-coeeguantum computer are significant. Successful
guantum computation will requitenprecedented control of quantewherence, pushing the boundaries
of what is possible by refining existing tools and techniques—or perhaps even by developing new ones.
Related technologies, such as quantum sensing antlguaommunication, that also rely upon quantum
coherence control may also leverage these advances (see Section 2.2).
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Key Finding 7: Although the feasibility of a large-scale quantoaomputer is not yet certain, the benefits
of the effort to develop a practical QC are likely tddge, and they may continue to spill over to other
nearer-term applications of quantum informatiechinology, such as qubit-based sensing. (Chapter 7)

In addition to the intellectual and potential sociéghefits of quantum computing, this work has
implications for national security. Any entity in ggession of a large-scale, practical quantum computer
could break today’s asymmetric cryptosystems—gaiicant signals intelligence advantage. Awareness
of this risk has launched efforts to create andaleptyptographic-systems that are robust to quantum
cryptanalysis, for which there are several candslatrrently believed to be quantum safe. However,
while deploying post-quantum cryptography in goweent and civilian systems may protect subsequent
communications, it will not remove the security rislptequantum encrypted data that has already been
intercepted by an adversary, although the magnitutleofisk decreases as the arrival time of a QC
capable of deploying Shor’s algorithm increases aedi#ita become less relevant. Furthermore, new
guantum algorithms or implementations could l@adew quantum cryptanalytic techniques; as with
cybersecurity in general, post-quantussilience will require ongoing security research.

But the national security issues transcend cryppdgralhe larger strategic question is about
future economic and technological leadership. Hisatly, classical computing has had a transformative
impact across society. While the potential for applying quantum algorithms to industrial and research
applications has only begun to be explored, désr that quantum computing has the potential to
transcend current computational boundaries. The pakeém improve efficiency in many areas of
computation suggests that supporting a robust QC reseamumunity in the United States is of strategic
value.

CONCLUSION

Based on evaluation of publicly available infotimoa regarding progress to date in the field of
guantum computing, the committsaw no fundamental reason why a large, fault-tolerant quantum
computer could not be built in principle. Howevsignificant technical challenges remain on the path to
building such a system, and to deploying it to pracacaiantage for a valuable task. Furthermore, future
decisions on funding levels, likely dependent eamterm successes androuercial applications, as
well as the strength and openness of the reseansmanity both in the United States and abroad, will
influence the timeline for achieving a practical compinighe public domain. Progress in the field can be
tracked using the metrics proposed in Key FindinRegardless of when—or whether—a large, error-
corrected quantum computer is built, continueddR& quantum computing and quantum technologies
will expand the boundaries of humanity’s scientific kilenlge, and the results yet to be gleaned could
transform our understanding of the universe.
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1

Progress in Computing

Recently, stories about the development of small-scale quantum computers and their potential
capabilities have regularly appeared in the popular pdeisgn largely by the rapid advance of ongoing
public research in the field, the beginning ofpmate investment, and concern about the future of
performance scaling of traditional computers [1]. Wittogress in the field of quantum computing has
been impressive, many open questions exist aboyiotieatial applications of such a system, how these
types of computers could be built, and when-whether—this technology will disrupt today’s
computing paradigm.

The goal of this report is to assess the felitgitime frame, and implications of building a
general-purpose quantum computer. Before examihiegapabilities of this emerging technology, it is
instructive to review the origin and capabilit@scurrent commercial computing technologies, the
economic forces that drove their development, aadithitations that are beginning to confront them.
This information will provide context for understandithe unique potential of quantum computing along
with potential challenges to development of asy and competitive computing technology and will
serve as a comparative framework for understangliogress toward a practical quantum computer.

1.1 ORIGINS OF CONTEMPORARY COMPUTING

Progress in one area of science and engineering often catalyzes or accelerates discovery in
another, creating new pathways forward for bwlv science and the design and deployment of new
technologies. Such interconnections are pasditybisible in the development of computing
technologies, which emerged from millennia of progresaathematical and physical sciences to launch
a transformative industry in the mid-20th centurylelss than one hundred years, research, development,
and deployment of practical computing technologiegteansformed science, engineering, and society
at large.

Before the mid-20th century, practical “computers” were not machines, but people who
performed mathematical computations with the aigimiple tools, such as tladacus or the slide rule.
Today, we generally define a computer as a complex machine that can solve many problems more
rapidly, precisely, or accurately than a human, byimdating abstract repregations of data embodied
within some physical system using a set of well-defined rules. Given the appropriate input and the right
set of instructions, a computer can output the arsteea host of problems. In the early 1800s, Charles
Babbage designed a mechanical computer, the “diiéerengine,” to print astronomical tables, and later
proposed a more complex mechanical computing machiue “analytical enginéDue to the absence of
practical manufacturing technologies, neither wak btithat time, but this engine was the first
conception of a general-purpose programmable computer. The contemporary concept of a computer
further coalesced in the 1930s with the work cdrAlTuring. His abstract, mathematical model of a
simple computer capable of simulating any othenguating device, “the Turing machine,” described the
foundational capabilities of all digital computers.

While computing is predicated by millennia of exploration of mathematical principles, practical
devices require a concrete, physical implementati@bstract and theoretical ideas. The first successful
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realizations of such devices emerged duringld/é/ar II. Alan Turing built a special-purpose
electromechanical computer for cryptanalysis, therfiBe,” and developed atdéed specification for an
“automatic computing engine,” a real general-psgstored-program computer. In Germany, in a
separate development, Konrad Zuse created the Z1, the first programmable computer, using
electromechanical relays. Subsequent to the war, the so-called von Neumann arcéhiteature
reformulation of the universal Turing machingénms of the stored program model of computing—
became the dominant architectfme most computer systems.

In subsequent decades, driven mostly by milifanding, computers continued to improve in
performance and capabilities. The physical compones#d to create computers also improved with
time. Since the nascent computer industry was tod son@rive technology development, its designers
leveraged the technology (vacuum tubes, then sBorsi and finally integrated circuits) that was
developed to support radio, telewisj and telephony, which were thévilig commercial applications of
the day. Over time, the computing industry grew miacher than the military sector that started it, and
large enough to support customized technology deweént. Today, computing is one of the largest
commercial drivers of integrated circuit developmant] many other areas leverage integrated circuits
designed for the computing industry for their neédsa result, today’s electronic computers—from
mobile devices and laptops to supercomputense-the fruits of tremendous progress in human
understanding of and control over physical materials and systems.

1.2 QUANTUM COMPUTING

While today’s computing machines leverage extgiisontrol over nature to create designs of
immense complexity, the representation and logicatgssing of information in these machines can be
explained using the laws of classical phy3ithese classical descriptions of electromagnetism and
Newtonian physics provide an intuitive and determiniskiplanation of the physical universe, but they
fail to predict all observable phenomena. This reabimatmade around the turn of the 20th century, led to
the most important transformation in physics: the discovery of the principles of quantum mechanics.
Quantum mechanics (or quantum physics) is a theaottyeophysical world that is not deterministic, but
probabilistic, with inherent uncertainty. While thgndmics it describes at a small scale are exotic and
counterintuitive, it accurately predicts a wide ranfebservable phenomena that classical physics could
not, and replicates correct classical results forelasgstems. The development of this field has
transformed the way scientists understand nateg; small systems whose behavior cannot be
adequately approximated by the equadiof classical physics are often referred to as “quantum systems.”

While classical physics is often a good appmaadion for observable phenomena, all matter is
fundamentally quantum mechanical—including the materials from which today’s computers are built.
However, even as the design of their hardwarepmments is increasingly informed by the quantum
properties of materials, and as the ever-shrinking size of these components means that quantum
phenomena introduce more constraints on their desigrgrinciples and operations that these computers
implement have remained classical.

Despite the extraordinary power of today’s corepsitthere are a set of applications which are
difficult for them to compute but seem to be easily “computed” by the quantum world: estimating the
properties and behavior of a quantum system. While today’s classical computers can simulate simple
guantum systems, and often find useful approximdtgisns for more complicated ones, for many such
problems the amount of memory needed for theukition grows exponentially with the size of the
system simulated.

1 So-named for John von Neumann, the first to propose the stored-program model.

2 While the laws of quantum mechanics must be invoked to design or explain the operation of semiconductor
materials whose bandgaps enable the implementation of today’s widely deployed conventional computer logic gates,
the nature of the logical information processing itself is based upon the flow of a classical model of a charged
particle.
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In 1982, physicist Richard Feynman suggesied quantum mechanical phenomena could
themselves be used to simulate a quantum system efficiently than a naive simulation on a classical
computer [2,3]. In 1993, Bernstein and Vazirdmowed [4] that quantum computers could violate the
extended Church-Turing thesis—a foundational pplecof computer science that said that the
performance of all computers was only polynomiadlgtér than a probabilistic Turing machine [5,6].
Their quantum algorithm offered an exponergiaedup over any classical algorithm for a certain
computational task called recursive Fourianping. Another example of a quantum algorithm
demonstrating exponential speedup for a differentmgdational problem was provided in 1994 by Dan
Simon [7]. Quantum computation is the only moofetomputation to date to violate the extended
Church-Turing thesis, and therefore only quantummaters are capable of exponential speedups over
classical computers.

In 1994, Peter Shor showed that several impodamtputational problems could, in principle, be
solved significantly more efficiently using a quamt computer—if such a machine could be built.
Specifically, he derived algorithms for factoring laiigtegers and solving discrete logarithms rapidly—
problems that could take even the largest computer today thousands or millions of years—or even the
lifetime of the universe—to compute. This was &atg discovery because it also suggested that anyone
with a real-world quantum computer could bréad cryptographic codes that make use of these
problems, compromising the security of encrygtecthmunications and encrgut stored data, and
potentially uncovering protected secrets or privaf@rmation. These results catalyzed interest among
researchers in developing other quantum algorithitisexponentially better performance than classical
algorithms, and trying to create the basic quantuitding blocks from which a quantum computer could
be built.

During the past few decades, this research has progressed to the point where very simple quantum
computers have been built, and a positive outls@merging based upon the assumption that the
complexity of these machines will grow exponentialighviime, analogous to the growth that has been
achieved in performance of classical computergeihe importance of this scaling assumption to the
future of quantum computing, understanding factors that drive scaling is critical.

1.3 HISTORICAL PROGRESS IN COMPUTING: MOORE'S LAW

While the early computers were huge, expessand power-hungry devices often funded by the
government, today’s computers are dramatically smalteaper, more efficient, and more powerful as a
result of improvements in hardware, software, and architecture. Today’s smartphones, computers that fit
in one’s pocket, have as much computational p@sehe fastest supercomputers of 20 years ago. The
low cost of computer hardware has led to the patimon of computers throughout various environments
and has enabled the aggregation of tens to husarfettiousands of computers that provide the Web
computing services that many have come to depend on. Computers are now commonly embedded in
increasing numbers of manufactured goods, from washing machines to singing greeting cards. This
section describes how this happened, which reweaisnmber of lessons and challenges for any new
computing technology.

The process used to create integglatircuits, the key components of today’s computers, emerged
as an unplanned advance amid efforts in the 1&6sprove the industrial manufacturing process for
transistors. Transistors are small electrical devicaisddin be used as electronic switches or amplifiers,
and were used at the time in a variety of electrdevices, including radios, TVs, audio amplifiers, and
early computers. Efforts to increase transistor quality manufacturing yield (which lowers costs) led to
several inventions at Fairchild Semiconductor, adistar startup company. The first was a method of
fabricating transistors called the “planar procegsich enabled transistors to operate after being
fabricated on the surface of a flat piece of silicon. Presly, the material outside of the transistor needed
to be etched away, creating a silicon transistorsaxrieThe planar processes enabled the fabrication of
many transistors on a given piece of silicon, which could then be cut to separate them. The second
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invention was a means for connecting a few of thesesistors together via a metal layer on the silicon
surface to create a complete circuit. Since this tsémrscircuit was integrated on one piece of silicon, the
result was called an “integrated circuit,” or. [Chis concept of connecting multiple devices on one
substrate had been demonstrated a year earlier in a crude germanium prototype by Jack Kilby at Texas
Instruments, also with the inteoit lowering the cost and improving the reliability of transistor circuits.

The manufacturing process for creating an irgegt circuit, which has become increasingly
complex over time, can be viewed as a type of layprting process. A transistor can be created by
successive “printing” of different shapes in a seridaydrs. For an integrated circuit, the shapes for all
of the circuit’s transistors are “mpiied” at the same time, layer by layer, onto a piece of silicon. The
process takes the same amount of time regardlébs olumber of transistors in the circuit; further
reduction of costs can be achieved by making multipfges of the circuit at the same time on a large
piece of silicon, called a wafer. As a result, an I&@dpiction cost is set by the size of the silicon that it
occupies (which determines how many circuits cambaufactured in the processing of a single wafer),
rather than the number of transistors in the circuit.

In 1964, Gordon Moore, also at Fairchild, examittezlcosts of creating integrated circuits. He
noticed that, as a result of design and processing imprevis, the number of transistors that could be
economically printed on each circuit had bea®reasing exponentially over time—doubling roughly
every year. Moore conjectured that IC fabricatiechinology would continue improve with exponential
growth in number of transistors per integrateduwit, and he pondered in a 1964 paper how the world
would use all of these devices. In the many decadtgdahowed, his conjecture of exponential growth
has borne out as an accurate one, and isaaommonly referred to as “Moore’s law.”

Moore’s law is not a physical law; it is simply the empirical production trend for the integrated
circuit industry as a result of its business cy@#hile the exponential growth in the capability of
integrated circuits is commonly touted, the costs sbaport this growth are often overlooked. During the
past 50 years, the revenue of the computer hardwdustry also grew exponentially, increasing by more
than one thousand-fold, to just under half a trillion Wi@lars annually today. Over this same period, the
share of this revenue reinvested into the industrgsearch and development (R&D) operations remained
roughly constanteaning that the financial cost of teehnology improvements underlying Moore’s law
also increased exponentially. Interestingly, iniadid to this exponentiagrowth, both the cost of
building an IC manufacturing plant and the costrefating a design to be manufactured also displayed
exponential growth.

This illustrates a critical point: Moore’s law isetihesult of a virtuous cycle, where improvements
in integrated circuit manufacturing allow the manufeetuo reduce the price of their product, which in
turn causes them to sell more products and increases#tes and profits. This increased revenue then
enables them to improve the manufacturing process aghich is harder this time, since the easier
changes have already been mailbe key to this cycle is to create a growing market for one’s product.
For integrated circuits, the neaffordability causes designers of many general products to replace some
existing mechanism with an IGbause it makes the product better or cheaper (e.g., changing a key lock
to an electronic lock), which grows the market fos,|Creating the growing revenue needed to continue
scaling their complexity.

It is hard to achieve this type of exponehsigaling without such a virtuous cycle. This is
apparent from the historical example of efforts tkentiansistors out of a material other than silicon.
Because transistors made from gallium arsenide §pare capable of higher performance than silicon
transistors, researchers believed that computeltsimm GaAs ICs would have higher performance than
those built using silicon ICs. Given this promibg,the mid-1970s many research groups—and, later,
companies—worked toward making ICs using GaAs teamis. However, by the time this effort started,
the silicon IC industry was large, and companies haghdy begun reinvesting part of their revenue in
improvements to their manufacturing process. The manufacturing process for GaAs was sufficiently

3 This is one of the reasons behthe so-called Rock’s law, which statthat the cost of building a new
semiconductor fabrication facility doubles every four years.
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different from silicon that developeneeded to develop new GaAmsific fabrication steps. This
development put GaAs manufacturers in a Catchit@ateon: to fund their manufacturing R&D, they
needed robust sales; to get robust sales, they netateebf-the-art manufacturing techniques to compete
against the silicon alternatives, whiaere constantly improving. Thedustry was never able to break
this cycle, and the efforts to build commerciallgaessful GaAs ICs ultimately failed; general-purpose
digital GaAs ICs never became competitive.

The virtuous cycle underlying Moore’s law is not jlisancial. It also depends on the existence
of a vibrant ecosystem to support the growth ofntlagket. In many ways, the integrated circuit industry
created—and then grew to dependnp-Silicon Valley, which later globalized to its position today. The
growing capabilities of, and market for, computer hanek attracted ventureriding, support industries,
and, most importantly, talent into the field. Tgi®wing community was thesible to solve previously
unsolvable problems, further contrting to advances and growth in timelustry, which in turn brought
even more people to the area. The result ofiinisous cycle is amazing. In today’s technologies, a
digital gate, the simple building block of angputer, costs around a few millionths of a penny
(100,000,000 gates per dalaand each gate can compute its tdswinder 10 picoseconds (that is, one
hundredth of a billionth of a second) at low-enough power levels to work in a cell phone.

Finding: Moore’s law for integrated circuits resulted from a virtuous cycle, where improved technology
generated exponentially increasing mewe, enabling reinvestment in R8and attracting new talent and
industries to help innovate and sctide technology to the next level.

1.4 CONVERTING TRANSISTORS TO CHEAP COMPUTERS

Moore’s law of technology scaling has roughly halved the cost of building a transistor every two
years. Over the past half-centutlyis has translated to a cost d=ge by a factor of over 30 million.

While this decrease in transistor cost made it efiettive to manufacture ICs with increasing transistor
complexity, designing these complex ICs becomeresmsingly difficult. Designing a circuit with 8
transistors is not hard; designing a circuit with 100ioni transistors is a different story. To deal with
this increasing complexity, designers of compgthardware created new ways of thinking about
transistor circuits that allowed them to reasbaw a smaller number of objects. While initially they
thought in terms of connecting individual transist soon they began thinking in terms of “logic
gates”—collections of transistors that could bgresented and modeled using Boolean logic (rules that
combine signals that can be either false [represex®®q or true [represented as 1], via operations that
yield defined outputs). As complexity continued to @age, logic gates were grouped into a larger circuit
such as an adder or a memory block, again reddlcengomplexity that thdesigner needed to work

with. These different levels of thinking abowsilyn, which allow people to build systems without
thinking about every detail all at once, are caflgustractions.” Abstractions enable the essential
components of a computer to be grouped conceptually by form or function.

A computer is another design abstraction. presents a transistor circuit whose function is
controlled by a set of instructions read fromastiached memory. Once it became possible to build
complex integrated circuits, it became possible to integrate a small computer onto a single IC, creating a
“micro-computer,” or “microprocessor.” This designahat much easier to leverage cheap transistors;
new applications no longer required the design andctiyn of an application-specific IC but could
instead be implemented by changing the instructimagided to an existing microprocessor to create the
desired solution. The ease of developing andagyépd computer-based solutions, coupled with the
decreasing cost of computing, greatly increased theadd for this type of device. Thus, the ubiquity of
computing is both enabled by (via cheaper computamg) enabling to (via higher revenue) Moore’s law.
Computing is one way that the industry creates products people want to buy out of increasingly cheap
transistors.
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Continued benefits from the exponentially falling cofstransistors required the creation of many
abstraction layers like those described abowd,reew software (computer programs) and design
frameworks. While these software and design framesvadsre expensive to develop, their cost was
supported by the revenue streamgrafvious products, and the projectegtenue of the future products
that they would enable. Yet, even with this additicgoport, design of a state-of-the-art chip is still
expensive, costing over $100 million. Since the ocbstach device is the manufacturing cost plus the
amortized design cost, IC-based computing is cheapiihig sold in high enough volume (typically ten
million units or more), ensuring that the amortized design cost does not dominate the manufacturing cost.
It is the amortization of design costs that mad@smmodity computing devices so much cheaper than
specialized computers.

New computing approaches, such as quantunpating, that change the fundamental building
blocks of a computer will require creation of not oalpew type of hardware building blocks but also
new abstraction layers, software, and design framestorknable designers boild/use these systems if
the complexity of these systems will need to soaker time. The costs of creating these new hardware
and software tools are important for new technologies, since the price of early machines will need to be
high enough to start recovering some of the cdsis. premium always penalizes new approaches when
competing against an established player.

15 A SLOWDOWN IN SCALING

Although Moore’s law reflects great progress in classical computing over several decades, it is
clear that the exponential trend cannot be sustaimkdiiitely, due to both physical limitations and the
finite size of the world market. While there is chudebate over when exactly this scaling will cease,
signs of the end of scaling have come into cleamwdver the past decade. Since Moore’s law is really
about transistor cost, one indication of scaling issues is the fact that transistor costs are not dropping at
their historical rate in the most advanced technolodigs.also interesting to note that the International
Technology Roadmap for Semiconductors, an intesnaticonsortium that was formed to help keep
technology scaling in line with Moore’s law and addnesssible roadblocks to doing so, decided to stop
its scaling projections with the 5-7 nameter feature sizes expected around 2021.

Decreased growth is also apparent in netmegdrends for the integrated circuit industry,
illustrated in Figure 1.1. This semi-log plot of/emue over time shows a straight line when revenue
growth is exponential. The data shows a strong@e&ptial growth in revenue through 2000, followed by
a decrease in growth rate. This plot indicatesttmat/irtuous cycle, where each improvement in
technology brought more money to the industry,dtaged to slow down. This slowdown in revenue
growth is likely to affect technology developmestles, which will affect technology scaling. The
slowing of growth is not surprising: at $300-$48l0ion in revenue, this industry represents a few
percent of the manufacturing sector’s contributiotheoworld’s entire GDP. It cannot continue to
increase forever at a rate faster than the world’s GDP.
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FIGURE 1.1 Total global semiconductor sales annualijllions of dollars, shown on a semi-log plot
with trend line. This plot shows nearly exponengiadwth in sales through roughly 1995 (the gray trend
line corresponds to exponential growth with an ahiguowth rate of 21 percent), followed by more
modest growth. SOURCE: Data from “Industry Statistics,” Semiconductor Industry Association, last
modified February 6, 2018,
www.semiconductors.org/index.php?src=directoriv=IndustryStatistics&srctype=billing_reports&su
bmenu=Statistics.

1.6 QUANTUM: A NEW APPROACH TO COMPUTING

It is against this backdrop that the theonyg @rototypes foquantum computing have emerged.
As noted in Section 1.2, quantum computing usesyadiferent approach toomputation by leveraging
some of the unusual properties of the quantum wevlten the idea was formally proposed in the 1980s,
and new algorithms were discoveria the 1990s, no one knew how to actually build this type of
machine. Over the past two deeadefforts to create a working quantum computer have made
noteworthy progress, reviving interest in the potentidghisf technology. It remains to be seen whether
practical guantum computers can or will be develdpedway that will sustain Moore’s law-type growth
in computational capabilities. The failed GaAs IC expennildustrates the difficulty of trying to enter an
established market with an existing dominant plaenetheless, quantum ceuiting is the only truly
new model of computing that has been proposedgiséhnse that it is not bound by the extended Church-
Turing thesis. As a more general model of patmg—in much the same way in which quantum
mechanics is a more general model of physics ¢tfessical mechanics—quantum computing has the
theoretical potential to solve some problems thatlassical computer could realistically attack. This
“gquantum advantage,” which could manifest as a disrepather than an incremental innovation, is what
makes quantum computing so interesting, and motivates both the commercial interest in quantum
computing and the rest of this report.

The next chapter describes the physical phenartteat underlie quantum computing, comparing
the associated operation principles to those of corvmadtcomputers. Subsequent chapters then describe
tasks at which quantum computers could potent@llperform classical computers, their implications
for cryptography, the hardware and software needed to create a working quantum computer, and the
strengths and weaknesses of the underlying phytsichhologies for creating quantum computers. The
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report closes by assessing the feasibility of implemgrdipractical quantum computer, the associated
timelines and resources required, and milestones anisiat can be used to track future progress.
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2

Quantum Computing: A New Paradigm

Computers today work by converting informattona series of binary digits, or bits, and
operating on these bits using integrated circuits (I6s)aining billions of transistors. Each bit has only
two possible values, 0 or 1. Through manipulatioindhese so-called binary representations, computers
process text documents and spreadsheets, createngnaeszial worlds in games and movies, and provide
the Web-based services on which many have come to depend.

A quantum computer also represents infororatis a series of bits, called quantum bits, or
qubits. Like a normal bit, a qubit can be either 0 or 1, but unlike a normal bit, which can only be O or 1, a
gubit can also be in a state where it is both at theegame. When extended to systems of many qubits,
this ability to be in all possible binary states & same time gives rise to the potential computational
power of quantum computing. However, the rules that govern quantum systems also make it difficult to
take advantage of this power. How best to maeof quantum properties—and the nature of the
improvements these properties make possible—is neither trivial nor obvious.

This chapter provides an introduction to some of the unique properties of the quantum world,
showing how some provide computational advaegaghile others constrain the ability to use these
advantages. The mechanisms for manipulating classicetjuantum bits are compared and contrasted to
illustrate the unique challenges and benefits of quaromputing. The chapter concludes by describing
the types of quantum computers currently being mady researchers, providing a first look at the
progress that will be assessadhe chapters to follow.

2.1 THE NONINTUITIVE PHYSICS OF THE QUANTUM WORLD

Originally introduced in the early 20th century agtum mechanics is one of the most well-tested
models for explaining the physical world. The theory—that is, the underlying abstract rules and their
mathematical representations—describes the behaivparticles at very small distances and energy
scales. These properties are the basis for understandipyyhical and chemical properties of all matter.
Quantum mechanics provides the sarhservable and intuitive results wegpect for large objects, but its
descriptions of the small-scale behavior of $alvéc particles, although accurate, are exotic and
nonintuitive?

According to the theory, a quantum object doesgeoierally exist in a completely determined
and knowable state. In fact, each time one observesnauguabject it looks like a particle, but when it is
not being observed it behaves like a wave. This eecaave-particle duality leads to many interesting
physical phenomena.

! This simple overview of quantum phenomena is intended to provide context for discussion of quantum
computing. The foundational theory and scientific histifrthe field are fascinatingnd extensive, and beyond the
ability of this report to fully convey. The committee reférs interested reader to the following reference for
additional explanation and discussion of quantum mechbphenomena: N.D. Mermin, 1981, Quantum mysteries
for anyone Journal of Philosophy8(7):397-408.
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For example, quantum objects can exist in multiple states all at once, with each of the states
adding together and interfering like waves to defineothezall quantum state. In general, the state of any
guantum system is described in terms of “wave functions.” In many cases, the state of a system can be
expressed mathematically as a sum of the possible contributing?statésscaled by a complex nunmiber
coefficient that reflects the relative weight of thatst Such states are said to be “coherent,” because the
contributing states can interfere with each otlwgrstructively and destructively, much like wavefronts.

However, when one attempts to observe antiuima system, only one of its components is
observed, with a probability proportidria the square of the absolualue of its coefficient. To an
observer, the system will always look classicaéwimeasured. Observation of a quantum object (or
guantum system—that is, a system of quantum objects), formally called “measurement,” occurs when the
object interacts with some larger physical sgsthat extracts information from it. Measurement
fundamentally disrupts a quantum state: it “collapsles’aspect of wave function that was measured into
a single observable state, resulting in a loss of irition. After the measurement, the quantum object’s
wave function is that of the state that was detectgtier than that of its premeasurement state.

To visualize this, consider an ordinary coima table-top. In the classical world that we
experience daily, its state is either heads-up (Weads-down (D). A quantum version of a coin would
exist in a combination, or “superposition,” of batiates at the same time. The wave function of a
guantum coin could be written as a weighgeadh of both states, scaled by coefficightsandCp.

However, an attempt to observe the state of a quaotimwill result in finding it to be only heads up or
heads down—upon measurement, it will be in only @irtbe two states, with a probability proportional
to the square of the corresponding coefficient.

Because a pair of conventional coins has four possible states (UU, UD, DU, and DD), a pair of
guantum coins could exist as a superposition of thmsecbnventional states, each weighted by its own
coefficient,Cyu, Cup, Cou, Cop—and so on for larger collections of quantum coins.

Upon measurement, a pair of quantum coins will appear like a pair of classical coins—in only
one of the four possible configurations on the table-top. Similarly, a systewuaintum coins will only
ever be observed to be in one of itpassible states.

Under some circumstances, two or more quantum objects in a system can be intrinsically linked
such that measurement of one dictates the possddsurement outcomes for another, regardless of how
far apart the two objects are. The property undeglyhis phenomenon, known as “entanglement,” is key
to the potential power of quantum computing.

The evolution of any quantum system is goeerby the Schrédinger equation, which relates
how the wave function of the system changesrgthe energy environment that it experiences. This
environment is defined by the so-called Hamiltonian of the system, a mathematical representation of the
energies resulting from all forces felt by all elements of the systemarder to control a quantum system,
one must therefore carefully control its energy esvinent, both by isolating the system from the rest of
the universe (which contains forces not easily comdd)land by deliberately applying energy fields
within the isolation region to elicit a desired belmavin practice, complete isolation is impossible,
although interactions with the environment camieimized; the quantum system will ultimately

2 Strictly speaking, each of the cobtiting states is also called a “wave function”; the state of any coherent
guantum system is defined by a wave function.

3 The wave-like nature of the wave function meanstti@toefficients can affebbth the amplitude and phase
of this state. In this usage, “cplex” means a number that is represented by two real numbers, one defining the
amplitude, and the other the phaghis is often represented/d ,whereA is the amplitude, andis the phase
shift. A phase shift of@® or 90degrees is written asand a phase shift diér 180degrees is -1.

4 Quantum systems that are not fully coherent mustjeesented using a “density matrix,” which defines the
classical probability that a system is in any particular tuarstate—in this case, the possible contributing states do
not interfere with each other.

5 Strictly speaking, the Hamiltonian is the mathematical description of the environment, which, for a quantum-
mechanical system, takes the form ofoperator. However, the term is often also used to refer to the environment
itself; this convention may also be used in this report.
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exchange some energy and information withlthoader environment over time, a process known as
“decoherence.” This can be thought of asénvironment continually making small random
measurements on the system, each of which causes a partial collapse of the wave function.

The unique properties described above, and suinatkin Box 2.1, were revealed through

foundational scientific discovery. When carefully cotte®, these intrinsic characteristics of matter also
present new potential paradigms for engineeringpairticular, for encoding, manipulating, and
transferring information.

X

scales and is the most accurate theory for undhelistg.and predicting properties about the physical
universe. Quantum interactions are quite unlikes¢hexperienced by people every day. Some of th
defining principles of quantum mechanics are described below.

engineering.

BOX 2.1
Unique Properties of the Quantum World

The theory of quantum mechanics is a math@aldescription of the world at very small

Wave-particle duality-A quantum object generally hasth wave- and particle-like
properties. While the evolution of the systeridiws a wave equation, any measurement of
system will return a value contsit with it being a particle.

Superposition-A quantum system can exist in two or more states at once, referred to as
“superposition” of states or a “superposition sfalhe wave function for such a superpositi
state can be described as a linear combination of the contributing states, with complex
coefficients. These coefficients describe thagnitude and relative phases between the
contributing states.

Coherence-When a quantum system’s state can be described by a set of complex numt
one for each state of the system, the systema st&id to be coherent. Coherence is neces
for quantum phenomena such as quantum intrtar, superposition, and entanglement. Sr
interactions with the environment caugeantum systems to slowly decohere. The
environment interactions make even the clexpoefficients for each state probabilistic.
Entanglement-Entanglement is a special property of some (but not all) multiparticle
superposition states, where measurement of éte sf one particle collapses the state of th
other particles, even if the particles are far apdth no apparent way to interact. This ariseg
when the wave functions for different particee not separable (in mathematical terms, wh
the wave function for the entire system cannot be written as a product of the wave funct
each particle). There is no classical analogue to this phenomenon.
Measurement-Measurement of a quantum system fundatally changes it. In the case whe
the measurement yields a well-defined value sirstem is left in a state corresponding to th
measured value. This is commonly re¢el to as “collapsing the wave function.”

Harnessing these properties in a controlled way creates new potential paradigms for
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2.2 THE LANDSCAPE OF QUANTUM TECHNOLOGY

Over the past several decades, significantjss has been made in R&D for controlling and
harnessing the power of quantum systemsativg the potential for transformative quantum
technologies. While the field of quantum computing hesnbperhaps most visible in the public eye, it is
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important to recognize that the range of appl@aiof quantum phenomena is broader than quantum
computing alone. Under the general heading of gqumarmhformation science, the fields of quantum
communication and networking, and quantum sgnand metrology are also thriving areas of
foundational scientific research with distinct teclugital objectives. While these fields are at differing
levels of technological maturity, the boundaries betwteem are not always easily defined, because all
of the fields are based upon the same underlyinggshena and face many of the same challenges [1,2].
They all make use of the unique propertiegudntum systems, are based upon the same underlying
physical theory, and share many common hardwaddaboratory techniques. As a result, their progress
is mutually dependent. For a rough sense of researiut in each of these areas, one may examine the
number of published research papers produced awer Research trends for quantum computing and
algorithms, quantum communications, and quantursisgrand metrology are illustrated in Figure 2.1.

1500
1 —+—Quantum sensing and metrology

—4— Quantum computing and algorithms
Quantum communications

1000 A

# papers

500 -

1996 2001 2006 2011 2016

FIGURE 2.1 The number of research papers publipeegear in quantum computing and algorithms,
guantum communications, and quantum sensingratlogy, respectively. See Appendix E for a
discussion of research efforts in different nations. Regahe result of a bibliometric analysis conducted
by a team at the Naval Surface Warfare Center Dahlgren Division. SOURCE: Data Courtesy of Jacob
Farinholt.

The field of “quantum information sciencgénerally explores how information can be encoded
in a quantum system, including the associated statigimitations, and unique affordances of quantum
mechanics. This area provides much of the founddtr quantum computing, communications, and
sensing.

R&D in “quantum communication” focuses on tia@nsport or exchange of information by
encoding it into a quantum system. Quantum comuoaiiain protocols are likely to be necessary for
guantum computing—whether to transport informafiamm one part of qguantum computer hardware to
another, or to enable communication between quactmputers. A subfield of quantum communication

6 See Appendix E for a discussion of research efforts by nation of origin.
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is “quantum cryptography,” in which quantum properties are used to design communication systems that
may not be eavesdropped upon by an obsérver.

“Quantum sensing and metrology” involve thedst and development of quantum systems whose
extreme sensitivity to environmental disturbances caexptited in order to measure important physical
properties (such as magnetic fields, electric fields, gravity, and temperature) with more precision than is
possible with classical technologies. Quantunsseiare commonly based upon qubits and are
implemented using many of the same physical systasesl in experimental quantum computers.

“Quantum computing,” the primary focus ofghieport, leverages the quantum mechanical
properties of interference, superposition, andregleanent to perform computations that are roughly
analogous to (although they operate quite differeintign) those performed on a classical computer. In
general, a quantum computer is defined as a physisemythat comprises a collection of coupled qubits
that may be controlled and manipulated in ordémigiement an algorithm such that measurement of the
system’s final state yields the answer to a proléimterest with a high probability. The qubits of a
guantum computer themselves must be sufficientiaied from the environment for their quantum state
to remain coherent for the duration of a computation.

Finding: Research in quantum mechanics has alreatliolfundamental advances in physics and to
promising new technologies—for example, in quans@msing. Such advances and applications are likely
to drive further work that will help to deepaoman knowledge of quantum phenomena and lead to
improved methods for quantum engineering.

The foundations of classical and quantum computing are compared in the remainder of this
chapter, in order to illustrate the fundamentékedences between their components, and to provide a
basic overview of the properties of quantum computation.

2.3 BITS AND QUBITS

In order to provide insight into how quantum properties enable a new computing paradigm, and
how to meet the ensuing challenges, this sectioviges a brief overview of the foundations of classical
computing, including how machines process inforamtwhich is represented by bits. The analogous
guantum systems are then presented, and their properties compared and contrasted.

2.3.1 Classical Computing: From Analog Signals to Bits and Digital Gates

The powerful classical computing systems thattdriday are based upon a robust foundation of
reliable physical components. Transistors, the Hasiding blocks for integrated circuits (ICs) in
classical computers, communicate with each otheutiir the use of electrical “signals.” These signals
are “analog” in nature, which means that their galoan change smoothly, as with temperature, or
speed.In a circuit, transistors are connected via sjirghich conduct the electrical signals from one

7 The most prominent example is quantum key distribution (QKD), a quantum measurement-based method of
distributing cryptographic keys to use for standard (classical) encryption of data sent over classical communication
channels. The best-known protocol, called BB84, wasldped by Charlie Bennett and Gilles Brassard in 1984.

This protocol has been experimentally deployed both via fiber optic cables and via satellite. It has even led to
several companies and commercial products. While QKDgaadtum cryptography in general do not remove the
risk of side channel attacks and are currently morerestpe than classical methottsdeploy, theoretical and
experimental researaontinues to advance.

8 For example, trapped ions, sugmsrducting circuits, neutral atomstrogen vacancies in diamond; these
technologies are discussed in more detail later in this chapter and in Chapter 5.

9 By analogy, to get to 60 miles per hour in a camfabstop, the car’'s speed continuously increases from 0 to
60 miles per hour hitting all speeds between those limits.

PREPUBLICATION COPY — SUBJECT TO FURTHER EDITORIAL CORRECTION
2-5

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/25196

Quantum Computing: Progress and Prospects

device to the other. Unfortunately, these electrical sigaatsinteract with their environment, and this
interaction can disrupt or “perturb” their value. Sypehturbation is called “nee,” and it can be broken
down into two components. The first, “flundamemaise,” results from energy fluctuations arising
spontaneously within any object that is above hlbs@ero in temperature. The second, “systematic
noise,” results from signal interactions that in themyyld have been modeled and corrected, but either
were not modeled at all, were not modeled correctlyee left deliberately uncorrected at the hardware
level. This systematic noise arises from many ceairFor example, abstractions are used to reduce
design complexity, which is essential when creatioignplex systems. Yet these abstractions often
introduce systematic noise, since by hiding impletaigon details, the designers do not know the precise
details of the implementation they are using. Bwéen information hiding is not a problem, systematic
noise still arises from manufacturing variations. Whiléesigner can consider the nominal signal
interactions, variations in the manufacturing processch, as a matter of practice, is not perfectly
precise, would create a system slightly diffefeoitn the one designed. These residual differences also
give rise to systematic noise. In order to wortgarly, a circuit must be robust to the noise these
variations cause.

When a circuit is analog (that is, when smalmdpes in its input or parameters cause small
changes in its output) the effects of noise atallg additive, accumulating as a signal passes through
each successive circuit. While the noise added atstagk may be small enough that it does not disrupt a
given process, the cumulative noise can ultimatelyome large enough to affect the accuracy (or
fidelity) of the result. Consequently, electronic analog computers were never very popular or very
complex, and they fell out of use after the 1950s and 1960s.

To get around the noise problem with analog circuits, most ICs use transistors to create circuits
which operate on digital, binarygsials (called “bits”), rather thaanalog signals. These circuits, called
“digital gates” or simply “gates,” view the electrical siaa a binary value, as either 0 or 1, rather than
viewing it as a real number that changes smodtbiyn 0 to 1. Some gates, called “registers” or
“memories,” store the value of a bit, while othprecess a number of input bit values to create a new
output value. By restricting the set of values a sigaalcarry, gates can reject noise that was added to
the signal, providing what is called “noise immunityHis is achieved by treating all signals that have
electrical values close to the nominal O level as a zero, and signals around the 1 level as a one, and
provide an output value that doesn’t depend on the exact input voltage. Figure 2.2 shows the input/output
relationship for an analog amplifier, and a digital laggte (an inverter), which shows how the inverter is
able to reject noise that is a third the size of the output swing.

Building ICs entirely out of digital gatesnsplifies the design process for digital systems
significantly by creating a robust circuit frameworltlis insensitive to most fabrication or design
variation. Thus, the designers can ignore all thauititssues and think about gates simply as functions
(known as Boolean functions) that take in binary galand output binary values. The kinds of functions
that operate this way are completely describethbywell-established rules of Boolean algebra. These
rules describe how any complicated Boolean functionbeadecomposed into a small series of simpler
operations, such as those listed in Table 2.1. ffamslation allows today’s hardware designers to
describe their designs at a relatively high abswadgvel and to use an automated design tool to map
them to the required logic gates, a process callegicIsynthesis.” Since the number of basic building
blocks is limited, all IC manufacturers provide a seprefdesigned and tested logic gates, their “standard
cell library,” that may be incorporated into a chigesign and built in silicon using their manufacturing
technology.
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FIGURE 2.2 Input and output relationships for an epdenof an analog amplifier and a digital inverter.

For the analog circuit, small chges in the input voltage will cause small changes in the output voltage.
For the digital inverter, when the input is close to 0 V or 1 V, variations in the input voltage make no
difference in the output voltage. This attenuation of the input noise around the two Boolean states (0 V
and 1 V) for the digital inverter is called noisenmmity. SOURCE: Data generated using HSPICE, using
45 nm transistors models from the predictive technofaggeling effort at Arizona State University [3].

Using both digital logic and standard libraries for these logic gates also makes designs robust—
that is, they have negligible error rates. IC manturers provide checking tools that analyze a design to
ensure that its systematic noise is smaller than tise meargin of their gates, ensuring that the logical
abstraction can be implemented by the underlying components.

Even with the large noise margin in digital ggtnoise can sometimes be large enough to disrupt
the Boolean values stored in memories. Tohig density and high performance, these structures
typically have larger device variations and derahoise margins, so occasionally the noise is large
enough to corrupt a digital output. To correct for thifayer of error protection is added. The data is
“encoded,” using an error correction code (EC@jliag some bits that add redundancy to the values
stored in the memory. This code is checked on esath, making it possible to detect memory errors.
Efficient ECCs have been developed that, withlsoweerheads (adding 8 bits to a 64-bit value, which is
<15 percent overhead), can detect and correcsiagje-bit error in a memory operation and detect
double-bit errors. Efficient error correction schemesaitical to the success and reliability of today’s
classical computing systems. This type of algorithenior correction is even more important in quantum
computing, since quantum gates have little intdmsise immunity, as the next section will show.

The digital design flow also helps with other aspects of the design, such as testing and removing
errors from the design, a process generally called “debgddn ICs, there are two types of errors that
need to be dealt with: design errors and manufactdefects. Given the complexity of modern systems,
errors (bugs) inevitably occur in the design, so methodied these errors and correct them is a key
aspect of any design strategy. When the circuitteggiiated on a small piece of silicon, it is hard or
impossible to look at internal signals to try to track ¢inror. To mitigate this, the synthesis tools that map
the high-level design description into gates add additimasaware to the design povide internal test
points that enable this type of design debuggdlingse internal test points also enable tools to
automatically generate tests that can confirmttimanufactured chip performs the exact same Boolean
function as specified in the design, greatly simplifying manufacturing tests.
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TABLE 2.1 Primitive Boolean Operations

Boolean Inputs Output Symbolic
Operation X y Notation
AND 0 0 0 X"y

0 1 0

1 0 0

1 1 1
OR 0 0 0 X ey

0 1 1

1 0 1

1 1 1
XOR 0 0 0 0

0 1 1 xty

1 0 1

1 1 0
NOT 0 1 B

1 0

NOTE: Primitive Boolean operations, illemented through digital logic gates, are the building blocks of
contemporary computation. A universal set of basesapns can be constructed from just two of these
operations: NOT and one of either AND or OR.

As the next sections will show, while quamtcwomputers have bit-like structures (called
“qubits”) and gates, they behave very differefithm classical bits and digital gates. The qubits possess
both digital and analog character that providerthetential computational power. Their analog nature
implies that unlike classical gatébe quantum gates have no noisargin (input errors are passed
directly to output of the gate), but their digitelture provides a means to recover from this critical
drawback. Thus, the digital design approach andadigins developed for classical computing cannot be
directly used for quantum computing. Quantum computing may borrow ideas from conventional
computing; however, it will ultimately need its own method to mitigate the effects of processing
variations and noise, and it wilave to develop its own ap@rch to debug design errors and
manufacturing defects.

2.3.2 The Quantum Bit, or “Qubit”

When creating conventional ICs, designers leat pains to minimize the effect of quantum
phenomena, which typically manifest as noise or ottrersethat affect transistor performance, especially
as devices get smaller and smaller. Quantum computialyibs forms takes a very different approach by
embracing rather than trying to minimize quantumnameena, using quantum rather than classical bits.

A quantum bit, or qubit, has two quantum states, analogous to the classical binary states. While
the qubit can be in either state, it can also exiat‘superposition” of the two (as described earlier in the
example of a quantum coin). These states are oéesented in so-called Dirac notation, where the
state’s label is written between a | and a >. Thaspit's two component, or “basis,” states are generally
written as rgnd s &ny given qubit wave function may beitten as a linear combination of the two
states, each with its own complex coefficieft 0¢ L 7 r ¢ Es=s.¢Since the probability of reading a
state is proportional to the square of its coefficient's magnitugde® corresponds to the probability of
detecting the state r,@nd = °to the probability of detecting s The sum of the probabilities of each
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possible output state must be one hundredgmey mathematically expressed in this caseas E
=6 L sa

While a classical bit is entirely spified either as 1 or 0, a qubit is specified by the continuum of
the values=, and =;, which are actually analog—that is, th&atere contribution from each possible state
can be any value between zero and one, providemtdlgorobability is one. Of course, this richness
exists before the qubit’s state is measured, or “cesid The result of a measurement looks just like a
classical bit, a 0 or a 1, with the associated probglofigetting each value proportional to the square of
the absolute value of the coefént of the corresponding states; ®or = & Furthermore, upon
measurement, the qubit’s coefficient (or amplitude) bex®oone in the state that is read and zero in the
other; all information about the afitpdes is destroyed upon measureniéMeasurement outcomes for
a single qubit are listed in Table 2.2 angblained in more detail in Box 2.2.

BOX 2.2
Measurement of a Single Qubit

When a qubitis inthe statd ¢ L , the result of measurement will be 0 with a probability
of 100 percent, which is not unlikehat happens with a classical bit. Similarly, measurement of a qubit
instate d¢ L wilkyield an outcome of 1 with a probability of 100 percent.

For a qubit in a superposition state, the outcatess simple—the outcome of measurement,

even of a known state, cannot be predicted wétftainty. For example, the superposition stéte L
3—5_6 r dgs an equal probability (50 percent) ddlgting either outcome (probability being th
square of the amplitude, or %2). Repeated preparaid measurement of this state will yield a random
sequence of outcomes approaching an equal imc&def each as the number of trials increases, as
would a classical coin flip. Accordingly, thésate can be thought of as a “quantum coin.”

After measuring a certain value, the qubit is ilefthe state corresponding to that value. For
example, if the outcome of measuremertt,ithe postmeasurement qubit is in the stéte L ,s ¢

regardless of the state it was in prior to measurement.

D

0 However, if one were to initialize a qubit in a spec#fiate an arbitrary numbeftimes, and measure it each
time, one would be able to create stbgram of the number times that a measurement yields each output, which
would enable one to statistically approximate the relaggnedabilities associated with each state, and so infer the
absolute value of the coefficient (equivalent to the square root of the calculated probability).
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TABLE 2.2 Measurement Outcomes and Probabilfties Single Qubit Given Its Initial State for
Several Examples

Premeasurement State Measurement | Probability | Postmeasurement
(Wave function) of Qubit | Outcome of Outcome | State of Qubit
ocL rc¢ 0 100% ocL rc¢
oclL S ¢ 1 100% ocL S ¢
S s 0
ScL—  rob S(;O 50% oclL re
71 71 1 50% ocL S ¢
S 3 0 25% dcL rg¢
o¢L1 rg_téu SEIT 75% d3cL  sc
o¢ 0 25% ocL re¢
S N U 8 o
L_t rggt S¢ 1 75% ocL S ¢

2.3.3 Multigubit Systems

Consider a system of two bits. Classically, tvits ban exist in four pEsible configurations, 00,
01, 10, and 11. In order to compute the outpw vfo-bit Boolean function for each of these possible
inputs using a classical circuit, one would need tegate each corresponding pafirsignals, and either
send each in turn into a gate corresponding to the function, or direct each signal into its own copy of four
identical gates corresponding to the function of interest.

On the other hand, if one used a quantum coempatl four possibilities could be encoded into
the state of the two qubits via superposition of the four quantum basis statgsrs¢csr@ad ssc¢
The computation could be executed using a single goagate, which would operate on all of the states
in parallel, at the same time. It is easy to seg avmultiqubit system might be powerful. However, as
alluded to previously—and as the next two sectiwiisshow—extracting any corresponding value out of
the quantum system is hard.

Another way to think about the potential powerafollection of qubits is to look at the amount
of information needed to fully specify the statdlu system of qubits. A conventional digital two-bit
system requires two bits of information to represerdtage. In contrast, a two-qubit system exists in a
superposition of four states (rr,¢ rs,¢ sr@ad s 9grequiring four complex constantss{s Zs 34
= g to fully describe the quantum state, rather ttwambits. Different values of the four coefficients
encode the results of all possible types of jonev operations done on these two qubits, as well as the
probability of ending up in each state if the system is measured. For a three-qubit system, eight
coefficients are required to specifydontributions from the basis states (rr,¢ srr¢rsr,¢

rrsga ssrca sssgnd s skt the three-qubit wave function. Following this logic,Naqubit
system requires ¢ coefficients, =; to be specified, rather thahbits as in a classical computer. This
exponential scaling of the quantum statevgt allows 32 qubits to represent &ft @ossible outputs of a
32-bit function and illustrates the richness of amuan computer, and of the difficulties in modeling
these machines classicadlg they increase in size.

This view also points out that, while qubits h&l#” in their name, they are neither digital, nor
purely binary. The state of a qubit system is encoded imrthe. ‘ + ~ " <valugss a set of analog signals
(actually complex numbers), which are not robustdise. In a digital system with only two legitimate
levels, say 0 and 1, it is easy to remove noise in tstesy as the values will all be close to 0 or 1, with
minor deviations. For example, an input signal valu@.8fis almost certainly a 1, so a gate can “remove”
the noise by treating this input value as a 1 beforeputing its output. In an analog signal, for which
any value between 0 and 1 might be meaningful dodedl, there is no way to know whether the signal
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is correct or if it has been corruptby noise. For example, 0.9 could mean 1 with some error, or it could
mean 0.9 with no error. In this sitiion, the best guess (that resultthie smallest net error) is always to
assume the error is zero and to treat the noisye\adithe actual signal. This means that noise in a
physical implementation of a qubit system perturbs the actyalues and affects the “fidelity” of the
resulting quantum computation. Quantum gates haveoise margins, since their inputs (the initial
=yalues) and their outputs (the finglvalues) are analog values. Since no analog gate perfectly matches
its specifications (it is impossible to be perfectly precise), each gate operation will also add noise to the
overall system, in a quantity that depends on the precision of the gate operations.

Normally, this lack of noise immunity would mean that the “compute depth”—the number of
sequential operations that can be performed amdyra of a quantum computer would be limited, as
with any analog computer. However, quantum gatesiot completely analog: measurement of a qubit
always returns a binary value. This digital relaghip between inputs and outputs means that logical
error correction can be applied to quantum maehthat use quantum gates as their basic operations.
These algorithms are called quantum error cowadQEC) and can be run on a noisy, gate-based
guantum computer to reduce errors and emulate a noiseless system. As with classical error correcting
codes mentioned in Section 1.3.2, QEC mustraddndancy, and in the quantum case this redundancy
must be entangled with the rest of the system stateder to recover from error. Unlike classical codes,
which have small overheads, QE@des tend to have very high overheads, and can increase the number
of qubits required to execute an error-free computaty many orders of magnitude. QEC algorithms are
described in more detail in Section 3.2.

2.4 COMPUTING WITH QUBITS

The analog nature of qubit states and quantuesgiramatically charg the necessary design
approaches and circuit architectures for quantumpeaers. In conventional computer design, the
robustness of the digital signal and gates to noke it easy to optimize the design for performance—
that is, to maximize the number of operations taat be performed in parallel (at the same time). A
single IC can contain hundreds of millions of gatexedl in different locations. Each wire connects the
output of a gate (a 1 or a 0) to the gates that use that electrical signal as an input. While manufacturing
variations make each gate a little different, and thetatal signals on the wires can interact with and
introduce systematic noise in each other, the noisaumitgnof the digital gates used is sufficient to
negate the effect of all these noise sources. Thus,vétteithe parallel operation of millions of gates, the
resulting system behaves as intended, producingatime output as the Boolean model of the design.

Because quantum signals are analog and sensitiw@de, an entirely different approach is used
in the design of quantum systems. Here, the keydegial is to minimize the introduction of noise into
the qubit, which precludes sending the qubit state through noisy channels, such as a Brichusre.
these systems generally focus on building qubitspatainers for the qubits, along with the associated
support circuitry required to do vatis operations on the qubits’ statesJuding entangling qubits with
other qubits in the same vicinity. In quantum systems, the operations (gates) tend to come to the qubits,
while in classical machine#)e bits go to the gates.

In addition to this difference in architectureyc@ quantum computers operate on different types
of values than classical computers, they cannot ussathe logical gate abstractions that were developed
to manipulate classical bits. New abstractions forgatations using qubits are required, providing a way
to implement specified changes in quantum statesvithsall quantum systems, the state of a qubit can
be changed by changing its energy environment,wisithe physical manifestation of its Hamiltonian.

There are two main approaches to quantum camgpur he first generates the desired result by
initializing the state of a quantum system and thengudiirect control of the Hamiltonian to evolve the

1 Qubits also must obey a no-cloning rule, which also precludes sending a qubit state to two different gates at
the same time. This will be discussed further in Section 2.5.1.
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guantum state in a way that has a high probabilignsfvering the question of interest. In these systems,
the Hamiltonian is often smoothly changed, soghantum operations are truly analog in nature and
cannot be fully error correctédand will be referred to as “analog eiam computing.” This approach
includes adiabatic quantum computing (AQC), quanammealing (QA), and dict quantum simulation.
The second approach, called “gate-based quantum ¢mmgus similar to today’s classical approaches,
in that the problem is broken down into a sequen@efefv very basic “primitive operations,” or gates,
which have well-defined “digital” measurement outees for certain input states. This digital property
means that these type of designs can in princiggesystem-level error correction to achieve fault
tolerance. However, as noted above, the set ofifprerquantum operations are distinct from classical
primitives.

Cloud data center provides
User interface/access, data storage, etc

Cryostat providing
Isolating environment

Qubits surrounded by
Connection wiring

Control and measurement equipment
Drives signals to the qubits and measures the result

Control Processor Layer
Drives control and measurement layer

FIGURE 2.3 The basic parts needed to create and quantum computer, using parts of a contemporary
superconducting qubit system as an example. The qubitschipced in a large structure that allows it to
be cooled to 20 mK (image is from the Google effart)ile supporting the needed control wiring. This
large structure is then put into a cryostat, whigblg the qubit chip. The contreires are then connected
to a set of test and measurement equipment (e@umipix from Will Oliver's Lab), which drives the

qubits. This test equipment is driven from a colnprocessor layer, which may consist of multiple
processors in the case of a large quantum comgiitercontrol processor is connected to a larger
computer server (shown is part of a Google datger), which provides user access to the quantum
computer, and the needed software support services.

2wWhile methods for reducing the effects of noise have been developed and deployed for analog QCs, a theory
for analog QC QEC has been proposed only for AQC; this is not expected to be easily achieved, and full error
correction would requé boundless resources. Thus, no practicahatebf achieving an error-free machine has
been established for analog QCs. Theseessue addressed further in Section 3.2.
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2.4.1 Quantum Simulation, Quantum Annealing,and Adiabatic Quantum Computation

Analog quantum computing involves a system of tguioi an initial quantum state, and changes
to the Hamiltonian such that the problem isaated in the final Hamiltonian and the final state
corresponds to the answer. If the system remaitigiground state of the changing Hamiltonian, this
approach is referred to as adiabatic quantum cdngp(AQC). When this requirement is relaxed—for
example, if the quantum computer is also alloweiateract with a thermal environment, or if it is
allowed to evolve too quickly—this protocol isllea “quantum annealing.” For a sufficiently complex
choice of Hamiltonians, AQC is formally equivaléntcomputational power to the gate-based quantum
computing model. For existing quantum annealingaies, the choice of Hamiltonians is limited, and
these devices are not formally equivalent to univeggahtum computers. Direct quantum simulation is
where the Hamiltonian between qubits is set to hadpiantum system of interest, so its evolution
simulates that system.

As mentioned above, in these analog quantum computing approaches, not only are the values of
the qubits analog but also the quantum operationdare by smoothly changing the Hamiltonian. This
nondiscrete set of quantum operators confounds coovahtpproaches to system level error correction.
While a model for QEC has been proposed for AQCs in particular [4], it would be challenging to
implement in practice, since removing all errors wiawlquire unbounded resources. As a result, one tries
to minimize the effect of noise in such systems via quantum error and noise suppression [5].

Decoherence plays a very different rolaligital quantum computers and analog quantum
computers. In digital quantum compwgedecoherence is rarely desiralllm the case of an analog
guantum computer—and, in particular, a quantamealer—decoherence plays a more subtle role. On
the one hand, energy relaxation (disspg is desirable, because it etesbthe system to find the ground
state, as required for the method to yield correqiudst For larger-scale problems, an annealer will
almost certainly leave its ground state during the annealing protocol, either as a result of changing the
Hamiltonian too quickly, or due to thermal excitetifrom the environment. In these cases, dissipation to
the environment is clearly advantageous, as it temtsing the annealer back to its ground state.
However, if there is too much dissipation, theteyn will no longer behave quantum mechanically and
thus cease to be a quantum computer. Furthermpbase coherence is also required for “coherent co-
tunneling,” a quantum process that enables mdieezit relaxation to the ground state through
coordinated flipping of qubits. In practice, a lvada must be achieved in order for annealers to be
effective. Analog quantum computing is dissad in more detail in Chapters 3 and 5.

2.4.2 Gate-Based Quantum Computing

In a gate-based approach to quantum compugiagh primitive operation (gate) is performed by
precisely changing the Hamiltonian of one or more qubits for the specific amount of time required to
achieve the desired transformation. This is done by changing the physical environment, for example, via a
laser pulse or application of some other electromiagfield, depending on the way in which the qubits
are built!* Since these primitive operations are analogolsgic gates in classical computing, systems
built using this approach arelleal “digital quantum computers.”

The rules of quantum mechanics constrain thefspossible quantum gate operations in a few
interesting ways. First, the operations must besliess”—that is, they must not dissipate any energy,
since energy dissipation means that the system issctathto the environment to allow heat to flow out,
which would result in unacceptable decoherence. Sasireg information dissipates energy [6], quantum
gates must be reversible, which means that not@ntyyou compute the gate’s outputs from its inputs,
you can also compute the gate’s inputs from its ouflsgate’s computation can be run backward, or
reversed). To be reversible, a function malatays have as many outputs as it had inputs.

13 Except possibly during state pegption and projective measurement.
14 See Chapter 5 for further discussion of current approaches to physical implementations of qubits.
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Second, while the operations will change thefficients, or “amplitude distribution,” of the
different possible states, the sum of the squaréseafabsolute values (the sum of their probabilities)
always remains one. One mathematical way to viseidlie operations of quantum gates is to represent
the state of ‘N’ qubits as a vector in a high dimensional speeedmplex dimensions), where the value
of the vector in each dimensiongiven by the complex coefficients; Conserving probability forces the
length of the vector to be constant and equal tw Ihe state of the system can be any place on the unit
hypersphere (the extension of a ggh® higher dimensions). All quamm gates are simple rotations of
the state vector to a new position on the hyperspleréhe number of qubits increases, the dimension of
the space grows exponentially, but the state vector remains unit length, and the operations remain the
different rotations possible on thggersphere (which are all reversipl®perations that preserve the
vector length are said to be “unitary.” Box 3!8ws the sphere generated by a single qubit.

BOX 2.3
Visualizing the State of a Qubit

The state of a single qubit is represented iy¢ L,=r ¢ Es=s.¢The probability condition
% 8 E 52 L eestricts the values thag anda; can take. We can account for this constraint by

setting the magnitude af to ? K'ede the magnitude af to O Eé,\]since: 0] %;)6 E : ?—6L<5 Q s a
Accounting for the phase component of a complex number means W2 K—é}ind = L
AV > %.JAS a result, the state of the qubit can be represented using three independent realnumbers

. ,and3 oc¢ L A 2 K—GO r¢ E Ko EGJ s ¢ It turns out that the global phaséas no physical

significance whatsoever, and a single-qubit statebe fully described by two real numbersQ a © é
and r Q 6 O Thedescription of an arbitrary singiebit state can be mapped onto a point on the
surface of a unit sphere (called a “Bloch sphemstere the north and south pole correspond to the
states r @nd sg¢respectively. gives the latitude an@gives the longitude of the positive of the
guantum state on the Bloch sphere, as shown in Figure 2.3.1.

FIGURE 2.3.1 A picture of the Bloch sphere, which
represents the set of all possible states for a single qubit.
The qubit angles and 3are shown in the figure. Single
qubit gates rotate the qubit state to another point on th
sphere. SOURCE: Smite-Meister,

S

https://commons.wikimediarg/w/index.php?curid=5829358.
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As with classical logic, gates with a large number of inputs are hard to create, but can be
constructed, or “synthesized,” using a series of singaées, each of which takes a smaller number of
inputs. In practice, quantum gates typically dedigimeoperate on inputs of one, two, or three qubits.

Also like classical logic, a small number of base quieingates can be used to create all possible quantum
gate functions. A common set of basic quantum gatégleeir representations is@vn in Figure 2.4. Of
particular significance is the Hadamard datesuperposition, which evolves a qubit in thegtate to an

equal superposition ofr @nd s,gvhere both have the same relative phg/%e (C 53% s} and evolves

the s state to an even superposition af@nd s¢ but with opposite phaseg%( re I% s} The two-

gubit CNOT gate performs an XOR logic operation,ibatust pass one of the inputs to the output to
make the computation reversible.

Because quantum gates map initig of a set of input qubits into a new set=g, these gates
are often written mathematically in the fooha matrix. In this representation, thgfor each of the input
states are stacked on top of each other to form a yeatdithe result of the matrix vector multiplication
results in a vector which represents thg of the output state. Aminput logic operation, or “gate,” can
be described mathematically ag% H %unitary matrix that operates orinput qubits (encoding the
initial 2" =) producingn output qubits (encoding thé Bew =g).

It is known that the gates T, Hadamard, and CNOT, where T is a rotatien {$0 degrees),
forms a universal gate set [7] (that is, any unifanction can be approximated to arbitrary precision
using a computer built from only gates in this {gjt}°

Unlike unitary operations that are the Isafsir implementing a quantum algorithm, the
measurement operation strongly cagithe quantum state to the measurement device, which produces a
binary output and is not reversible. Measuremeneiessary in order to extract information from the
guantum computer; however, measurement collapses the system wave function and retarbissonfly
information from then-qubit quantum register, that is, it returns one classical result. The information that
was held in thesg of the t @ states that the register encoded up until the instant of measurement is lost.
The outputs of measurement of a two-qubit sysieanillustrated in Table 2.3 and discussed in Box 2.4

[9].

15 For rotation of a general anglesingle-qubit rotations cannot be expressed exactly in this gate set; thus, it is
necessary to decompose the desired operation into a sequence of operations. Such “decomposition” of a given
operation into a sequence of simple gates also enables a general circuit to be compiled as a sequence of simpler
primitive gates that can more easily be implemented in hardiwaraorth noting that known algorithms for some
applications, for examelin computational cheistry, rely heavily upogeneral angle rotations; for these cases in
particular, it is thus very important to have methods which can create, or synthesize, these operations using a small
number of primitive gate operations. Better synthesis algorithms generate the target gates from fewer primitive
gates.
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FIGURE 2.4 Commonly used 1-, 2-, and 3-qubit quantum gates, along with their corresponding unitary
matrices, circuit symbols, and a description of their effects. The T, Hadamard, and CNOT gates are
known to form a universal quantum gate set. SOUR&Apted from Roetteler, Martin, and Krysta M.
Svore. "Quantum Computing: Codebreaking and Beyd&dEE Security & Privacy 6, no. 5 (2018): 22-

36.
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TABLE 2.3 Measurement Outcomes and ProbabilitieSfine Possible States of a Two-Qubit System,

Given lIts Initial State

Premeasurement State Measurement | Probability of | Postmeasurement
(Wave Function) of System Outcome Outcome State of System
ocL rrg 00 100% ocL rrg
oclL rsg 01 100% oclL rsg
S S 0
ScL— rrol  ssc 00 50% ocL rre
Y4 Yi 11 50% oclL SSs¢
s S S 00 25% ocL rre
6(;L—t rrgE—t sr(;E—t rsc 1o 25% acL src
E—S ss 01 25% oclL rsg
t ¢ 11 25% 5¢cL  ssc
s 3 01 25% ocL rsc¢
ocLy rsg_tié ST¢ 710 75% dcL src
BOX 2.4

Measurement and Entanglement in a Two-Qubit System

Wave functions for multiqubit systems are constied as linear combinations of all possible
classical states, which serve as so-called basis staths,language of linear algebra. There are fod
possible classical states for a two-bit systentheovave function for a two-qubit system has the
general form

+@v LazrrCE 75 rscE & SreE s s8¢

where the magnitude squared of a state’s coefficienmesponds to its probidity of measurement.

Consider the state where ondy 4is nonzero, 8¢ L r.Measuring the first particle yields
0 with 100 percent certainty, and the same wighgtaicond particle. In this case, each qubit can be
described independently by its own wave functiohy¢ L  gapd+ & L v« Thewhole system
can be written as the product of the individual qubL ;¢ ® ¢+ 8L  rywhich is the same
aswriting +gv* L .rrg¢

Now consider the superposition state % rr E?% s sWhat happens if the first

qubit is measured? If the outcome is 1, the wanetion collapses into a combination of only those
states with this value for the first qubit, er§ ¢ L Subsegaently, the second qubit has a 100
percent probability of being found in the same st@tethe other hand, measuring the first qubit as
guarantees that the second one will be as well, acoptdithe same logic. Further inspection will
reveal that, regardless of which qubit is meaddirst, measuring the second will always yield the
same value that was observed for the first. The pestare inextricably correled in that the state of
one is dependent upon the other, and measurementahtrinsically determines the state of the
other—whether or not the second is measureid diéndition is called “entanglement,” and is
inherently quantum mechanical. In mathematical terms, entanglement arises when there is no \
write the multiqubit wave function as the product oé-@ubit wave functions. This particular state i
an example of a “Bell state,” a specific categorgmfangled state. Entangled states are inherently
gquantum mechanical and are key to the power of quantum computation.

=

[=)

vay to

D
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2.5 QUANTUM COMPUTER DESIGN CONSTRAINTS

As alluded to in previous sections, the largeeptill power of a quantum computer comes with
four major constraints. The first major constrairthist the number of coefficients required to describe a
state of a quantum computer increases exponentidtytihe number of qubits only when the qubits all
become entangled with each other. While addigglit to a system does double the number of quantum
states, if this qubit has not interacted with the oésthe system, the description of the quantum state can
be factored and represented as the product of thel apdbét’'s state, times the state of the rest of the
system. This factored state requires only two aalttiti coefficients (the state of the added qubit)
compared to the original quantum system. To get the power of quantum computing, qubits must be
entangled—that is, the state of any qubit must beeladed with the states of the other qubits. To form
such a dependence between two qubits, they nartétact either directly or indirectly via an
intermediate quantum system—whether a phqgtbonon, or another qubit—which at some point
interacts with each qubit to be entangl®d.

Even though the generation of direct interactiotwken qubits that are physically separated (that
is, nonadjacent) inside the quantum processa,diknplex gates, can be hard to achiéuecan be
decomposed into a number of simpler primitive gagerations directly suppoddy the hardware. This
indirect coupling can be performed through a clodioperations, using interdiate qubits or other
guantum systems to facilitate the interaction. Howea® in classical computing this indirect coupling
creates an overhead in the machthe,first major design constraifithis cost of communication is well
understood in classical computing and contributes tog¢hgehigh gate counts in modern machines. In
many quantum computing implemetidas, generating this long-rangedraction will consume some of
the qubits in the machine, and the number of usetitgwill be less than the number of physical qubits
in the machine. This need to break down long-ranggactions also means that some of the two-qubit
operations taken from the universatayaet will take multiple primitive da operations to perform. These
overheads are most significant in the early stagast@thnology’s development when qubits and gate
operations are limited.

A second constraint comes from the fact that it is impossible to make a copy of a quantum
system, because of the so-called no-cloning princif@elfl]. While the state of a set of qubits can be
moved to another set of qubits, this has the effedeleting that information from the original qubits;
arbitrary quantum information may be moved bot copied. Since making and storing copies of
intermediate states or partial results in memognigssential part of classical computing and the way we
think about programming, quantum computers require a different approach to algorithm design. Also,
computing tasks often require the ability to acces®dtdata, and many quant algorithms require a
means to access stored classical bits in a waydtaals which bits are being queried and loaded into
guantum memory.

The third main constraint comes from the lack of noise immunity of quantum operations. Since
small imperfections in the input signals or gaterapens are not removed by the basic gate operations,
as they are in classical logic gates, these small errors will accumulate over time, perturbing the system’s
state. These errors affect the aeay of the calculation, andihen large enough, can lead to
measurement errors, or even a loss of quantum aode(and thus loss of any quantum advantage). This
noise comes from imperfect isolation from the emwiment, uncorrected variations in physical

16 1f qubit A is entangled with qubit B, and at somedditee qubit B becomes entangled with qubit C, it is
likely that qubit A is now also entangled with qubit C. To see this, assume all qubits start in the |0> state, and qubit
A is then operated on by a Hadamard gate. It is the domfnat to a CNOT gate for qubit B, and qubit B is then the
control terminal for qubit C. Measurement of A, B, or {Il give zero 50 percent of the time, and one 50 percent of
the time. But once one of the qubits is measured, the state of the other qubits will be known with 100 percent
probability.

17 To prevent the qubit energy from coupling with the esrwinent, it is held in localized, well-isolated spots.
Distributing the energy over a wide area for two qubitgteract would also expose those qubits to a lot of
environment, which in today’s technolegigreatly shorterits coherence time.
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preparation or manufacture of the qubits themselvethéodevices that contain or maintain them), and
imperfections in the signals used to perfdha desired qubit operations. Taken together, these
imperfections generally degrade the quality ofibifjoperation. These effects are still significant even
when using strategies to minimize and avoid noise that leads to errors.

The quality of a gate operation is measured elilgehe error rate, defined by the probability that
the gate operation yields an incorrect outcome, agheyidelity, the probability that the operation yields
the correct outcome (Box 2.5). For state-of-thesgstems in 2018, the best error rates are in tRed.0
10° range for single qubit gates [12-15] and in thé t010° range for two qubit (entangling) gates [16-
19] in superconducting and trapped ion qubits. In ciimeachines, this quality degrades as the number of
qubits in the machine increases; tagabilities of today’s systems are dseed in more detail in Chapter
5.

BOX 2.5
Defining and Quantifying Qubit Fidelity/Error Rates

Quantum computers require high qubit and djalieity for successful operation. This report
will use gate error rates as a measure of the qubit fid#lia computer. Gate error rate is a metric that
characterizes the robustness of a gate operation stijgttroad set of error sources. Essentially, it is
a measure of how closely actual gate operatiosich—on average—theoretically ideal versions of
those operations. A gate error rate of 1 percentates that a given type of gate operation will yield
the correct result upon measurement, on aegra@ out of 100 times it is tried.

These errors arise from a number of diffemrmetchanisms that add “noise” to the qubit. Ong
source of noise is the loss of qubit coherence, arw gjubit state consists of both a magnitude and
phase, “noise” can affect both aspects of qubit staigirttpossible to completely isolate any system
from its environment, so over time the energyhef qubit will tend to equilibrate with the
environment—excited states will lose energy and becthe ground state if the environment is cold.
This means that the probability (magnitude of the laage of the excited state squared) of the excited
state decreases over time. Physical processesdalgardom phase shifts to the quantum state ove
time, which reduces the phase coherence of thi¢ sfalbes. Since quantum operations require phase
alignment for proper operation, this phase decoheraisodeads to qubit errors over time. For simple
noise, energy relaxation and phase decoherencequada exponential decays, with time constants
referred to a3 andT,, respectivelySince energy relaxation issal a phase-breaking process, the
coherence tim@: captures both energy relaxation and dephasing processés,randt be much
longer than the time needed to implement a reguaumber of quantum gates to create a useful
guantum computer.

In addition to the fundamental qubit coherencers, given the analog control signals used to
perform qubit gate operations, eagdte operation is not perfectichperforming this operation can
affect other qubit states in the system (this intenfegds called “crosstalk”). This means that in a
sequence of gate operations, there is a chancehthattput generated is incorrect, and that these
operations increase the error rate for future operatibhe probability of generating the correct resu
(correctly performing all the gate operations teate the result) again deeases exponentially with the
number of gate operations. Thus, frdm measured system error ratee can extract an average error
rate/gate. Two-input qubit gates are more comtilar single-qubit operations, since the state of th
two qubits must interact in this operation, yieldiigher error rates; erroates for both single- and
two-qubit gates are often provided for a more complete picture. When error rates are used as the gate
fidelity metric, this rate accounts for the decoheeethat occurs during the gate time, and any other
errors caused by the gate operation.

Given that the user of a quantum computer ig@sted in estimating the fidelity of the results,
extracting effective gate error rates using theepss of randomized benchmarking (RBM) is of great
value. In general, RBM implements a random assartmiegates and compares the resulting state ?vith

—

—

[17]
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the predicted state for that sequence. The ernteifinal state increases as the length of the sequence
increases, with the rate of increase in error pergatgding a measure of an error rate for the selected
group of gates. Interleaved RBM aims to characterigesthor rate of a specific gate by injecting this
gate periodically in the random assortment and @ing the resulting error with the same assortment
minus the specific gate of interest. RBM and itsatéons provide a relatively efficient means to

estimate the average gate error rates in a patidelice. These estimates are not skewed by the
presence of any initialization and measurement eamdsare the basis for establishing the proposed
metric 1 in Chapter 7. However, it should be ndtet RBM provides a device’s net error rate, withput
revealing specific error channels.

The final constraint is the inability to actuatipserve the full state of the machine after it has
completed its operation. For example, if therquan computer initializes a set of qubits into a
superposition of all qubit-state combinations, and Hygplies a function to this input state, the resulting
guantum state will have information about the vaifithe function for each possible input value. Yet
measuring this quantum system directly will not yield this information. Instead, since all the input cases
were equally likely, the measurement will return only one ofttfossible outputs. The key to a
successful quantum algorithm is to manipulate theegysb the states that correspond to the sought-after
solution have much higher probability of being meastinad any other possible output. This condition is
intrinsic to quantum algorithm primitives suah the quantum Fourier transform and amplitude
amplification, which are described in more detaiCimapter 3. These operations amplify the coefficient
of the state whose index indicates the answer sougttt,teat the meaningful answer is highly likely to
be observed in the read-out measurement; howthar can require a nontrivial amount of time,
reducing the overall speedup of the quantum algorithm.

The characteristics of quantum phenomena pobdvide a QC’s computational power, and
greatly constrain how it can be used.

2.6 THE POTENTIAL FOR FUNCTIONAL QUANTUM COMPUTERS

As previously noted, computah built upon quantum rather thalassical interactions presents
the opportunity for a new type of computing machihéas the potential to address some computational
problems that are currently intractable on evenrntost powerful supercomputers today, and on any
future classical computer. For example, in additioexcitement for potential cryptanalytic applications,
there is much interest in applications involvihg simulation of quantum systems of relevance for
chemistry, materials science, and biology, in paldicwith potential applications to new materials
development.

Experimentalists around the world are workingl&velop both gate-based and analog computers
that could carry out useful computations, usingrgesof underlying qubit technologies. The rest of this
report will discuss progress that has been madeviselaseful applications for these machines, and to
create the hardware and software platforms netmedkate a quantum computer. Because quantum
computing devices are generally at early stagied because the capabilities of devices will depend upon
their type and maturity levels, it is useful to defsaveral different categories of quantum computers for
easy reference and comigan, as outlined below:

X Analog quantum computer (quantum anneaeliabatic QC, direct quantum simulation).
Such a system would operate through coharantipulation of qubits, by changing the
analog values of the system’s Hamiltoniaithaut using quantum gates. For example,
computation on a “quantum annealer” is condubteg@reparing a set of qubits in some initial
state, and slowly changing the energy tbggerience until the Hamiltonian defines the
parameters of a given problem, so thatfthal state of the qubits corresponds, with a high
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probability, to the answer of the problem. An “adiabatic quantum computer” (AQC) operates

by initializing the qubits into the ground statkthe starting Hamiltonian, and then changing

the Hamiltonian slowly enough that the systemains in its lowest-energy, or ground state
throughout the process. An AQC, although gate-based, has the same theoretical

processing power as a gate-based quantum computer, but does not have a practical means for
full error correction.

X Noisy intermediate-scale quantum (NISQ) gate-based confR@feSuch a system would
operate through gate-based ofierss on a coherent collection of qubits without the full
guantum error correction required to supprdissreors; calculations would need to be
designed to be feasible on quantum systems with some noise, and be completed in few
enough steps (a shallow enough logical depth) thathgate errors and decoherence of the
qubits don’t obscure the results. The repaltalso refer to these systems as “digital NISQ”
computers.

X Fully error-corrected gate-based quantum comput&rgch a system would operate through
gate-based operations on qubits, implemerdungntum error correction to correct any
system noise (including errors introduced bypériect control signals or device fabrication,
or unintended coupling of qubits each other or to the environment) that occurs during the
time frame of the calculation. In such systette error probability rates are reduced so
significantly that the machine appears rdkafor all computations. The design of these
machines should allow them to scale to hblausands of these fully error corrected or
logical qubits.

Gate-based quantum computers can have manycphysalizations. However, any realizations
must satisfy the celebrated DiVincenzo criteriajchistipulate that they have the following:[21]

1. Well-characterized quantum two-leveksgms that can be employed as qubits.

2. An ability to initialize the qubits.

3. Decoherence times that are long enough to ketatrarry out the computation or error
correction.

4. A set of quantum operations on the qubits, knasfiguantum gates,” that is universal for
guantum computation.

5. An ability to measure quantum bits one by one, without disturbing the others.

Quantum annealers need all of tibove except for item 4, sinteey do not use gates to express
their algorithms. However, decoherence (item 3) playsra different role in quantum annealing than in
the gate model—in particular, some decoherent@dsable in quantum annealing [22,23], and some
amount of energy relaxation is necessary for quastumealing to succeed [24,25]. To date, progress has
been made toward building analog quantum aniadliyISQ computer systems, while fully error-
corrected systems are much more challenging.

In order to build a functional quantum computer, one must create a physical system that encodes
gubits and control and manipulate these qubits prgdiserder to carry out computations. Today,
experimentalists are building and operating theseesys in carefully controlled environments in
laboratories. Two leading technologies for quantamputing—trappedis and superconducting
gubits—use very different strategies for embodying @merating on qubits. Trapped ion systems use two
internal states of an atom as their fundamentahtguma element. The atoms are each stripped of an outer
electron, leaving them positively charged so that thesitions can be controlled with electric fields in
devices called “ion traps.” Both the ions and the tempscontained in ultra-high vacuum chambers to
minimize interaction with the environment, and laseesused to cool the motion of the ions down to
very low temperatures (0.1-1 mK). Although the ion $riypically operate at room temperature, they can
also be cooled to cryogenic temperatures (4-1@Knprove the vacuum environment or reduce the
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impact of intrinsic electrical noise on the ion’s nooti The state of each ion can be changed by using
precisely controlled laser pulses or microwave ragiati hese pulses can be arranged to couple the states
of two or more ions together to create entangienbetween the ions. An example of a laboratory
apparatus containing an ion trap system eontrol units is provided in Figure 2.5.

FIGURE 2.5 Laboratory apparatus for a contempotamytiiap system, operating at room temperature.
The trapped ion qubits are housed inside the ulggh-tsacuum chamber. The quantum logic gates on the
gubits are carried out using the laser beams from tieel@ser source, which is modulated by the control
signals (RF signals delivered through the blue cablatya@uted to the ions with the optical setup in the
system. SOURCE: Courtesy of Professor Christopher Monroe, University of Maryland.

Superconducting systems are built using a very miffeapproach. Instead of using a natural
guantum system, this approach uses the unique piespef superconducting materials to create a circuit
that acts as an artificial ato¥hSince this circuit can be defined littraghically like an integrated circuit,
it is possible to build arrays of these artificial atammg a process similar to that used for manufacturing
ICs. Microwave radiation is again used to maniputhe state of these “atoms,” and adjacent “atoms” can
be electronically coupled together to create entargikgeds. Unfortunately, the energy levels in these
circuits are still very small, and these circuits are alvilay®ntact with the material that they are built on.
Isolating these circuits therefore requires coothrgm to approximately 10 mK. Figure 2.6 provides a
snapshot of an experimental sugmducting quantum computer in a laboratory, including some of the
apparatus required to maintain the temperatutkeofiubit environment and control the quantum system.

Interest in quantum computing has increasetth@goherence times and fidelity of quantum
operations have improved for thedemlying quantum systems. Chapters 3 and 4 describe the potential
capabilities of a quantum computer. Chapters 5 ang®® in greater depth the hardware and software

8 This circuit essentially is a nonlinear oscillator, whineans that, like an atom, it supports different energy
states, and the separation between theggretates changes with energy levelttsat the gap between the states of
interest is unique, and the states of interest can be interrogated exclusively.
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technologies for building quantum computers, along wighcttherence and fidelityuels that have so far
been achieved.

FIGURE 2.6 Laboratory apparatus for a contemporsmperconducting qubit system. SOURCE:
Courtesy of Dr. William Oliver, Lincoln Laboratory.
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3

Quantum Algorithms and Applications

A bedrock of the field of algorithms lies in the principle that the total number of computational
steps required to solve a problem is (roughly) independent of the underlying design of the computer—
remarkably, to a first approximation what is designated a single step of computation is a matter of
convenience and does not change the total timeluticga This basic principle, called the extended
Church-Turing thesis, implies that to solve a corapabhal problem faster, one may (1) reduce the time
to implement a single step; (2) perform many stegmnallel; or (3) reduce the total number of steps to
completion via the design of a clever algorithm.

The discovery that quantum computers violate the extended Church-Turing thésidji,2
solving certain computational tasks with exponentitdiver steps than the best classical algorithm for
the same task—shook up the foundations of comsetence, and opened the possibility of an entirely
new way of solving computational problems quickiyhe practical potential of quantum computers was
illustrated soon thereafter when Peter Shor cregtedtum algorithms for factoring large numbers and
computing discrete logarithms that were exponentially faster than any developed for a classical computer
[3-5]. These quantum algorithms generated serious cortehe security community, since the classical
hardness of these two problems lie at the core of the public key “cryptosystems” that protect the vast
majority of society’s digital data.

Indeed, algorithms for factoring large nuenb have been studied over the centuries by
mathematicians and very intensely over the lagtdecades by computer scientists. The main issue in
these, and most other computational problensymsbinatorial explosion: the exponential number of
potential solutions that the algorithm muabbose between. In the case of factoring &it numbem, the
possible prime divisors & include all prime numbers less thidnand there are exp(many such
primes. Indeed, the fastest classical algorithm for actually finding the prime divid¢takds
exp(0On'?)) steps, while Shor’s quantum algorithm took onlyiPéteps, later improved to @ {og[n]).

A very general goal of the field of algorithms is to solve a computational task by an algorithm
whose number of steps (colloquially called its “running time”) scales polynomially in thesifehe
input, thereby bypassing the combinatorial explosComputational tasks for which such polynomial
time (classical) algorithms exist are referteds belonging to the complexity clasThe corresponding
complexity class, bounded-error quantum polynomial time (BQP), contains all those computational tasks
that a quantum computer would be able to soly@lynomial time. By contrast, algorithms whose
running time scales exponentially in the size of the input very quickly become prohibitively expensive as
the input size is scaled.

I Note that quantum computers do mimlate the original Church-Turing thesis, which defines the limits of
what it is possible to compute at all (independent of time required to perform the computation). See D. Deutsch,
1985, Quantum theory, the Church-Turing pifie and the universal quantum compuRmceedings of the Royal
Society of London. Series Mathematical and Physical Sciences (1934-19900(1818):97-117. The extended
Church-Turing thesis is sometimes referred to as ‘#heibility thesis” or the “computational complexity-theoretic
Church-Turing thesis.”
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It is important to realize that quantum qauters do not uniformly speed up all computational
problems. One of the most important classes of computational problems, the NP-complete problems [6],
have been described as looking for a needle Exppnentially large haystack. About the same time as
Shor’'s announcement, Bennett et al. [7] proveddhantum algorithms require exponential time to solve
NP-complete problems in the black box model—that is, if the algorithm ignores the detailed problem
structure—and are therefore unlikely to provide exgmdial speedups for such problems. More precisely,
if N denotes the size of the haystack, Bennett et al.eghtivat any quantum algorithm to find the needle
must take at leadt? steps. A few years later, Grover showed that there is a quantum algorithm that can
find the needle in () steps [8]. The class NP is charactediby the requirement that a classical
computer should be able to check the correctness of a solution in polynomial time (no matter how hard it
is to actually find the solution). NP-complete probdeane the hardest problems in NP, and include the
famous Traveling Salesman Problem, as well as thousdteblems from every field in science. It is
widely conjectured that P NP (this is one of the famous sav€lay Millennium Problems), and that
any classical algorithm must require aXpgteps to solve NP-complete problems [9].

The design of quantum algorithms follows completely different principles from those of classical
algorithms. To begin with, even classical algorithmgehia be cast in a special form—as reversible
algorithms—before they can be run on a quantum computer. Algorithms that achieve quantum speedups
use certain quantum algorithmic paradigms or lngidlocks that have no classical counterparts.

There is an extensive literature on quantum dlgms that has been developed in the quarter
century since the first algorithms discussed abolleofAhese algorithms rely on a handful of quantum
building blocks that are described in the next sectind are designed to run on an idealized quantum
computer. Real quantum devices are noisy, so an elaborate theory of quantum error correcting codes and
fault-tolerant quantum computing has been dgwedl to convert noisy quantum computers to ideal
guantum computers. However, this conversiontimeun overhead both in number of qubits as well as
running time.

The field is now entering the era of noisy intermediate-scale quantum (NISQ) devices [10]—the
race to build quantum computers that are sufficidatlige (tens to hundreds or a few thousand qubits)
that they cannot be efficiently simulated by a classical computer, but are not fault tolerant and so cannot
directly implement the algorithms developed for idgadntum computers. While the enormous interest
and funding for building NISQ computers has umdkedly moved up the calendar for scalable, fault-
tolerant quantum computers, significant woeknains before each milestone is met.

The biggest upcoming challenges are algorithimithe near-term, thismcludes the search for
computational tasks that such computers can speed up. Developing algorithms that run on NISQ
computers are as important as creating the physicatae\dince without both, the machine is not useful.

In the longer term, much work remains to be dionte field of quantum algorithms for ideal (scalable,
fault-tolerant) quantum computers. The nextisacdescribes major buildg blocks for quantum
algorithms, as well as known algorithms for idealigedntum computers that provide speedups over the
best classical algorithms for the same computati@ass. The subsequent section describes quantum
error-correction and fault-tolerance techniques faveoting a noisy quantum computer to an idealized
guantum computer. The chapter concludes witlseudision of the major algorithmic challenge presented
by NISQ computers, and the most promgsieads in the search for such algorithms.

Finding: Progress in quantum algorithms is essentiatji@ntum computing success. In the new term,
developing algorithms that work on NISQ machines is critical.

3.1 QUANTUM ALGORITHMS FOR AN IDEA L GATE-BASED QUANTUM COMPUTER
The power of quantum algorithms ultimately des from the exponential complexity of quantum

systems—the state of a systemma@ntangled qubits is desceidb by (and can thus encodéy 2"
complex coefficients, as discussed in the previoustehaddoreover, the application of each elementary
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gate on, say, two qubits updates thedInplex numbers describing thatst, thereby seeming to perform

2" computations in a single step. On the otherdhat the end of the computation, whenntgibits are
measured, the result is justlassical bits. The challenge of dgsng useful and advantageous quantum
algorithms derives from the tension between these two phenomena—one must find tasks whose
operational solutions both make wdahis parallelism and yield a final quantum state that has a high
probability of returning valuable informatioon measurement. Successful approaches take advantage
of the phenomenon of quantum inteeiece for generating useful results. In the following, some of the
major building blocks for quantum algorithms described, as well as several foundational quantum
algorithms and how they can be used to solve different kinds of abstract problems.

3.1.1 The Quantum Fourier Transform and Quantum Fourier Sampling

One of the most basic building blocks for quantum algorithms is the quantum Fourier transform
(QFT) algorithm. The Fourier transform, a critical step in many classical calculations and computations,
is an operation that transforms one representatians@nal of interest into a different representational
form. The classical Fourier transform turns a signal represented as a function of time into its
corresponding signal represented as a function of frequency. For example, this could mean transforming a
mathematical description of a musical chord in terms of air pressure as a function of time into the
amplitudes of the set of musical tones (or notes)dbiabine to form the chord. This transformation is
reversible via the inverse Fourier transformiramlves no information loss—a key requirement for any
operation on a quantum computer. Concretely, the inputis@mensional vector with complex entries
(a0, &, ..., &), and the output is ad-dimensional vector with complex entries, (b, ..., bv) which is
obtained by multiplying the input vector with thiex N Fourier transform matrix.

Given the utility of the Fourier transform, maclever algorithms have been developed to
implement it on classical computers. The best, the fast Fourier transform (FFT), thllasNpP{ime,
which is only slightly longer than it takes to read the input dat&)[O{Vhile the classical FFT is quite
efficient, quantum Fourier transform (QFE)exponentially faster, requiring only O(fdy) = On?) time
(whereN = 2) in its original formulation, later improved to @¢gn) [11].
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FIGURE 3.1 An illustrative example of the quantBourier transform (QFT) applied to a three-qubit
system. The three qubits must be iligiprepared such that the eigh €8) complex coefficients

encode the system state corresponding to the sequewvakies to be transformed. Since the number of
coefficients N, is 2', wheren is the number of qubits, only Idg) bits are needed: 3 qubits can represent
the 8 complex values shown. The QFT effectively fipdgerns in the input sequence and identifies their
frequency of repetition. In this example, all theut states have similar probability, with the real
components of coefficients alternating sign four tinTéwe coefficients of the output state (shown on the
right) capture this pattern: the coefficient of tfistate, = is large if there arycles in the input
sequencé.Thus, in this example all outputs are afliadl except for one state, 100, corresponding to the
input pattern frequency. Thus, measuring this outputédyito provide the index of this strong pattern in
the input sequence.

Before describing the QFT, it is important tederstand how the input and output are represented
as quantum states. The input; 4538 ¢ jis represented as the quantum siégsy, E and the output

2 Actually, for a sequence &f, the highest number of repetitions possibls/B, or 4 in the example. The
values of 5, 6, and 7 “alias” back to tones that repeat@d 1 times respectively, so these tones can be represented
by either location.
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1> &g & Pis represented as the quantum s#gey K Thus, the input andutput are represented as
states of jush qubits, whera = logN. This is shown in Figure 3.Exponential speedup is possible only

if the input data has already be encoded into a congp@acttum state, or can be encoded into this state in
O(log N) steps. The quantum circuit that carries outtitiesformation has total number of gates that
scales as @(log n). Another caveat is that one of course cannot access the amptitidesgh
measurement. Indeed, if the output &f @FT is measured, it yields the indexith probability bi>.

Thus, measuring this algorithm’s output only yiellaks index of a probable output, which is called
guantum Fourier sampling (QFS). QFS is an impunpeimitive in quantum algorithms, and entails
applying the QFT and measuring the output state, resulting in the sampling of anfiodea certain
probability distribution.

First, since Q) time is required to read the input data, the quantum algorithm can be completed
only in O(logN)—that is, it can yield speedup only compared to its classical analogue—if the input data
is preencoded into Idgqubits and not read in diriefrom a file of data. These Idgqubits are in a
superposition oN quantum states, and the coefficient on each state represents the data sequence to be
transformed. This is shown in Figure 3.1. Applythg QFT algorithm to this input changes the state of
the logN qubits such that the new dbeients are the Fourier Transform of the input coefficients. Of
course, since the output is a quantum state, thekeway to directly read these values. When the output
is measured, only one of thepossible classical output states is obsdr The probability that any of the
N states will be observed is the square of the absolite vathe coefficient of that state, which is also
the square of its Fourier transform value. Perfagra QFT on a set of qubits and then measuring their
final state accomplishes the same task as ishaferred to classically as Fourier sampling.

It turns out that sampling the output of the Fourier transform is useful in some cases for finding
structure in a sequence of numbers, as illustratedyur&i3.1. Notice that the coefficients of the input
data are periodic, with four periods in this seaq&efT his periodicity causes the amplitude of state |100>
to be much larger than all the others, so with lpigibability, measuring the final system state will return
100 (binary for 4), revealing the input sequence repeated 4 times, or had a repeat distance of 2. This
example illustrates the power and pitfalls of quantemputing. If the initial input superposition already
exists, the Fourier transform can be performed omsuperposition coefficients exponentially faster than
would be possible classically. However, at the efithis operation, one samples only one ofNhsates,
rather than obtaining the entire set of output coeffits. Furthermore, it is not clear in general how to
create the input superposition without takind\Ptime—although this becomes less of a problem if QFT
is performed on a preloaded input quantum state as one step in a longer algorithm.

The QFT, which cleverly leverages the charasties of quantum computation, is useful in
constructing a host of quantum algonits. Examples include quantum factoring, finding hidden structure,
and quantum phase estimation.

3.1.2 Quantum Factoring and Finding Hidden Structures

Shor’s discovery of polynomial time algorithms factoring and calculating discrete logarithms
[12] was a major breakthrough for the field of quantum algorithms, both because of the apparent speedup
compared to the classical algorithms and becausieedmplications of this speedup for known
applications. At their heart, both algorithmsyniee seen as an ingenious way of exploiting the
exponential speedup in the QFT, even given thetiapd output limitations of Fourier sampling.
To be able to use the power of the QFT, Shst ionverted the problem of finding the factors of
a number to a problem that involves finding a repeating pattern—exactly what the FT detects. Shor was
able to show that the factoring problem was equntai@ the problem of finding the period in a sequence
of numbers, albeit a sequence of nurstihat is exponentially longerah the number of bits of the
corresponding number to be factored. Thus, whiledfisvalency does not provide any help in solving
the problem on a classical computer (since it would need to generate this sequémeanife2s for an
n-bit number to factor, which would take an exputisé amount of time), it is a perfect problem for a
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guantum computer. In a quantum computer, the expiatigriong sequence can be encoded into merely

n qubits, and generated irtime that is polynomial im. Once that sequence is generated, the QFT can be
used to find the period. The factttthe returned result is only a sdenpf the output FT amplitudes is

not limiting, since the desired information is higlikely to be what a measurement would sample.

Shor’s algorithm, if deployed on a perfect quanttomputer, would make it possible to compute
the secret key of the most widely used public kgptosystems, RSA. In addition, it would be able to
compute the secret key of other widely used public-key cryptosystems, such as Diffie-Hellman and
elliptic curve cryptography. The implications ofaqtum computing for crypgraphy are discussed in
more detail in Chapter 4.

Shor’s quantum algorithm for factoring and discrete log can both be regarded as examples of
finding hidden algebraic structure, related twedl-known mathematical problem called the “hidden
subgroup problem” [13,14]. Currently, there arerquen approaches for solving some cases of this
problem efficiently, specifically for so-called Abaliand closely related groufsharacterized by their
symmetry properties). On the other hand, the problewpscted to be hard for the so-called dihedral
symmetry group. This hard problem is closely relatednother, called the shortest vector problem—the
basis of the learning with errors (LWE) cryptosystem, one of the proposed post-quantum (that is,
guantum-resistant) cyphers described in Chapter 4.

3.1.3 Grover's Algorithm and Quantum Random Walks

While the QFT underlies many quantum algoritharsother class of algorithms take advantage
of a different method, called the “gquantum randontkwa his method is analogous to classical random
walk methods, which probabilistically simulate progress in traversing some terrain.

Grover’s algorithm addresses the specific probddriinding the unique inputs to a given
function that will yield a certain outpyiL5].2 Classically, this is a basic NP-hard search problem—that is,
there are no known polynomial time solutions. Indbeence of information about the nature of the
function, the fastest known classical algorithm for ghigblem is exhaustive search, or exploration of all
possible inputs to find the answer—a process that takes=0O0Q(2") steps, whera is the number of bits
required to represent the input. Grover’s algorithm solves this probleinéid osteps. While this is only
a polynomial speedup over the best classical approach, it could nonetheless be significant in practice. As
will be discussed in the next chapter, this couldid&cient to compromisadditional cryptographic
operations. Moreover, this is the optimal quantugoathm for this problem, in light of the result of

Bennett et al. [16] showing that any quantum algorithm must take at3@esteps to solve this problem
in the black box model.

The problem with the classical exhaustive seapgr@ach is that the systematic testing of each
possible answer is a blind guess-and-check: each goavides no information about the answer until it
is actually found. To get around this problem, Grtssalgorithm proceeds by iterating a set of two
operations on the qubits. The first effectively fidge state corresponding to the correct answer by
changing the sign of its coefficient. The second, dale Grover diffusion operator, is then able to
slightly increase the magnitude of this coefficidragether, the two steps comprise a so-called Grover
iteration, each application of which increases the pritibathat the correct answer will be read-out upon
measurement. This procedure to increase the amplitutie sfate(s) containing the correct answer is an
example of a general algorithmic approach calledlizazoie amplification [17], which is useful in a
number of quantum algorithms.

The sequence of amplitude amplification operaticans be viewed as a sort of quantum random
walk; however, Grover’s algorithm does the “walk” bawekd, from a distributed state (analogous to all
possible endpoints of a random walk from a given starting point) back to a state focused around the single

3 The problem can be more formally phrased dsisifan efficiently computableinary function that operates
on strings of lengtin, find x such that ) = 1.
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correct component (analogous to the starting padittte walk). A classical random walk approach can
explore an area proportional to the square rott@humber of steps; the quantum random walk can

explore an area proportional to the number of stdpace, the quantum algorithm provides quadratic
speedup.

This technique is very versatile and haste a number of quantum algorithms providing
polynomial speedups for specific computational tasks. For example, there is a quantum walk-based
algorithm for solving the basic problem of determining whether the player making the first move has a
winning strategy in a combinatorial game (sasthchess). The naive classical algorithm involves an
exponential search of the possible moves and m#spcalled the “game tree,” while the quantum
algorithm provides the quadratic speedup describede. More generally, the quantum algorithm
provides a quadratic speedup for evaluating any AND-OR formula [18,19].

While Grover’s algorithm is often referred tog@santum “search,” this is not really a valid
application of the technique. Tonf@m a true quantum search, the set of data to be searched must first
be represented as a superposition of quantum stadeeraa quantum algorithm to provide any speedup,
this representation would need to be createdtime much less than the number of data pohhts,
somewhere between O(1) to O(M)yg In the classical case, this data would simply be stored in random
access memory (RAM) and called when needed. Mewevhile RAM is a key element of classical
computing, there is currently no robust practicalMR&quivalent that generates the needed quantum
superposition state for a quantum computer.

It has been proposed that a quantum versioarmdom access memory (RAM), or QRAM, could
generate this data in O(Idd) time [20], although this has not been practically demonstrated. To achieve
this, a classical data storage unit would be suppledesmith quantum logic around the memory cells. A
classical analogue to this structure, called a comfgatessable memory, or CAM, exists, and solves this
search problem in O(lol) time. However, with CAM and witPRAM, getting the data into the device
in the first place still takes @ time, so either approach will only be useful when multiple queries are
performed on the same data set—that is, the utiligA¥ and QRAM, if it can be built, grows in direct
proportion to the number of times the input can be reused.

3.1.4 Hamiltonian Simulation Algorithms

Simulating the dynamics of quantum systenthiésmost natural and obvious application of
guantum computers and was the motivation for Richard Feynman’s pioneering exploration of quantum
computing [21]. Quantum algorithms can exponentially outperform classical ones when simulating a
system with many quantum degrees of freedom, agiplications including problems in chemistry,
materials science, condensed matter,eargbhysics, and high-energy physics.

The general objective in simulating a quantum sysgeto determine its structure or behavior,
given knowledge of its components and the enviroririmewhich it exists. For example, a simulation
could be used to elucidate the structure of atanbs, or the behavior over time of a collection of
interacting particles. These problems can have atyaof applications, from informing the development
of new industrial materials to solving important plog problems. In general, these simulations require
knowledge of the Hamiltonian (energy operator) deswgilall elements and interactions of the system.
From there, one can either solve for the grostade wave function for that system (in the time-
independent picture), or, given some initial state of the system at &,ttnepute a close approximation
to the quantum state at a future titn8cientists have been performidgssical simulations of quantum
systems for decades, either restricting attentiemtall systems or relying upon approximate methods
that can trade accuracy for computational efficie®@curate models are so compute-intensive (given
the intrinsic high dimensionality of quantum systeass}o be inadequate for all but small systems.

A quantum, rather than classical, simulation irealy better equipped to explore the state space
spanned by quantum systems. In principle, quardinmlation can proceed via at least three general
approaches, each of which promises more effigehitions in certain scenarios. The first approach
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involves implementation of time-evolution algbwrits on a gate-based quantum computer, commonly
referred to as “Hamiltonian simulation.” The ead is a variational approach for obtaining
approximations to quantum statesngsquantum computers and will descussed later in this chapter.
Last, in the field of analog quantum simulation, dedicated quantum systems, although not full-blown
guantum computers, are built to emulate specific Hanidins. While this hardware is likely to be much
simpler than gate-based machswving the same problem, the downside of the analog simulation
approach is that the hardware fiastations on the Hamiltonians it can create, so the resulting system is
special-purpose and the application and simulator teebd co-designed. In addition, unlike digital
guantum computations that can be protected usingtfaarant protocols, the ability to perform analog
guantum simulation in realistic, noigywvironments is less well understood.

In the time-evolution Hamiltonian simulati@gorithms, the form of the Hamiltonian, and
potentially its own dependence on time, as well as the initial state of the system must be provided as
inputs. The algorithm begins by initializing the qulbit® the initial system state or an approximation to
it. Then, the system is advanced through time, or “propagd&eddrding to its Hamiltonian, in discrete
intervals,Qtifor the number of iterations requiredarrive at the time of interest, In practice, the
overall Hamiltonian is usually represented as a susmafler, so-called local Hamiltonians, each of
which act on only a component of the larger system, which provides a useful decomposition (more
generally, the Hamiltonian can be simulated effittieprovided it is sparse and the nonzero entries in
any given row can be efficiently located and coregutFor the process toqueed efficiently, the
method of encoding of the initial state in qulaitsl of representing the time propagation as a gate
sequence must be carefully chosen for the systaqudstion. The first concrete quantum algorithms for
gate-based Hamiltonian simulation were develdpate mid-1990s [22], and additional methods for
different kinds of quantum systems has followednglwith algorithmic insights that have yielded
significant reductions in time [23-29

Efficient Hamiltonian simulation on a quantum computer would enable important speedups for
problems in quantum chemistry and materials sitiarid30,31]. In particular, the electron correlation
problem has been one of the most challenging problems for classical methods to tackle [32]. To
understand and predict complex reaction mechaniswadved in, for example, a transition-metal
catalyzed chemical transformation, requireseagrily accurate electronic structure approaches.
Classically, even molecules with fewer than boadred strongly correlaleelectrons are beyond the
scale of classical ab initio methods at chemécaluracy. Quantum computers promise exponential
speedups for the simulation of the electronic strecpuoblem and it has been shown that they would
enable efficient elucidation of chemical reactinachanisms [33]. Here, a quantum computer could
enable researchers to compute amfm the energies of chemical imeediates and transition states, and
in turn help to determine accurate activation gigsrfor chemical processes, which are important for
understanding the kinetics of chemical reactions. [S#pngly correlated species involved in chemical
reactions where classical approaches presentlin@ilde problems such as photochemical processes,
nitrogen fixation, C-H bond breaking, carbon dioxitkation and transformation, hydrogen and oxygen
production, and other transition-metal catalys@bpFms. These applications extend to important
industrial applications including fertilizer prodian, polymerization catalysis and clean energy
processe$35]. Hamiltonian simulation is also usedthin quantum algorithms for solving complex
correlated material problems [36hich may have application in, for example, the search for a high-
temperature superconductor. Quantum comptensise an exponential speedup over classical
approaches for time evolution of quantum systerhaisTquantum computers may have the most impact
in their application to problems in quantum ch&ny, for example as applied in pharmaceutics, and
materials science [37].

However, there are many types of Hamiltonithre will require new methods if they are to
become efficiently solvable on a quantum compuer.example, to model the electronic structure for

4 Specifically, discrete-time randowalks; see A.M. Childs, 2010, On the relationship between continuous-
and discrete-time quantum waBpmmunications in Mathematical Phys&$4(2):581-603.
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applications in quantum chemistry [38], the Hamiltonian ofi-@mbital system involves @f) terms,

which means a low-error quantum computer will lsuieed for its computation. Classical approaches to
solving such problems have leveraged an understgrudithe system’s physical structure to create
tailored techniques [39]. Researchers have thceambined these techniques with the existing
framework for quantum Hamiltonian simulation that has led to rapid progress in these quantum
algorithms for such problems [40-48].

Hamiltonian simulation has also proven to hoaverful tool for developing quantum algorithms
for problems with no immediate connection to quantaethanics. A prominent example is the recent
development of a new class of quantum algorithrasdirectly perform linear algebra on the quantum
state; this is discussed next.

3.1.5 Quantum Algorithms for Linear Algebra

Linear algebra, a foundational area of mathematms be useful in a range of contexts, from the
science of quantum mechanics to computer grapleisigid to methods in machine learning. The general
task of linear algebra is to find the solution to aaysbf linear equations, that is, one or more equations
of the form where the sum of a set of independent Madgabach scaled by some coefficient, is equal to a
constant value. Mathematically speaking, sagroblem can be written in matrix formAax = b, where
A is anN x N matrix whose elements are the coeéfits on the variables in the equationis, a column
vector whose elements are each efvhriables to be solved for, abds a column vector of the
constants.

A guantum algorithm for such applications, terni#dL after its developers Harrow, Hassidim,
and Lloyd, makes use of methods from Hamiltonian simulation [49]. It assumes that the inpub isector
given as a quantum state of ldgubits >¢L Ay>; E It also assumes that the mathiis sparse and its
entries are accessible via an easy to compunetibn. Moreover, it computes the output vestan the
form of a quantum state of Idigqubits T¢L AyTy E At the heart of the HHL algorithm lies one of the
basic quantum algorithmic building blocks: Kitaegisantum phase estimation algorithm. This is a
procedure for exponentially fast estimation of trgeaivalue (or phase) of an eigenvector of a unitary
operator. This is relevant to linear algebra, singerting the matrix A is easy if its eigenvalues are
known. The running time of the HHL algorithm scales as a polynomial M dogl the condition number
of A. Of course, the access to the solution xesricted to information that can be readily accessed from
the quantum stateT¢ For a givem and b, the algorithm would output a quantum state for which the
values of theN coefficients are proportional to tieelements of solutior. Although the solution is
present in the quantum computer, the rules of quanmteohanics also prevent it from being directly read
out. However, if one is interested in only findingte@r expectation values of the solution, one can obtain
this result with a number of gates that has polylocpst [50].

Linear algebra problems can be solved with a classical computer using memory and running time
that scale as pol) so a quantum computer would use exponentially fewer resources and time for
solving this more restricted problem. Recent relaterk has shown similar results for solving linear
differential equations [51] and germing convex optimization [52], under the assumption that the input
matrix A is very sparse—that is, that most of theftioients are zero—since the algorithm’s running
time is polynomial in the number of nonzero elements per row.

As with the preceding algorithms, this expotirspeedup comes with a number of important
caveats. As previously mentioned, reading the output provides only an withxprobability
proportional to T8 Thus, one major issue in using this altjon is finding settings where this limited
information is useful. One example of such a setting is recommendation systems, where past ratings of
several products by a group of users (spechied matrix) are used to provide personalized
recommendations to individual users. The recommenl&ia product, which is specified by an index. A
guantum algorithm for this problem was found wathexponential speedup over existing classical
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algorithms [53]. Recently, this quantum algorithragited a new classical algorithm which is only
polynomially slower than the quantum algorithm [54].

Another issue is that this exponehpeedup is only true if both the indguaind the matripA are
already encoded in ldgqubits, or if they can be encoded into qubits in polylogme. This precludes
reading in this data, since simply reading theada create this state would take at leadi)@ifne. This
exponential speedup is only possibléhik data was already prepared as a quantum state before the start
of the algorithm, or if some method is found to prepare it efficiently.

As previously mentioned, for exponential speethgcurrent ability for a quantum processor to
read-in large amounts of data efficiently is a cammhallenge in quantum algorithm development; an
efficient solution to this problem will likely be requitéor many algorithms to be useful in practice. Of
course, even if this issue is not resolved, quardlgorithms can still provide polynomial speedup where
classical algorithms require ) or higher steps to process the ingince a quantum computer can read
the data in AY) steps.

3.1.6 Required Machine Quality

The algorithms described in this section illustitie types of tasks which when executed on a
guantum computer would lead to an enormous coatioutal advantage. For interesting problem sizes,
they mostly require thousands of qubits, a fedeos of magnitude larger than current machines.
Unfortunately, these algorithms need to do a vagelaumber of qubit gate emations, requiring order
10" or even as high as ¥perations [55]. In order for these restdtbe correct in the end, the gate
error rate must be very small (on the order of?10 10%). As explained in Chapter 2, unlike today’s
classical computers, whose gates can achieve lthwesaror rates by directly rejecting noise and
producing outputs with less noise than containedeir thputs, quantum gates have much higher error
rates. As shown in Chapter 5, currenagum computers have error rates in thé-10° range, and are
unlikely to natively reach the required error negdb run these quantum algorithms. Quantum error
correction is one way to overcome this limitation, and is described next.

3.2 QUANTUM ERROR CORRECTION AND MITIGATION

Two general approaches have bdemeloped to reduce errors in quantum systems: correction
and mitigation. Of the two, quantum error cotiat (QEC) is the only way to dramatically lower
effective error rates. This approach involvesaelitg the quantum state using many redundant qubits,
and the using a QEC code (QECC) that exploitsredsindancy of information to emulate stable qubits
with very low error rates, often called “fault-todat” or “logical” qubits. The state of some of these
additional qubits are periodically measured and asidakcomputing device “decodes” this information
to determine which qubits have errors. Given thisrimfation, the errors can be corrected. Each logical
qubit requires a large number of physical quaitd many quantum gate operations (and classical
computation) to achieve and maintain its stateae®gaerations on the more robust logical qubit, which
exists only as an abstraction, must be translatecojerations on the underlying physical qubits. Thus,
QEC incurs costs, or “resource overheads,” of bdthit@nal qubits for each logical qubit, and additional
guantum gates for each logical operation.

Quantum error correction is an active area of quantum algorithm research, with the goal of
dramatically lower the overheads in qubits and timactaeve fully error free operation. Much of this
research has focused on studying surface codes andgbedtass of topological codes of which they are
a part. Current codes for gates with error ratds bpercent still have high overheads (15,000x) to create
a logical qubit. Until a breakthrough in either gatsor rate or QEC codeverhead, near-term machines

5In this manner, progress in quantum algorithms has commonly spurred new advances in classical algorithms.
This is discussed further in Chapter 7.
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will not be able to achieve logical qubits, leadingrtachines that must deal with noise and errors (NISQ
computers). In the shorter term, researchers hawed to approaches for quantum error mitigation
(QEM) and may use QEC to lower, but not eliminate errors, as error rates fall.

3.2.1 Quantum Error Mitigation Strategies

Compared to QEC, QEM has the more modest goal of reducing the effective error rate of the
qguantum calculation to support simple computation$or non-gate-based quantum approaches to extend
the coherence of imperfect qubi&6[57] for durations long enough to complete short algorithms. Since a
lower error rate lowers the overheatien using QEC, many of thesdigation strategies would also be
used with error correction.

Two useful error-mitigation approaches that are widely used today include the application of
composite pulses and dynamical decoupling metholtlsodgh such techniques do not suppress all types
of errors, they can be designed to mitigate kneystematic errors (composite pulses) or coherent
dephasing errors (dynamical decoupling sequences).

For both analog and digital quantum computersyr suppression techniques are being developed
based on “energy penalties” to suppress specific typesors. These approaches work by encoding the
gubits strategically in ways for which these errams less energetically favorable and therefore less
likely. In addition, both types of computers make@advantage of “decoherence-free subspaces,” where
multiqubit architectures are designed in ways that nifaeubit system insensitive to certain channels of
noise. Since these techniques suppress only ceytsn bf errors, the error-rate improvement will
depend on the system and may be modest.

QEM is expected to be particularly importémt analog QCs, as full QEC is not currently
understood to be practically achievable on these sgséthile QEC is corrective—that is, it measures
errors and then fixes them—QEM methods are prawiee and attempt to reduce the adverse impacts of
noise and the probability of errors.

3.2.2 Quantum Error Correction Codes

The first quantum error correction codes wereetlgped in the mid-1990s [58,59]. Further work
has provided practical insights into the error thodg—that is, the maximum allowable error rate of
every physical gate in an actual device for WH@EC will correct more errors than it introduces
[60]161. However, achieving both the number and fidedifygubits required to successfully implement
QEC and enable fault-tolerant computing has proven challenging.

In classical computing, one of the simplestetyf error correction codes, called a “repetition
code,” copies each bit of information into seveitd o preserve the inforation through redundancy.

All gate operations are also replicated to maintfais redundancy. These bits all have the same value,
unless an error occurs, which would result in onthefbits being set to the wrong value. Since the
likelihood of any error arising is small, the corredueacan be identified as that held by the majority of
the copies. The “distanc@f an error correcting code is the minimuumber of errors that are needed to
convert one valid representation ofaléo another valid data represaitdn. A repetition by 3 code (each
bit is either 000, or 111) is a distance 3 code, simeeneed change all three bits to go from one valid
representation, 111, to another valignesentation, 000. In general, a distaDoeode can correcD-1)/2
errors, so the replication 3 code can correct one.€rlis makes sense, since if only a single error
occurred, the majority of the bitgll still represent the right value.

Approaches to QEC are similar to this cladsiggproach. However, the precise implementation
of QEC requires vastly different techniques thtaa classical repetition code because quantum
information cannot be directly copied, as descriimeithe no cloning theorem [62], and owing to the
additional types of errors that can occur in quangates. Nonetheless, QEC protocols have been
developed that enable the encoding of a logical qubit into a distributed fabric of physical qubits. Since
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these qubits hold the quantum state, none of tteambe directly measured: any measurement would
cause the quantum state to collapsd destroy the computation. Instead, two qubits, which should have
the same value, are compared to each other,lboeareads out is whether these two qubits agree or
disagree. This measurement does not reveal the ofthe qubit, so it does not cause the quantum state
to collapse. The qubits that are measured aretsoegcalled the “syndrome” or “ancilla”’ qubits (Box
3.1). From all these comparison measuremamskaowledge about the QECC used, a classical
computer can compute which qubits have errors, arad type of error a qubit has. Thus, it can provide
the quantum operation that needw®applied to remove the erransthe quantum state. While these
operations can be directly applied to the physicaitguib is often more efficient for the software to
“virtually” apply these corrections, modifying futureargtions to account for these errors rather than
adding a separate step just to correct them. The edhsdijorithm, also called a “decoding algorithm” or
“decoder,” which takes syndrome measurements aspitg and computes which qubits have errors
grows in complexity as the distance increases to hangleherror rates. If the error rate is close to the
error threshold, not only are the overheads very bighthe decoding algorithm is more complex as well.
If the error rates are low or there are very fewdabgqubits required to run the algorithm, then a small
lookup table can be used as the decoder.

BOX 3.1
The Use of Ancilla Qubitsfor Quantum Error Correction

For error correction, one needs to replicatedtate of a qubit onto a number of qubits. While
the no cloning theorem prevents one from copying the state of a qubit directly onto another, one can
create a redundant entangled qubit state of many qlihiéskey is that the qubits to be entangled must
start out in a known state. Qubits with a knownes(édr purposes of this discussion, it will be the state

r called “ancilla qubits,” may be added to a compateafor this purpose. Since the state of ancilla
qubits are known, it is possible to create a simplrutgithat makes the output state of all these ancilla
qubits match the protected qubit: run each ancillautjinaa controlled NOT gate, where the control is
driven by the qubit that needs to be repkcatAssume that there is a qubit with stédbat we want to
protect, where 0 grepresents an arbitrary superposition stéte L & r ¢ Es=s.dn the CNOT gate,
the ancilla r gtate will remain a r Gtate by the r gomponent of 8 ¢ but it will be converted to s ¢
by the s component of d ¢ The result of this operation is the newly entangled two-qubit state
=, rr¢ Es=s s c¢reating a system in which the ancilla qubiow perfectly entangled with the first
qubit. Adding more ancillas increases tfistance of the repetition code.

The computational complexity of the error deaoahéght be an issue, since running QEC tightly
couples the qubits of a quantum computer and tmsital control processor that decodes the errors and
selects the next quantum gate operations to berpextb At a high level, the following operations are
needed. First, the control processor sends a quantuiatiopeto the qubits, and some time is needed to
perform the operations. Second, the syndrome quinét be measured and sent back to the control
processor. Third, the control processor must trenthese measurements to decode which errors are
present, and, fourth, update its future operatiomstount for these errors. It is simplest for the quantum
computer if the classical computer can decode the error state without slowing down the next quantum
operation. For a superconducting QRis means the classical computer has only a few hundred
nanoseconds (on the order of a thousand instruabie@smodern processor) to decode the errors. If this
is not possible, either custom hardware, to spgeithe computation, or changing the QEC algorithm to
allow additional quantum operationsdocur before the error informat is decoded, could be used to
address the issue. If these techniques are not doregdbd time will slow down the effective speed of a
guantum computer, with delays between gates leddiadditional decoherence and higher error rates.
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3.2.3 Quantum Error Correction Overhead

The number of physical qubits required to @he a fault-tolerant, logical qubit depends on the
error rates of the physical quantum device anddhaired distance, or the protection capacity, of the
guantum error-correcting code chosAs a simple example, consider the so-called Steane quantum error
correction code. This approach encodes a single logical qubit into seven physical qubits, and is has a
distance of threwhich means that it can correct a singi®e To achieve a higher-distance protocol
(one which can correct additional errors) usingSteane code, one can use a recursive approach called
“concatenation.” This essentially entails applying 8teane code to a set of physical qubits, and then
applying it again to the correctedbits, using the output of the filevel of corrections as the better
qubits to be used in a subsequentl. Multiple levels can be staakentil the desired degree of error
protection is achieved. In general, concatenating a QECC that enGqdbis into J physical qubits and
has dlstance@wrltten as>>Ja Gaoe & Fh GU’é@@e for Nevels of concatenation, where
@ R @@hatis, it requwes]aphysmal qubits per logical qubit. For example, three levels of
concatenation of the Steane code would require 343qgathygibits to encode a single logical qubit and
achieve a distance of at least 27. This qubit ceaalis smaller than many other QEC approaches.
However, a Steane code requires error rates lower thanatiich is much lowethan current machines.
Other concatenation codes have higher qubit @agtt but can accommodate higher error rates. Finding
better codes is an active area of research.

Another approach to a QECC, the so-calledasigrfcode, is less sensitive to physical qubit error
rate, with the potential to protect against ereren for quantum device error rates as high &s(tfe
percent), meaning it corrects more errors than it dddksgates and measurentstail at most 1 in 100
times on average. The surface code’s error thresiialde percent applies for a device architecture
where each physical qubit interacts only withfdtgr nearest-neighboring qubits, which—as Chapter 5
will show—is common in some current quantum computer designs.

However, a high error threshold comes at the price of high overhead. A didtsurace code
requires a lattice oft @ F s; H :t @ physjcal qubits in order to encode a single logical qubit. As
apparent from the formula, a surface code withstadce of three—the smallest possible code—requires
25 physical qubits to encode a logical qibihile a distance three code will not fully correct all errors,
since two errors generate an incorrect outputciite reduces the effective error rate. As QCs grow in
size and decrease in error rates, these smaller codes gaadi® improve the effective error rate of the
machine, but with a significant reduction in the number of effective qubits.

Of course, to completely remove errors, npsantum algorithms are extensive enough to require

a distance of greater than three. For example ulb-tiaerantly perform Shor’s algorithm or Hamiltonian
simulation for quantum chemistry, the required distais closer to 35, meaning that approximately
15,000 physical qubits are required to encodmgichl qubit, assuming a starting error rate of 10
[63,64]. Beyond the Steane and surface codes, other more resource-efficient QECCs have been
developed; however, in 2018 such codes eitheré#fatient decoding algorithms or require error rates
that are too low for the NISQ era. Work in thigairs essential to reach the goal of creating a fully error
corrected quantum computer.

In addition to the physical qubit overhead of QECorder to operate on fault-tolerant, logical
qubits, there must be software available at contjpile to convert the desired gate on the logical qubits
to gates on the actual physical qubits that encogta.tirhis translation would occur directly in the
compilation of a quantum algorithm, with each logical qubit and each logical operation replaced
according to a QECC and a distance-specific faldt-émt replacement rule. The replacement rule

6 One needs more than 3 qubits for a distansiac the syndrome measuorents cannot reveal any
information about the actual quantum stéthich would force it to collapse).

" There are some improvements to the encoding cosever, they are minimal, enabling a distance 3 surface
code to use only 13 or 17 qubits. See for example Y. Tomita and K.M. Svore, 2014, Low-distance surface codes
under realistic guantum noidehysical Review A0:062320.
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accounts for the implementation of both the logicé¢ @and the error correction algorithm, including the
syndrome measurements and theesponding classical decoding algorithm. The number of gates and
time-steps required to implement each logical datgends on the logical gate and the QEC algorithm,
details of such calculations snhe found elsewhere [65].

Finding: Quantum error correction (QEC) algorithms wbahable the emulation of a perfect quantum
computer using noisy physical qubits in ordedéploy practical algorithms. However, QEC incurs
significant overheads in terms of both the number of physical qubits required to emulate a logical qubit
and the number of primitive qubit operations reedito emulate a logical quantum operation.

Arguably the most daunting and costly challengguantum error correction is that of achieving
a fault-tolerant “universal” set of operations. ExigtQEC schemes have developed very cost efficient
replacement rules and other methods for achieving falgltant logical gate operations in the so-called
Clifford group (consisting of the Pauli operatipnentrolled-NOT [CNOT], Hadamard [H], the phase
gate S, and their products), as well as measureimémé computational basis. However, achieving
universality also requires fault-tolerant implemematbf non-Clifford gates (such as the Toffoli gate, or
the pi/8 gate also known as T). To do so, one carkma variety of techniques. For example, so-called
magic state distillation enables improvement of thmereate of a logical non-Clifford operation such as
the logical T gate. Another morewly developed technique, “codeithing,” switches back and forth
between a code that is efficient for Clifford gated a code that is optimized for non-Clifford gates to
achieve universality. Both approaches incur overheddeiiorm of additional physical qubits, qguantum
gates, and classical decoding complexity. The sobataverhead introduced going from fault-tolerant
Clifford gates to a universal set of fault-tolergates has been a major driver of research in quantum
error correction codes and fault-tolerance schemes.

In the case of magic state distillation, severalhoés have been developed to lower the overhead
cost [66]. In its simplest form, albeit not the opinform in terms of resource overhead, magic state
distillation for the T gate can transfomrphysical T gate with error rateto a logical T gate with an error
rate of roughlyu w L If this is still too high to be able tmplement an algorithm of interest, then the

procedure can be recursed, achieving : u W; [, and so on fol\rounds resulting iru \ﬁzUY. In turn,

each round requires 15 qubits tafpem one improved T gate; thudfounds requires W qubits (physical

or logical qubits may be used, depending on theeksiutput error rate on the T gate). Thus, while the
QEC protocaol is costly for Clifford operations alegical qubit encoding, the most costly procedure by
far is the fault-tolerant implementation of the noliff@rd gate required for universality [67]. To convey

a sense of the resource requirements of Cliffond-raon-Clifford gates, Table 3.1 provides estimates of
the requirements for carrying out an error-corregigahtum simulation of the molecular system FeMoco.
This example should be seen as a snapshot of itiipalas of 2017. Progress in quantum chemistry and
simulation algorithms is ongoing, and these numbers will likely be improved.

Finding: The performance of an error-corrected quantum algorithm will be limited by the number of
operations which are the most expensive to erroecbrequired for its implementation—for example, in
the case of surface code QECC, the “non-Clifi@rdup” operations require many primitive gate
operations to error correct and dominates the dweree (operations) that an algorithm requires.

TABLE 3.1 Estimates of the Resource Requiremtmmt€arrying Out Error-Corrected Simulations of a
Chemical Structure (FeMoco in Nitrogenase) Using a Serial Algorithmic Approach for Hamiltonian
Simulation and the Surface Code for Error Correction

8 For a recent review of progresstie field, see S. McArdle, S. Endd, Aspuru-Guzik, S. Benjamin, and X.
Yuan, 2018, "Quantum Computational ChemistayXiv preprint arXiv:1808.10402
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Physical qubit error rate £0 10° 10°
Physical qubits per logical qubit 15,313 1,103 313
Total physical qubits in processor 1.7%®101.1x10 |3.5x10
Number of T state factories 202 68 38
Number of physical qubits per factory 8710 1.7x10 |5.0x10
Total number of physical qubits including T state 1.8 x 16 | 1.3 x16 | 2.3x 16
factories

NOTE: The table illustrates the trade-offs, for three djpgohysical qubit error rates, between the number and
quality of the physical qubits required to achieve a fenltrant implementation of the algorithm. Estimates are
based on a requirement of 111 logical qubits for theridigo instance and physical gdtequencies of 100 MHz.

Note that the requirements for distillation (T factories) argifaater than those for the rest of the error corrections.
The cost of achieving an error-free, non-Clifford gate is orders of magnitude higher than encoding the qubits and
their other Clifford opertdons with this particidr QECC (surface code and magic state distillation).

SOURCE: Adapted from Reiher et al., 2017, kating reaction mechanisms on quantum compuBN#S
114:7555-7560.

Research continues on developing new quamuor-correcting codes and new quantum fault-
tolerance schemes with the aim of dramaticaydong the resource overheads required to achieve fault-
tolerant quantum computation. Much of this wbds coalesced on studying surface codes and variants
thereof, a class of code called topological codesJ68king to the numerous unresolved questions about
surface codes, researchers continue to find bettgs wfausing these codes [69], and better ways of
evaluating and decoding these cod&.[When experimental systems reach the size at which interesting
fault-tolerance experiments can be run, am$¢hmachines can interleave quantum operations and
measurement, QEC schemes can be tested in orderifypthe theory and analyses. The real benefit of
these experiments will be that researchers wordm@EC will see the effects and sources of “real”
system errors, rather than using theoretical noise isdasights about the actual errors could enable the
development of more efficient QEC codes tailoredliererror statistics of trectual machine. Again,
minimizing the overhead is critical for deployingifatolerance schemes, esjally on early quantum
devices which will have a limited number of high-quality qubits.

Early demonstration of limited QEC operation orides dates to as early as 2005, and the basic
features of such protocols have been implenteateboth superconducting qubit and trapped ion qubit
devices. Such experiments have not yet yielded faldtaot logical qubits, givethe generally poor gate
fidelity of physical qubit operations [71-73ecently, quantum error detection codes—smaller
precursors to QECs—have been implemented ifladla quantum processors, with some evidence of
success [74,75]. As will be discussed in Chapter dGessful demonstration of QEC to emulate practical,
fault-tolerant logical qubits remains a significant milestone yet to be reached.

3.3 QUANTUM APPROXIMATION ALGORITHMS

Given that the high cost of error correctioifl yreclude its use in early quantum computers,
researchers have looked for other approachdsforg advantage of early quantum computers. A
promising approach is to forgo the desire to obtai exact solution for the computational problem and

9 Topological codes are relatively good performergims of noise tolerance and qubit overhead, and they
have the advantage of being naturally geometrically local in two dimensions, making them a promising class of
codes for physical implementation—although some of the important variants live naturally in three or more
dimensions.
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instead use an approximate, or heuristic approasblte the problem. This approach has given rise to a
number of quantum and hybrid quantum-classical @lgos for tasks that range from the simulation of
many-body systems such as molecules and materials [T6-&dtimization [85] and machine learning
applications [86-8B The goal of these methods is to provide approximate but useful solutions to the
problem at hand, with lower resource requirements than other approaches.

3.3.1 Variational Quantum Algorithms

Many problems of interest, in particular, preis in quantum chemistry, can be framed as so-
called eigenvalue problems. According to the vanmtigrinciple of guantum mechanics, the computed
energy of the ground (lowest-energy) state of a quantum chemical system decreases as the approximations
to the solution improve, asymptotically approachimg true value from above. This principle has given
rise to iterative classical algorithrfar solving these problems, whererade guess of the solution is the
input, and a somewhat-improved approximation isotltput. This output is then used as the guess for the
next iteration, and, with each cycle, the output gktser and closer to the true solution, but never
overshooting.

This approach can be split between a classigdla quantum algorithm, with the optimization
step performed by the quantum processor, ansesjuently read out, with a classical control unit
deciding whether to perform another iteration. The ability to separate the quantum processing among
many small, independent steps—with coherengaired only over the course of a single step—makes
these approaches a clever way to minimize the qulalitiy requirements and obtain a useful result. For
this reason, quantum variational algorithms hagen suggested as applications for digital NISQ
computers. It is worth noting that, of course, tragerithms are readily carried out using fully error-
corrected quantum computers as well.

One specific example is the variational quantum eigensolver (VQE) [39+B&re the problem is
broken into the sum of set of smaller problems tlaat each be approximated independently, with the
sum of all outputs corresponding to the approximate solution of interest. The process is repeated until a
heuristic stopping criteria is reached, usually corresponidi the achievement of an energy threshold.
The computational power of VQE depends amftbrm of the assumed quantum stategrmatz
employed. Somansatzare purely defined by convenient ciitciorms that can be readily accessible by
hardware, whereas others are designed to cagperfic types of quantum correlations. The VQE
algorithm is believed to become competitive with a classical computer at the similar task of
approximating the wave function and properties of ay¥tzody system of interest when the number of
gubits in the quantum register and the depth ofjtrtum circuit employed generate states that are
intractable to prepare in a classical computer. The fspacimber of gates and qubits where this occurs is
heavily dependent on the type of algorithm, dwery rough estimate for quantum simulation
applications could consist of hundreds of qubitd tens of thousand$ quantum gates [98].

A related approach is the quantum approxexaptimization algorithm (QAOA) [99], an
algorithm for preparing a variational guess of a wave function that satisfies an optimization problem, such
as the satisfiability problem. The algorithm followsimilar procedure as the VQE algorithm—namely, a
series of preparation and measurement experiments followed by optimization by a classical computer.
The resulting quantum state, when sampled, provige&imate or exact solutions to the computational
problem.

3.3.2 Analog Quantum Algorithms

In addition to algorithms that require a gate-bageahtum computer, there are set of approaches
that work by directly representing the task in temha Hamiltonian, which may or may not vary with
time. The desired result is encoded in the systera atahe end of the simulation run. “Direct quantum
simulation,” where the Hamiltonianezited is analogous to that of the quantum system being explored, is
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one example of this type of approach, and a tfmalog quantum computation. Examples of direct
guantum simulation include the realization of sgemiltonians [100] or the study of quantum phase
transitions [101-103].

Quantum annealing and, more specifically, bdie quantum optimization, also take this
“analog” approach and provide a general-purmaseema for designing quantum algorithms without
requiring the abstraction layer of logical operati@mrgjates. These two approaches are closely related:
adiabatic quantum optimizationsanply quantum annealing at zéemperature. Adiabatic quantum
computation is interesting because one can in gi@cionvert any gate-based quantum computation to
an equivalent adiabatic quantwmmputation (although it might not be an efficient solution method)
[104]. These methods require mapping an optimization problem of interest into a Hamiktbnsach
that finding the lowest energy, oragmd state, of a system defined by that Hamiltonian is equivalent to
solving the problem.

The algorithm for quantum adiabatic optimipatis implemented as follows: a set of qubits
begins with a Hamiltoniahl; for which the ground state is known, atds then slowly transformed into
Hs. Since a quantum system will remain in its groatade if the Hamiltonian is changed slowly enough
(adiabatically), this procedure drags the system from the ground stdtéodhe ground state &fr.
Measurement of the final state provides the answer sought with a high probability [105,106].

There was a great deal of excitement aboupthepects of such algorithms following work by
Farhi et al. [107], giving evidence suggesting that these algorithms could be fast on random instances of
3SAT, a logic satisfiability problem that is equivatiéo many other hard problems. The theoretical
analysis of this algorithm was quite challenginggsiits running time was governed by the spectral gap
(the difference in energy of states near the ground state), of the time evolving Hamiltonian. A sequence of
papers analyzed this gap in a number of cases liskiag there are classes of 3SAT formulae and other
NP-complete problems for which the spectral gap faadiabatic algorithm is exponentially small, which
means for these problems this approach will take &xponential in the size of the problem [108,109].
As a result, the formal power of this type ofrqauting is still not known. Thus, the approach to
establishing the speedup of quantum annealing ahgasiis largely empirical; researchers literally
compare the time required to complete a given taskqurantum annealer with the best times of optimal
classical computer systems for arriving at the same result.

All real quantum computers operate at a finitaggerature. When that temperature corresponds to
an energy greater than the spectral gap, alogrquantum computer can only implement quantum
annealing rather than quantum didiic computation. Quantum annealing is particularly attractive from
the viewpoint of experimental realization, with teveat that theoretical analysis of these algorithms is
difficult, and there is no clear theory of fault-toleca for this model. Adiabatic optimization devices, in
particular the D-Wave machines, have overcomefgignt engineering challenges and scaled rapidly to
thousands of qubits, albeit with some trade-offgubit fidelity. While it initially looked like these
devices demonstrated promising speedups for sgpkcations, further work on new classical
algorithms for these specific problems have erasesktBpeedups [110]. Recent work suggests that this
reflects the relatively high temperature at whioh BxWave processors operate [111] and the presence of
certain analog errors in these devices [112], althoughdties not rule out the possibility that there could
be other fundamental limitations of quantum annealers.

3.4 APPLICATIONS OF A QUANTUM COMPUTER

As is apparent from the preceding discussionsyngaiantum algorithms have been developed,
both for gate-based quantum computers and for gomaatunealers. A comprehensive online catalogue of
guantum algorithms is maintained by the U.S. &l Institute of Standards and Technology (NIST)
[113]. While this collection includes a host of algamiththat theoretically offer quantum speedup, this
speedup is often the result of a few basic techniques at their core—in particular, quantum Fourier
transform, quantum random walks, and Hamiltoniamugition. Furthermore, most algorithms require a
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large number of high-quality qubits in ordett® useful, most likely requiring quantum error
correction—far beyond the quantum resources availatkeown prototypical devices. In addition, the
current inability to load large quotties of input data efficiently gigest that many of these would be
difficult to implement in practice.

Furthermore, algorithms are generally not id ahthemselves applications; rather, they are
building blocks that must be combined in ordepéoform a useful task. As experimental efforts at
realizing quantum computers gain momentum, the-tegen challenge is to identify or create quantum
applications and the algorithms they require—eraibly useful ones which provide dramatic speedup
over classical approaches—that can be deployed on non-error-corrected devices.

3.4.1 Near-Term Applications of a Quantum Computer

The potential near-term utility of a quantum compigesurrently an active area of research. It is
expected that such applications are likely to lmsetthat require few qubits, can be implemented with a
relatively shallow code (that is, they require relaliyvshort sequences of gates), and can work on NISQ
computers. The approximate algorithms discusse@@tich 3.3 are considered to be leading prospects
for implementation on near-term analog or digital NISQ machines. While there are many potential
commercial applications for this class of machine, ashaf time of publication of this report (2018),
none are certain to provide an advantage over clasgpaoaches when run on a NISQ computer. All of
the researchers who spoke to the committee, inclubimgetfrom startups, agreed this was a critical area
for research.

Finding: There is no publicly known application oframercial interest based upon quantum algorithms
that could be run on a near-term analog or digit&iQ computer that would provide an advantage over
classical approaches.

3.4.2 Quantum Supremacy

A necessary milestone on the path to useful quantum computers is quantum supremacy—a
demonstration of any quantum computation thatahipitively hard for classical computers, whether or
not the computation is useful. In essence, quantpremacy is an experimental demonstration that
guantum computers violate the extended Churclirguhesis. Quantum supremacy would also address
skepticism about the viability of quantum computessyell as provide a test of quantum theory in the
realm of high complexity. To achieve this, oneuld need both to create a quantum computer large
enough to demonstrate supremacy and to find a simpbdgmn that it can perform but that is hard for a
classical machine to compute. A common type of guoblems is those where operations are performed
on qubits to generate an entangled quantum stadehan to sample that state to estimate its probability
distribution [114].

The first proposal for a good test problem igrapto Aaronson and Arkhipov in 2010, in their
Boson Sampling proposal [115], building on earlier work on the classical complexity of sampling
problemg116117.** They were able to prove that computing the output probabilities of a random system
of noninteracting bosons was in a complexity cl@shard) corresponding to computations thought to
be difficult for classical computers to run. Moreover, under the plausible conjecture that these
probabilities remain #P-hard to approximate, it wdoltbw that classical computers cannot even sample

10 A commercial application is one where someone isnjlto pay money for the answer it can provide. It is
an application that will bring revenue into quantum computing.

1 The term “gquantum supremacy” was coined by John Preskill in 2012, although work in this area began
earlier.
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a random output of a typical linear-optical network. For a quantum computer, providing such a sample
(referred to as “qubit sampling”) could amountfmonstration of quantusupremacy. While boson
sampling has been popular with experimentalisid,sanall-scale implementations have already been
achieved in a number of labs, including a 6-photon xpat [118], it remains challenging to push these
experiments to the roughly 50 photarecessary to establish quantum suprerfeLy.

A different approach for demonstrating gtiam supremacy in superconducting qubits was
proposed by the Google theory group in 2016 [1R@yas experimentally inspired, with quantum
supremacy playing the role of a milestone on the way to building superconducting NISQ computers.
Concretely, the proposal—Random Circuit Samp(iRGS)—called for implementing a random quantum
circuit and measuring the output of the circlitey conjectured that sampling from the output
distribution of such random circuits is a hard peof classically. Recently, strong complexity-theoretic
evidence for the classical hardness of RCS, on parthatifor boson sampling, was given by Bouland et
al. [121].

There are two main parts to a quantum supremacy proposal: the first is the definition of a
computational task that could be experimentalljized in the near term, but which is prohibitively
difficult for any algorithm running on a classical computer. The second is an efficient method for
verifying that the quantum device actually carriedthetcomputational task. This is particularly
complicated, since the proposed algorithms are ctingpgamples from a certain probability distribution
(namely, the output distribution of the chosen quantirouit). The first simplification to get around this
validation problem is to choosg the number of qubits, to be small enough- 60) so that a classical
supercomputer can actually calculate the output bligtan of the chosen quantum circuit. This still
leaves the challenge of verifying that the outputs of the quantum device are actually drawn from this (or a
close-by) distribution. This too can be difficult to prove.

For this, the RCS supremacy model [122] proposes the computation of a score in the form of the
cross-entropy between the distribution sampled from the device and the true output distribution of the
chosen quantum circuit. It turns out that the crerssepy score verifies that the two distributions are
close, provided a simple condition is met—namelgt the entropy of the distribution sampled from the
device is at least as large as the entropy of theotntput distribution of the chosen quantum circuit.

[123]. Unfortunately, it is not possible to verityis entropy condition using any reasonable number of
samples—although it holds for many noise models, agdbcal depolarizing noise. A different proposal
for verification uses the concept of heavy outputegation (or HOG)[124] and cdre provably shown to
verify supremacy under a (nonstandard) complexity assumption. Last, a third verification proposal,
binned output generation (BOG), simultaneouslyfiexiHOG and cross-entropy, and is information
theoretically optimal in some formal model [125].

A proof-of-concept test for this quantum supremacy algorithm was performed in 2017 on a 9-
gubit device [126]. The error rate was shown to lmpertional to the number of operations multiplied by
the number of qubits, with an average error per 2-qaié of about 0.3 percer@imple extrapolation to
a qubit device with around 50 qubits indicates thgtiantum supremacy result should be possible with
this architecture, and the Google hardware teantt ¢ghers) are working hard to achieve this goal.

The approaches leave two questions unansweredfirBhis how to perform verification without
the entropy assumption (or a nonstandard complexity assumption). The second is the possibility of
establishing quantum supremacy beyond the limit of the computing power of classical supercomputers,
currently understoddto correspond to on the order of abbQtqubits. A recent proposal shows how to
provably carry out quantum supremacy based otrgpoentum cryptography. Specifically, based on the

2While the exact number depends upon the specifications and approximations of the particular simulation,
and this number will increase as classical methods impragesxpected to remain at this order of magnitude for a
significant amount ofime. Recently, researchers have used a nesgicil approach to perfora single instance of
the quantum supremacy task that would be achievable by a 70-qubit quantum device; however, this does not
correspond to the full 100,000-instance quantum supremacy experiment proposed for a 50-qubit device, which has
not yet proven achievable anclassical computer.
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hardness of the learning with errors (LWE) prohl¢ime proposal gives a way of provably testing
guantum supremacy for quantum computers atitrarily large numbers of qubits [127].

Finding: While several teams have been working tmdestrate quantum supremacy, this milestone has
not yet been demonstrated (as of the time of pubticadf this report). Its achievement will difficult to
establish definitively, and this target may contitmenove as improvements are made to classical
approaches for solving the chosen benchmark problem.

In summary, the pursuit of quantum supremaay &lready achieved an interesting goal: the
development of theoretical tools useful for rigalyuanalyzing the computational hardness of certain
guantum problems that may soon be experimeni@ii)fementable. However, owing both to the
uncertain nature of the hardness results (i.e., tl@ce on nonstandard hardness conjectures) and to the
restrictive nature of the noise models addressdtidse results, there is much work remaining to be
done.

3.4.3 Applications for an Ideal Quantum Computer

In the event of development of a robust, éasgale error-corrected quantum computer, the
existing algorithms with known speedup are likely to be useful for solving any number of practical
problems, or parts of problems. Perhaps the bestrstiodel application of quantum algorithms is in the
field of cryptography (specifically, defeating it), application based directly on mathematics; these
applications will be discussed in the next chagferantum simulation, for both foundational and applied
science, is also commonly raised as a potential “ldlbgr,” especially in the field of quantum chemistry
[128].

The electronic structure problem has received nafiention, owing to its centrality to the fields
of chemistry and materials science. This problemiregwsolving for the ground state energies and wave
functions of electrons interacting in the presencsoofie external field, usually arising from atomic
nuclei. Electronic structure defines chemical propsréind the rates and products of chemical reactions.
While classical computing approaches to this pob(such as density functional theory) are quite
effective in many contexts (such as predicting moleayg@metries), they often fail to reach the level of
accuracy required to predict chemical reactigagar distinguish between competing phases of
correlated materials. This is espdlgiarue when the system involvesiisition metal elements (which are
present in most catalysts). Quantum computers coaldlerfficient solutions to this problem in the
classically intractable regime. In fact, one eayntum algorithm offers exponential speedup over
classical approaches to calculation of chemical r@actte constants [129]. iBrand other algorithms
could open the door to significant insights abowtraltal reactions and phases of matter that have long
eluded description by a systematic and predictieerh Such results could also have commercial
applications in areas such as energy storageceldisplays, industrial catalysts, and pharmaceutical
development.

3.5 THE POTENTIAL ROLE OF QUANTUM COMPUTERS IN THE COMPUTING
ECOSYSTEM

While quantum chemistry, optimization (lnding machine learning), and defeating
cryptography are the best-understood potential appitatf an ideal quantum computer, the field is still
in early stages— in terms of both algorithms, aswssed in this chapter, and devices, as will be
discussed in Chapter 5. Existing algorithms may be fiedddr implemented in ways not yet anticipated;
new algorithms will likely emerge as research cor@silAs a result, exceptrforyptography, it is not
possible to predict the implications of quanturmpaiters on various commercial sectors—the field is so
young that these changes are not even on the hoFiroryptography, the potential of a future quantum
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computer running Shor’s algorithm is sufficientatifect action today. These issues are described in
Chapter 4.

As is clear from this chapter’'s discussions,dbdity to deploy known quantum algorithms could
render some previously intractable problems efficjestilvable. However, evemlarge error-corrected
guantum computer would not be geady superior to a classical computer. In fact, quantum computers
do not speed up many classes of problems, and the maturity of the classical computing ecosystem
(including hardware, software, and algorithms) means that for these classes of problem, classical
computing will remain the dominant computing platfio Even applications accelerated by a quantum
computer, the parts accelerated are likely to compngea small component of the broader task in
qguestion. For the foreseeable futlaeuantum processor is thus likétybe useful for performing only
certain parts of certain tasks, with the remairdpgrations more efficiently carried out on a classical
computer. Thus, a quantum computer is expectsdrnge as a co-processor to, rather than a replacement
for, a classical computer. Furthermore, as will Isedised in Chapter 5, the physical implementation of
any quantum computation will require a host of clargating operations tiee performed upon qubits
maintained in a controlled environment, whiwill require the use of classical computers.

Finding: Quantum computers are unlikely to be useful as a direct replacement for conventional
computers, or for all applications; rather, tlaeg currently expected twe special-purpose devices
operating in a complementary fashion with carti@nal processors, analogous to a co-processor or
accelerator.

PREPUBLICATION COPY — SUBJECT TO FURTHER EDITORIAL CORRECTION
3-21

Copyright National Academy of Sciences. All rights reserved.



Quantum Computing: Progress and Prospects

NOTES

[1] E. Bernstein and U. Vazirani, “Quantum complexity theory.” In Symposium on the Theory of Computing, 1993
Proceeding®27th Annual Symposium oiCM, 1993.SIAM Journal on Computing6, no. 5 (1997): 1411-
1473.

[2] D. Simon, “On the power of quantum computation.Flsundations of Computer 8oce, 1994roceedings.,
35th Annual Symposium gpp. 124-134. IEEE, 1998IAM journal on computing6, no. 5 (1997): 1474-1483.

[3] P. Shor, 1994, “Algorithms for quantum computation: Discrete logarithms and factorirkptihtations of
Computer Science, 1994 Proceedings., 35th Annual Symposjyop. dr24-134;

[4] R.J. Anderson and H. Wolf997, “Algorithms fo the Certified Write-Al Problems,” IEEESIAM journal on
computing vol. 26, no. 5: 1484-14.

[5] Shor’s algorithm for factorizatiorcales asymptotically as O(n3), comparte®(exp[n1/3]] for the best classical
approach, the general nuetlfield sieve algorithm.

[6] R.M. Karp, 1975, “On the computational complexity of combinatorial probleNetyvorks5, no. 1: 45-68.

[7] C.H. Bennett, E. Bernstein, G. Brassard, an&&kirani, 1997, “Strengths and Weaknesses of Quantum
Computing,” Technical Report, ISI Foundation, 199¥AM Journal on Computin@6, no. 5.

[8] Grover, Lov K. “A fast guantum mechamil algorithm for database search.’Aroceedings of the twenty-eighth
annual ACM symposium on Theory of compytppg 212-219. ACM, 1996.

[9] S. Cook, 2006, “The P versus NP probleifiye millennium prize problem87-104.
[10] J. Preskill, 2018, “Quantum Computing iretNISQ era and beyond,” preprint arXiv:1801.00862

[11] L. Hales and S. Hallgren. “An improved quant&aurier transform algorithm and applications.” In
Foundations of Computer Science, 20Bbceedings. 41st Annual Symposiumpgn 515-525. IEEE, 2000.

[12] P.W. Shor, 1994, “Algorithms for quantum computation: Discrete logarithms and factorifrgmalations of
Computer Science, 1994 Proceedings, 35th Annual Symposidrd4h34.

[13] R. Jozsa, 2001, “Quantum factoring, discrete logarithms, and the hidden subgroup pi@bhaputing in
science and engineerirgj no. 2: 34-43.

[14] A. Y. Kitaev, 1995, “Quantum measurents and the Abelian stabilizer problerarXiv preprint quant-
ph/9511026

[15] L. K. Grover, “A fast quantum mechiaal algorithm for database search."Rroceedings of the twenty-eighth
annual ACM symposium on Theory of compytpgg 212-219. ACM, 1996.

[16] C.H. Bennett, E. Bernstein, G. Brassard, an¥&zrirani, 1997, “Strengths and Weaknesses of Quantum
Computing,” Technical Report, ISI Foundation, 199¥AM Journal on Computin@6, no. 5.

[17] G. Brassard, P. Hoyer, M. Mosca, and A. Tapp, 2002, “Quantum amplitude amplification and estimation.”
Contemporary Mathematic05: 53-74.

[18] E. Farhi, J. Goldstone, and S. Gutmann, 20@%Quantum algorithm for the Hamiltonian NAND treafXiv
preprint quant-ph/0702144

[19] A. Ambainis, A.M. Childs, B.W. Reichardt, R. Spalek, and S. Zhang, 2010, “Any AND-OR formula of size N
can be evaluated in time N*1/2+0(1) on a quantum comp@XK Journal on Computing9, no. 6: 2513-
2530.

[20] V. Giovannetti, S. Lloyd, and L. &tcone, 2008, “Quantum random access mem®Biyysical review letters,
100, 16: 160501.

[21] R.P. Feynman, 1982, “Simulating physics with computénsgrnational journal of theoretical physi&i, no.
6-7: 467-488.

PREPUBLICATION COPY — SUBJECT TO FURTHER EDITORIAL CORRECTION
3-22

Copyright National Academy of Sciences. All rights reserved.



Quantum Computing: Progress and Prospects

[22] D.S. Abrams and S. Lloyd, 1997, “Simulation of many-body Fermi systems on a universal quantum computer,”
Physical Review Letters9, no. 13: 2586.

[23] D. Aharonov and A. Ta-Shma, 2003, “Adiabatic quamstate generation and statistical zero knowledge.” In
Proceedings of the thirty-fifth annual ACM symposium on Theory of comp@hg: 20-29.

[24] D.W. Berry, A.M. Childs, R. Cleve, R. Kothari, and R.D. Somma, 2015, “Simulating Hamiltonian dynamics
with a truncated Taylor serief?hysical review lettersjol. 114, no. 9: 090502

[25] R. Babbush, D.W. Berry, 1.D. Kivlichan, A. Scherer, A.Y. Wei, P.J. Love, and A. Aspuru-Guzik, 2017,
“Exponentially more precise quantum simulation of femnsiin the configuration interaction representation,”
Quantum Science and Technolpgy015006.

[26] G.H. Low, and I.L. Chuang, 2016, “Hamiltonian simulation by qubitizatianXiv preprint arXiv:1610.06546

[27] See, for example: G.H. Low and I.L. Chuang, 2017, “Optimal Hamiltonian simulation by quantum signal
processing.Physical review lettefsvol. 118, no. 1: 010501.

[28] R. Babbush, D.W. Berry, I.D. Kivlichan, A.Y. Wé.J. Love, and A. Aspuru-Guzik, 2016, “Exponentially
more precise quantum simulation of fermions I: Quantum chemistry in second quanti2égen]burnal of
Physicsyol. 18: 033032.

[29] D.W. Berry, A.M. Childs, and R. Kothari, 2015, “Hétmanian simulation with nearly optimal dependence on
all parameters,Proceedings of the 56th IEEE Symposium on Foundations of Computer Spjeric@2-809,
arXiv:1501.01715.

[30] S. McArdle, S. Endo, A. Aspuru-Guzik, S. Benjamin, and X. Yuan, 2018, “Quantum computational
chemistry.”arXiv preprint arXiv:1808.10402

[31] D. Wecker, M.B. Hastings, N. Wiebe, B.K. Clark, C. Nayak, and M. Troyer, 2015, “Solving strongly correlated
electron models on a quantum comput@hysical Review A2, no. 6: 062318.

[32] C. Dykstra, G. Frenking, K.S. Kim, and G.E. Scuseria, 2005, “Theory and Applications of Computational
Chemistry: The First Forty Years,” Elsevier, Amsterdam.

[33] M. Reiher, N. Wiebe, WM. Svore, D. Weckr, and M. Troyer, 2017, “Elugating reaction mechanisms on
guantum computersProceedings of the National Academy of the Sciences of the United States of America,
114: 7555-7560.

[34] G. Wendin, 2017, "Quantum information processing with superconducting circuits: a reReports on
Progress in Physic80, no. 10: 106001.

[35] M. Reiher, N. Wiebe, K. Svore, D. Weckr, and M. Troyer, 2017, "Elwtating reaction mechanisms on
guantum computersProceedings of the National Academy of Scier2@$619152.

[36] B. Bauer, D. Wecker, A.J. Millis, M.B. Hastings, alid Troyer, 2016, “Hybrid quantum-classical approach to
correlated materialsPhysical Review )X6:031045.

[37] J. Olson, Y. Cao, J. Romero, P. Johnson, P.-llaba-Demers, N. Sawaya, P. Narang, I. Kivlichan, M.
Wasielewski, and A. Aspuru-Guzik, 2017, “Quantum Information and Computation for Chemistry,” preprint:
arXiv:1706.05413.

[38] R. Babbush, D.W. Berry, I.D. Kivlichan, A.Y. Wé.J. Love, and A. Aspuru-Guzik, 2017, “Exponentially
more precise quantum simulation of fermions in the configuration interaction represen€@tiantim Science
and Technology3,:015006.

[39] J. Olson, Y. Cao, J. Romero, P. Johnson, Rdllaire-Demers, N. Sawaya, P. Narang, I. Kivlichan, M.
Wasielewski, and A. Aspuru-Guzik, 2017, “Quantum Information and Computation for Chemistry,” preprint:
arXiv:1706.05413

[40] I.D. Kivlichan, J. McClean, N. Wiebe, C. Gidney, A. Aspuru-Guzik, G. Kin-Lic Chan, and R. Babbush, 2018,
“Quantum Simulation of Electronic Struce with Linear Depth and ConnectivityZhysical Review Letters,
120: 11501.

PREPUBLICATION COPY — SUBJECT TO FURTHER EDITORIAL CORRECTION
3-23

Copyright National Academy of Sciences. All rights reserved.



Quantum Computing: Progress and Prospects

[4]] R. Babbush, C. Gidney, D.W. Berry, N. Wiebe, J. McClean, A. Paler, A. Fowler, and H. Neven, 2018,
“Encoding Electronic Spectra in Quantum Circuits with Linear T Complexaiyiv preprint
arXiv:1805.03662

[42] G.H. Low and N. Wiebe, 2018, “Hamiltonian Simulation in the Interaction PictarXiV preprint
arXiv:1805.00675

[43] D.W. Berry, M. Kieferova, A. Scherer, Y.R. SandéssH. Low, N. Wiebe, C. Gidney, and R. Babbush, 2018,
“Improved techniques for preparing eigenstates of fermionic HamiltoniapsQuantum Informatiod, no. 1:
22.

[44] D. Wecker, M. B. Hastings, N. Wiebe, B.K. Clafk, Nayak, and M. Troyer, 2015, “Solving strongly
correlated electron models on a quantum compu@ysical Review A2, no. 6: 062318.

[45] D. Poulin, M.B. Hastings, D. Wecker, N. Wiebe, Albherty, and M. Troyer, 2014, “The Trotter step size
required for accurate quantum simulation of quantum chemisti{j¥ preprint arXiv:1406.49

[46] M.B. Hastings, D. Wecker, B. Bauer, and M. Troyer, 2014, “Improving quantum algorithms for quantum
chemistry.”arXiv preprint arXiv:1403.1539

[47] D. Poulin, A. Kitaev, D.S. Steiger, M.B. Hastings, and M. Troyer, 2018, “Quantum Algorithm for Spectral
Measurement with a Lower Gate CourRfiysical review letteré21, no. 1: 010501.

[48] D. Wecker, B. Bauer, B.K. Clark, M.B.. Hastingsd M. Troyer, 2014, “Gate-count estimates for performing
guantum chemistry on small quantum computd?Pbysical Review A0, no. 2: 022305.

[49] A.W. Harrow, A. Hassidim, and S. Lloyd, 2009, “Quantum algorithm for linear systems of equaibysic¢al
review lettersl03, no. 15: 150502.

[50] A.M. Childs and W.V. Dam, 2010, “Quantum algorithms for algebraic probldResiews of Modern Physics
82,no. 1: 1.

[51] D.W. Berry, A.M. Childs, A. Ostrander, and Wang, 2017, “Quantum algorithm for linear differential
equations with exponentially improved dependence on precistmmimunications in Mathematical Physics,
vol. 356, no. 3: 1057-1081.

[52] F.G.S.L. Brandao and K. Svore, 2017, “Quantum speed-ups for semidefinite programming,”
https://arxiv.org/abs/1609.05537

[53] Kerenidis, lordanis, and Anupam Prakash. “Quantum recommendation sysiexig preprint
arXiv:1603.086782016).

[54] Tang, Ewin. “A quantum-inspired classical algorithm for recommendation systarXs/’preprint
arXiv:1807.0427(2018).

[55] See, for example, Figure 3.2 and Table 4.1 for runtime estimates for illustrative problems in chemistry and
cryptanalysis.

[56] P.D. Johnson, J. Romero, J. Olson, Y. Cao, and A. Aspuru-Guzik, 2017, “QVECTOR: an algorithm for device-
tailored quantum error correction,” preprint: arXiv:1711.02249.

[57]Kandala, K. Temme, A.D. Corcole&. Mezzacapo, J.M. Chow, and J.8ambetta, 2018, “Extending the
computational reach of a i3y superconducting quantusnocessor,” aiv:1805.04492

[58] A.R. Calderbank and P.W. Shor, 1997, “Good quantum error-correcting codesRixysical Review A
54:1098-1106, arXiv:quant-ph/9512032.

[59] A. Steane, 1996, “Simple quantum error correcting codrigysical Review /44:4741, arXiv:quant-
ph/9605021.

[60] See, for example, E. Knill, 2005, “Quantwmmputing with realistically noisy devicedyature 434:39-44.

[61] P. Aliferis, D. Gottesman, arid Preskill, 2006, “Quantum accuratyeshold for concahated distance-3
codes,"Quantum Information and Computatid197-165, arXiv:quant-ph/0504218.

PREPUBLICATION COPY — SUBJECT TO FURTHER EDITORIAL CORRECTION
3-24

Copyright National Academy of Sciences. All rights reserved.



Quantum Computing: Progress and Prospects

[62] W.K. Wootters and W.H. Zurek, 1982, “A single quantum cannot be cloNedLite299, no. 5886: 802-803.

[63] M. Reiher, N. Wiebe, K.M. ®re, D. Wecker, and Mlroyer, 2017, “Elucidatig reaction mechanisms on
guantum computersProceedings of the National Academy of the Sciences of the United States of America,
114: 7555-7560.

[64] A.G. Fowler, M. Mariatoni, J.M. Martinis, and A.N. Cleland, 2B1“Surface codes: Towards practical large-
scale quantum computatiorhysical Review 86, 032324.

[65] For details on low-distance codes, see Y. Toanidh K.M. Svore, 2014, “Lowdistance Surface Codes under
Realistic Quantum Noise,” https://arxiv.org/pdf/1404.3747 .pdf.

For general replacement rules for the surface cmiefor example, https:fiav.org/abs/1208.0928.

For concatenated and block codes, see for exampidifétis, D. Gottesman, and Preskill, 2005, “Quantum
accuracy threshold for concatenatestalice-3 codes,” https:ffav.org/abs/quant-phfD4218 and K.M. Svore,
D.P. DiVincenzo, and B.M. Terhal, 2006, “Noise Threshold for a Fault-Tolerant Two-Dimensional Lattice
Architecture,” https://arxiv.org/abs/quant-ph/0604090.

[66] See for example, M.B. HastingsHhah, “Distillation with sublogarithmic overhead”
https://arxiv.org/abs/1709.03543; J. Haah and M.B. Hastings, 2017, “Codes and Protocols for Oistilling
controlledS and Toffoli Gates, https://arxiv.org/abs/1709.02832.;

J. Haah, M.B. Hastings, D. Poulin, and D. Weckéd 7, “Magic State Distillation at Intermdediate Size,”
https://arxiv.org/abs/1709.02789; and

J. Haah, M.B. Hastings, D. Poulin. and D. Weckéx 7, “Magic State Distillatin with Low Space Overhead
and Optimal Asymptotic Input Count, https://arxiv.org/abs/1703.07847.

[67] See for example Table Il in https://arxiv.org/pdf/1605.03590.pdf for detailed numbers on the cost of the T
implementation for understanding reaction mechanisms on a quantum computer using Hamiltonian simulation.

[68] H. Bombin and M. A. Martin-Delgi#o, 2006, “Topological quantum distillatiorPhysical Review Letters,
97:180501, arXiv:quant-ph/0605138.

[69] See, for example, J.E. Moussa, 2016, “Tvansal Clifford gates on folded surface codé¥ysical Review A,
94:042316, arXiv:1603.02286;

C. Horsman, A. G. Fowler, S. bi#¢t, R. Van Meter, 2012, “Surfaa®de quantum computing by lattice
surgery,”New Journal of Physic4,4:123011, arXiv:1111.4022;

S. Bravyi and A. Cross, 2015, “Doubled color codes,” arXiv:1509.03239;

H. Bombin, 2015, “Gauge color codes: Optimal transversal gates and gauge fixing in topological stabilizer
codes,’New Journal of Physic4,7:083002, arXiv:1311.0879; T. J. Yadmd |. H. Kim, 2017, “The surface
code with a twist,Quantuml:2, arXiv:1612.04795.

[70] See, for example, S. Bravyi, Buchara, and A. Varg@014, “Efficient algorithms for maximum likelihood
decoding in the surface cod®hysical Review A0:032326, arXiv:1405.4883;

G. Duclos-Cianci and D. Poulin, 2014, “Fault-tolereeriormalization group decoder for abelian topological
codes,”Quantum Information and Computatialy:721-740, arXiv:!304.6100.

[71] J. Chiaverini, Di. Leibfried, T. Schaetz, M.D. Barr&tB. Blakestad, J. Britton, W.M. Itano, et al., 2004,
“Realization of quantum error correctiomNature432, no. 7017: 602.

[72] D. Nigg, M. Mueller, E.A. MartinezP. Schindler, M. Hennrich, T. Monk.A. Martin-Delgado, and R, Blatt,
2014, “Quantum computations on a topologically encoded qBsteénce1253742.

[73] S. Rosenblum, P. Reinhold, M. Mirrahimi, Liang JiabhgFrunzio, and R.J. Schd@lpf, 2018, “Fault-tolerant
measurement of a quam error syndrome ArXiv preprint arXiv:1803.00102

[74] N.M. Linke, M. Gutierrez, K.A. Landsman, C. Figga®t, Debnath, K.R. Brown, and C. Monroe, 2017, “Fault-
tolerant quantum error detectiorgtience advancek no. 10: e1701074.

PREPUBLICATION COPY — SUBJECT TO FURTHER EDITORIAL CORRECTION
3-25

Copyright National Academy of Sciences. All rights reserved.



Quantum Computing: Progress and Prospects

[75] R. Harper and S. Flammia, 2018 At#t tolerance in the IBM Q ExperiencefXiv preprint arXiv:1806.02359

[76] A. Peruzzo, J.R. McClean, P. Shadbolt, M.-H. Yung, X.-Q. Zhou, P.J. Love, A. Aspuru-Guzik, and J.L.
O’Brien, 2013, “A variational eigenvalue solver on a quantum processor,” arXiv:1304.3061.

[77] D. Wecker, M.B. Hastings, and M. Troyer, 2015, “Progress towards practical quantum variational algorithms,”
Physical Review £92:042303.

[78] J.R. McClean, J. Romero, R. Babbush, and A. Aspuru-Guzik, 2016, “The theory of variational hybrid quantum-
classical algorithms,New Journal of Physicd8:023023.

[79] P.J.J. O'Malley, R. Babbush, I.D. Kivlichan, J. Romero, J.R. McClean, R. Barends, J. Kelly, P. Roushan, A.
Tranter, N. Ding, B. Campbell, Y. Chen, Z. Chen, B. Chiaro, A. Dunsworth, A. G. Fowler, E. Jeffrey, A.
Megrant, J. Y. Mutus, C. Neill, C. Quana, D. Sank, A. VainsencherWenner, T. C. White, P. V. Coveney,

P. J. Love, H. Neven, A. Aspuru-Guzik, and J. M. Martinis, 2016, “Scalable quantum simulation of molecular
energies,’Physical Review )X6:031007.

[80] R.Santagati, J. Wang, A.A. Gida, S. Paesani, N. Wiebe, J.R. ®lean, S.R. Short, P.J. Shadbolt, D
Bonneau, J W Silverstone, D P Tew, X Zhou, J L OBrien, and M G Thompson, 2016, “Quantum simulation of
Hamiltonian spectra on a silicon chip,” arXiv:1611.03511.

[81] G.G. Guerreschi and M. Smelyanskiy, 2017, “Practical optimization for hybrid quantum-classical algorithms,”
arXiv:1701.01450.

[82] J.R. McClean, M.E. Kimchi-Schwartz, J. Carter, and W.A. de Jong, 2017, “Hybrid quantum-classical hierarchy
for mitigation of dechoherence and determination of excited st&hgsical Review £95:042308.

[83] J.R. Romero, R. Babbush, J.R. McClean, C. Hempel, P. Love, and A. Aspuru-Guzik, 2017, “Strategies for
guantum computing molecular energies using the unitary coupled cluster ansatz,” arXiv:1701.02691.

[84] Y. Shen, X. Zhang, S. Zhang, J.-N. Zhang, M¥Hdng, and K. Kim, 2017, “Quantum implementation of the
unitary coupled cluster for simulag molecular electronic structurd?hysical Review 495:020501.

[85] E. Farhi, J. Goldstone, and S. Gutmanri420 “A quantum approximetoptimization algorithm,”
arXiv:1411.4028.;

E. Farhi, J. Goldstone, and S. Gutmann, 2014b, “A quantum approximate optimization algorithm applied to a
bounded occurrence constraint problem,” arXiv:1412.6062.;

Lin et al., 2014;

E. Farhi and A.W. Harrow, 2016, “Quantum Supremacy through the Quantum Approximate Optimization
Algorithm,” arXiv:1602.07674.

[86] J. Romero, J. Olson, and A. Aspuru-Guzik, 2017, “Quantum autoencoders for efficient compression of quantum
data,”Quantum Science and Technolpgy045001.

[87] M. Benedetti, D. Garcia-Pintos, Y. Nam, andP®rdomo-Ortiz, 2018, “A generative modeling approach for
benchmarking and training shallow quantum circuits,” https://arxiv.org/abs/1801.07686

[88] G. Verdon, M. Broughton, and J. Biamonte, 2017, “A quantum algorithm to train neural networks using low-
depth circuits,” arXiv:1712.05304

[89] A. Peruzzo, J.R. McClean, P. Shadbolt, M.-H. Yung, X.-Q. Zhou, P.J. Love, A. Aspuru-Buzik, and J.L.
O’brien, 2013, “A variational eigenvalue solver on a quantum processor,” arXiv:1304.3061.

[90] D. Wecker, M.B. Hastings, and M. Troyer, 2015, “Progress towards practical quantum variational algorithms,”
Physical Review £92:042303.

[91] J.R. McClean, J. Romero, R. Babbush, and A. Aspuru-Guzik, 2016, “The theory of variational hybrid quantum-
classical algorithms,New Journal of Physicd8:023023.

[92] P.J.J. O'Malley, R. Babbush, I.D. Kivlichan, J. Romero, J.R. McClean, R. Barends, J. Kelly, P. Roushan, A.
Tranter, N. Ding, B. Campbell, Y. Chen, Z. Chen, B. Chiaro, A. Dunsworth, A. G. Fowler, E. Jeffrey, A.
Megrant, J. Y. Mutus, C. Neill, C. Quana, D. Sank, A. VainsencherWenner, T. C. White, P. V. Coveney,

PREPUBLICATION COPY — SUBJECT TO FURTHER EDITORIAL CORRECTION
3-26

Copyright National Academy of Sciences. All rights reserved.



Quantum Computing: Progress and Prospects

P. J. Love, H. Neven, A. Aspuru-Guzik, and J. M. Martinis, 2016, “Scalable quantum simulation of molecular
energies,’Physical Review )X6:031007.

[93] R.Santagati, J. Wang, A.A. Gentie. Paesani, N. Wiebe, J.R. McCle&R. Short , P J Shadbolt, D Bonneau,
J W Silverstone, D P Tew, X Zhou, J L OBrien, and M G Thompson, 2016, “Quantum simulation of
Hamiltonian spectra on a silicon chip,” arXiv:1611.03511.

[94] G.G. Guerreschi and M. Smelyanskiy, 2017, “Practical optimization for hybrid quantum-classical algorithms,”
arXiv:1701.01450.

[95] J.R. McClean, M.E. Kimchi-Schwartz, J. Carter, and W.A. de Jong, 2017, “Hybrid quantum-classical hierarchy
for mitigation of dechoherence and determination of excited st&thgsical Review £95:042308.

[96] J.R. Romero, R. Babbush, J.R. McClean, C. Hempel, P. Love, and A. Aspuru-Guzik, 2017, “Strategies for
guantum computing molecular energies using the unitary coupled cluster ansatz,” arXiv:1701.02691.

[97] Y. Shen, X. Zhang, S. Zhang, J.-N. Zhang, M¥Hng, and K. Kim, 2017, “Quantum implementation of the
unitary coupled cluster for simulag molecular electronic structurd?hysical Review 495:020501.

[98] P.-L. Dallaire-Demers, J. Romero, L. Veis, S. Sim, and A. Aspuru-Guzik, 2018, “Low-depth circuit ansatz for
preparing correlated fermionic states on a quantum computer,” preprint: arXiv:1801.01053.

[99] Farhi, Edward, Jeffrey Goldstone, and Sam Gutmann. “A quantum approximate optimization algarim.”
preprint arXiv:1411.402§2014).

[100] J. Smith, A. Lee, P. Richerme, B. Neyenhuis, P. W. Hess, P. Hauke, M. Heyl, D. A. Huse, and C. Monroe,
2015, “Many-body localization in a quantum simulator with programmable random disorder,” arXiv:
1508.07026.

[101] A. Mazurenko, C.S. Chiu, G. Ji, M.F. Parsons, M. Kanasz-Nagy, R. Schmidt, F. Grusdt, E. Demler, D. Greif,
and M. Greiner, 2017, “A cold-atom Fermi-Hubbard antiferromagih&ttlre 545: 462-466.

[102 R. Harris, Y. Sato, A. J. Berkley, M. Reis, Atdmare, M.H. Amin, K. Boothby, et al., 2018, “Phase
transitions in a programmable quantum spin glass simul&oighce361, no. 6398: 162-165.

[103 A.D. King, J. Carrasquilla, J. Raymond, I. Ozfidan Andriyash, A. BerkleyM. Reis, et al., 2018,
“Observation of topological phenomena in a programmable lattice of 1,800 qi\zitare560, no. 7719: 456.

[104] D. Aharonov, W. van Dam, J. Kempe, Z. Landau, S. Lloyd, and O. Regev, 2004, “Adiabatic Quantum
Computation is Equivalent to Standard Quantum Computation,” arXiv:quant-ph/0405098

[109 Kadowaki, Tadashi, and Hidetoshi Nishimori. “Quantum annealing in the transverse Ising rRbgisical
Review B8, no. 5 (1998): 5355.

[10§ Albash, Tameem, and Daniel A. Lidar. “Adiabatic quantum computigiv preprint arXiv:1611.04471
(2016).

[107] E. Farhi, J. Goldstone, S. ttwann, J. Lapan, A. Lundgren, and®eda, 2001, “A quantum adiabatic
evolution algorithm applied to random instances of an NP-complete prol8emarice292, no. 5516: 472-475.

[108] W. Van Dam, M. Mosca, and U. Vazirani, 2001, “How powerful is adiabatic quantum computation?,”
Foundations of Computer Sciex 2001. Proceedingé2nd IEEE Symposium on, pp. 279-287.

[109 A.P. Young, S. Knysh, and V.N. Smelyanskiy, 2008, “Size dependence of the minimum excitation gap in the
guantum adiabatic algorithmPhysical review letter&01, no. 17: 170503.

[11Q A. Selby, http://www.archduke.ofstuff/d-wave-comment-on-compagdn-with-classical-computers/;

Evidence for quantum annealing with more than one hundred qubits, S. Boixo, T.F. Rgnnow, S.V. Isakov,
Z.Wang, D. Wecker, D.A. Lidar, J.M. Martinis and M. Troyer, 2014, Nature Physics volume 10, pages 218-
224,

Defining and detecting quantum speedup, T.F. Rgnnow, Z. Wang, J. Job, S. Boixo, S.V. Isakov, D. Wecker,
J.M. Martinis, D.A. Lidar, M. Troyer, Science 345, 420 2014,

PREPUBLICATION COPY — SUBJECT TO FURTHER EDITORIAL CORRECTION
3-27

Copyright National Academy of Sciences. All rights reserved.



Quantum Computing: Progress and Prospects

Benchmarking a quantum annealing processor with the time-to-target metric, J. King, S. Yarkoni, M.M. Nevisi,
J.P. Hilton, C.C. McGeochttps://arxiv.org/abs/1508.05087;

Probing for quantum speedup in spin-glass problemsphaifited solutions, I. Hed, Job, T. Albash, T.F.
Rgnnow, M. Troyer, and D.A. Lidar, Physical Review A 92, 042325 2015;

Strengths and weaknesses of weak-gfrdaster problems: A detailed oveswi of state-of-the-art classical
heuristics versus quantum approaches, S.Mandra, Z. Zhu, W. Wang, A. Perdomo-Ortiz, and H.G. Katzgraber,
Phys. Rev. A 94, 022337 2016;

What is the Computational Value of Finite-Range Tling&, V.S. Denchev, S. Boixo, S.V. Isakov, N. Ding,
R. Babbush, V. Smelyanskiy, J. Martinis, ahd\Neven, Physical Review X 6, 031015 2016;

The pitfalls of planar spin-glass benchmarks: raising the bar for quantum annealers (again), S. Mandra, H.G.
Katzgraber, Creighton Thomas, Quantum Science and Technology, Volume 2, Number 3 2017;

Quantum Annealing amid Local Ruggedness and Global Frustration, J. King, S. Yarkoni, J. Raymond, I.
Ozfidan, A.D. King, M.M. Nevisi, J.P. HiltorG.C. McGeoch, https://arxiv.org/abs/1701.04579;

A deceptive step towards quantunesgup detection, S. Mandra, HlGatzgraber, Quantum Science and
Technology, 3, 04LT01 2018;

Demonstration of a scaling advantage for a quantureaenover simulated annealing, T. Albash and D.A.
Lidar, Physical Review X 8, 031016 2018

[111 T. Albash, V. Martin-Mayor, and I. Hen, 2017 “Teerature scaling law for quantum annealing optimizers,”
Physical review letter4d19, no. 11: 110502.

[112 T. Albash, V. Martin-Mayor, and |. He2018, “Analog Errorsn Ising Machines.arXiv preprint
arXiv:1806.03744

[113] S. Jordan, 2018, “Algebraic and Number Theoretic Algorithidational Institute of Standards and
Technologylast updated January 18, 2018, http://math.nist.gov/quantum/zoo/

[114 A.W. Harrow and A. Montanaro, 2017, “Quantum computational suprembleyure549, no. 7671: 203.

[115] S. Aaronson and A. Arkhipov, 2011, “The computational complexity of linear opticBrbreedings of the
forty-third annual ACM symposium on Theory of computipg 333-342. ACM, 2011.

[116] M.J. Bremner, R. Jozsa, and D.J. Shepherd., 2010, “Classical simulation of commuting quantum computations
implies collapse of the polynomial hierarchy.”Pnoceedings of the Royal Sogieif London A: Mathematical,
Physical and Engineering Sciencesrspa20100301. The Royal Society.

[117] B.M. Terhal and D.P. DiVincenzo, 2001, “Classical simulation of noninteracting-fermion quantum circuits,”
arXiv:quant-ph/0108010.

[118] J. Carolan, C. Harrold, C. Sparrow, E. Martin-Lopez, N.J. Russell, J.W. Silverstone, P.J. Shadbolt, N.
Matsuda, M. Oguma, M. Itoh, G.D. Marshall, M.G. Thompson, J.C.F. Matthews, J.L. O’'Brien, and A. Laing,
2015, “Universal linear opticsScience349(6249): 711-716.

[119] P. Clifford and R. Clifford, 2018, “The classical complexity of boson sampling?toceedings of the
Twenty-Ninth Annual ACM-SIAM Symposium on Discrete AlgorjtBiddvi: 146-155.

[120] S. Boixo, S.V. Isakov, V.N. Smelyanskiy, R. Babbush, N. Ding, Z. Jiang, M.J. Bremner, J.M. Martinis, and H.
Neven, 2017, “Characterizing Quantum Supreniadyear-Term DevicesarXiv:1608.00263.

[121] A. Bouland, B. Fefferman, C. Nirkhe, and U. Vazirani, 2018, “Quantum Supremacy and the Complexity of
Random Circuit Sampling,” arXiv:1803.04402.

[122] S. Boixo, S.V. Isakov, V.N. Smelyanskiy, R. Babbush, N. Ding, Z. Jiang, M.J. Bremner, J.M. Matrtinis, and H.
Neven, 2017, “Characterizing Quantum Supreniadyear-Term DevicesarXiv:1608.00263.

[123] A. Bouland, B. Fefferman, C. Nirkhe, and U. Vazirani, 2018, “Quantum Supremacy and the Complexity of
Random Circuit Sampling,” arXiv:1803.04402.

PREPUBLICATION COPY — SUBJECT TO FURTHER EDITORIAL CORRECTION
3-28

Copyright National Academy of Sciences. All rights reserved.



Quantum Computing: Progress and Prospects

[124] S. Aaronson and L. Chen, 2017, Complexity-theoretic foundations of quantum supremacy experiments. In
Ryan O’Donnell, editor, 32nd Computational Complexignference, CCC 2017, July 6-9, 2017, Riga, Latvia,
volume 79 of LIPIcs, pages 22:1-22:67. Schloss Dagstuhl—Leibniz-Zentrum fuer Informatik.

[125] A. Bouland, B. Fefferman, C. Nirkhe, and U. Vazirani, 2018, “Quantum Supremacy and the Complexity of
Random Circuit Sampling,” arXiv:1803.04402.

[126] C. Neill, P. Roushan, Kechedzhi, S. Boixo, S.V. Isakov, V. Siyahskiy, R. Barends, Burkett, Y. Chen,
Z. Chen, B. Chiaro, A. Dunsworth, A. Fowler, B. Foxen, R. Graff, E. Jeffrey, J. Kelly, E. Lucero, A. Megrant,
J. Mutus, M. Neeley, C. Quintana, D. Sank, A. Vamtbeer, J. Wenner, T. C. White, H. Neven, and J.M.
Martinis, 2017, “A blueprint fodemonstrating quantum supremacy with superconducting qubits,”
arXiv:1709.06678

[127] Z. Brakerski, P. Christiano, U. Mahadev, U. Vazirani, and T. Vidick, 2018, "~ Certifiable randomness from a
single quantum device,” arXiv:1804.00640.

[128] K. Bourzac, 2017, “Chemistry is quantum computing's killer aBpgmical and Engineering Nev@g, 43:
27-31.

[129 D.A. Lidar and H. Wang, 1999, “Calculating the thermal rate constant with exponential speedup on a
guantum computerPhysical Review B9, no. 2: 2429.

PREPUBLICATION COPY — SUBJECT TO FURTHER EDITORIAL CORRECTION
3-29

Copyright National Academy of Sciences. All rights reserved.



Quantum Computing: Progress and Prospects

4

Quantum Computing’s Implications for Cryptography

Increases in computational power are desiraeept for applications that rely upon the
computational complexity of certain operations idesrto function, which is the case in cryptography.
Cryptography is an indispensable tool used togmtahformation in computer systems and it is used
widely to protect communications on the Internet. Practical quantum computing at scale would have a
significant impact on several cryptographic algorithmsently in wide use. This section explains what
these algorithms are for and how they will be affected by the advent of large-scale quantum computers.
Given the computing power that such a quantum coenpsiexpected to have, the cryptography research
community has developed and is continuing to gvpost-quantum (or “quantum-safe”) cryptographic
algorithms. These are candidate cryptographic algosttinat run on a classical computer and are
designed to remain secure even against an adyevbarhas access to a scalable, fault-tolerant quantum
computer.

While it may not be obvious to the general pultiyptography underlies many interactions and
transactions on the World Wide Web. As one examnmtist connections to Web sites use “https,” a Web
protocol that encrypts both the information a isrds to a Web site, andgetimformation that the Web
site sends back—for example, credit card inforamtbank statements, and e-mail. Another example is
protecting stored passwords in a computer systasswords are stored in a form that allows the
computer system to check that a user-entered padss/correct, without storing the actual password.
Protecting stored passwords in this way prevpatswords from being “stolen” from the computer
system in case of a security breach.

In today’s Web-based world, it is relatively edsya large company like Google to experiment
with new types of cryptography. @ompany like Google can make changes to its browser and its servers
to add support for a new protocol: when a Google bevwonnects to a Google server, it can elect to use
the new protocol. However, removing an existing protacohuch harder, since before this can be done,
all of the machines in the world that rely upon the old protocol must be updated to use the alternative
protocol. This type of replacement has already hdmktdone when a widely deployed hash function,
called MD5, was found to be vulnerable to attack. Whilernatives were deployed rapidly, it took over a
decade for the vulnerable hash functiobe completely removed from use.

This chapter explains the key cryptographic tools deployed throughout today’s conventional
computing systems, what is known about their susdéfytitn attack via a quantum computer, alternative
classical cryptographic ciphers expected to bdigasagainst quantum attack, and the challenges and
constraints at play in changing a widely deployed cryptographic regime.

4.1 CRYPTOGRAPHIC ALGORITHMS IN CURRENT USE

Creating a secure communication channel betwaerpeople is usually done as a two-step
process: two people are given a “shared secret keg'process called “key exchange,” and then this
shared secret key is used to encrypt their conmcation so it cannot be understood (decrypted) by

! The attack on MD5 was discovered by Wang in 2005. Only in 2014 did Microsoft release a patch to disable
MD5: https://docs.microsoft.com/en-us/sdtuupdates/SecurityAdvisories/2014/2862973.
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anyone without the secret key. The message etioryis called “symmetric encryption,” since both
parties used the same shared secret keyctygtrand decrypt the communications traffic.

4.1.1 Key Exchange and Asymmetric Encryption

The first step in encrypting communications bedw two parties—in this example, called Alice
and Bob—is for them to obtain a shared (symmekig)that is known to them but to no one else. To
establish this shared key, the two parties engageey exchange protocol. The most widely used key
exchange protocol, called the Transport Layer Sec(fitys) handshake, is used to protect Internet
traffic. During a key exchange protocol, the partigglsee sequence of messages to each other. At the end
of the protocol, they obtain a shared secret key that both of them know, but that no one else knows,
including any adversary. This key can then gedufor exchanging data securely using a symmetric
encryption algorithm, which is discussed in Section 4.1.2.

Key exchange protocols rely upon the assumgtiancertain algebraic problems are intractable.
One such problem that is widely used in pradsocealled the “discrete-log problem on elliptic curves.”

For the purpose of this discussion, it suffices tothay an instance of this problem of sigbits can be

solved classically in exponential timerinor more precisely in time"2. No better classical algorithm is
known (although it has not been proven that none exists). In practice, one typically sets the key size as
256, meaning that the best-known classical attack on the key exchange protocol runsi{time 2
2'%2__the same as the time required to attack 128-BBACM. This way, security of key exchange and
security of symmetric encryption are comparable.

The impact of a quantum computer:Asymmetric cryptographic algorithms used in key
exchange protocols appear to be the most vabie to compromise by known quantum algorithms,
specifically by Shor’s algorithm. Because Shafgorithm provides an exponentially faster method for
solving the discrete-log problem and for the problerfacforing large integers, an adversary able to
deploy it on a quantum computer could break alkineexchange methods currently used in practice.
Specifically, key exchange protocols based on vegiahthe Diffie-Hellman and the RSA protocols
would be insecure. To break RSA 1024 would reqaigeiantum computer that has around 2,300 logical
qubits, and even with the overheasbociated with logical qubits, this algorithm could likely be carried
out in under a day (see Table 4.1). Because of the seriousness of this potential compromise, the National
Institute of Standards and Technold®ST) in 2016 began a process that is expected to last six to eight
years [1] to select and standardize replacememmgjfric cryptographic algorithms that are quantum
secure. Potential replacements to currently deplé&ggdexchange systems are discussed later in this
chapter.

4.1.2 Symmetric Encryption

Once Alice and Bob have established their shaeedet key, they can use it in a “symmetric
cipher” to ensure that their communication stayggpe. A widely used encryption method called the
Advanced Encryption Standard-Galois Counter M@ES-GCM) has been standardized for this purpose
by NIST. In its simplest form, this encryption et is based on a pair of algorithms: an “encryption
algorithm” and a “decryption algorithm” that encoated decode a message. The encryption algorithm
takes as input a key and a messagembles the bits of the messaga wery precise way, and outputs a
“ciphertext,” an encoded form of the message thaltddike random bits. Thaecryption algorithm takes
as input a key and a ciphertext, uses the key to reverse the scrambling and output a message. AES-GCM
is designed so that analysis of the ciphanegvides no information about the message.

AES-GCM supports three key sizes: 128 bits, 182 bind 256 bits. Suppose that an adversary,
Eve, intercepts a ciphertext that she wantdeicrypt. Furthermore, suppose Eve knows the first few
characters in the decrypted message, as is comnioteinet protocols where the first few characters are
a fixed message header. When using a 128-bit key in AES-GCM, Eve can tR’} adisgible keys by
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exhaustive search until she finds a key that mapfirttdytes of the given ciphertext to the known
message prefix. Eve can then use this key to dethrgpremainder of the intercepted ciphertext. For a
128-bit key, this attack takes?2trials, which even at a rate of a4 one quintillion) trials per second—
which is faster than even a very large oustuilt AES computer would run—will still take ¥Qten
trillion) years. For this reason, AES-GCM is fregtigmised with a 128-bit key. Longer keys, 192-bits
and 256-bits, are primarily used for high-security applications where users are concerned about
preprocessing attacks or potential undiscoverekmesses in the AES-GCM algorithm that would
enable a faster attack.

The impact of a quantum computer:AES is a perfect fit for Grover’s algorithm, which was
discussed in the previous chapter. The algorithmadamify the secret key over the entire 128-bit key
space of AES-GCM in time proportional to the square root8hamely, time . Running the
algorithm on a quantum computer is likely to requaround 3,000 logical qubits and extremely long
decoherence times.

How long would a quantum computer take to run e®ps of Grover’s algorithm, called
Grover steps, to break AES-GCM? That is hardrtewer today, since it depends on how long a quantum
computer takes to execute each Grover step. Eambe6Gstep must be decomposed into a number of
primitive operations to be implemented reversiblye Batual construction of the quantum circuit for each
Grover step can substantially increase the numbeuloits and coherence times required for physical
implementation. Using classical hardware, onelmgifd a special purpose circuit that tries kéys per
second. Assuming a quantum computer can operate aathe speed, it would need about 600 years to
run Grover's algorithm for the necessaf§ &eps. It would therefore take a large cluster of such quantum
computers to crack a 128-bit key in a month. In féuis, is an overly optimistic estimate, because this
type of quantum computer requires logical qubitis tiot only greatly increases the number of physical
qubits required, but, as described in Section 3.2 abpes on logical qubits require many physical qubit
operations to complete. This overhead is highion-Clifford” quantum gates, which are common in
this algorithm. As Table 4.1 shows, assuming 100-serend gate times and current algorithms for error
correction, a single quantum computer would require more thidayddrs to crack AES-GCM.

Even if a computer existed that could run Grosedgorithm to attack BS-GCM, the solution is
quite simple: increase the key size of AES-GCM from 128-bit to 256-bit keys. Running Grover’s attack
on a 256-bit key is effectively impossible, since guiees as many steps as a classical attack on a 128-bit
key. Transitioning to a 256-bit key is very practiaatl can be put to use at any time. Hence, AES-GCM
can be easily made secure against an attack based on Grover’s algorithm.

However, AES-GCM was designed to withstand known sophisticédsedicalattacks, such as
linear and differential cryptanalysis. It was not daesid to withstand a sophisticated quantum attack.
More precisely, it is possible that there is samgently unknown clever quantum attack on AES-GEM
that that is far more efficient than Grover’s algorithiithether such an attack exists is currently an open
problem, and further research is needed on this it@pbguestion. If a sophisticated quantum attack
exists—one that is faster than exhaustivedeasing Grover’'s algorithm—then increasing the AES-
GCM key size to 256 bits will not ensure post-quamsecurity and a replacement algorithm for AES-
GCM will need to be designed.

4.1.3 Certificates and Digital Signatures

Digital signatures are an important cryptographéchanism used to verify data integrity. In a
digital signature system, the signer has a secret signing key, and the signature verifier has a corresponding
public key, another example of asymmetric encryption. The signer signs a message using its secret key.
Anyone can verify the signature using the corresponglifdic key. If a message-signature pair is valid,
then the verifier has some corditte that the message was authortaethe signer. Digital signatures
are used widely, as illustratedtime following three examples.
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First, digital signatures are necessary for estaiblisidentity on the Internet using a digital
certificate. Here, a certificate authority (CA) usesésret signing key to issue an identity certificate to
an individual or an organization. A certificate is aetagnt that binds an identitsuch as nas.edu, to a
cryptographic key. Anyone can verify a certificate, bty the CA can issue a certificate, by digitally
signing it using a secret signing key. An adversang wan forge the CA’s signature can, in principle,
masquerade as any entity.

A second application for digital signatures is ilypant systems, such as credit card payments or
a cryptocurrency such as Bitcoin. With these systampsyer who wants to make payments holds a secret
signing key. When making a payment, the payer signs the transaction details. The signature can be
verified by anyone, including the payee and all rei¢¥imancial institutions. An attacker who can forge
signatures can effectively spend other people’s funds.

For a third example, consider the verificatiorsoftware authenticity. Here, a software vendor
uses its secret signing key to sign software and saftuadates that it ships. Every client verifies these
signatures before installing the software, as they tlo suibsequent software updates. This ensures that
clients know the software provenance and do not instétlivare that has been tampered with or malware
created and distributed by malicious actors. siacker who could forge signatures could distribute
malicious software to unsuspecting clientBownight install it thinking that it is authentic.

The two most widely used signature algorithms are called RSA and EERB8éghly speaking,
one algorithm is based on the difficulty of factorlagge integers, and the other is based on the same
discrete log problem used for key exchange. The parasrfereboth systems are chosen so that the best-
known classical attacks run in tim&2

The impact of a quantum computer:An adversary who has access to a quantum computer
capable of executing Shor’s algorithm would have the ability to forge both RSA and ECDSA signatures.
This adversary would be able to issue fake cedifis, properly sign malicious software, and potentially
spend funds on behalf of others. The attack is wibi@e just forging signatures; Shor’s algorithm allows
attackers to recover private keys, which facilitatesifygignatures but also eliminates the security of all
other uses of the keys. Fortunately, there are segeoal candidate signature schemes that are currently
believed to be post-quantum secure, aswdised at the end of this chapter.

4.1.4 Cryptographic Hash Functions and Password Hashing

The final cryptographic primitive discussed heraldas one to compute a short message digest,
called a hash, from an arbitrarily long message. The hash function can take gigabytes of data as input and
output a short 256-bit hash value. There are manyatdsiproperties that we might want hash functions
to satisfy. The simplest is called “one-wayness, cotlision-resistance,” which means that for any given
hash output valug, it should be difficult to find an input message that would yield that hash.

Hash functions are used in many contexts; algirpample is their use in password management
systems. A server that authenticates user passwardByustores in its database a one-way hash of those
user passwords. This way, if an attacker steals ttabadse, it may be difficult for the attacker to recover
the cleartext passwords. Currently, the most commonly used hash function is called SHA256. It outputs a
256-bit hash value no matter how large the input igs fiash function is the basis of many password
authentication systems. To be precise, the actualfoastion used to hash passwords is derived from
SHA256 via a construction called PBKDF2 [2].

The impact of a quantum computer:A hash function that produces 256-bit outputs is not
expected to be threatened by quantum computingn E8ing Grover’s algorithm, it is currently believed
to be essentially impossible (with a depth on the ordet*6f2gates on 2400 logical qubits) to break a
hash function like SHA256. However, “password hashisgt a higher risk because the space of user
passwords is not very large. The set of all 10-character passwords is only®aipass@ords. An

2 The former is named after its inventors, Rivest, Shamir, and Adelman. The latter stands for “elliptic curve
digital signature algorithm.”
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exhaustive search over a space of this size usingsteclof classical processors is possible, but very
costly. Using Grover's algorithm, the running time shrinks to ofy@out 10 billion) steps, which at
the speed of a modern classical processor takgsadelw seconds. However, the need for QEC for
deploying Grover’s algorithm again suggests thitt) current error correction algorithms (and
reasonable assumptions about error rates and ardh@ggtthe time required for this attack is still too
long to be practical, at more than’ J@ars, although the time frameutd be reduced through reduction
of QEC overheads.

If QEC is improved to the point where Grover'g@aiithm becomes a threat to password systems,
then there will be a need to move away from wasd authentication. Other authentication methods,
which do not rely on passwords or other static valuatsrtbed to be stored in hashed form, have been
developed and are being adopted@me applications. These methods include biometric authentication,
cryptographic one-time values, device identificatemd others. The development of quantum computers
may further motivate the deployment of suchktsyns. Another defense is to harden password
management systems using secure hardware [3], as already implemented by major Web sites.

Another popular application of hash functioesalled proof-of-work, used in many crypto
currencies such as Bitcoin and Ethereum. Blockitzbin transactions are validated every 10 minutes
by a process in which “miners” solve a certain comjiutechallenge; the first miner to solve the problem
is paid by the cryptocurrency system. Grover’s algaritvould be suited to solving a Bitcoin challenge.
However, as the second to last row in Table 4.1 shtve overhead of implementing Grover’s algorithm
using physical qubits to solve the proof-of-work chadje is currently estimated to require well over 10
minutes, which would make the attack a nonthte#te current Bitcoin ecosystem. If the overheads
required for this implementation were significantly reeld, there could be some risk if or when fault-
tolerant quantum computers become availablepBitevould thus also need to transition to a post-
guantum secure digital signature system to avoid bitcoin theft.

4.2 SIZING ESTIMATES

A critical question for understanding thielnerability of cryptographic tools i¥Vhat scale of a
quantum computer would be required to defeat the ciplbg?answer to this question is expected to
vary with the details of how the quantum algoritisndeployed. Nonetheless, a rough approximation of
the number of qubits required for defeating various pad$oior a given key size is provided in Table 4.1.
This table also estimates the number of physicaitsjubquired (assuming an effective error rate of)10
and the time required for the algorithm’s executiomgis surface code for quantum error correction and
a surface code measurement cycle time of 100 eapnads. These assumptions for gate fidelity and gate
speed are well beyond the capabilities of multiqulstesys in 2018. The table clearly shows that the
major threats posed by a sophisticated quarmtmputer are breaking key exchange and digital
signatures. While these figures reflect the curretesif knowledge, the committee cautions the reader
that these assessments are based gpamtum algorithms that are curtly known, as well as implicit
assumptions about the architecture and error rates of a quantum computer. Advances in either area have
the potential to change timings by orders of magnitkde. example, if physical gate error rates of 10
were to be achieved (e.g., by topological qubits), and the other assumptions remain the same, then the
number of physical qubits required to break RSA-4096 would drop to 6.7 aridDthe time would
drop to 190 hours. Similarly, if the assumptionsraeachieved, then implementing these
algorithms might not be possible or might come at a greater cost—for example, if physical gate error
rates of only 10 are achieved, then the number of physical qubits required to break RSA-4096
would increase to 1.58 x 4@nd the time required would increase to 280 hayrst[is also possible
that new algorithms could be developed (or couldaaly have been developed outside of the public
sphere) that would present different attack vectdm-that matter, the same can also be said about
potential alternative classical attacks.
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TABLE 4.1 Literature-Reported Estimates of Quen Resilience for Current Cryptosystems, under
Various Assumptions of Error Rates and Error-Correcting Codes

Quantum
Algorithm # Time Quantum-
Expected to Logical |# Physical | Required to Resilient
Cryptos Key | Security Defeat Qubits Qubits Break Replacement
ystem Category Size | Parameter | Cryptosystem | Required | Required | Systemi Strategies
AES- Symmetric | 128 | 128 Grover's 2,953 4.61x16 | 2.61 x 16?
GCM encryption 192 192 algorithm 4,449 1.68x 10 | yrs
[5] 256 | 256 6,681 3.36 x 10 | 1.97 x 162
yrs
2.29 x 162
yrs
RSA [6] | Asymmetric | 1024 | 80 Shor’'s 2,290 2.56 x 16 | 3.58 hours Move to
encryption 2048 | 112 algorithm 4,338 6.2 x 16 28.63 hours | NIST-selected
4096 | 128 8,434 1.47 x 16 | 229 hours PQC
algorithm
when
available
ECC Asymmetric | 256 128 Shor’s 2,330 3.21x16 | 10.5 hours Move to
Discrete | encryption 386 192 algorithm 3,484 5.01 x16 | 37.67 hours | NIST-selected
-log 512 | 256 4,719 7.81x 16 | 95 hours PQC
problent algorithm
[7,8] when
available
SHA256 | Bitcoin N/A | 72 Grover's 2,403 2.23x16 | 1.8x10
[9] mining Algorithm years
PBKDF | Password N/A | 66 Grover’s 2,403 2.23x19 | 2.3x 10 Move away
2 with hashing algorithm years from
10,000 password-
iteration based
g authentication

@ These are rough estimates. The number of physical qubits required depends on several assumptions, including the
underlying architecture and error rates. For these calonfatassumptions include a two-dimensional (2D) lattice of
qubits with nearest ndifpour interactions, arffective error rate of 18, and implementing the surface code.

b These are rough estimates. In addition to the assumptions associated with estimation of the number of physical
gubits required, a quantum computer with gajesrating at a 10 MHz frequency was assumed.

¢ The values given are for the NIST P-256, NIST P-386, and NIST P-521 curves.

4 The time estimate for password hashing is based upon the time estimate (as it appears in the preceding row of the
table) for SHA256, which is often used iterative\PBKDF2, a password hashing algorithm. Assuming 10,000
iterations of SHA256 (a common deployment practice) would take 10,000 times as long as a single iteration. The
classical search space of one cycleftsvgzhich implies a running time for Grover o¥2or one-eighth that required

for breaking SHA256 in Bitcoin. Thus, the current estimate of 2.3 yddrs is obtained by multiplying the value
obtained for SHA256 by 10,000 and dividing by 8.

NOTE: These estimates are highly depsricbn the underlying assumptions,amd subject to update in the final

report.

4.3 POST-QUANTUM CRYPTOGRAPHY

The cryptographic research community has beetking to develop replacement algorithms that
are expected to be secure against an advensdmaccess to a large-scale quantum computer. These
replacement algorithms, when standardized, will lecetable on off-the-shelf classical processors. Their
security relies on mathematical problems that alieys to be intractable even for a large-scale
guantum computer. These algorithms, currently beiadueted by NIST, are thus expected to remain
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secure even after large-scale quantum computers dedywavailable. Like all cryptography, the hardness
of these problem cannot be proved, and must contmbe evaluated over time to ensure that new
algorithmic approaches do not weaken the cypher.

4.3.1 Symmetric Encryption and Hashing

Post-quantum secure symmetric encryption and hash functions are obtained by simply increasing
the encryption key size or hash output size. Adegs@ltgions already exist, and the primary remaining
challenge is to verify, through additional researcidentify possible quantum attacks, that the
standardized schemes, such as 256-bit AES-GCM HA®S6, are indeed secure against an adversary
who has access to a quantum computer.

Problems where an increase in the size of Hshdd data is not possible (or where the hashed
data’s entropy does not increase much even ifassisiincreased), like password systems, would be
difficult to secure in a world with fast quantum corgast If a quantum computer was as fast as a modern
classical processor in logical operations per secoadkthto Grover’s algorithm, a quantum computer
would likely be able to identify the 10-charactespaord in a few seconds. While the need for extensive
error correction would make this attack much sow practice, the availability of low-overhead
approaches would place passwords at risk. Defendiaigstghis threat requires either moving away
from password authentication or using a hardwasel password hardening scheme, as mentioned
earlier.

4.3.2 Key Exchange and Signatures

The most significant challenges are post-quarkamexchange and post-quantum digital
signatures. For quantum resilience, existing schesmels as RSA and ECDSA will need to be abandoned
and new systems will need to be designed. NIST has already initiated a Post-Quantum Cryptography
project to facilitate this process, seeking propoalsew cryptographic algorithms [10]. In the first
round of submissions, which ended in Novent@&t7, NIST received over 70 submissions. The NIST
process is scheduled to conclude by 2022-2024¢lesctions are likely to become frontrunners for
broader standardization—for example, throughltiternet Engineering Task Force (IETF), the
International Organization for Standardization@)Sand the International Telecommunication Union
(ITU). Internet systems will likely begin incorpiimg post-quantum resistant cryptography once the
NIST process concludes, if not sooner. Boxes 44L4@rovide brief descriptions of a few candidate
post-quantum key-exchange and signature sys@sngell as pointing out some early experiments done
with some of these systems.
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BOX 4.1
Post-Quantum Candidates: Lattice Systems

A “lattice” is a discrete set of points in spacatthas the property that the sum of two points
on the lattice is also on the lattice. Lattices comaatprally in several branches of mathematics and
physics. One of the most well-known computationabpgms on lattices is to find a “short” vector in a
given lattice. All current classical algorithms for thimblem take exponential time in the dimension of
the lattice, and there is some evidence to sughasthe problem also takes exponential time on a
gquantum computérQOver the past two decades, cryptograpltenstructed many cryptosystems that
are secure assuming that this shortest vectdolgm (SVP) is hard. In particular, there are good
candidate key-exchange and sigmatalgorithms based on SVP. If indeed SVP is difficult to solve pn a
quantum computer, then these systemeapected to be post-quantum secure.

To experiment with lattice-based systems, agpdphers developed seakconcrete schemes,
such as New-Hopeand Frodd. Google recently experimented with deploying the New-Hope system
in the Chrome browsérThey report that the system adds less than 20 milliseconds per key exchange
for 95 percent of Chrome users. While this additiaieday is undesirable, the experiment shows that
there is no significant impediment to deployingtpgpsantum key exchange based on lattice systems.

10. Regev, 2009, “On lattices, learning with errors, random linear codes, and cryptogdaphyal of the
ACM (JACM)56(6):34.

2E. Alkim, T. Péppelmann, and P. Schwabe, 2016, “Post-Quantum Key Exchange—A NewWBREBIIX
Security Symposiuon August 10-12, 2016, in Austin, TX.

3J. Bos, C. Coestello, L. Ducas, I. Mironov, M. Naehrig, V. Nikolaenko, A. Raghunathan, and D. Steli
2016, “Frodo: Take Off the Ring! Practical, Quantum-Secure Key Exchange from [BMiegedings of the
2016 ACM SIGSAC Conference on Computer and Communications Segatitger 24-28, 2016, in Vienna,
Austria.

4 M. Braithwaite, 2016, “Experimemty with Post-Quantum Cryptographyzbogle Security Blog,
https://security.googleblog.com/2016/07/experimenting-with-post-quantum.html.

a,

BOX 4.2
Post-Quantum Candidates:Coding-Based Systems

Coding theory is the science of designingagtiag schemes that let two parties communicate
over a noisy channel. The sender encodes a mess#us fue receiver can decode even if bounde
noise has been added by the channel. Overdaesyt has become apparent that certain encoding
schemes are difficult to decode efficiently. In fdot certain encoding schemes, the best decoding
algorithm takes exponential time on a classical cosrpiMoreover, the decoding problem appears to
be difficult even for a quantum computer. Cryptographmave been able to use this hard problem t
construct secure cryptosystems, assuming that degtite relevant codes is difficult. The most wel
studied system, called the McEliece cryptosystaran be used for post-quantum key exchange.
Recently, practical variants of this system, such as CAK&e emerged.

L

O

1 D.J. Bernstein, T. Lange, and C. Peters, 20@&cking and defendinthe McEliece cryptosysterRost-
Quantum Cryptographyol. 5299:31-46.

2P.S.L.M. Barreto, S. Gueron, T. éneysu, R. Misoczki, E. PersicheMi, Sendrier, and J.-P. Tillich, 2017,
“CAKE: Code-Based Algorithm for Key Encapsulation,” in M. O’'Neill (e@yptography and Coding: 16
IMA International Conferete, IMACC 2017, Oxford, UKDecember 12-14, 2017, Proceeding87-226.
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BOX 4.3
Post-Quantum Candidates: Supersingular Isogenies

The Google experiment with the New-Hop#ite-based key exchange suggests that the
primary reason for the 20 millisecond delay is duthéoextra traffic generated by the key exchange
protocol. Building on this observationr@cent post-quantum key exchange candidgaeerates far
less traffic than any other candidate, but it reggimore computing time at both ends. Since the
additional traffic is the primary reason for the deldys candidate may outgerm other candidates in
real-world Internet settings. This key exchangeehanism is based on beautiful mathematical tools
developed to study elliptic curves. While theradasknown quantum attack on the system, it is based
on a computational problem whose quantum difficulty has only begun to be explored recently. More
research is needed to gain confidence éengbst-quantum security of this candidate.

1C. Costello, P. Longa, and M. Naehrig, 2016, “Efficient Algorithms for Supersingular Isogeny Diffie-
Hellman,” in M. Robshaw and J. Katz (ed&\jlvances in Cryptology—CRYPTO 2016. CRYPTO,A(@ure
Notes in Computer Science, vol. 9814, Springer, Berlin, Heidelberg.

BOX 4.4
Post-Quantum Candidates: Hash-Based Signatures

Post-quantum secure digital signatures Hseen around since the 1980s. These systems are
based on standard hash functions, and théitdesdoubt about their post-quantum security, when
using a secure hash function. The downside egd@lschemes is that they generate relatively long
signatures, and therefore can be used only ininesédtings. One such setting is signing a software
package or a software update. Because softvaaieages tend to be large, the added length of the
signature is of little consequence. Given the lughfidence in the post-quantum security of these
systems, it is likely that software vendors willrisition away from RSA and elliptic curve digital
signature algorithm (ECDSA) to hash-based sigeatior software signing. Several concrete
proposals and drafts for standardization alreadst,esuch as the Leighton-Micali signature scheme|
(LMSS).*

1 T. Leighton and S. Micali, 1995, “Large Provably Fast and Secure Digital Signature Schemes from Secure
Hash Functions,” U.S. Patent 5,432,852.

Finding: While the potential utility of Shor’s algorithh for cracking deployed cryptographic algorithms
was a major driver of early enthusiasm in quantemputing research, the existence of cryptographic
algorithms that are believed to be quantum-resistdhteduce the usefulness of a quantum computer for
cryptanalysis and thus will reduce the extent téctvithis application will drive quantum computing

R&D in the long term.

4.4 PRACTICAL DEPLOYMENT CHALLENGES

It is important to remember that today’s encrypiteternet traffic is vulnerable to an adversary
who has a sufficiently large quantum computer rogrguantum error correction. In particular, all
encrypted data that is recorded today and storefditiore use, will be cracked once a large-scale quantum
computer is developed.
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Finding: There is strong commercial interest in dephgypost-quantum cryptography even before such a
quantum computer has been built. Companies and governments cannot afford to have their private
communications decrypted in the future, even if thatre is 30 years away. For this reason, there is a
need to begin the transition to posiagtum cryptography as soon as possible.

Realistically, completing the transition to Intetswide post-quantum cryptography will be a long
and difficult process. Some computer systems remain operational for a very long time. For example,
computer systems in cars sold today will stilldmethe road in 15, and perhaps even 20 years. A
guantum-vulnerable algorithm can be deprecated only once the vast majority of Internet systems are
updated to support new algorithms. Once a mdijelike Google deprecates an algorithm, old devices
that support only that algorithm can no longer contee@oogle. A good example of this timeline is the
long process of deprecating the SHA1 hash fun@iahthe transition to SHA256. The SHAL1 function
was considered to be insecure since 2004. Howewenkitmany years to disable it. Even as of 2018, it is
still not universally decommissioned—some oldvsers and servers still do not support SHA256.

The transition from SHA1L to SHA256 provides amiar the steps required to transition to post-
quantum cryptography. First, post-quantum aogpaphic algorithm standards for key-exchange and
signatures will need to be developed and ratified.r4ftoption as an official standard, the new standard
algorithms must be implemented in a wide var@tgomputer languages, popular programming libraries,
and hardware cryptographic chips and modules. Tinemew standard algorithms will need to be
incorporated into encryption format and pratbstandards such as PKCS#1, TLS, and IPSEC. These
revised format and protocol standards will need teeb@wed and adopted by their respective standards
committees. Then vendors will need to implementi standards in hardware and software product
updates. From there, it will likely take many yeartiluhe majority of Internesystems are upgraded to
support the new standards—and quantum-vubieralgorithms cannot be disabled until their
replacements are widely deployed. After thidasie, sensitive data in corporate and government
repositories must be reencrypted, and any copieymiecr under the previous paradigm need to be
destroyed—especially given that some orgaronatiely upon merely deleting encryption keys as a
substitute for destroying files, which will not helpadgst an attack by a quantum computer. Vulnerable
public-key certificates must be reissued and rediggthutand any documents that must be certified from
official sources must be re-signed. Last, the sigaimdj verification processes for all software code must
be updated, and the new code meste-signed and redistributélthis process probably cannot be
completed in less than 20 years; the sodrisrtbegun, the soondrwill conclude [11].

Since the invention of a scalable general-purpose quantum computer would constitute a total,
simultaneous, instantaneous, worldwide compromisal of today’s public-key cryptographic
algorithms, quantum-resistant cryptographic algoritirosld need to be designed, standardized,
implemented, and deployed befdhe first guantum computer goes online. But in fact, the quantum-
resistant infrastructure must be in place even befapgantum computer goes live, because encrypted (or
signed) data needs to be protedmdonger than an instant.

For example, consider a company’s 10Q filingisTduarterly tax document contains information
that is sensitive until it is published; people wdome into possession of a 10Q before it is public
information know things about the company’s finahcondition that they could use to profit from
insider trading (because the stock value willrdeonce the 10Q information becomes public, and
people who know the information in advance can ipteéde magnitude and direction of the change and
buy or sell shares accordingly). A 10Q filing needst&y secret for no more than three months; after the
end of the quarter, it is filed and published, araitfiormation is no longer ssiive—so it does not need
to be secret. So for a 10Q filing, the regdi “protection interval” is three months.

Now, consider a government classified documénter the 50-year rule, the contents should not
be made public for at least 50 years. Hence, thardent must be encrypted with an encryption scheme
that is expected to remain secure for at leastaldsy The required “protection interval” is 50 years.
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Three pieces of information are necessary terd@ne when a quantum-resistant cryptographic
infrastructure should be put in place:

1. When will the current cryptographic infrastture fail? (That is, when would a quantum
computer of sufficient sophistication to deploy Shor’s or Grover’s algorithms go live?)

2. How long does it take to design, build, and deploy the new quantum-resistant infrastructure?

3. What's the longest protection interval of concern?

Once these three things have belemtified, the required timing can be computed using a simple
formul& illustrated in Figures 4.1 and 4.2, where:

X X s the “security shelf life” (the longest peation interval we care about, assuming that the
data is protected starting today)

X Y is the “migration time” (the time it takes ti®sign build, and deploy the new infrastructure)

X Zis the “collapse time” (the time it takes @ sufficiently large quantum computer to
become operational, starting from today)

FIGURE 4.1 lllustration of Mosca’s model for a safansition to post-quantum cryptography, for one
example with hypothetical time frames. SOURCEapkd from M. Mosca, 2015, “Cybersecurity in an
Era with Quantum Computers: Will We Be ReadiRCR Cryptology ePrint Archive015:1075.

The example in Figure 4.1 assumes that no goastumputer will exist for 15 years, that a
guantum-resistant infrastructure can be designed, bodtdaployed in only 3 years, and that the longest
security shelf-life of concern is only 5 years. Thismjgtic scenario yields a safety margin of 7 years,
suggesting that the start of earnest working oraepd our public-key cryptographic infrastructure could
be delayed for several years.

A less optimistic scenario would set migration time at 10 years (the pessimistic estimate for
completion of NIST’s planned standardization interval of 2022-2024 plus up to 3 years for
implementation and deployment), and security shielfdt 7 years (a common legally required retention
interval for many kinds of business records). In gi®mier scenario, illustrated in Figure 4.2, there is
no safety margin; if a large quantum computer godia®Ai5 years from today, sensitive data will remain
at risk of compromise, with no effective protection technology available, for 3 years+ the work to
replace our public-key cryptograghinfrastructure begins today

3 This formula was introduced by committee member MielMosca: M. Mosca, 2015Cybersecurity in an
Era with Quantum Computers: Will We Be Readi®CR Cryptology ePrint Archiv2015:1075.
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FIGURE 4.2 Example illustration of Mosca’s model afrgptographic transition tisline that is too long
to ensure the desired level of security in deptbprotocols. SOURCE: Adapted from M. Mosca, 2015,
“Cybersecurity in an Era with Quamnm Computers: Will We Be Ready®CR Cryptology ePrint
Archive2015:1075.

The most realistic scenario is even more peissic. As noted in the preceding section, NIST’s
current schedule will result in the selection of amfum-safe cryptographic algorithm suite around 2022-
2024. Past experience with replacing the data etioryptandard (DES) symmetric cryptosystem and
various hash functions (SHA-1, MD5) suggest the minimum time required to replace a widely
deployed cryptographic algorithm, including retirimgst consequential implemtations of the broken
algorithm, is about 10 years after design anddstedization of the new algorithms are complete.
Assuming a security shelf life of 7 years as & pinevious scenario, the earliest safe date for the
introduction of a quantum computer capable of breaking RSA 2048 is about 2040—if the work of
replacing today’s cryptographic libraries and coydependent applications is begun as soon as NIST
finishes its selection process. To put this another Wayfault-tolerant quantum computer with 2,500
logical qubits is built any time in the next 25 yeamne data will likely be compromised—even if work
on the cryptographic fallout is begun today aodtinued diligently during the entire interval.

Much depends upon when such a device withean the scene. The following two chapters
provide a closer view of the current statusfédres to build a large-scale, fault-tolerant quantum
computer. Chapter 5 describes progress in constguguantum computingardware and control
systems, and Chapter 6 examines the softamgearchitecture—including the classical co-processing—
that will be required to implement algorithms on a mature device.
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5

Essential Hardware Components of a Quantum Computer

Having shown in the prior chapters the poterdfajuantum computing, this chapter focuses on
the hardware, and Chapter 6 explores the softneeeed to implement these computational processes
and capabilities in practice. Quantum hardware iadive area of research. More than 100 academic
groups and government-affiliate laboratories worldvdde researching how to design, build, and control
gubit systems, and numerous established and start-up companies are how working to commercialize
guantum computers built from supenclucting and trapped ion qubits.

Even although reports in the popular press terfdcus on development of qubits and the number
of qubits in the current prototypical quantum computing chip, any quantum computer requires an
integrated hardware approach using significant catiitwesd hardware to enable qubits to be controlled,
programmed, and read out. The next section dividehitrdware by its functions, creating the four
hardware layers every quantum computer containd describes the expected relationship between
classical and quantum computing resources.

Finding: While much progress has been made in tiveldpment of small-scale quantum computers, a
design for a quantum computer tlsan scale to the size neededbteak current cryptography has not
been demonstrated, nor can it be achieved by straightforward scaling of any of the current
implementations.

As a result, it is not clear whether the curresaiding quantum technologiedl! be used to create
this class of machines. To provide a sense of thebdlity and challenges of different approaches, this
chapter describes the quantum technologies curreeaihg used to create early demonstration systems—
that is, trapped ion and supentlucting qubits—and their scaling issues, while also highlighting other
promising qubit technologies that are currently less developed.

5.1 HARDWARE STRUCTURE OF A QUANTUM COMPUTER

Since a quantum computer must eventuallyriate with users, data, and networks—tasks that
conventional computing excels at—a quantum compiarreverage a conventional computer for these
tasks whenever it is most efficient to do so. kannore, qubit systems require carefully orchestrated
control in order to function in a useful way; teientrol can be managed using conventional computers.

To assist in conceptualizing the necessaryward components for an analog or gate-based
guantum computer, the hardware camtmleled in four abstract layers: the “quantum data plane,” where
the qubits reside; the “control and measurementgglaasponsible for carrying out operations and
measurements on the qubits as required; the “dgmooessor plane,” which determines the sequence of
operations and measurements that the algorithmresgyiotentially using measurement outcomes to
inform subsequent quantum opeoas; and the “host processor,” a classical computer that handles access
to networks, large storage arrays, and user interfabés host processor ruasconventional operating
system/user interface, which facilitates user atgons, and has a high bandwidth connection to the
control processor.
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5.1.1 Quantum Data Plane

The quantum data plane is the “heart” of a Q@cludes the physical qubits and the structures
needed to hold them in place. It also must corgialy support circuitry needed to measure the qubits’
state and perform gate operations on the phygidaits for a gate-based system or control the
Hamiltonian for an analog computer. Control signalged to the selected qubit(s) set the Hamiltonian it
sees, which control the gate operation for a digital quantum computer. For gate-based systems, since some
qubit operations require two qubits, the quantuita ggane must provide a programmable “wiring”
network that enables two or more qubits to iaterAnalog systems often require richer communication
between the qubits, which must be supported by they l&s discussed in Chapter 2, high qubit fidelity
requires strong isolation from the environment, Whias the effect of limiting connectivity—it may not
be possible for every qubit to interact directly watrery other qubit—so the computation needs to be
mapped to the specific architectural constrainthisflayer. These constraints mean that both the
operation fidelity and connectivity are impartanetrics of the quantum data layer.

Unlike a classical computer, where both the cdmtlane and the data plane components use the
same silicon technology and are integrated on the dawiee, control of the quantum data plane requires
technology different from that of the qubftand is done externally by a separate control and
measurement layer (described next). Control inforonafior the qubits, which is analog in nature, must
be sent to the correct qubit (or qubits). In s@ystems, this control information is transmitted
electrically using wires, so these wires are part ofjthtentum data plane; inhars, it is transmitted with
optical or microwave radiation. Transmission must be implemented in a manner that has high specificity,
so it affects only the desired qubit(s), without disrupting the other qubits in the system. This becomes
increasingly difficult as the number of qubits grows; the number of qubits in a single module is therefore
another important parametafa quantum data layer.

Finding: The key properties that define the quality of a quantum data plane are the error rate of the
single-qubit and two-qubit gates, the inter-qubit cotimigg, qubit coherence times, and the number of
qubits that may be contained within a single module.

5.1.2 Control and Measurement Plane

The control and measurement plane conwégsontrol processor’s digital signals, which
indicates what quantum operations are to be perfartogtie analog control signals needed to perform
the operations on the qubits in the quantum data plaakso converts the analog output of measurements
of qubits in the data plane to classical binary dadthe control processor can handle. The generation
and transmission of control signals is challengiagduse of the analog nature of quantum gates; small

L In some ways, the quantum data plane looks similar to a field programmable gate array, or FPGA. These are
classical computing devices that contain a large nuwitiéxible logic blocks. Each logic block can be
configured—at program run time—to perform a logical tiorc In addition to these logic blocks, there is a
configurable set of wires on the integrated circuit (E®)J] one can configure the wires to interconnect the logic
blocks to each other. This ability to program both the function of each logic block and their interconnection allows
one to “program” the FPGA to implement the logic circuit needed to compute the desired result. Like an FPGA,
“programming” of the quantum data paalso sets the function and the cactions of the quantum computation.

2 One potential qubit technology, semiconductor electrically gated qubits (see Section D.3.2) could be built
using silicon, but even here it is not clear whether the processing for classical logic would be compatible with that
required for qubit fabrication.
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errors in control signals, or irregularities in the gibgl design of the qubit, will affect the results of
operations. The errors associated with each gaieration accumulate as the machine runs.

Any imperfection in the isolation of these signals (so-called signal crosstalk) will cause small
control signals to appear for qubits that shouldatiserwise be addressed during an operation, leading to
small errors in their qubit statd?roper shielding of the control signals is complicated by the fact that they
must be fed through the apparatus which isoldtegjuantum date plane from its environment by
vacuum, cooling, or both; this regement constrains the type of isolation methods which are possible.

Fortunately, both qubit manufacturing errors amphal crosstalk errors are systematic, and
change slowly with the mechanical configuratioritedf system. Effects of these slowly changing errors
can be minimized by using contimlilse shapes that reduce dependefitke qubit on these factors (see
Section 3.2.1), and through periotigystem calibration, provided there is a mechanism to measure these
errors and software to adjust the control signatritce these errors to zero (system calibration). Since
every control signal can potentially interact with gvether control signal, the number of measurements
and computation required to achighés calibration more than doubles as the number of qubits in the
system doubles.

The nature of a QC'’s control signals dependgherunderlying qubit technology. For example,
systems using trapped ion qubits usually tgdgn microwave or optical signals (forms of
electromagnetic radiation) transmitted through free spaeaveguides and delivered to the location of
the qubits. Superconducting qubit systems are cibedrasing microwave and low-frequency electrical
signals, both of which are communicated through wiiasrun into a cooling apparatus (including a
“dilution refrigerator” and a “cryostat'tp reach the qubits inside the controlled environment.

Unlike classical gates, which have noise immuaitg negligible error rates, quantum operations
depend upon the precision with which control signagsdalivered, and have nonnegligible error rates.
Obtaining this precision currently requires sophattd generators built using classical technologies.

Since no quantum gate can be faster than theaiqntise that implements it, even if the quantum
system in principle allows ultrafast operation, ¢fag¢e speed will be limited by the time required to
construct and transmit an exquisitely precise coputse. Fortunately, the speed of today’s silicon
technology is fast enough that gate speed is lintiyethe quantum data plane, and not the control and
measurement plane. This gate speed is currtarik/to hundreds of naseconds for superconducting
qubits and one to a hundred microseconds for trapped ion qubits.

Finding: The speed of a quantum computer can nevéadier than the time required to create the
precise control signals needed to perform quantum operations.

5.1.3 Control Processor Rine and Host Processor

The control processor plane identifies andgeigs the proper Hamiltonian or sequence of
guantum gate operationacameasurements (which are subsetjyearried out by the control and
measurement plane on the quantum data planegeT$equences execute the program, provided by the
host processor, for implementing a quantum algorifAragrams must be customized for the specific
capabilities of the quantum layer by the sofvipol stack, as discussed in Chapter 6.

One of the most important and challenging taskh®fcontrol processor plane will be to run the
guantum error correction algorithm (if the QC is error corrected). Significant classical information
processing is required to compute the quantum tipasaneeded to correct errors based upon the

3 Qubits that leverage basic atomic structure ar¢hsohselves subject to manufacturing variations. Instead,
variations in the manufactured structures that holdethésms, or in the manufactured systems generating the
control signals, may lead to errors.

4t is worth noting that crosstalk can occur directly between the qubits themselves in the quantum data plane.

5 The frequency of the calibration depends on the stability of both the quantum data plane and the control and
measurement layer.
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measured syndrome results, and the time required for this processing may slow the operation of the
guantum computer. This overhead is minimized ifatrer correction operations can be computed in a
time comparable to that required for the quantunraipms and measurements. Since this computational
task grows with the size of the machine (the inputs and outputs of the function scale with the number of
qubits, and the complexity scales with the “distancetheferror-correcting code), it is likely that this

control processor plane will consist of multiplégrconnected processing elements to handle the
computational load.

Building a control processor plane for large quamimachines is challenging, and an active area
of research. One approach splits the plane into tws.pBhe first part is simply a classical processor,
which “runs” the quantum program. The second fsaa scalable custom hardware bfotiat directly
interfaces with the control and measurement plamé cambines the higher level “instructions” output by
the main controller with the syndrome measurement®mpute the next operations to be performed on
the qubits. The challenge is in creating scalable cukmaware that is fast enough and can scale with
machine size, and in creating the right high-level instruction abstraction.

The control processor plane operates at a low tEhabstraction: it converts compiled code to
commands for the control and measurement layer.r@sut, a user will not interact with (or need to
understand) the control processor plane directly. Rateyser will interact with a host computer. This
plane will attach to that computer and act to acceddtet execution of some applications. This type of
architecture is widely used in today’s computerish “accelerators” for everything from graphics to
machine learning to networking. Such acceleragergerally have a high-bandwidth connection to the
host processor, usually through shared access to phd bhbst processor’'s memory, which can be used
to transfer both the program the control processor dirouml, and the data it should use during the run.

The host processor is a classical computer, ruraic@nventional operating system with standard
supporting libraries for its own operation. Thigrqmuting system provides all of the software
development tools and services users expect from a computer system. It will run the software
development tools necessary to create applicationstanben the control processor, which are different
from those used to control today’s classical computs well as provide storage and networking services
that a quantum application might require while running. Attaching a quantum processor to a classical
computer allows it to utilize all of its featuregthout needing to start entirely from scratch.

5.1.4 Qubit Technologies

After the discovery of Shor’s algorithm in 19%&rious efforts were launched to find an adequate
physical system in which to implement quantumdagperations. The rest of this chapter reviews the
current candidate qubit technology choices upon which to base a quantum computer. For the two furthest
developed gquantum technologiespsrconducting and trapped ion qubikss discussion includes details
of the qubit and control planes in use in prototypical computers at the time of publication of this report
(2018), the current challenges that must be oveeclmmeach technology, and an assessment of the
prospects for scale-up to very large processor giziée long term. The review of other emerging
technologies provides a sense of their current statgspotential advantages if they are developed
further.

5.2 TRAPPED ION QUBITS

The first quantum logic gate was demonstratetida5 using trapped atomic ions [1], following a
theoretical proposal earlier in the same year [2]c&the original demonstration, technical advances in

6 This layer could be built using FPGAs initially, and mtwe custom integrated circuit later, if additional
performance is required.
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gubit control have enabled experimi@ demonstration of fully functional processors at small scale and
implementation of a wide rangé simple quantum algorithms.

Despite success in small-scale demonstratibiestask of constructing scalable and quantum
computers considered viable by current compuitidgistry standards out of trapped ions remains a
significant challenge. Unlike the very large scategnation (VLSI) of transistors enabled by the
integrated circuit (IC), building a quantum compuiased upon trapped ion quhigxjuires integration of
technologies from a wide range of domains, includiaguam, laser, and optical systems, radio frequency
(RF) and microwave technology, and coherent eleatroontrollers [3-5]. A path to a viable quantum
computer must address these integration challenges.

A trapped ion quantum data plane comprises the ions that serve as qubits and a trap that holds
them in specific locations. The control and meament plane includes a very precise laser (or
microwave) source that can be directed at a speoifitd affect its quantum state, another laser to “cool”
and enable measurement of the ions, and a set tdrptetectors to “measure” the state of the ions by
detecting the photons that they scatter. AppendixaBigdes a technical overview of current strategies for
constructing a trapped ion quantudiata plane and its associated control and measurement plane.

5.2.1 Current Trapped lon Quantum “Computers”

Based on the high-fidelity component operatidamonstrated to date, small-scale ion trap
systems have been assembled where a universal set of quantum logic operations can be implemented on a
5-20 qubit system in a programmable manner [6eBning the basis of a general-purpose quantum
computer. Not surprisingly, at 2-5 percent for two-qubit gates, the error rates of individual quantum logic
operations in these fully functionalZ® qubit systems lag behind the?1t0 10° range [10,11] for state-
of-the-art demonstrations of two-qubit systems, fagnto the challenge of maintaining the high fidelity
across all qubits as the system grows in size. Nefesh, the versatility of these prototype systems has
enabled a variety of quantum algorithms and taske implemented on them. Fully programmable
small-scale (three to seven qubit) trapped ion systeawe been used to implement Grover's search
algorithm [12,13], Shor’s factoring algorithm [14Jantum Fourier transfor [15,16], and others.

All of the prototype general-purpose trapped-ionmjuan computer systems demonstrated to date
consist of a chain of 5 to 20 static ions inregle potential well. In these machines, each single qubit gate
operation takes 0.1-%, and a multiqubit gate operation takes 50-3,808epending on the nature of the
gates used. Each ion in the chaiteracts with every other ion in the chain due to the strong Coulomb
interaction in a tight trap through motional degree of freedom that is shared among the ions. This
interaction can be leveraged to realize quantagitlgates between nonadjacent ions, leading to dense
connectivity among the qubits in a single ion chairorie approach, a global entangling gate is applied to
all qubits in the chain, where a subset of qubits'sideen” from the others by changing their internal
states, rendering them insensitive to the motion [17 Ai8Rlternative approach is to induce a two-qubit
gate between an arbitrary pair of ions in the chgiilluminating specific ions with tightly focused and
carefully tailored control signals, cluthat only the desired ions move—many control signals are used to
make the force on all the other ions cancel out.[W8]ng either approach, one can realize a general-
purpose quantum processor with fully connectedtgyiB0], meaning that two-qubit gates may be
implemented between arbitrary pairs of qubits mgiistem [21]; these capliiies are expected to scale
to over 50 qubits in a relatively straightforward way [22].

5.2.2 Challenges and Opportunities for Creating Scalable lon Trap Quantum Computer

It is likely that some early, small-scale quantcomputers (20-100 qubits) based on ion traps
will become available by the early 2020s. Likerent machines, these early demonstration systems are
likely to consist of a single chain of ions and tgatunique all-to-all connectivity among the qubits in the
chain, efficiently implementing any quantum circuit with arbitrary circuit structures. However, many
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conceptual and technical challenges remain towangating a truly scalable, fault-tolerant ion trap
guantum computer. Examples of such challenges inc¢heldifficulty of isolating individual ion motions
as chain length increases, the number of ions onsdasidually address with gate laser beams, and
measuring individual qubits. Further scaling of pgeg ion quantum computers to well beyond the sizes
necessary for demonstrating quantum supremacy tovwgaieémenting small instances of useful quantum
algorithms will require strategies beyond the single ion chain approach.

A first strategy for scaling beyond a single chain is to trap multiple chains of ions in a single chip
with the capability to separate, move or “shuttbntl remerge one or more ions from one chain to
another [23]. Such shuttling requires a complex wip multiple controllable electrodes. Because the
guantum information is stored in the internal statat®fion, which have been shown to be unaffected by
shuttling between chains in small experiments, dbpjsroach does not contribute to any detectable
decoherence [24]. Recent adoption of semiconduwtorofabrication techniques has enabled the design
and construction of highly complex ion traps, whare now routinely used for sophisticated shuttling
procedures. This technology could @atially be used to connect mulggon chains on a single chip,
enabling for an increase in scale—provided thattmrollers necessary to manipulate these qubits can
be integrated accordingly. Evertlifis ion shuttling is successful orsimgle chip, eventlly the system
will need to be scaled up further. Two apgches are currently being explored: photonic
interconnections, and tiling chips.

A strategy for connecting multiple qubit subsystemts a much larger system is to use quantum
communication channels. One viable approach invglvegaring one of the ions in a subsystem in a
particular excited state and inducing it to emit a phatasuch a way that the quantum state of the photon
(for example, its polarization or frequency) is entadgkith the ion qubit [25,26]. Two identical setups
are used in the two subsystems to generat@bo®mn from each ion, and the two photons can be
interfered on a 50/50 beamsplitter and detected oautpit ports of the beamsplitter. When both output
ports simultaneously record detection of a photon, [28]Jgnals that the two ions that generated the
photons have been prepared in a maximally entarsiged [28,29]. This protocol entangles a pair of ion
qubits across two chips, without the ion qubits alnexctly interacting with each other. Although the
protocol must be attempted many times until it sucsgitslsuccessful execution is heralded by an
unmistakable signature (both detectors registeringopisdtand can be used deterministically in ensuing
computational tasks—for example, to execute a twat@abe acting across chips [30]. This protocol was
indeed demonstrated first in trapped ions [31] fe#td by other physical platforms [32-34]. Although the
success rate of generating cross-chip entanglesl ipatine early experiments was very low due the
inefficiency of collecting and detecting the emitfbtons (one successful event every ~1,000 seconds),
dramatic improvements in the generation rate Heeen accomplished over the last few years (one
successful event every ~200 ms) [35]. Given thdicoad improvement of thiechnology, it might be
possible that a cross-subsystem two-qubit gates ooatdh the time scale of local two-qubit gates in a
single chain (one event every ~106) [36], making this a viable path to connecting ion trap chips using
photonic networks. This approach opens uppthesibility of using existing photonic networking
technology, such as large optical cross-connect s@gt{3i/], to connect hundreds of ion trap subsystems
into a network of modular, pdlal quantum computers [38-40].

An alternative approach to the scaling beyond a siiagl trap chip is to tile all-electrical trap
subsystems to create a system where ions from oriejphip can be transfed to another chip [41].

This shuttling across different integrated circuitquires careful alignment of shuttling channels and
special preparation of the boundaries of these integecatgdts, which has not yet been demonstrated. In
this proposal, all qubit gates are carried out by microwave fields and magnetic field gradients, free from
the off-resonant spontaneous scattering and stabiltfectyes associated with the use of laser beams
[42]. While this integration approach remains enyigdeculative at this point, this approach has the
potential benefit of relying only on mature microwaechnology and electrical control for the critical
guantum logic gates, rather than using lasers and optics, which require much higher precision
components.
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For trapped ions, necessary technology developments toward scalable quantum computer systems
include the ability to fabricate ion traps with highevels of functionality, assemble stabilized laser
systems with adequate control, deliver electromagiEti1) fields that drive the quantum gates (either
microwave or optical) to the ions with sufficient l&ssef precision to affect only the qubit being targeted
(preferably allowing multiple operations at a time)ede the qubit states in parallel without disturbing
the data qubits, and program the control EM fields thanipulate the ion qubits so that the overall
system achieves sufficient fidelity for the practicgblagation needs. If these challenges are met, one will
be able to take advantage of the strengths in tchjgms: some of the best performances of all physical
systems in representing a single qubit, thanks téetttdhat these qubits are fundamentally identical (as
opposed to those which are manufactured), and thdiligllty of qubit operations at small experimental
scales.

5.3 SUPERCONDUCTING QUBITS

Like current silicon integrated circuitgjgerconducting qubits afighographically defined
electronic circuits. When cooled to milli-Kelvin tempéirres, they exhibit quantized energy levels (due
to quantized states of electronic charge or magnetic flux, for example), and are thus sometimes called
“artificial atoms” [43]. Their compatibility with mi@wave control electronics, ability to operate at
nanosecond time scales, continuathyproving coherence times, apdtential to leverage lithographic
scaling, all converge to placaperconducting qubits amotige forefront of the qubit modalities being
considered for both digital quantum compuwatand quantum annealing. Appendix C provides a
technical overview of current strategies for camsing a superconductor quantum data plane and its
associated control and measurement plane.

5.3.1 Current Superconducting Quantum “Computers”

In the context of digital quantum computation and quantum simulations, the present state-of-art
for operational gate error rate is better tfla@low) 0.1 percent for single-qubit gates [44-@&d 1
percent for two-qubit gates [4Below the error threshold for the most lenient error detection protocols—
for example, the surface code. Based on thesea®@wehts, superconducting qubitcuits with around
10 qubits have been engineered to demongtratetype quantum algoriths [48,49] and quantum
simulations [50,51], prototype quantum error deéter[52-55], and quantum memories [56], and, as of
2018, cloud-based 5-, 16-, and 20-quhitgits are available to users waslide. However, the error rates
are higher in these larger machines—for exanpk5-qubit machines available on the Web in 2018
have gate error rates of around 5 percent [57,58].

In the context of quantum annealing, comnrsystems exist with over 2,000 qubits and
integrated cryogenic control based on classicalrsopéeucting circuitry [59,60]. These are the largest
qubit-based systems currently available, with twaeos of magnitude (100x) more qubits than current
gate-based QCs. To achieve thigle machine required careful design trade-offs and significant
engineering effort. The decision to integrate thitml electronics with the qubits enabled D-Wave to
rapidly scale the number of qubits in their system, butrasolts in the qubits being built in a more lossy
material. They purposely traded gffibit fidelity for an easier scalimupth. Thus, the coherence times of
the qubits in these machines are over 3 ordensaginitude worse than those in current gate-based
machines, although this is expected to be lessliofitation for quantum annealers than for gate-based
machines.

Progress in gate-based machinesdmphasized the optimization of qubit and gate fidelities, at
sizes limited to on the order of tens of qubits. Sthesfirst demonstration @& superconducting qubit in
1999, the qubit coherence timigin gate-level machines has improved more than five orders-of-
magnitude, standing at around 100 microseconds tddes remarkable improvement in coherence arose
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from reducing energy losses in the qubit through ackesim materials science, fabrication engineering,
and qubit design by groups worldwide.

5.3.2 Challenges and Opportunities for @ating a Scalable Quantum Computer

The current approach, using room temperatorgrol and measurement planes, with multiple
wires per qubit, should scale to around 1,000 physicatsyi@i]. This section reviews the factors that
cause this limit, and then discussédsat is currently known about the path to even larger machines.

Reaching Many Hundreds of Qubits

Many factors will limit the size of machine that can be achieved by simply scaling up the number
of qubits placed on a single integrated circuit. These include the following:

X Maintaining qubit quality while scaling up the number of lsperconducting qubits are
lithographically scalable and compatible wsmiconductor fabrication tools [62]. High-
coherence qubits have been demonstrate#00-mm wafers in a research foundry
environment. In scaling to larger numbersjabits, one needs to at least maintain qubit
coherence and, ideally, increase it, as largstesys will likely aim to solve larger problems
that require additional tim@nd higher fidelity enables more operations to be performed
during the coherence time of the quantum proges3focourse, the fabrication variation that
a number of qubits spans gets worse as the number of qubits increases, since a larger number
of cells will include more improbable variatis. The current approach to fabricating high-
fidelity tunable qubits—shadow aporation—uwill likely scale to the level of thousands of
qubits, based on the process monitoring of deyield and variations currently being
implemented at places like the Massachusestititie of Technology Lincoln Laboratory.
Today’s nominally identical qubits vary frequency with a sigma of around 150 MHz,
corresponding to a sigma in the Josephsontipmcritical current of 2-3 percent. While
sufficient for scaling tunable qubits to th€®QQ-qubit level, certain fixed-frequency qubit
schemes will not be able to handle this larger variation.

X Refrigeration, wiring, and packagin&resent dilution refrigerator technology can handle up
to several thousand DC wires and coaxialeshwhich should support around 1,000 qubits.
Achieving this level of wiring requires proper m@ds to reduce thermal loads, in particular
from 300 K to the 3 K stage, and miniaturizemhxes and connectors. While the bandwidth
required for control is generally limited tooaind 12 GHz for qubits being designed today,
controlling the out-of-band impedance outtgher frequencies can be important to
minimize decoherence, and becomes ndiffecult as the physical size increases.

Building a large-scale quantum computer weljuire two dimensional (2D) arrays of
qubits, and areal connection from the qubitgh&r housing, or “package,” and from the
package to the wires fed through the crybdsihis areal connection will need three-
dimensional (3D) integration schemesgsflip-chip bump-bonding and superconducting
through-silicon vias, technologies that aringedeveloped to comtt high-coherence qubit
chips with multilayer interconnect routing wafers [63,64].

X Control and measurements mentioned earlier, present designs require per qubit control
signal generation. While in many current maels, these signals are generated by standard
lab equipment, several companies now provide rack-mounted card designs that should scale
to a few thousand qubits. Using rack-mounted electronics means that any time the next
operation depends on a prior measurenmgenogmmon operation in error correction
algorithms, there will be a delay in the mengis operation. Sending a signal down, getting a
signal back, inferring the next signal to seawl triggering it to be sent takes 500-1,000 ns
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using current equipment, and limits the ultimatock speed of the quantum computer. While
this should be sufficient for 1,000 qubit ciitsyi reducing the clock period is advantageous, as
it translates directly to lower error rates.

Scaling to Larger-Size Machines

First, qubit fidelities need to be improved toyide the lower error rates needed to support
practical quantum error correction. Materials, fedion and circuit-design advances will be key to
achieving 10 to 10*qubit error rates. In addition, as the sifeéhe computer increases to millions of
gubits and beyond, advanced process monitoringsttat process control, and new methods for
reducing defects relevant to high-coherenceaesvivill be required to assess and improve qubit yield.
Just as fabrication tools have been specializ¢artet specific, advanced complementary metal-oxide
semiconductor (CMOS) processes, it is likely that spizeid tools that target specific qubit-fabrication
processes will need to be developed to enhance grel minimize fabrication-induced defects that cause
decoherence.

Wafer real estate is another consideratiaridger machines. Assuming qubit unit cells with
repeat distance critical dimensionss@&f microns (state-of-the-art toddgp], a large integrated circuit of
20 mm by 20 mm could contain around 1,600 qubits. If one used an entire 300 mm wafer for one
processor, the wafer could hold anal 250,000 qubits. While that is sufficient for the near future,
reducing the qubit unit cell critical dimension whitgaining coherence amntrollability will increase
gubit density and enable larger numbargubits on a single 300 mm wafer.

Moving to wafer-size integrated circuits requires creating a new package. Today’s high-
coherence qubits operate in prigtimicrowave environments. The qubits are generally around 5 GHz,
which corresponds to a free-space wavelength of ar6@dmdm. The wavelength is further reduced in the
presence of dielectrics like the silicon wafer. Usingrthie of thumb that a clean microwave environment
requires dimensions less than one-quarter of a wavelahgtlt)ear that further research is needed before
large high-quality packages can be built.

Controlling more than a thousand qubits wa@guire a new strategy for the control and
measurement plane. Instead of exédly driving each control signadpme logic/control closer to the
gubit will drive these signals, and a smaller number ofreatesignals will be used to control this logic.
This control logic will need to be introduced usgither 3D integration to connect the qubit plane with
this local control plane or fabricated monolithically (but must be done so without compromising qubit
coherence and gate fidelity). Of course, this meanghisakogic will operate at very cold temperatures,
either at tens of mK, or at 4 K. Operating at &knuch easier, since the cappydor heat dissipation is
larger, and it saves on the wire count from room teatpes to 4 K, but it still requires extensive control
wiring to continue down to the base-temperatureestaghe cryostat. While there are technologies that
could operate at these temperatures, including cryogenic CMOS, single-flux qguantum (SFQ), reciprocal
qguantum logic (RQL), and adiabatic quantum flux patons, significant research will be needed to be
create these designs at scale, and then determink ay)coaches are able to create a local control and
measurement layer that supports theded high-fidelity qubit operations.

Even if one is able to scale to 300 mm wafarkrge quantum computer will need to use a
number of these subsystems, and with probability, the optimal size of the subsystem will be modules
smaller than that. Thus, there will be a need to eonthese subsystems to each other with some kind of
guantum interconnect. There are two general appesdtiat are currently being pursued. One assumes
that the interconnection between the modules is litkelvin temperatures, so one can use microwave
photons to communicate. This involves creatinglgdichannels for these photons, interconverting
guantum information between a qubit and a microwave photon, and then converting the quantum
information back from that photon to a second, distant qubit. The other option is to couple the qubit state
to a higher energy optical photon, which regsia high-fidelity microwave-to-optical conversion
technigue. This is an area of active research today.
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5.4 OTHER TECHNOLOGIES

Since many technical challenges remain in sgadiither trapped ion @uperconducting quantum
computers, a number of research groups are congriaiexplore other approaches for creating qubits
and guantum computers. These technologies are much less developed, and are still focused on creating
single qubit and two qubit gates. Appendix D pregién introduction to these approaches, which is
summarized in this section.

Photons have a number of properties that ntlaken an attractive technology for quantum
computers: they are quantum particles that intevaekly with their environment and with each other.

This natural isolation from the environmenakes them an obvious approach to quantum
communication, as was mentioned in Section 52h& base communication utility, combined with
excellent single-qubit gates with high fidelity meahat many early quantum experiments were done
using photons. One key challenge with photonimtiwa computers is how to create robust two-qubit
gates. Researchers are currently working on pypwaaches for this issue. In linear optics quantum
computing, an effective strong interaction is aeedty a combination of single-photon operations and
measurements, which can be used to implemerndlzpilistic two-qubit gate, which heralds when it was
successful. A second approach uses small structusesriitonductor crystals f@hoton interaction, and
can also be considered a type of semiconductartgoacomputer. These structures can be naturally
occurring, called “optically active defects,” or marade, which are often a structure called a “quantum
dot.”

Work on building small-scale linear photon qauters has been successful, and there are a
number of groups trying to scale up the size of tlesehines. One key scalifgsue for these machines
is the “size” of a photonic qubit. Because the photeel in photonic quantum computing typically have
wavelengths that are around a micron, and becaagghtitons move at the speed of light and are
typically routed along one dimension of the optical chip, increasing the number of photons, and hence the
number of qubits, to extremely large numbers in a photdevice is even more challenging than it is in
systems with qubits that can be localized in spdogever, arrays with many thousands of qubits are
expected to be possible [66].

Neutral atoms are another approach for qubitsishagry similar to trapped ions, but instead of
using ionized atoms and exploiting their chargkdldl the qubits in place, neutral atoms and laser
tweezers are used. Like trapped ion qubits, optichinaicrowave pulses are used for qubit manipulation,
with lasers also being used to cool the atoms befmmgutation. In 2018, systems with 50 atoms have
been demonstrated with relatively compact spabetgeen the atoms [67]. These systems have been
used as analog quantum computers, where the intaradtetween qubits can be controlled by adjusting
the spacing between the atoms. Building gate-bggadtum computers using this technology requires
creating high-quality two-qubit operations and &ilg these operations fronther neighboring qubits.

As of mid-2018, entanglement error rates of 3 pdarbhawe been achieved in isolated two-qubit systems

[68]. Scaling up a gate-based neutral atom system requires addressing many of the same issues that arise
when scaling a trapped ion computer, since the control and measurement layers are the same. Its unique
feature compared to trapped ions iitgential for building multidimensional arrays.

Semiconductor qubits can be divided into two types depending on whether they use photons or
electrical signals to control qubits and their intéoacs. Optically gated semiconductor qubits typically
use optically active defects or quantum dots itdtice strong effective couplings between photons,
while electrically gated semiconductor qubits use vekagpplied to lithographically defined metal gates
to confine and manipulate the electrons that frenqubits. While less developed than other quantum
technologies, this approach is more similar to tis&td for current classical electronics, potentially
enabling the large investments that have enabktrémendous scalability of classical electronics to
facilitate the scaling of quantum information process8caling optically gated qubits requires improved
uniformity and requires accommodation of the neethdividually addressptically each qubit.

Electrically gated qubits are potentially very densé nbaterial issues have limited the quality of even
single-qubit gates until recently [69]. While high densitsty enable a very large number of qubits to be
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integrated on the chip, it exacerbates the problebuitding a control and measurement plane for these
types of qubits: providing the needed wiring whil@iging interference and crosstalk between control
signals will be extremely challenging.

The final approach to quantum computing discussed here uses topological qubits. In this system,
operations on the physical qublitave extremely high fidelities because the qubit operations are protected
by topological symmetry implemented at the microscopic level: error correction is done by the qubit
itself. This will reduce and possibly eliminatetbverhead of performing explicit quantum error
correction. While this would be an amazing ad&nopological qubits are the least developed
technology platform. In mid-2018, there are many noiaristeps that need to be done to demonstrate the
existence of a topological qubit, including experimentally observing the basic structure that underlies
these qubits. Once/if these structures are built and couttinlibe lab, the error resilience properties of
this approach might enable it to sefster than the other approaches.

5.5 FUTURE OUTLOOK

Many qubit technologies have significantly improved over the past decade, leading to the small
gate-based quantum computers available today.|Faqulzit technologies, the first major challenge is to
lower qubit error rates in large systems while dingimeasurements to be interspersed with qubit
operations. As mentioned in Chapter 3, the surfade currently the primary approach to error
correction for systems with high error rates. Cursgistems are limited by two-qubit gate error rates,
which is still above the surface code threshold for theetaggstems available today; error rates of at least
an order of magnitude better than threshold are med)ifi guantum error correction is to be practical.

At ~1,000 physical qubits—used for both data qubits and syndrome measurement qubits—one
can implement a distance ~16 quantum error congecbde for a single logical qubit. Assuming a
physical-qubit error rate of fan arbitrary but reasonable estimate, more than 10x better than currently
reported for 10-20 qubit machines), one can aeh&logical error rate of approximately®0lmproving
the physical error rate to @vould decrease the logical error rate td®L@his example illustrates the
substantial win in overall logical error rate (from*$@o 10 eight orders of magnitude) by a relatively
modest improvement in physical qubit error rate (from tt010%, only one order of magnitude). Clearly,
improving physical qubit fidelity—through improvemsertb fabrication and control—is paramount to
demonstrating logical qubits or even a machiiith whysical qubits that can cascade an interesting
number of qubit operations be#olosing coherence.

The next challenge is to increase the numbejubits in the quantum computer. It seems clear
that one will be able to build ICs with hundresfssuperconductor qubits the near future using
procedures very similar to the methods used for today’s 20-qubit ICs. In fact, by mid-2018 a number of
companies have announced ICs that contained ofd&r qubits, but as of this writing there are no
published results benchmarking thadtionality/error rates of these systems. Unlike conventional silicon
scaling, where creating the manufacturing process fantre complex integrated circuit set the pace of
scaling, for quantum computing, scaling will be dictatgdhe degree of difficulty in obtaining low error
rates with these larger qubit systems, a task thatresgjaiint optimization of the IC, package, control and
measurement plane, and the calibration method used.

Scaling trapped ion computing requires the design of new trap systems and the control and
measurement plane optics/electronics for these new ffapsiext generation are likely to use linear ion
traps, which will scale to the order of 100 qubitsitker scaling will require another change to the trap
design to enable shuttling of ions between diffegeatips, which should also allow more flexible qubit
measurements.

At some point in increasing the number of qubits in a quantum processor or chip, the scaling will
become easier using a modular approach, where a naitigips are linked together to create a larger
machine rather than creating a krghip. A modular design will require the development of a fast, low
error rate quantum interconnection between the nesgwith photonic connections the most promising
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due to their speed and fidelity. While the compurtechnologies and baseline protocols for realizing
some of these integration strategies have already been demonstrated, system-scale demonstration with
practical levels of performance remains a major challenge.
As a result of the challenges facing supercondgaind trapped ion quantum data planes, it is
not yet clear if or when either of these techn@egan scale to the lewateded for a large error
corrected quantum computer. Thus, at this timeyidgility of other, curretly less-developed quantum
data plane technologies cannot be ruled out, notleapossibility that hybrid systems making use of
multiple technologies might prevail.
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6

Essential Software Components od Scalable Quantum Computer

In addition to creating the hasgre functionality to support quamh computing, a functional QC
will also require extensive software componeiftss is analogous to the operation of classical
computers, but new and different tools amgureed to support quantum operations, including
programming languages that enable programmersdoritbe QC algorithms, compilers to analyze them
and map them onto quantum hardeyaand additional support to analyze, optimize, debug, and test
programs for implementation on specific quantum hardware. Preliminary versions of some of these tools
have been developed to support the QCs currendiyadle on the web [1]. Ideally, these tools should be
accessible to software developers without &bamind in quantum mechias. They should offer
abstractions that allow programmers to think atlgorithmic level with less concern for details like
control pulse generation. Last, they should ideatigble programming of any quantum algorithm in a
code that can translate to any target quantum architecture.

For the results described in Chep5, hardware controls and software implementation routines
were deployed in an implementation-specificmer, with significant manual optimization. These
approaches will not scale efficiently large devices. Given the difart, and emerging, approaches to
building a quantum data plane, early-stage high-levelvaoét tools must be particularly flexible if they
are to remain useful in the evaitchanges in hardware and algorithrithis requirement complicates the
task of developing a complete software architectar quantum computing. The rest of this chapter
explores these issues in more defaibviding a look at the currentade of progress in development of
software tools for QC, and what need®&accomplished to create a scalable QC.

The software ecosystem for any computer—classical or quantum—includes the programming
languages and compilers used to map algorithmstbatmachine, but also much more than that.
Simulation and debugging tools are needed to delmbardware and software (especially in situations
where the hardware and software are being celdped); optimization tools are required to help
implement algorithms efficiently; and verification toale needed to help wotkward both software and
hardware correctness.

For quantum computers, simulation tools, such as a so-called universal simulator, can provide a
programmer with the ability to model each quantunrafen and to track the quantum state that would
results, along with its evolution in time. This afjity is essential for debugging both programs and
newly developed hardware. Optimization tools sucteasurce estimators would enable rapid estimation
of the performance and qubit resources neededrtorpedifferent quantum algorithms. This enables a
compiler to transform the desired computation int@fficient form, minimizing the number of qubits or
gubit operations required for the hardware in question.

6.1 CHALLENGES AND OPPORTUNITIES

The QC software ecosystem is fundamental tos@€fems design for several reasons. First, and
most fundamentally, the compiler tool flows that map algorithms down to a QC hardware system are
crucial for enabling its design and use. Even bettoeeQC hardware is available, a compiler system
coupled with resource estimators and simulation tools can be developed; these are critical for algorithm
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design and optimization. A good example of the powerisftyfpe of tool set can be found in the work by
Reiher et al. on optimizing QC operations requiredamputationally model the biochemical process of
nitrogen fixation [2]. By using feedback from oesce estimators, and improved compiler optimizations,
they were able to reduce the estimated rue tfitheir quantum algorithm from a high-degree

polynomial to a low-degree polynomial, bringing the expected time to solution using a quantum computer
from billions of years down to hours or days.

This example shows how languages and comgpftbe software “toolchain”) can have a
dramatic effect on the resources required to execute a quantum computation. Compilers—for both
classical and quantum computing—perform many resoaptimizations as they analyze and translate the
algorithms to machine-executable code. Successfub@QIChain resource optimizations offer significant
savings in terms of the number of qubits and thewarhof time required to execute an algorithm, in turn
helping accelerate the arrival of the QC versus classical “tipping point.” In essence, high-performing
synthesis and optimization offers the potentialifigplementing an algorithm in a much smaller QC
system than would be required for an unoptimizexsion; while software development traditionally
tends to come after hardware depenent, making good on the potential for concurrent hardware and
software development could move forward theetigmantum computing is practical by years.

Finally, digital noisy intermediate-scale quant(MiSQ) systems under current development are
particularly sensitive to the quality and efficacy of goftware ecosystem. By definition, NISQ systems
are very resource constrained, with limited numioéigubits and low gate fidelities. Therefore, making
effective use of NISQ machines will require carefiglorithm optimization, probably requiring nearly full
stack information flow to identify tractable mapps from algorithms designed for these size devices to
the specific NISQ implementation. In particulafpirmation such as noise or error characteristics can
usefully percolate up the stack to influence athan and mapping choices. Likewise, information about
algorithm characteristics (e.g., parallelism) can ugefldw down the stack to inform mapping choices.
Put another way, a digital NISQ may require comitations between nearly every layer of the stack,
meaning that there are fewer opportunities simlie system design. These challenges will drive
specific aspects of toolchain design—for exampleitiling cross-layer abstraction or encouraging the use
of libraries of “hand-tuned” modules.

Finding: To create a useful quantum computer, reseanchdevelopment on the software toolchain must
be done concurrently with the hardre and algorithm development. In fact, insight gained from these
tools will help drive research in algorithms, devicenterdogies, and other areas, toward designs with the
best chance for overall success.

Several challenges must be solved to create a complete QC software tool flow. Simulation,
debugging, and validation are pauii@rly problematic. The followingections describe these issues in
more detail.

6.2 QUANTUM PROGRAMMING LANGUAGES

Algorithm design, including for QC algorithms, uiyatarts with a mathematical formulation of
an approach for solving a problem. Programming and compilation are the nontrivial tasks of converting
an algorithm’s abstract mathematical descriptioartdmplementation that is executable on a physical
computer. Programming languages support this geobg offering syntax to support the natural
expression of key concepts and @i®ns. Programming QC systemguies very different concepts
and operations than programming for classical age1g, and as such requires new languages and a
distinct set of tools. For example, designing a language that enables a programmer to exploit quantum
interference in a quantum algorithm is a unique and nontrivial challenge.

There are several levels of abstraction in saveand algorithms, so several layers of languages
are required. At the highest level, a programmimgleage should enable a user to easily and rapidly
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program an algorithm, while ideally shieldittge programmer from detailed underlying hardware
specifications. This abstraction of detail is Hielfpoth because it can help mitigate the massive
complexity of these systems and also because leaanto more device-independent and portable
software. This device independence can allow the @ program to be recompiled to target different
QC hardware implementations. Curt@rototype languages enablevelopers and programmers to
interact with quantum hardware through a highdléseguage that is at least somewhat device
independent.

At the lowest level, a language must be ablimteract seamlessly with the hardware components
and give a complete specification of the physicsirirctions necessary to execute a program at speed.
While some low-level languages are used at presgabfgram devices directly, the long-term vision and
goal for quantum computing is to absorb such laggaanto automated tool flows; as in classical
computers, the goal is to have lower-level QC dewrchestration be automatically generated, and to
abstract such low-level information away from the programmer.

Similar to early stages of a classical computngsystem, the current state of play in QC
software includes many languages andgpalnumber of them open-source efféitsdevelopment both
commercially and academically. With the recerlistry push toward larger quantum hardware
prototypes (including availability on public clouds fopad use), there is arcieased awareness of the
need for full-stack QC software and hardwarerider to encourage usage and nurture a developer
community around quantum software and hardwHhnes, it is reasonable to expect that quantum
programming languages and software ecosystemseagiive considerable attention and may see
significant changes in coming years.

6.2.1 Programmer-Facing (Hightevel) Programming Languages

An initial generation of QC programming languages been developedidcontinued attention
is leading to the evolution of new languages landuage constructs ovieme. From the nascent
experiences so far, several programming language aéisilseem likely to offer useful leverage in overall
system design and success.

First, a high-level quantum pragnming language should strike a balance between abstraction
and detail. On one hand, it should be capabloncisely expressing quantum algorithms and
applications. On the other hand, it must allowghagrammer to specify sufficient algorithmic detail to
be used within the software tool flow that maips quantum algorithm to the hardware-level primitive
operations. High-level quantumggramming languages are themselves domain-specific languages
(DSLs), and in some cases there have been progoséiisther specialization for given QC subdomains
such as the variational quantum eigensolver, quaafpnoximate optimization algorithm, and others.

In some quantum programming languages, theogapris to describe an algorithm as a quantum
circuit. Software toolchain systems then analyzedi@iit in terms of both circuit width and circuit
depth to optimize it for a particular quantum data pl&omewhat in contrast to these approaches, other
languages emphasize higher-level algorithm definiheer circuit definition. To support good mappings
to hardware despite this higher-level approacime languages support extensive use of function
libraries; these contain subroutines and highilawgctions implemented as module mappings hand-
tuned for particular hardwar@a are discussed in Section 6.2.3.

Programming languages fall generally into twategories: functional and imperative. QC
programming languages of both types have been alee@) and there is no consensus yet on whether one
is better suited than the other for programmingdpg@lications. Functional languages align well with
more abstract or mathematical implementation of algorithms. This approach tends to lead to more
compact and, some programming languageearchers argue, less error proocedes. Examples of QC
functional programming languages include Q#, QuipQeiafl, and LIQul|> (“Liquid”). Imperative

! See, for examplenttps:/github.com/markf94/0s_quantum_software
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languages, in contrast, allow direct modificatiorvafiables and are often viewed as supportive of the
resource-efficient system design that QC systemsggcpkatly NISQ systems, will need to be practical
[3]. Examples of imperative QC langwesgare Scaffold [4] and ProjectQ [5].

Another design decision pertains to whettherlanguage is “embedded” off a base language.
Embedded languages are formally defi extensions of a base language, an approach that allows the
language developer to use the base languageisasefstack to speed initial implementation. These
languages are practically constiea through modest additionsttee base language’s compiler and
related software, as opposed to writing an estifeware ecosystem from scratch. To exploit
commonality in this way, some current QC pangming languages are embedded in widely used non-
QC language$ Others are not formally embedded but instaavery close in style to a non-QC base
languag€. Given the fast rate of change in QC hardward systems design at present, a language that is
either formally embedded or at least stylisticaéliated to a widely used base language can allow
compilers and other tools to be built quickly anddified more easily than “from-scratch” language
design.

Another important design issue for QC prograing languages is the language’s approach to
data typing. “Data typing” refers to programming larggiaonstructs that lab#fle kind (or type) of data
that a program or function expects, and allows thetioim¢o use the type of the data to determine how to
perform a specific operation. All languages use sfomas of data types. For example, in most
programming languages, base data types are providé@udgers, floating point numbers, characters, and
other commonly used entities; the definition of additeodifferent for integers than it is for floating point
numbers. Some more recent QC languages support ariobbehdata type system and have stronger type
checking rules. These “strongly typed” languages yie&hestricter guarantees on type safety that can be
helpful in generating reliable software. In partaicompilers can perform type checking regarding
whether the program being compiled manipulates varsabl a particular data type correctly and abides
by the corresponding rules when variables of one type are assigned to another variable. (By analogy,
integer values may be assigned to a floating poinalariwithout loss of precision, but an assignment of
a floating point value to an integer variable woulthei be illegal or would result in a loss of precision
depending on the language.)

Last, a discussion of programmer-facing softwaoglld not be complete without some mention
of the user “command-line” interface. Because quantumpcibers are expected to be large, expensive,
custom-built pieces of instrumentation in the near téria likely that such systems will be housed at a
few designated locations, such as major data centemanufacturers’ facilities, and accessed by users
through the Web over a cloud servidgnder these circumstances, various levels of service can be
provided to the users—for example, at an appbodevel, as a programming environment, or at an
application programming interface (API) level. The futuser interface to QCs will continue to evolve,
as the physical hardware, relevant applicationd,the manufacturer/service provider/user community all
develop.

6.2.2 Control ProcessindLow-Level) Languages

In addition to high-level progmmer-facing languages for algoritldevelopment, lower-level
languages are also necessary in order to generatectistaufor the control processor (Section 5.1.3) of a
specific quantum data plane (Section 5.1.1psEnlanguages correspond to the assembly language
programming or “instruction set architecture” of classical computers. As such, they must be designed to
express central aspects of QC execution, such dsridamental low-level operations or “gates.” They

2 This includes QuippeQuafl, Quil, ProjectQ andiQul|>.

3 For example, the Scaffold language and ScaffCC toolchain are based on the C programming language.
Scaffold uses a very widely used classicahpiber infrastructure, LLVM (https://llvm.org/).

4Indeed, this is currently the case for D-Wave pijsttems installed at National Labs and with IBM’s open
superconducting qubit-based processors.
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can also have constructs to express operatiotiglema, qubit state motion, and control sequencing.
They are sometimes referred to as a quantum intermediate representation (QIR).

For efficiency reasons, in the foreseeable fytimwer-level QC programs and tools likely will
need to be more hardware spedifian the tools used with classicaimputers. Given the severe resource
constraints facing quantum computers, compilatibquantum programs is likely to be tightly
specialized to a particular program input—that isnpidation will likely need to be conducted before
every task. For example, a QC running Shor’sdi@eg) algorithm would have a program compiled to
factor aspecificlarge number provided as a constant. Or af@Chemistry simulations would have a
program compiled to modelspecificmolecular structure. This is gontrast to classical computers where
ample resources allow more generality. Classical coenpabmpile programs such that they can be run
with many different inputs: for example, a spreamtiprogram accepts and calculates any numbers typed
in by a user, rather than compiling a unique program for each new input. Until QC resource constraints
relax considerably, a QC program compilation willahumore closely resemble the tight optimization
processes used in designing computer hardware ‘thardware synthesis”) than classical software
compilation.

An early low-level language called QASM [6] prdeid very basic operational constructs, but
was tied to the early QC practices of simple ¢tecexpressed as linear sequences of gates. Subsequent
variations of QASM have provideatiditional features to improvegressive power and scalability. For
example, in conventional classical assembly codel&ssical computers, it would be common to have
constructs for iteration (repeatedly executing a portif code) and for subroutine calls (jumping to
another module of code). Currently, some cogggace is being seen on the OpenQASM [7] quantum
assembly-level language, which combines elemafressembly languages and C with the original
QASM constructs.

In the final phases of compilation, a program espnted in a QIR like OpenQASM is translated
into appropriate control instructions, producirugle for the control processor. The control processor
drives signals to the control and measurementeplaanguages and frameworks can help support the
creation of the software for control generation ar@hsurement equipment used in this plane. One
example of this type of system is QCoDeS [8yshon-based data acquisition framework and toolset to
interact with physical devices. Other exaegbften correspond with particular hardware
implementations; these include the OpenQASM badkfor IBM Q, an open-source system called
ARTIQ driven by the ion trap research community [9], and others.

Current NISQ systems are tightly resource constihboth in terms of circuit width (qubits) and
depth (time steps or operation counts). Tlais placed a challenge on QC languages and compilers:
mapping algorithms onto NISQ systems requiresresxte, aggressive resource optimizations. This
includes both algorithm-level resource reductions ainatrelatively hardware independent, and also
lower-level optimizations that are more specific fwagticular hardware instance or technology category.
Some of the higher-level optimizations are applisihg widely known transtfmations first developed
for software compilers for classical computers, sagtoop unrolling and constant propagation. Other
high-level optimizations might be specific to gDch as the QC gate operator selection discussed in
Section 6.5.1.

Lower-level hardware-dependent optimizatiomsre naturally focus on device specifics. These
include optimizations to account for qubit layout and optimize for data communication. There are also
approaches that optimize for very specific devicarabteristics including observed coherence intervals
or device error rates [10]. As NISQ systems become inra@dly available for public use, toolchains that
are tightly tailored to real-machimbaracteristics are likely to be maxgdely used. Such tight tailoring
in compiler tool flows can allow algorithms to mesticiently use the limited qubit counts available in
the NISQ era.
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6.2.3 Software Library Support

In classical computers, function libraries hplpgrammers mitigate complexity by using
prewritten subroutines for programs. In some cabeslibrary provides implementations for basic
functions like fast Fourier transforms (FFTs) inl@rto ease programming and enable code reuse. In
other cases, the library functions have been specifitatled for a particular implementation, and thereby
help programmers arrive at a more resource-efficient program than they otherwise would. Library
approaches are similarly expected teebsential for efficient guantum computing.

One critical set of libraries arises from the needualuate commonly used functions within a
guantum algorithm. Some quantum algorithms wiljuiee simple mathematical functions such as
addition, or other, more complex functions sashmodular arithmetic, implesntation of block ciphers,
and hash functions. A comprehensive set of libfangtions can save programmers time and help to
reduce the likelihood of program errors. In additidsrary functions can also be heavily tuned for
specific implementations. This shields algoritlewel programmers from the burden of fully
familiarizing themselves with hardware detailsile optimizing for circuit width or depth.

While optimized library functions are often a useful resource, it may be difficult for them to be
fully optimized to each of the range of possibtelerlying hardware implementations. Programmers may
find that their algorithm-level expression is—when cdags—more efficient than the library option. To
address these trade-offs, there are QC libraries [11h@8Fontain a number of options for how to
construct the desired functionality—some hardwadependent and others tailored for a particular
implementation. The compiler tool flow can then asesource estimate tool to choose the best option for
the targeted hardware. Furthermore, if a given'sidmplementation remains superior to the library
options, then in some cases (e.g., open-source sceriatamsgan be incorporated into the library for
future use.

Creation and use of QC function libraries is agical and effective approach to offering well-
optimized solutions for commonly used functiong, their interplay with higher-level programming and
compiling remains an area where further research and development are needed. Library development
would benefit from further improvements in high-legempiler optimizations, to further support the
compiler’s ability to optimize the tradeoff between uditdepth and circuit width. Specific areas of need
include better ways to perform ancilla managenemd, techniques to manage both “dirty” and “clean”
ancilla qubits Another area of future research lies in being able to express and analyze what level of
numerical precision is required in a quantum atbor, and how to automatically determine such
precisions within a compiler. Such precision analysis can be supportive of aggressive resource
optimizations that reduce qubit or operator countddigg the calculation only to the minimally required
precision [14].

6.2.4 Algorithm Resource Analysis

A key to developing commercially or practicallgeful quantum applications and programs will
be the ability to understand the cost and performahtwat algorithm. Given the challenges of executing
on real QC hardware or simulating QC systems at scale, other forms of early-stage resource estimation
become especially critical. Fortunately, resource aisalysnore tractable than QC simulation or real-
machine execution because it needs to determinelomtyme and resources that would be required to
compute the answer; it does not compute the anssadf. is such, it does not need to compute the full
guantum state information, which is the intrat#adhallenge in other approaches. Thus, resource
estimation can be made efficient and scalable tp kaege qubit input sizes, and this allows one to
analyze the performance of algorithms that are too large to simulate on a classical computer or run on

5 An “ancilla qubit” is a qubit used for scratch spacdrmipa quantum computation or circuit implementation.
It is allocated temporarily and must be returned to eithététstical starting state (if akbated in a nonzero state) or
the clean zero state (if allocatedtive zero state) when returned.
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current quantum computers. Resource estimatorsiieamerun for Shor’s algorithm and other similarly
scaled benchmarks, for up to hundreds of thousahgsbits and millions ofjuantum operations or
execution timesteps [15].

The results of resource estimation analysistmansed by other software tools to guide
optimization gjorts, especially when mapping to the quantata plane, and by programmers to identify
realistic applications of quantum computers. Thisititanalysis of the application is needed since the
theoretical analysis gives only taeymptotic scaling of a quantum algorithm. On a particular QC system,
the actual resource usage trade-offs may be lygafiilienced by implementation choices such as qubit
connectivity or communication approaches. Sighlementation specifics can be accounted for by
resource estimators, in order to get better understanfliwgat are promising design choices, rather than
relying solely on asymptotic scaling estimates.

Resource analysis can be done at various abistidevels in the compilation of the algorithm to
the hardware, with varying trade-offs of detail wersiccuracy. Each stage uses a model of the quantum
hardware appropriate to the optimization issues atstage. For example, one can analyze circuit width
and depth after the algorithm has been mappediisceete set of single- and two-qubit operations to
understand how best to minimize bgical resources necessary to run an application. Another level of
analysis can be performed again after quantunt ectwection has been applied and the resulting code
has been mapped to the actual ofi@na the hardware supports. This allows the estimate to account for
QEC and communication overheads. Likewise, suédmatts allow compiler analyses making use of the
estimates to perform optimizations to reduce these overheads.

6.3 SIMULATION

Simulators serve a critical role in the de@hent of quantum computers and their algorithms,
and their implementation faces fundamental challengssatability and tractability. At the lowest level,
a simulator can be used to simulate the operatidheohative quantum hardware gates to provide the
expected outputs of a quantum computer, and indainrbe used to help check the hardware. At the
highest level, a simulator can track the logical algorithmic computation and the state of the logical qubits.
Simulators can model the effect of noise foratent hardware technologies. This helps algorithm
designers to predict thejects of noise on the performance of quantum algorithms before there are
machines capable of running them. Such simulatioalméfes will be particularly important for NISQ
systems whose lack of QEC support means that noise effects will fundamentally impact algorithm
performance and success.

The fundamental challenge of QC simulation is ltuickly the state spacscales. Since a gate
operation can be implemented on a classical coenfuyta sparse matrixeetor multiplication, a
simulation of a quantum computer is a sequencaaifix-vector multiplications. However, the size of
the complex-valued wave function represegtihe state of a quantum computer viitQubits grows as
2N, This means that QC hardware with just a siraglditional qubit has double the state space. Very
quickly, the space becomes too large to be lsited tractably on even the largest classical
supercomputer. Current supercomputers are capéblmulating on the order of 50-qubit systens.

To work around the intractability of full-syste@C simulation, QC simulators can be built to
model subsets of quantum operations. For exampéyainate the behavior of a particular QEC code,
one may want to simulate just the relevant Cliffoprations. (They do not cditgte a “universal gate

8 While recent progress toward modeling larger systembéan reported, the exacnmer is currently up for
debate, and depends upon the specifics of the methodoSerample, C. Neill, P. Roushan, K. Kechedzhi, S.
Boixo, S.V. Isakov, V. Smelyanskiy, R. Barends, et al., 2018, A blueprint for demonstrating quantum supremacy
with superconducting qubitScience360(6385):195-199; E. Pednault, J.A. Gunnels, G. Nannicini, L. Horesh, T.
Magerlein, E. Solomonik, and R. Wisnieff, 2017, “Breaking the 49-Qubit Barrier in the Simulation of Quantum
Circuits,” arXiv:1710.05867and J. Chen, F. Zhang, C. Huang,Méwman, and Y. Shi, 2018, “Classical
Simulation of Intermediate-Size Quantum CircuitsXiv:1805.01450
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set,” but they do comprise the gates of interest faate@QEC approaches.) In this case, QC simulation is
tractable [16] and error correction can be studiedpmard of thousands of qubits. Simulation of the
Toffoli, CNOT, and NOT gates is also efficteand enables studying and debugging large-scale
arithmetic quantum circuits, for example. Anotheample is the simulation of Toffoli circuits, which
contain only NOT (Pauli X), controlled-NOT, andubly controlled-NOT (Toffoli) operations. Such
circuits can be efficiently simulated on classical inputs.

For the universal gate scenarios that are mlailenging to simulate, simulation speed can be
improved by simulating some of the operations edhantum algorithm at a higher level of abstraction
[17]. For example, in a case in which the quamprogram wants to execute the quantum Fourier
transform, the simulator would invoke the fast kFeutransform on the wave function and evaluate that
on the classical computer running the simulation. For a mathematical function such as modular addition,
which is used in Shor’s algorithm, the simulatoaiagsimply implements modular addition on each of the
computational basis states rather than applthiegsequence of quantum operations required for
reversible modular addition. While creating these hidéeel abstract functions is difficult in general,
any existing options could be linked into the functiditabry. This approach is particularly useful for
guantum algorithms that use “oracle functions,” fiores for which the quantum implementation is not
known—in this case, the programmer can providiasasical implementation of the oracle function.

6.4 SPECIFICATION, VERIFICATION, AND DEBUGGING

The specification, verification, and debugging of quantum programs is an extremely difficult
problem. First, the complexity of QC software and hardware makes their correct design extremely
difficult. Second, the intractability of QC simulatiimits the amount of predesign testing and simulation
available to developers. Third, the nature of §&tems is that measurement collapses the state;
therefore, conventional debugging methods basecheasuring program variables during program
execution would disrupt execution and so cannot be used.

At its heart, the verification problem asks the djoesis it possible for a classical client to verify
the answer provided by a quantum computer? THiewties in answering this question stem from
fundamental principles of quantum mechanicsmag seem inherently insurmountable: (1) direct
simulation of quantum devices, even of moderate size, by classical computers is all but impossible, due to
the exponential power of quantum systems, anth@)aws of quantum mechanics severely limit the
amount of information about the quantum stasd tan be accessed via measurement. Three avenues
have been explored to answer this challenge. Baiitis on results from the theory of interactive proof
systems, exploring further the deep interaction ofttietry with classical cryptogphy that has led to an
amazing wealth of results over the past three decades.

In the first, the experimentalist or verifiergightly quantum,” has the ability to manipulate a
constant number of qubjtand has access to a quantum channel to the quantum computer [18,19]. The
use of quantum authentication techniques helps #teeguantum computer honest. Security proofs for
such protocols are extremely delicate and hang been obtained irecent years [20,21].

A second model considers a classical verifier interacting with multiple quantum devices sharing
entanglement, and describes a scheme for efficiendyacterizing the quantum devices, and verifying
their answers [22-24]. In the context of quantum cryptography, this model, where the quantum devices are
adversarial, has been studied under the namevifadindependence. Efficient protocols for certified
random number generation in thigve been obtained [25,26]. Thesedurther led to protocols for
fully device independent quantum key distribution [27-29].

A third model considers a classical verifier interacting with a single quantum device, where the
verifier uses post-quantum cryptography to keepdiavice honest. Recent work shows how to carry out
efficiently verifiable quantum supremacy basedtrapdoor claw-free functions (which can be
implemented based on learning with errors [LWE]) [30je paper also shows how to generate certifiable
random numbers from a single quantum device. Recent work has shown how a classical client can use

PREPUBLICATION COPY — SUBJECT TO FURTHER EDITORIAL CORRECTION
6-8

Copyright National Academy of Sciences. All rights reserved.



Quantum Computing: Progress and Prospects

trapdoor claw-free functions to delegate a comjriao a quantum computer in the cloud, without
compromising the privacy of its data—a task knowtgasintum fully homomorphic encryption” [31]. In

a further development, it was shown [32] thatregenious protocol based on trapdoor claw-free functions
can be used to efficiently verify the output of a quantum computer.

As a result of the fact that measuremerarges the system state, and provides limited
information about that state, measuring the stageqpfantum computer to better understand the source of
errors is a complex task. Since each measuremenisainly a single index of the overall quantum state,
reconstructing the state itself requires repeatedly preparing and measuring it a large number of times to
generate the probability distribution of quantumestaging measured. Thissasurement method, called
“quantum state tomography,” provides an estimath@funderlying quantum state, but requires a large
number of repeated preparations and measurementsrgtdits, 3" measurements are used to ensure
adequate number of samples in each possible outputlétatte. is trying to debug a quantum circuit, then
one needs to apply quantum process tomographgreaduantum state tomography is performed on a
number of different input sets, to characterize havdincuit transforms the quantum state of its input
state to its output state. Process tomography repsea@omplete description of the errors during a
circuit’'s operation, but it also requires an ertely large number of steps to implement.

Given the difficulty of developing quantum algorits and tool flows, designers need methods to
help validate both the initial algorithm and the low-lematput that the compiler generates (to check the
optimizations done in the compileQC developers will always bmplementing some programs for QC
machines before they have been built, making this¢apkcially problematic. This situation will lead to
programs that cannot be validated by direct execution.

There are several limited options for QC debugging today. For example, one can use classical or
hybrid classical-quantum simulation to partially testapplication, but this runs into the simulator
limitations previously discussed in Sectio.6Another option is to use programming language
constructs such as data types or assertions to eneks easier to find. Assertions are inserted as lines
into a program to state (“assert”) some characteristicgimould be true at that point in the execution. For
example, a QC program might include assertions about the expected eigenstates or correlations at
particular points in the algorithm progression. Compiled run time analysis can then be used to check
these types or assertions. However, since measuterfinegriables collapses their state, these assertion
checks must either be limited to measurement of ancMariables not central to the computation or must
otherwise be structured such that their mezrsent ends the program at useful points.

Since full-state simulation is not practical fdirkaut the smallest systems, users can use tools
such as the resource estimators described in Sécfidhto debug aspects of quantum programs. Tools
also exist to test branches of the quantum progsabject to programmer specified expectations about
branching probabilities or other statistics. In additiQC tools can be integrated into conventional
software development packages, to enable atioreal software debugging strategies such as setting
program breakpoints.

In general, however, the above techniques repraseall and inadequate inroads into a largely
unmapped space of challenges. The challengeshofiding QC systems—and more specifically the
near-intractability of approaches like simulationsssertions—means that theeenains a critical need
to continue development of tools to veridpd debug quantumfseare and hardware.

Finding: Development of methods to debug and arelarger quantum systems and programs is a
critical need in the development of large-scale quantum computers.

6.5 COMPILING FROM A HIGH-LEVEL PROGRAM TO HARDWARE
Classical computers manage the massive complexity of today’s hardware and software systems

(comprised of billions of transistors and lines of ga@spectively) by layering many abstractions and
tools. In contrast, QC systems, particularly neamtNISQ systems, will be too resource constrained to
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have that luxury. While the prior sections lay out gatées of software, the stringent resource constraints
have slowed the acceptance of well-defined abstratdiyers, because the information-hiding aspect of
traditional abstraction layers translates to higheudisgidths or depths in QC systems. Nonetheless, QC
program compilation thus far typically follows stagesnewhat similar to classical counterparts, as
depicted in Figure 6.1 [33].

FIGURE 6.1 A generic tool flow for quantum pragmming. A quantum program is implemented in a
domain-specific language (DSL) and then translaterdhardware instructions after undergoing a series
of compiler transformations and optimizationsgéantum intermediate representation (QIR) of the
program can serve as a logical-level analog tventional assembly code. For programs running on
error-corrected qubits, the compiler would link in ltevel QEC libraries into the code, transforming the
logical qubit operations, to the physical operationg ormber of qubits. The qubits of this “expanded”
guantum program are then mapped onto a specifétbAzaie implementation accounting for the specific
gate operations and connectivity éa&ble. At the lowest level, the operations on physical qubits will be
generated as instructions of tipgantum control processor that orchestrate the specific control pulses
(e.g., microwave or optical) required. For mdegailed discussion of quantum computer software
architectures see [Chong, Frederic T., Diana Franatid Margaret MartonosiProgramming languages
and compiler design for realistic quantum hardwakature549, no. 7671 (2017): 180.] and [Haner,
Thomas, Damian S. Steiger, Krysta Svore, anttiNts Troyer. "A software methodology for compiling
guantum programsQuantum Science and Technol&jyo. 2 (2018): 020501.].

Figure 6.1 offers a general sketch of a compdet flow from high-level applications through
compiler optimizations and down to the actuattrol pulses that create the quantum operations
themselves. Given the unique requirements and tpesaof quantum algorithms, the programmer would
use a domain specific language (DSL) created fonigua computing or perhaps even for algorithmic
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subdomains within QC. DSLs areogramming languages designed with features specific to a particular
problem domain. Programmers may also have accédiésdnes of useful routines written by others.

The first stage of the DSL compiler convette program into a quantum intermediate
representation (QIR) that represents the same prdguaim a lower-level form that is easier for the
compiler to analyze and manipulate. This QIR tgeas through a number of optimization passes to
make it more efficient to run on the control processor and ultimately execute on the quantum computer.
The final stages of this compiler map the qubits to hy$ocations on the quantum data plane, and then
generate the sequence of operations that exeautkelired quantum circuit on this data plane.

For QC compilers, appropriate layering approa@resabstractions are still being refined. For
example, in classical computers, the instructienarchitecture (ISA) forms a durable long-term
abstraction of possible hardware targets. Namefijwvace can run on differenmmnplementations of the
same ISA without recompiling. Current QC systemsdntrast, often expose details of the hardware all
the way up to the programmer. The lack of abswastis partly forced by extreme resource constraints,
and partly due to simple conventions from early i@@lementations that are expected to mature into
more principled abstraction layers as QC implementations become more complex. Nonetheless, it is
instructive to consider compilation as occurring ie tlflustrated phases. Some of the above steps have
either already been discussed or are quite simileonapilation for classical computers, and need not be
discussed further. The subsections thliow offer more details on two aspts of particular interest: gate
synthesis and layout/QEC.

6.5.1 Gate Synthesis

One role of the physical-level (hardware-spegiiompilation stage is to select and synthesize
the particular gate functions needed for the comjmutal hese gate functions are akin to the instruction
set architecture or hardware functional units obaventional computer. For example, multiqubit gates
will be synthesized from one-qubit gates and a twatgdie specific to the qubit technology. Further
hardware-spebt rewriting rules are then applied, which include the decomposition of single-qubit
operations into sequences of gates dririm a technology-dependent set [34].

As mentioned earliegrbitrary single-qubit rotations cannot be expressed exactly using a
Clifford + T gate set; thus, these rotations must lmoagosed (also called “synthesized”) into a series of
gate operations. Decomposition enables a generalt@quessed in arbitrary unitaries to be synthesized
into an approximate circuit composed of a sequehedementary gates, where the gates are drawn from
a given universal, discrete set. The typical univegaté set employed is the Clifford + T gate set;
however, other gates are also possible (e.g., Clilodi Toffoli, V basis gate set, etc.). Choice of a
particular universal gate set is driven by handwaonsiderations as well as requirements for fault
tolerance and quantum error correction. In geneiake-sif-the-art synthesis methods [35-40] have been
developed that enable a quantum singleiquitation to be synthesized in roughty K C : sgates, where
ois the accuracy of the sequenthis means that the number of required gates grows slowly with
increased accuracy.

6.5.2 Quantum Error Correction

Given the high error rates of quantum gateseaquantum error correction can be deployed, one
of the key jobs of the tool flow is to map the needed logical qubits into a set of the physical qubits, and
the logical qubit operations into operations onghgsical qubits. Until qubit gate error probabilities fall
precipitously, the fault-tolerant architectures adoptéidhave complex structures (both in terms of the
number of physical qubits and the sequence of gadeations among them necessary to accomplish fault
tolerance). These quantum computers will thereforefiiefrom being designed with the fault-tolerance
architecture for the system in mind. As descrilme@hapter 3, feasible architectures include surface
codes implemented on a two-dimensional (2D) aofagubits with nearest neighbor gates [41,42] and
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concatenated Calderbank-Shor-Steane (CSS) cogésnmanted on a densely connected quantum register
with modules connected in a network [43,44]. Mattgrnative fault-tolerant architectures are being
actively investigated and developed in order totifearchitectures requirintewer resources and better
error correction properties.

Given the large number of qubits and operati@ugiired for error correction, it is essential that
the error correction operations be accomplished agexitly as possible. Since these operations will be
created by the software tool chain, achieving éfficiency requires that the tool chain be tightly
configured for the hardware it is targeting.

6.6 SUMMARY

The software tools needed to create and dgagtum programs are as essential to all scales of
guantum computer as the underlying quantum dataepWhile good progress has been made in this
area, a number of challenging problems remain teobeed before a practical machine could become
operational. One challenge is in simulation—buaitfher-level algorithmic simulation and lower-level
physics simulation. A typical computer design cycle often involves simulating designs that have not yet
been built using current-generation already-built systérhey allow us to estimate run time performance
and hardware resource requirements, and they albone degree of correctness testing. Both types of
simulation are important for planning and debuggiegt-stage QC hardware and software systems
designs, and both represent fundamental challengeise Aigorithm level, the state-space of QC systems
is so large that even simulatittte QC algorithmic behavior of arnd 60 or more qubits cannot be done
in reasonable time or space on today’s classical maghifhe same capability to represent complex state
spaces that makes QC compellingly attractive aldeema fundamentally difficult or intractable to
simulate on classical hardware.

Lower-level simulations accounting for seiand other environmental and hardware
specifications have even more ligttperformance, because the detadlthttempt to account for can be
vastly beyond the abilities of classical computenefresent. As a result, the QC community is
developing methods in which smaller quantum systenysbreaised to simulate specific aspects of larger
ones, analogous to the so-called “bootstrappindnogst’ employed in the classical computer hardware
design community where a current-generation macisiused to simulate newly proposed next-
generation machines to be built. In addition, approténsanulations of the full system can have value
for early design assessments and may be performed on high-end classical machines.

Debugging and verification of quantum programs are also major challenges. Most classical
computers provide programmers the ability to stogcakion at an arbitrary point in the program, and
examine the machine state—that is, the valuesagfrpm variables and other items stored in memory.
Programmers can determine whether the state is correct or not, and if not, find the program bug. In
contrast, a QC program has an exponentially latgie-space that is collapsed by physical qubit
measurements, and QC execution cannot be restfter a mid-run measurement. Thus, design of
debugging and verification techniques for quanfiregrams is an essential and fundamentally
challenging requirement to enable progress in QC development.

While QC simulation and debugging are truly grahdllenge research endeavors, other aspects
of the software toolchain such as languages and ilenhjpave seen greater progress, but also remain
important.

The NISQ era may prove to be one of significgrdnge in software compilation and tools. In
particular, the ability to rapidly develop and testrgjuan programs on real hardware will be critical in
developing a deeper understanding of the power aftquacomputers for concrete applications, as well
as enabling fast feedback and progress in hardeearelopment. Coorditiag the advancement of
software techniques in additiom hardware ones will helgar progress for the field overall.
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v

Feasibility and Time Framesof Quantum Computing

A large-scale, fault-tolerant, gate-based quantomputer capable of carrying out tasks of
practical interest has not yet been achieved ifen science enterprise. Wha few researchers [1]
have argued that practical quantum computirfignslamentally impossible, the committee did not find
any fundamental reason that such a system could not be built—provided the current understanding of
guantum physics is accurate. Yet significant work resyand many open questions need to be tackled to
achieve the goal of building a scalable quantum edgerpboth at the foundational research and device
engineering levels. This chapter assesses thega®@as of mid-2018) and possible future pathways
toward a universal, fault-tolerant quantum compyteovides a framework for assessing progress in the
future, and enumerates key milestones along these paghsls by examining some ramifications of
research and development in this area.

7.1 THE CURRENT STATE OF PROGRESS

Small demonstration gate-based quantum computistgisys (on the order of tens of qubits) have
been achieved, with significant variation inbif quality; however, device size increases are being
announced with increasing frequency. Significant effare under way to construct noisy intermediate-
scale quantum (NISQ) systems—uwith on the orddrofdreds of higher-qualityubits that, while not
fault tolerant, are robust enough to conduche@omputations before decohering [2].

A scalable, fully error-correctatiachine (which can be thougtitusing the abstraction of
logical qubits) capable of a larger number of operatapyears to be far off. While researchers have
successfully engineered individual qubits with hiiglelities, it has been much more challenging to
achieve this for all qubits in a large device. Therage error rate of qubits in today’s larger devices
would need to be reduced by a factor of 10 told€fdre a computation could be robust enough to support
error correction at scale, and at this error ratentimber of physical qubits that these devices hold would
need to increase by at least a factor Sfian®rder to create a useful number of effective logical qubits.
The improvements required to enable logical computadie significant, so much so that any predictions
of time frames for achieving these requirements based upon extrapolation would exhibit significant
uncertainty.

In the course of gathering data for this stutig, committee heard from several individuals with
experience directing different kinds of large-scale engineering effBash described the minimum time
frame for funding, developing, building, and demaaiiig a complex system as being approximately 8

! These included the U.S. Department of EnergXsascale Computing projethe commercial development
of DRAM and 3DNAND technologies, and current effortbtold the world’s largestokamak (fusia reactor) at
the International Thernmuclear Experimental Reactor site in Frantile very different projects, all project
directors noted their empirical obsetieas of similar time frames for completing very large engineering projects.
To provide context for this this estimate of 8 to 10 years, the committee notes that even the Manhattan Project,
arguably one of history’s most ambitious and resourca&site science and engineerimgjects (with an estimated
cost of $22 billion, adjusted to 2016 inflation levels] am all-hands-on-deck approach to manpower, with 130,000
dedicated staff) took 6 years fromiiteeption in 1939 to successful demiason in the Trinity Test of 1945.
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to 10 years from the time at which a concrete systesign plan is finalized [3]. As of mid-2018, there
have been no publicly announced design planbddding a large-scale, fault-tolerant quantum
computer, although it is possible that such desepst outside the public domain; the committee had no
access to classified or proprietary information.

Key Finding 1: Given the current state of quantum compgitand recent rates of progress, it is highly
unexpected that a quantum computer that campcomise RSA 2048 or comparable discrete logarithm-
based public key cryptosystems will be built within the next decade.

Given the long time horizon for achieving a scalahlantum computer, rather than attempting to
predict exactly when a certain kind of systeiti be built—a task fraught with unknowns—this chapter
proposes a framework for assessing progress. It presents a few scaling metrics for tracking growth of
guantum computers—which could be extrapolatgor¢alict near-term trends— and a collection of key
milestones and known challenges that must be owsg@long the path to a scalable, fault-tolerant
quantum computer.

7.1.1 Creating a Virtuous Cycle

As pointed out in Chapter 1, progress in anydfiblat requires significant engineering effort is
very strongly related to the strength of the reseanthdevelopment effort on which it depends, which, in
turn, depends on available funding. This is cletlvg/case in quantum computing, where increased public
and private sector investment have enabled mudheafecent progress. Recently, the private sector has
demonstrated significant engagement in quantumpeing R&D, as has been broadly reported in
various media [4]. However, the current investisén quantum computing are largely speculative—
while there are potentially marketable near-teppligations of qubit$or quantum sensing and
metrology, the objective of R&D on quantum computing systems is to build technology that will create a
new market. A virtuous cycle, similar to that of the semiconductor industry, has not yet begun for
quantum computing technologies. As a technglogiantum computing is still in early stages.

The current enthusiasm for quantum computing could lead to a virtuous cycle of progress, but
only if a near-term application emerges for théntexdogies under development—or if a major, disruptive
breakthrough is made which enables the developofenore sophisticated machines. Reaching these
milestones would likely yield financial returns asttmulate companies to dedicate even more resources
to their R&D in quantum computing, which wouldther increase the likelihood that the technology will
scale to larger machines. In this scenario, one iyltkesee sustained growth in the capacity of quantum
processors over time.

However, it is also possible that even withasty progress in QC R&D, the first commercially
useful application of a quantum computer will reqaireery large number of physical qubits—orders of
magnitude larger than currently demonstrated oeetqal in the near term. In this case, government or
other organizations with long time lmwns can continue to fund this area, but this funding is less likely
to grow rapidly, leading to a Moore’s law-typed#velopment curve. It Blso possible that in the
absence of near-term commercial applications, fundivejdecould potentially flatten or decline. This
situation is common for startup technologies; siing this phenomenon is referred to as crossing the
“valley of death” [5,6]. In severe cases, fundingdnip, leading to the departure of talent from industry
and academia, and leaves behind a field where little progress can be made in an area for a long time in the
future, since the field has a bad reputation. Avoidiig gbenario requires some funding to continue even
if commercial interest wanes.

2n fact, QC has been on Gartner’s list of emerging technologies 11 times between 2000 and 2017, each time
listed in the earliest stage in the hype cycle, and eaehwith the categorization that commercialization is more
than 10 years away; see https://www.gartner.com/smarterwithgartner/the-cios-guide-to-quantum-computing/.
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Key Finding 2: If near-term quantum computers are not commercially successful, government funding
may be essential to prevent a significant declinguimntum computing research and development.

As the virtuous cycle that fueled Moore’s laosvs, successful outcomes are critical, not only to
fund future development but also to bring in thertafeeeded to make future development successful. Of
course, the definition of a successful outcome vamesng stakeholders. There is a core group of people
for whom advances in the theory and practice ohtjua science is all the success they need. Others,
including those groups funded through companigh@wenture capital (VC) community, are interested
in some combination of scientific progress, changregworld, and financial rewards. For the latter
group, commercial success will be required. Giverldlge number of technical challenges that need to
be resolved before a large, error-corrected quantumpeter can be built, a vibrant ecosystem that can be
sustained over a long period of time will be criticabtgpport quantum computing and enable it to reach
its full potential.

7.1.2 Criticality of Applications for a Near-Term Quantum Computer

In the committee’s assessmehi most critical period for the development of quantum
computing will begin around the early 2020s, when current and planned funding efforts are likely to
require renewal. The best machines that are likehave been achieved by that time are NISQ
computers. If commercially attractive applicatidosthese machines emerge within a reasonable period
of time after their introduction, private-markatvestors might begin to see revenues from the companies
they have invested in, and government programagers will begin to see results with important
scientific, commercial, and mission applicationseging from their programs. This utility would support
arguments in favor of further investments in quamtomputing, including reinvestment of the capital
these early successes bring in. Iniadd, the ability of working quanta computers to solve problems of
real-world interest will create demand for expeaffstapable of deploying them for that purpose, and
training staff in academic and oth@ograms who can drive progresdghie future. This training will be
facilitated by the availability of NISQ computersgmgram and improve. Commaéal applications for a
NISQ computer—that is, some application that will eeatfficient market interesb generate a return
on investment—uwill thus be a major step in startingrtuous cycle, where saess leads to increased
funding and talent, which enables improvementguantum computing capacity, which in turn enables
further success.

NISQ computers are likely to have up to hundrefdshysical (not error-corrected) qubits, and, as
described in Chapter 3, while there are promisa@sgarch directions, there are at present no known
algorithms/applications that could make effective afsthis class of machine. Thus, formulating an R&D
program with the aim of developing commercial aggtiions for near-term quantum computing is critical
to the health of the field. Such a program would include the following:

1. Identification of algorithms with modestqgislem size and limited gate depth that show
guantum speedup, in application domaingkehalgorithms for classical computers are
unlikely to improve much.

2. ldentification of algorithms for which hybrid classical-quantum techniques using modest-size
guantum subsystems caropide significant speedup.

3. Identification of problem domains in whithe best algorithms on classical computers are
currently running up against inherent scalatsnof classical computation, and for which
modest increases in problem size can beiognomically significant increases in solution
impact.

Key Finding 3: Research and development into practical cornrakapplications of noisy intermediate-
scale quantum (NISQ) computers is an issue of immedigency for the field. The results of this work
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will have a profound impact on thate of development of large-scale quantum computers and on the size
and robustness of a commercial market for quantum computers.

Even in the case where near-term quantumpders have sufficient economic impact to
bootstrap a virtuous cycle of investment, theeeraany steps between a machine with hundreds of
physical qubits and a large-scale, error-corregtezhtum computer, and these steps will likely require
significant time and effort. To provide insights ittow to monitor the transition between these types of
machine, the next section proposes two strategies for tracking and assessing progress.

7.2 A FRAMEWORK FOR ASSESSING PROGRESS IN QUANTUM COMPUTING

Given the difficulty of predicting future invéinns or unforeseen problems, long-term technology
forecasting is usually inaccurate. Typically, techn@abprogress is predicted by extrapolating future
trends from past performance data using sometifiadte metric of progress. Existing data on past
trends can be used to create short-term foreasisish can be adjusted as new advances are documented
to update future predictions. This method works wifieme are stable metrics that are good surrogates for
progress in a technology. While this method doesvaok well for all fields, it has been successful in
several areas, including silicon computer chips (foictvthe metric is either the number of transistors
per computer chip, or the cost per transistor) ame gequencing (for which the metric is cost per base
pair sequenced), for which progress proceedeth exponential rate for many years.

For quantum computing, an obvious metric to trisctkhe number of physical qubits operating in
a system. Since creating a scalable quantum computer that can implement Shor’s algorithm requires
improvements by many orders of magnitude in tapthit error rates and number of physical qubits,
reaching this number in any reasonable time periqdires a collective ability of the R&D community to
improve qubit quantity per device exponentially over tillewever, simply scaling the number of qubits
is not enough, as they must also be capable of gatatams with very low error rates. Ultimately, error-
corrected logical qubits will be required, and the nundbg@hysical qubits needed to create one logical
qubit for a given QECC depends strongly on the eata of basic qubit operations, as discussed in
Chapter 3.

7.2.1 How to Track Physical and Logical Qubit Scaling

One can separate progress in quantum computingvhegdnto two regimes, each with its own
metric: the first tracks progress of machines in wipieisical qubits are used directly without quantum
error correction, and the second tracks progress toward systems where quantum error correction is
effective® The first metric (referred to as “Metric 1”) is the time required to double the number of
physical qubits in a system, where the average fideligll the qubits (and singlend two-qubit gates) is
held constant. Tracking the size and doubling times for systems at different average physical qubit gate
error rates, for example, 5 percent, 1 percamt,(al percent, provides a method to extrapolate progress
in both qubit quality and quantitySince the committee is interesiadhe error rates that will occur
when the operations are used in a computationechait in a real device, it notes that randomized

3 As previously mentioned, qubit connectivity is also an important parameter that changes the overhead for
carrying out a computation on a device; however, it is not as important as qubit number and error rate, and its
importance depends upon the specific context of a given system’s overall design. Connectivity is thus not included
in the metric proposed here.

4 Other metrics have been proposed—and new metrics may be proposed in the future—but most are based on
these parameters. For example, the metric of quantum volume (https://ibm.biz/BdYjtN ) combines qubit number and
effective error rate to create a singlanber. Quantum computer performancdriog are an active area of research.

The committee has chosen metric 1 for a simple and informative approach now.
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benchmark testing (RBM), is an effective methodetiermining this error ratd his method will ensure
that the reported error rates account for all system-level errors, including crésstalk.

Even though several companies have annousgpdrconducting chips comprised of more than
50 qubits [7], as of mid-2018, norcrete numbers on error rates fotegaperations have been published
for these chips; the largest superconducting QC witiparted error rate is IBM’s 20 qubit system. Their
system’s average two-qubit gate error rate is aroymet@&ent [8]. During the early stages of QC, growth
will initially be seen at the higheyate error-rate levels that witeclude achieving error-free operations
using QEC; however, over time, this growth will mamt higher quality qubit systems with lower error
rates such that fully error corrected operation ssfide. Tracking the growth of physical qubits at
constant average gate error rait provide a way to estimate the arrival time of future machines, which
is useful, especially if NISQ computers become commercially viable.

The second metric (referred to as “Metric 2”) comes into play once QC technology has improved
to the point where early quantum computers carerwor-correcting codes and improve the fidelity of
qubit operations. At this point, it makes senseat stacking the effective number of logical qubits a
given machine, and the time needed to doublenilmsber. To estimate the effective number of logical
qubits in a small machine with error correction, oaa extrapolate the number of physical qubits
required to reach a target logical gate error rate (e.gl3&0m the measured error rates using different
numbers of physical qubits. For concatenatedspthis comes from the number of levels of
concatenation needed, and for surface codes, i¢isizle (distance) of required code, as described in
Chapter 3. The number of logical qubits is simply size (that is, the number of physical qubits) of the
QC that was fabricated divided by the calculatathber required to create a logical qubit; in the near-
term, the value of this metric will be less than 6@ne way to envision this metric is shown in Figure
7.1, which plots the effective error probability (or @dlity) of the two-qubit gate operation (which is in
practice typically worse than that of the single-qubit operation) for physical qubits alorgxiseand
the number of physical qubits along §hexis, with the goal of achieving a high-performance logical
qubit protected by QECC. The different lines sttbe requirements for achieving logical error
probabilities of 132 for two different QEC codes. The results of running QEC will allow one to extract
the overall qubit quality for this machine. The numbegfcal qubits is the ratio between the fabricated
number of qubits and the smallest size shown inrBigul for a logical qubit using qubits with the
measured physical error rate.

5 Unfortunately, this metric has not been published for many of the current machines. Thus, while the
committee recommends that RBM be used in determining metric 1, the examples used to illustrate determination of
metric 1 in this chapter often use the average two-quioit eate of the machine as a placeholder. This data should
be updated when RBM data is available.

5 The number of physical qubits needed to create adbgubit depends on the error rate of the physical
qubits, and the required error rate of the logical qubitajaasdescribed in Section 3This required error rate of
the logical qubits depends on the logical depth of the computation. For this metric, one would choose a large but
constant logical depth—for example,'38-and use that to tradkchnology scaling.

It should be noted that this calculation does not account for the cost of implementing a universal gate set; it
only tracks the number of physical qubits needed to hold the logical qubit state. For example, performing T gates on
logical qubits under the surface code requires many more physical qubits than other operations.
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FIGURE 7.1 Qubit error probability fidelity versusmhber of physical qubits for existing QCs and the
resource requirements for realizing a logical qubit with error probability & Different lines
correspond to the requirements of specific QEQgdse code and concatenated Steane code shown
here). SOURCE: Data for logical qubit curves fromlJAvadi-Abhari, Ph.D. thesis, Princeton University
(2017).

Tracking the number of logical qubits has clear advantages over tracking the number of physical
gubits in predicting timing of fune error-corrected quantum computers. This metric assumes the
construction of error-corrected logical qubits wittagget gate error rate, and naturally reflects progress
resulting from improvements in the physical qubidkify or QEC schemes which decrease the physical
gubit overhead and lead to more logical qubits fovargnumber of physical qubits. Thus, the number of
logical qubits can serve as a single representative nefiack scaling of quantum computers. This also
means that the scaling rates for physical and logidaitgjare likely to be different; the doubling time for
logical qubits should be faster than physical qubigsibit quality and QEC performance continue to
improve with time. While physical qubit scaling is imfzort for near term applications, it is the scaling
trend for logical qubits that will determine when ggkxscale, fault-tolerant quantum computer will be
built.

Key Finding 4: Given the information available to the committee, it is still too early to be able to predict
the time horizon for a scalable quantum computereatstprogress can be tracked in the near term by
monitoring the scaling rate of physical qubits @tstant average gate error rate, as evaluated using
randomized benchmarking, and in the long term loyitoring the effective number of logical (error-
corrected) qubits that a system represents.
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As Chapter 5 discusses, while superconducting apg&d-ion qubits are at present the most
promising approaches for creating the quantum platee, other technologies such as topological qubits
have advantages that might in the future allow thestale at a faster rate and overtake the current
leaders. As a result, it makes sense to track botbctidang rate of the best QC of any technology and the
scaling rates of the different approaches to betedict future technology crossover points.

7.2.2 Current Status of Qubit Technologies

The characteristics of the various technologiesdhatbe used to implement qubits have already
been discussed in detail in the body of this refiafrthe technologies that the report discusses, only two,
superconducting and trappemhiqubits, have achieved sufficient qualind integration to try to extract
preliminary qubit scaling laws, but even for these hiséorical data is limited. Figure 7.2 plots the
number of qubits versus time, usingnk@ow colors to group machines with different error rates, with red
points having highest and purple points the lowesr eate. Historically, it has taken more than 2 years
for the number of qubits to double, if one holdséhm®r rate constant. Aft&016, superconducting qubit
systems might have started a faster scaling path, idgube number of qubits every year. If this scaling
continues, one should see a 40-50 qubit system wittage error rates of less than 5 percent in 2019.
The ability to extract trends with which to makeuite predictions will improve as the number of data
points increases, most likely within the next few years.

Figure 7.3 plots these same data points, but now with error rate piaxiige and representing the
machine size by color. This data clearly shovesdteady decrease in error rate for two-qubit systems,
halving roughly every 1.5 to 2 years. Larger qubsitsgns have higher error rates, with the current 20-
gubit systems at error rates that are 10x higher than two-qubit systems (a shift of 7 years).

It is again worth noting the limited number of datanp®that can be plotted in this way, in part
because those building prototypi€aC devices do not necessarily report comparable data. More data
points—and, more importantly for Nt& 1, consistent reporting oneleffective error rate using RBM on
one-qubit and two-qubit gates within a device—vdomnake it easier to examine these trends and
compare devices.

For the rest of this chapter, machine milestomapping progress in QC will be measured in the
number of doublings in qubit number, or halving @& grror rate required from the current state-of-the-
art functioning QC system, which is assumed to be the ordémpbiyical qubits in mid-2018, with 5
percent error rates.

The performance of a quantum computer dependtie number and quality of its qubits, which
can be tracked by the metrics defined in this sectind,the speed and connectivity of its gates. As with
classical computers, different quantum computers wilfaipeat different clock rates, exploit different
levels of quantum gajearallelism, and support different primitigate operations. Machines that can run
any application will support a “universal” set of pitive operations, of which there are many different
possible sets. The efficiency of an application’seiion will depend on the set of operations that the
guantum data plane supports, and the ability ®f&tftware compilation system to optimize the
application for that quantum machine.
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FIGURE 7.2The number of qubits in superconductor (88§l trapped ion (Tl) quantum computers

versus year; note the logarithmic scaling of the galtaxis. Data for trapped ions are shown as squares
and for superconducting machines are shown as ciksfgsoximate average reported two-qubit gate

error rates are indicated by color; points with the&olor have similar error rates. The dashed gray
lines show how the number of qubits would grow étldouble every two years starting with one qubit in
2000 and 2009, respectively; the dashed black line indicates a doubling every year beginning with one
qubit in 2014. Recent superconductor growth has bese ttodoubling every year. If this rate continued,
50 qubit machines with less than 5 percent error vatesd be reported in 2019. SOURCE: Plotted data
obtained from multiple sources [9].

To help track the quality of the software systamd the underlying operations provided by the
quantum data layer, it will be useful torstardize a set of simple benchmark applicafidmat can be
used to measure both the performance and the jiaddltomputers of any size. However, because many
primitive operations may be required to complete a particula® thekspeed or quality of a single
primitive may not be a reasonable measure of teeesys overall performance. Instead, benchmarking of
application performance will enable a moseful comparison between machines with different
fundamental operations.

8 These applications could includ#ferent quantum error-correcting codes, variational eigensolvers, and
“classic” quantum algorithms, and should be able to run fberelint-size “data sets” to enable then to be able to
measure different-sizguantum computers.

9 For example, many of the superconducting data planes support only nearest neighbor communication, which
means that two-input gates must use adjacent qubits. Thus, a two-input gate requiring distant qubits would need to
be broken into a number of steps to move information to two adjacent qubits before the operation can be completed.
Similarly, some qubit rotations need to be decompageda number of operatiorte approximate a desired
rotation.
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FIGURE 7.3 The average error rate of two-qugfaites for trapped ion and superconductor quantum
computers. Trapped ion points are shown as sguand superconducting machine points are shown as
circles. The color of the point indicates the size of the quantum computer. The error rates of two-qubit
machines have decreased by roughly a factor of two every 1.5 (trapped ion) to 2 (superconducting) years.
Large machines (around 20 qubits) have error ratesrthtih two-qubit machines that are 7 to 8 years

older. Not enough data exist on these larger mashim estimate how rapidly their error rates will

improve. SOURCE: Same data as in Figure 7.2.

The benchmark applications would need tgbgodically updated as the power and complexity
of quantum computers improves. Such a sevolvng benchmarks is analogous to the Standard
Performance Evaluation Corporatibeanchmark application suite [10jat has been used to compare
classical computer performance for many decades.Wdmssoriginally a simple set of commonly used
programs and has changed over time to more accurately represent the compute loads of current
applications. Given the modest computing ability @&nterm quantum computers, it seems clear that at
first these applications would be relatively simple, containing a set of common primitive routines,
including quantum error correction, which daascaled for different-size machines.

Key Finding 5: The state of the field would be much easiemonitor if the research community adopted
clear reporting conventions to enable comparison éetvadevices and translation into metrics such as
those proposed in this report. A set of benchingrapplications that enable comparison between
different machines would help drive improvementthia efficiency of quantum software and the
architecture of the underlying quantum hardware.

7.3 MILESTONES AND TIME ESTIMATES

A large-scale, fully error corrected quantunmguter is expected to require logical (error
corrected) qubits in a design that can scale to nfamysands, and a software infrastructure that can
efficiently help programmers use this machingdtve their problems. This capability will likely be
reached incrementally via a series of progressively more complex computers. These systems comprise a
set of milestones that can be used to track progregsimtum computing, and in turn depend on progress
in hardware, software and algorithms. As the mesisection made clear, early work on algorithms is
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essential to help drive a growing quantum ecosysaaah work on hardware iseeded to increase the
number of physical qubits and improve qubit fidelBpftware and QEC improvements will also help by
reducing the number of physical qubits neededfxh application. These “milestone” computers are
illustrated in Figure 7.4, and the main technicalliemges that must be overcome to create them are
described in the following sections.

FIGURE 7.4 An illustration of potential milestonesprbgress in quantum computing. The arrangement
of milestones corresponds to the order in whichctimamittee thinks they are likely to be achieved;
however, it is possible that some will not be achieeedhat they will not be achieved in the order
indicated.
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7.3.1 Small (Tens of Qubits) Computer (G1)

The first benchmark machine is the class of digital (gate-based) quantum computers containing
around 2 qubits with average gate error rate better i@ercent, which first became available in 2017.
At the time of this writing, the largest operational gate-based quantum computer is a 20-qubit system
from IBM Q [11] with an average two-qubit gate arrate of about 5 percent. Systems with similar
approach are also available from other universityigs and commercial vendors [12]. In these systems,
the control plane and control processor are all placezbat temperature with the control signals flowing
through a cryostat to the quantum plane. lon-trap €& at a similar scale. Papers on a 7-qubit system
from the University of Maryland with two-qubit erroate of 1-2 percent [13], and a 20-qubit system from
Innsbruck [14] were published 2017. The results from Innsbruake not based on a conventional
quantum gate-based approathp it is hard to extract gate error rates, but the results do indicate scaling
progress in trapped ion machines.

7.3.2 Gate-Based Quantum Supremacy (G2a)

The next benchmark system is a quantumpuater that demonstrates quantum supremacy—that
is, one that can complete some task (which mayay not be of practical interest) that no existing
classical computer can. Current projections from thealibee indicate that this would require a machine
with more than 50 qubits, and average gate erterarmund 0.1 percent. However, this is necessarily a
moving target, as improvements continue to be nratiee approaches for @sical computers that the
guantum computers are trying to outperform. For a rough estimate of the limit of a classical computer,
researchers have benchmarked the size of the largest quantum computer that a classical computer can
simulate. Improvements in classical algorithms fonating a quantum computer have recently been
reported, and such progress may raise the bar somewhat, but not by orders of m@dnitude

This class of machine represents two generatimiosut a factor of 4) of scaling from machines
available in 2017, and a decrease in average gateratecof at least an der of magnitude. Several
companies are actively trying to design and demorstya&ntum processors that achieve this goal, and
some have already announced superconducting thép surpass the threshold number of qubits
identified. However, as of the time of this writimpne have demonstrated guam supremacy or even
published results from a working system using these quantum data planes [16].

Growing the number of qubits to meet thidesione does not require any new fabrication
technology. The manufacturing process for both symehecting and trapped ion qubit arrays can easily
accommodate the incorporation ofd#ttbnal qubits intahe quantum data plane of a device. The
challenge is to maintain or improve the qualitythed qubits and qubit operations as the number of qubits
and associated control signals scale. Thidehge arises from two factors. First, since each
manufactured qubit (or, in the case of trapped iorselbctrodes and optical coupling that contain or
drive the qubits) is a little different than its neighdas the number of qubiticreases, the expected
variance in qubits also increases. Second, thesgosdd qubits require adtional control signals,
increasing the potential for crosstalk noise. Thusptam challenge is to mitigate these added “noise”
sources through careful design and calibration. This problem will get harder as the system size increases,
and the quality of calibration will likely define theljufidelity of the resulting system and determine

10 nstead of two-qubit gates, they use a “global” gateghtngles all the qubits in the chain, with the option
of pulling some qubits out of the gate (any qubit combination can be “pulled” from this gate). They also have
individually addressed single-qubit gates. While in principle these operations provide a complete gate set,
characterizing an error rate is problematic.

I For example, researchers have taken advantage bifritations of the machines being simulated to reduce
the problem space for the classical algorithm. See E. Pedh&ulGunnels, G. Nannicini,. Horesh, T. Magerlein,
E. Solomonik, and R. Wisnieff, 2017, “Breaking the@8@bit Barrier in the Simulation of Quantum Circuits,”
arXiv: 1710.05867v1.
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when quantum supremacy will be achieved. As notethapter 3, several companies are trying to
demonstrate quantum supremacy in 2018.

Achieving supremacy requires a task which is difficult to perform on a classical computer but
easy to compute on the quantum data plane. Sinceisheoeneed for this task to be useful, the number
of possible tasks is quite large. Candidate apjitioa have already been identified, as discussed in
Chapter 3, so the development of benchmark apjgitsfor this specific purpose are unlikely to delay
the time frame for achieving this milestone.

7.3.3 Annealer-Based Quantum Supremacy (A2)

While Chapters 5 and 6 focused on gate-baseshtum computing, as Chapter 3 showed,
guantum computing need not be gate based. DeVifas been producingaselling superconducting
gubit-based quantum annealers since 2011. While tiigyfaf systems has generated much interest and
produced papers that show performance gains forfapapplications, recent salts [17] have shown
that algorithms for classical computers can usualypptimized to the specifics of the given problem,
enabling classical systems to outperform the quaiatumealer. It is unclear whether these results are
indicative of limitations in the current D-Wavechitecture (how the qubits are connected) and qubit
fidelity, or are more fundamental to quantum anmeglit follows that a key benchmark of progress is a
guantum annealer that can demonstrate quantum supremacy.

Reaching this milestone is more challendimgn simply scaling the number and improving the
fidelity of qubits: the desired problems to be solvedite matched to the annealer’s architecture. This
makes it challenging to estimate the time frame wittiich this milestone will likely be met. Since
theoretical analysis of these problems is difficudtsigners must test different problems and architectures
in order to find an appropriate problem to attdeken if a problem is found for which a quantum speedup
is apparent, there is no way to rule out the pdggithat a better classical computing approach will be
found for the same class of problem. All initial D-Véaspeedups were negétey demonstration of a
better classical approach. In one instance of a specific synthetic benchmark problem, D-Wave’s
performance roughly matched that of the best clasgpaibach [18], but the use of faster classical CPUs
or GPUs leads to outperformance of the anne@en the challenge associated with formally
demonstrating supremacy on a quantum annealbisifilestone is not met by the early 2020s,
researchers may choose instead to direct theirtefilmwvard the better-defined problem of building a
guantum annealer that can perform a useful task—abuwaigtthat is more straightforward to identify, and
may nonetheless lead to quantum supremacy.

7.3.4 Running QEC Successfully at Scale (G2b)

While both trapped ion and supenducting qubits have demdreged qubit gate error rates
below the threshold required for error correctioesthgate error-rate performances have not yet been
demonstrated in systems with tens of qubits, nor are these early machines able to measure individual
gubits in the middle of a computation. Thus, creation of a machine that successfully runs QEC, yielding
one or more logical qubits of better error rates thassible with physical qubits, is an important
milestone. It will demonstrate not only one’s abilitycteate a system where the worst gate of the system
still has an error rate below the threshold for erroremion, but also that QEC codes are effective at
correcting the types of errors tradcur on the quantum data plane usethat machine. These machines
will also provide opportunities for software and altfon designers to furthaptimize the codes for the
types of errors that occur.

This milestone may occur around the time gate-bgsadtum supremacy is demonstrated, since
machines of that scale are expected to be large enandtnave low enough error rates, to employ QEC.
The time order of these events will depend on the etagt rates needed to achieve quantum supremacy,
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compared to the QEC requirement that the effeeiver rate determined by RBM testing is much less
than 1 percent [19].

As discussed at the beginning of this chapterrttiisstone is also important because, once it is
surpassed, the scaling rate for subsequent machindé® ¢eacked in terms of the number of logical
qubits, rather than the number of physical qubits their error rates. lthe committees assessment,
machines of this scale are likely to be produceacismdemia or the private sector by the early 2020s.

The engineering process for scaling the number of logical qubits will likely proceed via two
related efforts. The first will take the currdrgist qubit design and focus on scaling the number of
physical qubits in the system while maintaininglecreasing qubit error rates. The challenging aspect of
this task is to scale the control layer to prowsdéicient control bandwidth and isolation between the
growing number of control signals and the quantiata plane, and to create the methodology for
calibrating these increasingly complex systeAddressing these challenges will drive learning about
scale, and system design issues.

The other effort will explore ways of changitite qubit or system design to decrease its error
rates, and will focus on smaller systems to eaalysis. Successful approaches for decreasing error rates
can then be transferred to the larger systesigths. For example, decoherence-free subspaces and
noiseless subsystem-based approaches to error noitigatuld help to improven qubit and gate error
rates. Another promising approach may be to consider systems with inherent error correction as these
technologies emerge or improve, such as topologighits based on non-Abelian anyons, described in
Chapter 5. While achieving quality improvemenbtigh QEC shows that building a logical qubit is
possible, the overhead of QEC is strongly dependent on the error rates of the physical system, as shown
earlier in Figure 7.1. Improvement in both areag@iired in order to achieve an error-corrected
guantum computer that can scale to thousands of logical qubits.

7.3.5 Commercially UsefulQuantum Computer (A3/G3)

As mentioned earlier in this chapter, recemigoess and the likelihood of demonstrating quantum
supremacy in the next few years will probablgate enough interest to drive quantum computing
investment and scaling into the early 2020s. Fuitheestment will be required for improvements to
continue through the end of the 2020s, and thisstment will likely dependpon some demonstration
of commercial utility—that is, upodemonstration that quantum computers can perform some tasks of
commercial interest significantly more efficienthan classical computers. Thus, the next major
milestone is creation of a quantum computer ¢jesierates a commercial demand, to help launch a
virtuous cycle for quantum computation.

This successful machine could be either gateed or an analog quantum computer. As Chapter 3
described, both machines use slaene basic quantum components—qubits and methods for these qubits
to interact—so increasing resources toward buildingtgpe of computer wuld likely have spillover
effects for the entire quantum computing ecosystem.

Many groups are working hard to address igssie, by providing Web-based access to existing
guantum computers to enable a larger group of paoptxplore different applications, creating better
software development environments, and explopimgsics and chemistry problems that seem well
matched to these early machines. If digital quantumpzters advance at an aggressive rate of doubling
gubits every year, they will likely have hundreds of physical qubits in roughly five years, which still may
be not be enough to support one full logical qubit. &wee, a useful application would most likely need
to be found for a NISQ computer in order to stimallatvirtuous cycle. The timing of this milestone again
depends not only on device scaling but also on finding an application that can run on a NISQ computer;
thus, the time frame is more difficult to project.
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7.3.6 Large Modular Quantum Computer (G4)

At some point, the current approaches to scalieghumber of qubits, discussed in Chapter 5,
will reach practical limits. For superconducting quinitgate-based machines, this will likely manifest as
a practical inability to manage the control lineguieed to operate a device above a certain size
threshold—in particular, to pass them throughdty@stat within which the device is contained.
Superconducting qubit-based annealers have alrelhigssed this issue through the integration of the
control and qubit planes, albeit with a trade-ofgubit fidelity; some of these engineering strategies
could potentially inform those for gate-based systétostrapped ions, this is likely to manifest as the
complexity in the optical systems useddeliver the control signals, tre practical challenge to control
the motional degree of freedom for the ions as theddilee ion crystal grows. These limits are likely to
be reached for both supercondugtand trapped-ion gate-based technologies when the number of
physical qubits grows to around 1,000, or six dowgdifrom now. Similar limitations arise for all large
engineered systems. As a result, many complstesys use a modular design approach: the final system
is created by connecting a number of separate) afentical modules, each in turn often built by
assembling a set of even smaller modules. This appravhich is shown in Figure 7.5, enables the
number of qubits in a computer to scale by increasing the number of quantum data plane modules it
contains.

There are a large number of system issues tbhatdamneed to be solvdakefore these large-scale
machines could be realized. First, owing to space ansr it is likely that the control and measurement
layer will need to be integrated into a quantuodale, as has been done in large quantum annealers to
achieve cold control electronics (at the cost oféased noise). Thought must also be given to strategies
for debugging and repairing inddaal modules, since in a large maehsome modules are likely to
break; for systems that run at very cold temperatarésulty module would tpiire warming, repair, and
recooling—a time- and energy-intensive processwioaid disrupt the entire machine. In addition to
these module- and system-level challenges, twdrkerconnection challenges must be addressed to
enable this type of modular design. The firatrisating a robust mechanigor coupling quantum states
contained in different modules at low error ratescsigate operations must supported between qubits
in different modules. The second is to creatégerconnection architecture and module size that
maximizes the overall performance while minimizing ttost of building the machine, since these
module connections are difficult to create with suéficly low error rates. Since the dominant algorithm
that will be run on any error-corrected quantum compst&EC, efficient execution of QEC is expected
to drive many of these design trade-offast, it is highly likely that sth systems will be large and energy
intensive Needless to say, it is too early to anticipgases these challenges might be overcome, as other
near-term challenges remain tnemediate bottleneck to progress.

FIGURE 7.5 Schematic of a modular design approaehlémge-scale, fault-tolerant quantum computer.
The diagram represents device abstractions and iateaded to imply any particular physical device
layout, which will depend on the specific technologg amplementation. Eaajuantum module consists
of its own data plane and control and measuremgat kEnd intersects with the control processor plane.
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7.3.7 Milestone Summary

The time to create a large fault-tolerant quantemputer that can run Shor’s algorithm to break
RSA 2048, run advanced quantum chemistry computatosrearry out other practical applications likely
is more than a decade away. These machines requigbly 16 doublings of the number of physical
qubits, and 9 halvings of qubit error rates. The qubit metrics and quantum computing milestones
introduced in this chapter can be usedhelp track progress toward this goal. As more experimental data
becomes available, the extracted metrics will allomsfoort-term predictions about the number and error
rates of future machines, and later, the numbérgital qubits they will contain. The milestones are
useful for tracking some of the larger issues thatatfes rate of progress, since they represent some of
the larger hurdles that need todressed to create a large fault tolerant quantum computer. Table 7.1
summarizes the milestone machines, the acksthey required, and information on timing.

TABLE 7.1 Key Milestones along the Path to adgexScale, Universal, Fault-Tolerant Quantum

Computer

Milestone

Technical Advances &éred

Expected Time Frames

qubits) computer

Al—Experimental N/A Systems of this type already exist.
quantum annealer
G1—Small (tens of N/A Systems of this scale already exist.

G2a—Gate-based
guantum computer that
demonstrates quantum
supremacy

" Create order of 100 qubit systems (scale up
machines by about 4x).
" Decrease average error rate to better than (
(10x better than G1 machines).

" Find a task that it can compute but that is
difficult for a classical computer.

" Verify accuracy of result, and to see if bette
approaches for classicamputers are develope

Glere are active efforts to create
these machindgs 2018. The
.Betnmunity expects #se machines t
exist by the early 2020s, but their
exact timing is uncertain. The timing
depends on both hardware progres
and the ability of classic hardware t
dsimulate these machines.

UJ

|=)

A2—Quantum annealer
that demonstrates
guantum supremacy

" ldentify benchmark problems suited to the
system architecture.

" Carry out a benchmark task that no classicg
computer can.

" If that benchmark is new, encourage better

algorithms for classicalomputers to demonstrafe

supremacy over the best classical approach.
" Verify accuracy of result

Unknown.

G2b—Implementation of
QEC for improved qubit
quality

" Use the same physical hardware as G2a,
perhaps with lower error rate.

" Create the software/control processor/contr
and measurement layer that can implement Qf
in real time.

" Use information gain from the measuremen
to improve QEC operation.

" Demonstrate error-corrected qubits.

Similar timing to G2a machines.

Might be available earlier, if
plsimulation techniques on classical
F@achines continue to improve.

S

A3/G3—Commercially
useful quantum compute

" ldentify useful task that a NISQ computer c3
carry out more efficiently than a classical
computer.

ir-unding of QC will likely be
impacted if this milestone is not
available in mid- to late 2020s. The
actual timing depends on the
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" Hone the corresponding quantum algorithm| application, which is currently
for efficiency on the pysical device being used.| unknown.

G4—Large (>1,000 " Develop a modular construction approach thatiming unknown, since current
qubits), fault-tolerant, overcomes the physical barriers of many-qubit| research is focused on achieving
modular quantum systems. robust internal logic rather than on
computer " Establish mechanisms for intermodule linking modules.

communication and coupling.

7.4 QUANTUM COMPUTING R&D

Regardless of the exact time frame or prospeta scalable QC, there are many compelling
reasons to invest in quantum computing R&D, anglitivestment is becoming increasingly global. QC is
one element (perhaps the most complex) of a ldrgldrof quantum technology. Since the different areas
in quantum technology share common hardwanepmments, analysis methods, and algorithms, and
advances in one field may oftenlegeraged in another, fundingrfall quantum technology is often
lumped together. Quantum technology generally includes quantum sensing, quantum communication, and
guantum computing. This section examines the funftingesearch in this area, and the benefits from
this research.

7.4.1 The Global Research Landscape

Publicly funded U.S. R&D efforts in quantum information science and technology are largely
comprised of basic research programs and priobocept demonstrations of engineered quantum
devices'? Recent initiatives launched by the Nationake@ice Foundation (NSF) and the Department of
Energy (DOE) add to the growing framework of reskdunded by the National Institute of Standards
and Technology (NIST), the Intelligence Advanétgsearch Projects Activity (IARPA), and the
Department of Defense (DOD). The latter ageneyfsrts include the Air Force Office of Scientific
Research (AFOSR), the Office of Naval Resed@NR), the Army Research Office (ARO), and the
Defense Advanced Research Projects Agency (BARThere are now major efforts in quantum
computing at several national laboratories and rafitmrganizations in th&nited States [20]. These
publicly funded efforts are being amplified by growiimterest from industry in quantum engineering and
technology, including significant efforts at major publicly traded companies [21]. A number of startup
companies, funded by private capital, have beeated and are growing in this space [22].

While U.S. R&D in quantum science and technolagy substantial, the true scale of such efforts
is global. A 2015 report from McKinsey corporatiplaced global nonclassified investment in R&D in
guantum technology at €1.5 billion ($US1.8 billion), distributed as indicated in Figure 7.6.

2 The funding efforts described in this section are for quantum information science and technology, which is
broader than QC; the data is aggregated sucletrels for QC in particular cannot be extracted.
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FIGURE 7.6 Estimated annual spending as of 2015amtlassified quantum technology research by
nation, in millions of euros. Estimated investmiewels due to more recently announced national R&D
initiatives (as of mid-2018) are provided in Table B@OURCE: Data from McKinsey, as reported by the
Economist

This large international funding is likely toayr as a result of a number of several noteworthy
non-U.S. national-level programs and initiativesgjiantum information science and technology (QIST)
that have been announced recently, which mayapsthe research landscapgears to come. These
initiatives, summarized in Table 7.&nd described in Appendix Hustrate the commitment of the
corresponding governments to leadership in QIST wrielaiiggeneral, they span a range of subfields,
and are not focused on quantum computing exclusively. As of the time of this writing, the United States
had released ldational Strategic Overview f@uantum Information Sciencemphasizing a science-first
approach to R&D, building a futureorkforce, deepening engagement with industry, providing critical
infrastructure, maintaining national securitydeeconomic growth, andle@ancing international
cooperation [23]. Several pieces of legislation foational quantum initiative lva been introduced and
advanced in the U.S. Senate and House of Representatives.
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TABLE 7.2 Publicly Announced National andénnational Initiatives in Quantum Science and
Technology R&D, as of Mid-2018

Year Investment, Time
Nation(s) Initiative Announced | Frame Scope
UK UK National 2013 £270 million Sensors and metrology,
Quantum (US$358 million) | quantum enhanced imaging
Technologies over 5 years, (QuantIC), networked quantum
Program beginning in 2014| information technologies
(NQIT), quantum
communications technologies
EU Quantum 2016 €1 billion Quantum communication,
Technologies (US$1.1 billion) metrology and sensing,
Flagship over 10 years; simulation, computing, and
preparations fundamental science

under way; launch
expected 2018

Australia Australian Centre for| 2017 $33.7 million Quantum communication,
Quantum (US$25.11 optical quantum computation,
Computation and million) over silicon quantum computation,
Communication seven years and quantum resources and
Technology integration

Sweden Wallenberg Center for2017 SEK 1 billion Quantum computers, quantun
Quantum Technology (US$110 million) | simulators, quantum

communication, quantum
sensors; sponsored by industny
and private foundation

China National Laboratory | 2017 76 billion Yuan Centralized quantum research
for Quantum (US$11.4 billion); | facility
Information Science construction over
2.5 years

7.4.2 Importance of Quantum Computing R&D

The potential for building a quantum computeattbould efficiently perform tasks that would
take lifetimes on a classical computer—even if far afig even though not certain to be possible—is a
highly compelling prospect. Beyond potential practegaplications, the pursuit of quantum computing
requires harnessing and controlling the quantum world to an as yet unprecedented degree to create state
spaces that humans have never had access to lib#oss-called “entanglement frontier.” This work
requires extensive engineering to create, control operate low-noise entangled quantum systems, but it
also pushes at the boundaries of what we have known to be possible.

As QCs mature, they will be a direct test of tineoretical predictions of how they work, and of
what kind of quantum control is fundamentgllyssible. For example, the quantum supremacy
experiment is a fundamental test of the theorguaEntum mechanics in the limit of highly complex
systems. It is likely that observations anxgeriments on the performance of quantum computers
throughout the course of QC R&D will help to elustiel the profound underpinnings of quantum theory
and feed back into development and refinememguaintum theory writ large, potentially leading to
unexpected discoveries.

PREPUBLICATION COPY — SUBJECT TO FURTHER EDITORIAL CORRECTION
7-18

Copyright National Academy of Sciences. All rights reserved.



Quantum Computing: Progress and Prospects

More fundamentally, development of elemeuitshe theories of quantum information and
guantum computation have already begun to affédrareas of physics. For example, the theory of
guantum error correction, which must be implemeimeatder to achieve fault-tolerant QCs, has proven
essential to the study of quantum gravity and blad&shj@4]. Furthermore, quantum information theory
and quantum complexity theory are directly liggble to—and have become essential for—quantum
many-body physics, the study of the dynamics of systems of a large-number of quantum particles [25].
Advances in this field are critical for a precise understanding of most physical systems.

Advances in QC theory and devices will requiostributions from many fields beyond physics,
including mathematics, computer science, materia¢mee, chemistry, and multiple areas of engineering.
Integrating the knowledge requireabuild and make use of QCs will require collaboration across
traditional disciplinary boundaries; this cross-feztition of ideas and perspectives could generate new
ideas and reveal additional open questions, stimulating new areas of research.

In particular, work on the design of quantaigorithms (required to make use of a quantum
computer) can help to advance foundational theofieemputation. To date, there are numerous
examples of quantum computing research resultsrigatiiectly to advances in classical computing via
several mechanisms. First, approaches used forajgrglquantum algorithms have in some cases turned
out to be translatable to classical algorithms, yielding improved classical methods {26&8jnd,
guantum algorithms research has yielded new fundaingrmtofs, answering previously open questions
in computer science [29-32 Last, progress in quantum computing can be a unique source of motivation
for classical algorithm researchers; discovery of efficient quantum algorithms has spurred the
development of new classical approaches that areraves efficient and would not otherwise have been
pursued [33-361° Fundamental research in quantum compurihus expected to continue to spur
progress and inform strategies in classical compusingfy as for assessing the safety of cryptosystems,
elucidating the boundaries of physical computatosrgdvancing methods for computational science.

Progress in technology has always gone handxirdtwith foundational research, as the creation
of new cutting-edge tools and methods provides ssisraccess to regimes previously not accessible,
leading to new discoveries. For example, condimev advances in cooling technologies led to the
discovery of superconductivity; the engineering gfhénd optical interferometers at LIGO enabled the
observation of gravitational waves; the engineeahligher-performance particle accelerators enabled
the discovery of quarks and leptons. Thus, QR%uld lead to technologies—whether component
technologies or QCs themselves—that similarly enable discoveries or advances in a host of scientific
disciplines, such as physics, chemistry, biochemising materials science. Thaesdurn enable future
advances in technology. As with &lundational science and engineering, the future impacts of this work
are not easily predictable, but they could potdgt@fer transformational change and significant
economic benefits.

13 See, for example, quantum-inspired improvementsaissical machine learning (Wiebe et al., 2015) and
optimization algorithms (Zintchenko et al., 2015).

1 For example, the quantum approximate optimizagigorithm (QAOA), while nanore efficient than
classical approaches, has a performaneeagiee for a certain type of problémat researchers were able to prove
formally—something never achieved previously for any approach to this type of problem (Farhi et al., 2014). In
another instance, properties of quantum computers were critical to proving the power of certain types of classical
computers (Aaronson, 2005). In a third example, an argument based upon quantum computing was used to prove for
the first time that a classical coding algorithm calléth@-query locally decodableode” cannot be carried out
efficiently (Kerenidis et al., 2004).

15 For example, the discovery of an efficienagtum algorithm for a linear algebra problem called
MaxE3Lin2 [Farhi et al., 2014] spurred computer sigts to develop multiple new, more efficient classical
approaches to the same problem [BBazak et al., 2015; Hastad, 2015]. Téessults in turn spurred improvement
of the quantum approach, althougk thassical approaches remain meffecient. In another example, an
undergraduate student discovered a classical algorithm whose performance matched that of an important quantum
algorithm, providing exponential speedup over all previous classical approaches. [Quanta Magazine, 2018]
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Key Finding 6: Quantum computing is valuable for drivifaundational researchahwill help advance
humanity’s understanding of the universe. As witlicundational scientific research, discoveries in this
field could lead to transformative new knowledge and applications.

In addition to its strength asfoundational research area, quantum computing R&D is a key
driver of progress in the field of quantum infornoatiscience (QIS) more broadly, and closely related to
progress in other areas of quantum technology. The $gmes of qubits currently being explored for
applications in quantum computing are being usdalitidl precision clocks, magnetometers, and inertial
sensors—applications that are likely to be adhtie in the near term. Quantum communication,
important both for intra- and intermodule commuriarain a quantum computer, is also a vibrant
research field of its own; recent advances inckmtanglement distribution between remote qubit nodes
mediated by photons, some over macroscopic distdoc&mdamental scientific tests, and others for
establishing quantum connections bedw multiple quantum computers.

Work toward larger-scale quantum computeils quire improvements in methods for quantum
control and measurement, which will also likelyweadenefits for other quantum technologies. For
example, advanced quantum-limited parametric amepiin the microwave domain, developed recently
for measuring superconducting qubits in QC systemesused to achieve unprecedented levels of
sensitivity for measuring nonclassical states of mienafields (such as squeezed states), which have
been explored extensively for achieving sensitgitboeyond the standard limit in sensing and metrology
[37,38]. In fact, results from quantum computimgl@uantum information science have already led to
techniques of value for other quantum technologiesh as quantum logic spectroscopy [39] and
magnetometry [40].

Key Finding 7: Although the feasibility of a large-scale quantaomputer is not yet certain, the benefits
of the effort to develop a practical QC are likely tddge, and they may continue to spill over to other
nearer-term applications of quantum infation technology, such as qubit-based sensing.

Quantum computing research has clear implicationgsational security. Even if the probability
of creating a working quantum computer was low, githes interest and progress in this area, it seems
likely this technology will be developed further byrs® nation-states. Thus, all nations must plan for a
future of increased QC capability. The threatuworent asymmetric cryptography is obvious and is
driving efforts toward transitioning to post-quamt cryptography as described in Chapter 4.

Any entity in possession of a large-scale, practical quantum computer could break today’s
asymmetric cryptosystems and obtain a significajriads intelligence advantage. While deploying post-
guantum cryptography in government and civiliagtegns may help protect subsequent communications,
it will not protect communications or data that halready been intercepted or exfiltrated by an
adversary. Access to prequantum encrypted dataipdbkt-quantum world could loé significant benefit
to intelligence operations, although its value would/\Vikely decrease as the time horizon to building a
large-scale QC increases. Furthermore, new quaalgonithms or implementations could lead to new
cryptanalytic techniques; as with cybersecuritgémeral, post-quanturasilience will require ongoing
security research.

But the national security implications transcend thiesges. A larger, strategic question is about
future economic and technological leadership. Quardgomputing, like few other foundational research
areas, has a chance of causing dramatic changes inbenafifferent industries. The reason is simple:
advances in classical computers have made compuiati essential part of almost every industry. This
dependence means that any advances in computingladdvidespread impact that is hard to match.
While it is not certain when or whether suchmipes will be enabled, it is nonetheless of strategic
importance for the United States to be prepareckm ddvantage of these advances when they occur and
use them to drive the future in a responsitdgy. This capability requires strong local research
communities at the cutting edge of the field, nga&ge across disciplinary and institutional boundaries and
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to capitalize on advances in the field, regardless @raithey originate. Thus, building and maintaining
strong QC research groups is essential for this goal.

Key Finding 8: While the United States has historicallaydd a leading role in developing quantum
technologies, quantum information science and techgatogow a global field. Given the large resource
commitment several non-U.S. nations have recently nwmiginued U.S. support is critical if the United
States wants to maintain its leadership position.

7.4.3 An Open Ecosystem

Historically, the unclassified quantum computs@mmunity has been collaborative, with results
openly shared. Recently, several user communities foaveed to share prototypical gate-based and
annealing machines, including through remoteloud access. For example, the USC-Lockheed-Martin
Quantum Computing Center was the first shamst facility, established in 2011 with a 128-qubit D-
Wave One System, which currently operates a D-Vi2a¢/gystem. Another shared user facility, for a
512-qubit D-Wave Two quantum annealing system, @sdablished at the Ames Research Center in
2013 and another was formed by the Quantum lmttiait Los Alamos National Laboratory for a D-
Wave 2X quantum annealing systéh©n the digital QC front, botRigetti and IBM provide Web access
to their gate-based computers. Anyone (e.g., studessarchers, members of the public) interested in
implementing quantum logic on an actual device magteran account and remotely experiment with
one of these systems, under the condition that the redulisir experimentation also be made available
to others to help advance the state of knowledgrit and strategies for programming this hardware.
Dozens of research papers have already gadesis a result of these collaborations [41].

Open research and development in quantum cangpigt not limited to hardware. Many software
systems to support quantum computing are beinglaleee and licensed using an open source model,
where users are free to use and help improvedte [42]. There are a number of emerging quantum
software development platforms puing an open source environm&h&upport for open quantum
computing R&D has helped to build a community ardsystem of collaborators worldwide, the results
and advances of which can build upon each otherislfcintinues, this ecosystem will enable discoveries
in quantum science and enginegri—and potentially in other areabphysics, mathematics, and
computation—advancing progress in foundationadrsze and expanding humanst understanding of
the building blocks of the physical world.

At the same time, the field of quantum coripg is becoming increasingly globally competitive.
As described in the previous section, several c@sbhave announced large research initiatives or
programs to support this work, including China, th¢, the EU, and Australia, and many are aiming to
become leaders in this technology. This @ased competition among nation-states or private sector
entities for leadership in quantwomputing could drive the field foe less open in publishing and
sharing research results. While it is reasonable fopemies to desire to retain some intellectual

% This is a collaboration between Google, the USRA, MASA Advanced Computing Division, currently in
use to study machine learning applications.

" The machine is called “Ising.” One of the aims of the facility is to develop an open network for the exchange
of ideas, connecting users to enable collaboration and exploration of a range of applications of the system.

8 For example, Microsoft released the Quantum Development Kit and corresponding language Q# under an
open source license to encourage broad developer usage and advancement in quantum algorithms and libraries.
Other open source quantum software packages include ProjectQ developed at ETH Zurich, Quipper at Dalhousie
University, and QISKit developed at IBM.
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property, and thus not publhi all results openly, reducing the open flow of ideas can have a dampening
effect on progress in developmentpoéctical technologies and human capital.

Key Finding 9: An open ecosystem that enables cross-pollination of ideas and groups will accelerate
rapid technology advancement.

7.5 TARGETING A SUCCESSFUL FUTURE

Quantum computing provides an exciting poteritiiire, but to make this future happen, a
number of challenges will need to be addressed. Thi®sdaoks at the most important ramifications of
the potential ability to create a large fault-tolerantrguian computer and will end with a list of the key
challenges to achieve this goal.

7.5.1 Cybersecurity Implications of Building a Quantum Computer

The main risk arising from the constructioneofarge general-purpose quantum computer is the
collapse of the public-key cryptographic infrastruettitat underpins much of the security of today’s
electronic and information infrastructure. Defeating 2048-bit RSA encryption using the best known
classical computing techniques on the best availalvtewaae is utterly infeasible, as the task would
require quadrillions of years [43]. On the othendhsa general-purpose quantum computer with around
2,500 logical qubits could potentially perform this task in no more than a fewfidssnentioned in
Chapter 4, there are protocols for classical machinesrily believed to be resistant to such attack—
however, they are not widely deployed; and any stored data or communications encrypted with
nonresilient protocols will be subject to compromiseahy adversary with a sufficiently large quantum
computer. As Chapter 4 explained, deploying a nesogol is relatively easy but replacing an old one is
very hard, since it can be embedded in every coanptatblet, cell phone, automobile, Wi-Fi access point,
TV cable box, and DVD player (as well as hundreds of other kinds of devices, some quite small and
inexpensive). Since this process can take decadesdsno be started well before the threat becomes
available.

Key Finding 10: Even if a quantum computer that can detoprent cryptographic ciphers is more than

a decade off, the hazard of such a machine isdngligh—and the time frame for transitioning to a new
security protocol is sufficiently long and untz@n—that prioritization of the development,

standardization, and deployment of post-quantum cryptography is critical for minimizing the chance of a
potential security and privacy disaster.

7.5.2 Future Outlook for Quantum Computing

Our understanding of the science and engine@fimgantum systems has improved dramatically
over the past two decades, and with this understgritis come an improved ability to control the
guantum phenomena that underlie quantum computiogiever, significant work remains before a
guantum computer with practical utility can belbun the committee’s assesgnt, the key technical
advances needed are:

P While it is difficult to provide evidence of cases whtve lack of dissemination of research results caused a
technology to fail, there are cases that illustrate the quoditave. For example, considiiie wealth of applications
developed by the thriving open-source software community, or the rapid development of the Internet after the launch
of NSFNet (the original backbone of the civiliarternet) and subsequent commercial investments.

20 See estimates in Table 4.1.
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Decreased qubit error rates to better thahiinany-qubit systems to enable QEC.

Interleaved qubit measements and operations.

Scaling the number of qubits per processoitemmaintaining/improving qubit error rate.

Development of methods to simulaterify, and debug quantum programs.

Creating more algorithms that can solve problems of interest, particularly at lower qubit

counts or shallow circuit depths to make use of NISQ computers.

x Refining or developing QECCs that require lowerhead; the problem is not just the number
of physical qubits per logical qubit, butfind approaches that reduce the large overheads
involved with implementing some operations ogital qubits (for example, T-gates or other
non-Clifford gates in a surface code) takeeay large number of qubits and steps to
implement.

X ldentifying additional foundational algorithntizat provide algorithmic speedup compared to
classical approaches.

x Establishing intermodule quantum processor input and output (1/O).

X X X X X

While the committee expects that progress willriale, it is difficult to predict how and how
soon this future will unfold: it might grow slowlnd incrementally, or in bursts from unexpected
innovation, analogous to the rapid improvement imeggequencing that resulted from building “short
read” machines. The reselarcommunity’s ability to do this wotik turn depends on the state of the
overall quantum computing ecosystem, which will depend upon the following factors:

X Interest and funding levels in the mte sector, which may in turn depend on
o Achievement of commercial benchmarks,asally the development of a useful
near-term application for noisy intermediate-scale quantum computers that sustain
private-sector investments in the field; and
o0 Progress in the field of quantum computing algorithms and the presence of
marketable applications for QC devices of any scale.
X Availability of a sufficient level of governnme investment in quantum technology and
guantum computing R&D, especially under the scenthat private-sector funding collapses.
X Availability of a multidisciplinary pipeline o$cientists and engineers with exposure to
systems thinking to drevthe R&D enterprise.
X The openness of collaboration and exchasfgdeas within the research community.

Over time, the state of progress in meetimgopen technical challenges and the above
nontechnical factors may be assessed while monitoring the status of the two doubling metrics defined
earlier in this chapter. Regardless of when—or twaiet-the milestones identified in this chapter are
achieved, continued R&D in quantum computangl quantum technologies promise to expand the
boundaries of humanity’s scientific knaxdge and will almost certainly lead to interesting new scientific
discoveries. Even a negative result—such as predfohkantum supremacy cannot be achieved or that
today’'s description of quantum mechanics is mptete or inaccurate—would help elucidate the
limitations of quantum informath technology and computing morengeally, and would in itself be a
groundbreaking discovery. As with all foundational scientiésearch, the results yet to be gleaned could
transform our understanding of the universe.
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A

Statement of Task

A study will provide an independent assessmeth®feasibility and implications of creating a
functional quantum computer capable of addressagworld problems including but not limited to
deployment of Shor’s algorithm. The study will examhardware and software requirements, qguantum
algorithms, drivers of advances in quantum compudimg) quantum devices, benchmarks associated with
relevant use cases, the time and resources rdgaind how to assess the probability of success. The
committee will consider:

1. What are the technical risks associated déheloping a quantum computer, and what are
realistic timelines to achieve a functionally usefidchine? Who are the primary players capable of
producing and using a quantum computer?

2. What are the implications of having a quentcomputer, for example on signals intelligence,
communications, banking, and commerce?

3. What is the future of public key cryptoghey? What are the prospects and time scales for
developing and deploying quantum-resistant encryption?

4. What are the costs and benefits from aonali security perspective of quantum computing,
under various assumptions of time, cost, non-deSelopment, alternative technologies, etc.?

In its report, the committee will provide an asses#mé prospects and implications but make no
recommendations.
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B

Trapped lon Quantum Computers

This appendix reviews the technology used &at the quantum data plane and the control and
measurement plan for trapped ion quantum compuanse individual ions serve as qubits, the qubits
themselves do not face the challenges of manufactdefegts; this approach has the potential of low
error rate gate operations.

B.1 ION TRAPS

Atomic ions are trapped in space using electromagfields. A point charge (an ion) cannot be
stably trapped in free space using a static, or cogkectric field only, so either a combination of
electric and magnetic fields (Penning trap)[1] omaetidependent electric field (Paul trap)[2] must be
used to trap arrays of atomic ions. These trap®perated in a vacuum to avoid interactions with
background molecules in the environment.

Most trapped ion quantum computing systems use a Paul trap, where a radio frequency (RF)
signal is applied to two electrodesamnged in parallel to ground electes] to form a quadrupole RF field
(Figure B.1b). At the quadrupole “null”—where the R&ld vanishes— atomic ions feel a trapping
potential, which typically takes ttehape of a line (Figure B.1a). Other electrodes carrying direct current
(DC) fields can be used to create a nonuniforippirzg field profile along the length of this line, which
further confine and fine-tune the location of trepped atomic chain [3]. Traditionally, these trap
structures were constructed by machining and assembling metal parts, similar to quadrupole ion mass
spectrometers. New designs map the electrode®atibtrap onto a planar geometry [4] and use
semiconductor microfabrication technologies, much tilase used for classical computing hardware, to
construct the trap structures (Figure B.1c) [5,6]. The adoption of microfabrication technologies could
enable the creation of more complex trap strest@nd new mechanisms for manipulating the trapped
ions—for example, shuttling across junctions [7-10]—ehkhias will be shown later, is critical for scaling
up the number of qubits in these systems (Figure)BThiese microfabricated traps have also accelerated
the development of advanced features of thdraws by integrating various optical [11-13] and
microwave components [14-16]. Microfabricaied traps within which high-performance qubit
manipulations are routinely carried out, made hyouess academic institutions, government laboratories,
and industry foundries today, have beglopted by research groups around the world.
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FIGURE B.1 Operating principle of RF Paul trap.Aa)example of a traditional RF Paul trap using four
rods. Two rods in the diagonal serve as RF groundie wh RF voltage is applied to the remaining two.
This geometry creates a quadrupole electric field privfitee plane perpendicular to the axis of the rods
and forms a one-dimensional (1D) linear trapping potentiaére a chain of ions can be readily trapped.
SOURCE: Image from D. Hayes, Ph.D. thesis, Umiigrof Maryland, 2012. (b) During the negative
cycle of the RF voltage (red arrows), the posivcharged ion is pushed away from the ground
electrodes toward the RF electrodes, while duringpdsitive cycle of the RF voltage (blue arrows), the
ions are pushed in the opposite direction. If thgdescy of the RF voltage is much higher than the
natural motional frequency of the ion (called the “s@cfrequency”), then the ions feel confining
potential where the electric field forms a quadrupole null (“zero-field region”). (c) A linear trapping
potential can be created by electrodes fabricatedptemar surface of a substrate. The cross-sectional
view of the electric field forms the quadrupole nulldanlinear trap is formed above the surface of the
trap. (d) An example of a microfabricated surface,tdmsigned to provide adequate optical access to the
ions trapped above the surface of the trappingrelées. SOURCE: Image courtesy of Sandia National
Labs, 2015.

B.2 QUBIT CONTROL AND MEASUREMENT

Once ions are held within a trap inside awao chamber, they are laser-cooled to near the
ground state of motion in order to remove random tiana that can affect their multiqubit operations. It
is important to note that the motion of the ions does not directly impact the qubit stored in the internal
states of the atomic ions. Subsequently, electromagmetiation is used to operate on the qubit state.
There are two main types of trapped ion qubits, defiyethe physical states used to represent the qubit
states: “optical qubits” and “hyperfine qubits.”
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An optical qubit (Figure B.2a) makes use of glileund electronic state and a metastable excited
electronic state of an ion, for which the energy difies=between these levels is equal to the energy of a
photon from the right “color” optical laser, the “qulgiser.” Optical qubits can be prepared and detected
with efficiencies better than 99.9 percent, witiherence times in the range of 1 to 30 seconds. A
significant technical challenge in the operation ofa@gtgubits is maintaining control of the qubit laser to
enable precise and coherent cohtrficthe qubits. This requires stabilization of (1) the laser’s output
frequency over the time frame of qubit codrece (to approximately one part in*46r 10°), and (2) the
overall optical path lengths that the laser beanetses to within a fraction of the optical wavelength
over the duration of the quantum computation (or, thauantum error correction that can recover from
the phase errors). This optical frequency precisiorsisgohievable in 2018 with state-of-the art laser
sources.

A hyperfine qubit (Figure B.2b) uses a different mdienergy states that are called “hyperfine”
levels of the ground electronic state of an atamrcwith nonzero nuclear spin. The magnetic field can
often be designed such that the energy separa¢isveen the two qubit states (typically corresponding to
the microwave frequency range of 1 to 20 gigah&td4]) is insensitive to # changes in the magnetic
field to first order, which lead to long cohererirees (1 to 1,000 seconds) [17,18,19]. Coherent control
of hyperfine qubits also requires precise experimautatrol of the radiation—in this case, either
microwave frequencies and phases, or the frequencysdiiffe of two laser fields that correspond to the
qubit frequency. However, this is much more ng@able at microwave than at optical frequencies
[20,21,22].

FIGURE B.2 Qubits in an atomic ion. (a) An optigabit consists of one of the atomic ground states and
one of the metastable excited states, separated Byte I@° Hz. (b) A hyperfine qubit consists of two

of the ground states, separated by*t0(° Hz. Usually some excited states are used to support qubit
manipulation operations. In both cases, there are (dheiliary) states in the ground, excited, and
metastable excited states than those chosen to represent the qubit.
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Qubit measurement is carried out by “state-dependent fluorescence,” where the ion is illuminated
with a laser beam that causes only one of the two possible output states to scatter photons repeatedly,
which can be measured with an optical detedtbe presence or absence of scattered photons indicates
which state the qubit is in. High-fidelity qubit state megiion and detection have been demonstrated for
both optical (with error rates, or probabilities, of #J[@3] and hyperfine qubits (with error rates of ~10
% [24,25]. While reliable measurement is possibiepf 2018, the process affects other qubits in the
region where the qubit is being measured, and can taawveeasured qubit in an excited state. So current
systems measure all qubits at the same time, anchéea/to be “cooled” before being used again.

Single-qubit gate operations are carried out byinlgithe atomic states with resonant optical (for
optical qubits) or microwave (for hyperfine qubits) fieldyperfine qubits can also be driven by a pair of
laser beams whose frequency difference is preciaald to the qubit microwave frequency, via a
process called “Raman transition” [26]. Hyperfine qubiisen by microwave fields have reached single
qubit gate error rates (defined as the probability thplying a gate yields an incorrect state) in thé tt)
10° range, limited purely by the inherent coherence timt@tubit rather than any systematic errors in
the control fields [27,28,29]. The key to achieving therser rates is to carefully shape the amplitude of
the microwave pulse so that small errors in thHegwidth or amplitude cancel out to first order
[30,31,32]. Reaching similar limits with optical contsignals had been hampered by the difficulty of
stabilizing the laser field experienced by the quhiksaviolet (UV) laser beam outputs often used to
drive gates can be distorted by mechanical, themnal air-density fluctuations in the laser beam path.
The availability of single-mode optical fibers thahaaithstand high levels of UV optical power [33] has
led to dramatic increases in the fidelity of micro@ayubits using two Raman lasers in recent years. As
experimental techniques for controlling systematicrerim the gate-driving optical fields continue to
improve, single-qubit gates are reaching error rates 6td Q0° [34,35].

To create two-qubit gates, these systems makefus®rge interactions between trapped ions.
Using either optical or microwave fields, one canitexan ion to oscillate ispace such that it induces
another ion to move as well. By carefully tuning frequency of the driving fields, one can arrange the
external control field to “push” the ions only if thergeted ion is in a spedafgubit state; this mechanism
is often called the “state-dependent force.” As laaghe excited motion remains fully coherent, it can
serve as a “quantum bus” that mediates interatt&tween the qubits andalizes a two-qubit gate,
analogous to an interconnect bus cotingadifferent parts of the chip in an integrated circuit. Novel gate
schemes have been developed to make such in@rsictibust against the exact details of the motion [36-
38]. The error rates of the two-qubit gates (charémtd by the probability of resulting in the wrong
output state) have reached the? 10 10° range using both optical [39,40] and microwave fields [41]. The
mechanisms that limit this fidelity are known, ancesshers continue to work to improve the quality of
this operation.

B.3 CONTROL AND MEASUREMENT PLANE

The control system for a trapped ion quantum coepstmade of four main subsystems: (1) the
RF and DC voltages that operate the trap; (2rtmtinuous wave (CW) lasers used for “incoherent”
operations such as cooling or reading out qubitgh@@)coherent qubit control system” responsible for
enacting coherent quantum logic gates; and (4) the photon detectors used for measuring the qubit states.
The basic operation of a Paul trap requires an RF source, typically in the frequency range of 20-
200 MHz, with voltage amplitudes in the 30-400 Yiga. The DC voltages in the range of 0-30 V are
used to define the trapping potential in the axigdaion. In modern microfabricated traps, up to a
hundred or more DC electrodes are used, requiring as many voltage sources to control them.
Programmable multichannel digital-to-analog conver®¥sCs) are used to control these traps, which
are capable of supporting several chains of isplitting and merging actions of ion chains, and
physically shuttling ions betweetlifferent regions of the trap.
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The CW lasers are a set of lasers whose frequerstabilized (typically to one part in%Qo the
energy required for qubit transitions. These lasarces typically go through several optical modulators
that are used to control the frequency and the amplatiser beams applied to the ions. The modulated
CW laser beams are used to cool the ions to ¢toeeir motional ground state in the trap, to initialize
the qubit state (by optical pumping), and for the readout of the qubit by inducing one of the qubit states to
scatter photons. Frequency stabilization of these lasers absolute frequency reference is routinely
accomplished using standard frequency locking setups.

The coherent qubit control system drives all the quantum logic gates in the system, and often
dictates the performance of the quantum circuit eti@cin the quantum processor. The implementation
of the coherent control system varies depending oguhis used: for optical qubits, this tends to be an
“ultra-stable frequency” CW laser (typically stabilized to one part 4 tb0L0®), and for hyperfine
qubits, it is often two laser beams with the diffeefrequency locked to tremergy difference between
the two qubit levels. One also needs a delivery systatrcn direct these laser beams to the target ions
to operate the logic gates. The coherent contmités carried out by modulating these lasers with optical
modulators, driven by programmable RF sourcegrdave been recent proposals where the coherent
qubit control can be performed entirely using micawes sources, rather than lasers. Designing and
constructing a high-quality coheraqibit control system is a challengitask that will determine the
performance of the trapped ion quantum computer, aséhdividual gate error rates and the ability to
run complex circuits.

The detection system often consists of imagiptics that collect photons scattered from the ions,
and photon-counting detectors (such as photomutiplibes) capable of measuring the collected
photons. The detected photons (counts, arrival time,czto.pe used to reliably determine the state of the
qubits.
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C

Superconducting Quantum Computer

This appendix reviews the technology used &ate the quantum data plane and the control and
measurement plan for superconductijdpits. In this design, a superalucting resonator is coupled with
a nonlinear inductor to form an artificial atom, @hdse “atoms” are used as the qubits for the computer.

C.1 FABRICATION

Low loss requires superconductors: a unique classatdrials that exhibit no electrical resistance
at zero frequency (that is, for direct currents) when cooled to below a critical tempé&ratQuayits for
digital quantum computing and quantum simwlatare most commonly fabricated from aluminum
wiring (T¢ = 1.2 K) and aluminum-amorphous alummm oxide-aluminum (Al-AlOx-Al) Josephson
junctions on either silicon or sapphire substraféisile superconducting qubitan be fabricated using
the same design tools and fabrication equipment used to build silicon chips, the premium placed on high
coherence necessitates that the specific fabricatms $te modified to eliminate defects that create
losses. As a result, the highest-coherence qubitedfdbd today—with coherence times of around 100
microseconds—are generally very slemgevices, using a single layer of metal, rather than the complex
processes of 10 metal layers used with the digifiaon or superconducting logic devices in today’s
classical computers.

In contrast, commercial quantum annealing computers that feature in excess of 2,000
superconducting qubits are fabricated using a roongplex technology. This technology uses niobium
wiring (T.= 9.2 K) and niobium-amorphous aluminum oxitdebium (Nb/AlIOx/Nb) Josephson junctions
[1,2] in a process that supports up to eight meyarka This more complex fabrication process enables
the qubits and superconducting control electronidsetmtegrated together in a single niobium
fabrication process (an instance of “monolithic integra?. However, due to the fabrication complexity,
additional processing steps, and the need for amiimbeg layer of dielectric materials like silicon
dioxide or silicon nitride that cause loss, qubitsima multilayer niobium processes generally have low
coherence times, typically the 10-100 nanosecond range [3].

C.2 QUBIT DESIGN

Like a trapped ion qubit, a superconducting qubit can exist in a series of quantized energy states;
the two lowest states can be accessed selectivedaliae the qubit. Rather than using an atom, this
design uses a simple inductor and capacitor circuit,iwdlgo has quantized energy at low temperatures.
To make the energy difference between its legiignct, a nonlinear inductive element, the Josephson
junction (JJ) is added to the circuit. With a JJ,difference between the ground state and the first excited
state may be uniquely addressed by a frequiacyhis means that the microwave radiation, typically
designed to be around 5 GHz, can be used to ¢earsstions between these two states without accessing
the higher-excited states. Thus, this structurebeansed as a qubit: a two-level quantum system.

There are a number of ways the inductor, capacitor, and JJ can be arranged to create a qubit, and
how the qubits are connected to each other &blertwo-qubit operations. These differences trade off
between simpler control and better isolatémd control of qubit operations, as follows:
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X Fixed-frequency versus tunable qubkisequency-tunable qubitan be calibrated and
corrected for qubit frequency variations thasarirom variations in the fabrication process or
as a result of device aging. An advantaghas one microwave tone can control multiple
qubits, a savings in hardware. Gaining this atlvge requires an additional control signal to
adjust the frequency and adds an additional path for noise to enter the qubit. The two most
common qubits in use today for digital superconducting quantum computing are the
“transmon qubit,”[4,5,6,7] which comes simgle-junction nontunable and two-junction
tunable forms, and the “flux qubit” [8-11]. Both transmon designs are being used in leading
edge efforts.

X Static versus tunable couplin8tatic coupling between qubits—for example, by using a
capacitor or an inductor to mediate interactida-an “always-on” coupling that is fixed by
design. The coupling is turned “on” by bringingotgubits into resonance, and it is turned off
by detuning the qubits. Yet even in the off stétere still is a small residual coupling. This
tuning can be further reduced by addingiedtbbject—either another coupler qubit or a
resonator—between the two qubits. The two qudniésthen coupled by adjusting the qubits
and the resonator to the proper frequency.

In addition to the qubits, the circuits include imgie mechanism to couple the qubit to its 5 GHz
microwave control signal and to a superconductingnator, typically designed to operate at around 7-8
GHz, which reads out the qubit state using thaudiguantum electrodynamics architecture [12].

C.3 REFRIGERATION

Superconducting qubits require milli-Kelvin (mEmperatures to operate. For digital quantum
computing, the qubit operation frequency is tghlly around 5 GHz, which corresponds to a thermal
energy of approximately 250 mK; the qubit must thusjperated at much lower temperatures in order to
avoid unwanted thermal excitation of the itet state. This is achieved using commerti/He
dilution refrigerators, which are capable of coolingub-10 mK temperatures. On the other hand, for
most practical potential uses of a quantum annedlergubits will at times operate at frequencies
corresponding to thermal temperatures much lowaar those achievable with a dilution refrigerator,
which make it nearly certain that thermal noise will affect the annealing protocol and drive the system out
of its ground state.

Modern dilution refrigerators leverage electroneetbal pulse-tube coolers to achieve cooling in
two stages, one at 50 K and one at 3 K. Theseadied “dry” refrigerators, as they do not require
consumable liquid helium coolant to reach these temperatures. Then, at 3 K, a closed-cycle mixture of
helium isotopes-2He and*He—is condensed and circulated to achieve cooling through a series of stages
at temperatures of 700 mK, 50 mK, and the base temperature of approximately 10 mK. Cooling from
room temperature to base temperature generalgstakout 36 to 48 hours, and the refrigerator can
remain cold indefinitely.

In contemporary commercial dilution refrigeratdise experimental volume at base temperature
is about (0.5 nf)and the cooling power at base temperature / 20 mK / 100 mK is approximately 0 (by
definition) / 30 W / 1000 aV, respectively. These are not fundama¢timits. Large objects in excess of
1 ton have been cooled to less than 10 mKguaidry dilution refrigeratdfor the CUORE neutrino
detection experiment [13]. Each temperature stage comprises a copper plate of approximately 0.5 m
diameter, and they are used to thermalize contndhgvirom room temperature to base temperature both
to cool the wires and to reduce thermal radiafrom reaching the qubits [14]. Coaxial cables,
attenuators, filters, isolators/circulators, and mia@egswitches work at cryegic temperatures and are
all used in state-of-art measurement systems.
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C.4 CONTROL AND MEASUREMENT PLANE

The control and measurement plane for a smehacting quantum computer needs to generate
the bias voltages/currents used to tune the qubitsedigaimicrowave control signals, and reliably detect
gubit measurements, while dealing with the large tyatpire differences that exist between the circuits
that generate the control signals éinel quantum plane that consumes them.

C.4.1 Control Wiring and Packaging

The delivery of electromagnetic control signiatsm the room-temperature region where they are
generated to the qubits inside the refrigerator at mK temperatures requires careful thermal and electrical
engineering. Wiring—whether low-frequency twisteairs or high-frequency coax—must be thermalized
at each temperature stage of the refrigeratovaadsexcessive heating of the mixing chamber. Perhaps
counterintuitively, the thermal heating of the rgéniator through direct contact (phonons) is not the
critical challenge. The largest hdéaads occur across the 300 to 3 K transition, and today’s refrigerators
can readily handle the heat loads of hundreds andtheesands of wires. And, as larger wire counts are
needed, larger dilution refrigerators with additionallew at all stages—in particular, at the 3 K stage—
can be built as a straightforward extension oftegstechnology at proportional cost. For the 3 K to
milli-K wires, superconducting NbTi can deliver thedrical signals faithfully, with minimal heating
due to the direct thermal connection (phonons).

A more important challenge is mitigating thiéeets of room-temperature thermal noise on the
operation of the qubits. There is a trade-off betwaféiniently guiding a desired signal to a qubit and
preventing noise from impacting its operation. Atpronged approach is used. Filtering (attenuating
signals that are not in the range of desired freqashis used to remove out-of-band radiation—noise
that is outside the frequency range of the signaésded to be delivered to the device—but attenuation
must be used to reduce the in-band radiation. fieigns that the amplitude of the control signal is
decreased at each stage in the gefator, since the size of the thermal noise decreases with temperature.
The attenuating cannot all be done at one pointessignal attenuation generates heat and thermal noise
that must also decrease as the signal moves to tewseratures. For similar reasons, the measurement
of the qubit must also be done in stages, witHiteestages of amplification performed at cryogenic
temperatures, to minimize the noise of the amplifier.

One critical constraint in chips with a large ruen of signals is packaging. The package for a
supercomputing chip must house, shield, and route sigmdom a qubit chip; it is a critical part of the
control plane. While the superconducting chips are relatively small—typically 5 x?5+iis the
number of wires that feed the chip and their connedtat dictate the size tife package. For the high
isolation needed for quantum circuits, coax@hmectors, coaxial wiring harnesses, miniature multipin
connectors, and so on are types of connectors bsed)to bring signals into the package. The higher
isolation that these connectors provide make thenetddh@n the simple pin or ball connection used in
packages for conventional silicon devices, and thuadhgber of signals per unit area is much smaller.
Once the signals are on the packagey tieed to be routed to the @mtlocation and then connected to
the quantum circuit. Signals are connected to thmtyia wires, using bump (connections over the area
of the chip) or wire (connections around the perimetéhe chip) bonds [15], or through the free-space
of the package itself [16]. As the number of conivsks increase, these packagelt need to move to
area bonding methods (bump bonding) like what was ddtieconventional silicon packaging. The
challenge is to maintain a clean microwave envirortrfarthe qubits in the presence of these connectors
and wiring. Given these constraints, the packaginflpm will become very difficult as the number of
signals increase to the thousands.
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C.4.2 Control and Measurement

Having established a means to transfer signadisd®sn room temperature and the quantum data
plane, the control and measurement layer need®taderthe hardware and software to (1) bias the qubit
at its operating point; (2) perform logic operatipasd (3) measure the qubit state. Contemporary
superconducting qubits are epted using a combination of DC bias currents, microwave pulses resonant
with the qubit transition—typicallground 5 GHz—and baseband pulses.

As was mentioned earlier, qubits can be eitfieed frequency” or “tunable frequency.” In a
fixed-frequency design, the fabrication sets thetqubquency, and the measurement system must
determine that frequency and adjust its signais ithe base frequency of tunable qubits is also set
during fabrication, but it can be adjusted in sifing a bias current from the control plane. This bias
current is connected through the qubit packagettaer coupled into the desired qubit. Tunable qubits
require an extra control line but allow the consp$tem to use a single frequency—or a small set of
frequencies—for all qubits.

Control signals for single-qubit and two-quladglc operations are generated using a stable
microwave source, a programmable pulse shape, amxes, which combines the two signals to produce
the needed microwave pulse. These pulses are around 10 ns (10 billionths of a second), generally much
faster than those used for trapped ion qubits. Quetibns of microwave pulses and frequency offsets are
used to achieve two-qubit gate operation—for examglcontrolled-phase gate or an iISWAP gate. These
gates are slower than single-qubit operations anddeteeen 40 ns and 400 ns. The exact control signals
depend on whether the qubits are directly couplagseran additional qubit or resonator to minimize
background coupling. State-of-art two-qubit error raigeiserally at the 1 percent level, with individual
examples as low as 0.5 percent.

The requisite room-temperature control elegics—microwave oscillators, arbitrary waveform
generators (AWGS) to generate the pulse shapasysniand analog-to-digitabnverters (ADCs)—are
all commercially available items with sufficieprecision to not limit the qubit operation. For
contemporary superconducting qubit applications, the&s\End ADCs typically operate with 1-2 GS/s
and 10-14 bits of resolution. Commercially availgiecision-grade local oscillators typically have a 1-
12 GHz frequency range with a single-sideband phase obisk20 dB at 10 kHz offset; this level of
phase is generally sufficient to achieve gate error rates at theved[17]. As the number of qubits
increases, the support electronics grow as well. Giinetgere are bias current generators, waveform
generators, and mixers neededdach qubit. Thus, there is a na¢edetter integrate this support
electronics to enable the systems to scale to larger number of qubits.

Unlike natural atoms, which are all identicadtificial atoms are built from circuit elements,
which have manufacturing variations. Thus, theitqodérameters (e.g., the transition frequency, qubit-
gubit coupling, etc.) will differ from qubit to qubifrom one manufactured device to another, and from
one temperature cycle to another. The control processst have extensive calibration routines, to first
determine, and then compensate for these vamsitiThe complexity of this calibration grows
superlinearly with the number of qubits in the eystand is one of the critical issues in scaling up the
number of qubits.
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D
Other Approaches toBuilding Qubits

Since many technical challenges remain in agatither trapped ion @uperconducting quantum
computers, a number of research groups are congriaiexplore other approaches for creating qubits.
These technologies are much less developed arglilifecused on creating single-qubit and two-qubit
gates. Scale-up issues for these technologies have simaitgrities to those faced by ion traps and by
superconductors. The rest of this amgtig will briefly discuss these methods.

D.1 PHOTONIC QUANTUM COMPUTATION

Photons have some properties that make thérararly attractive for use in quantum computers:
photons interact relatively weakly with their envircgmband with each other. This is the reason that
photons can travel quite far in many materials withomihg scattered or abseud) giving photonic qubits
good coherence properties and making them ugafatansmitting quantum information over long
distances [1]. Thus, research and developmethisrarea is important for enabling long-distance
guantum communication channels even if other telcignes turn out to be preferable for large-scale
computing applications. Development of photomi@ntum manipulation capabilities has potentially
transformative applications for quantum sensing and quantum communication.

Experiments probing quantum entanglement of @m®have a long history, dating back to the
earliest experiments looking for violations of Bell's theotémthe 1970s [2]. Over the past several
decades, methods have been developed thetawe many of the impediments to creating,
manipulating, and measuring many-photon entangkedstThis section describes briefly these advances,
the remaining challenges that must be overcontew@lop error-corrected photonic processors, and the
ultimate limits to scale-up.

In many ways, photons are excellent qubits; siogleit gates can be performed using standard
optical devices such as phase shifsard beamsplitters, and as mentioned earlier they interact weakly
with matter and with each other, giving them goolerence. But their strength—weak interactions—
also causes a major hurdle to the developmephofonic quantum computers, since two-qubit gates
become difficult to create. Two strategies for overcanthis issue are describedthis section. In linear
optics quantum computing, an effective strong interaction is created by a combination of single-photon
operations and measurements, which can betosetplement a two-qubit gate. A second approach,
which uses optically active defects and quantun?digd interact strongly with photons to induce strong

! Bell's theorem says that “If [a hidden variable thédsylocal it will not agree with quantum mechanics, and
if it agrees with quantum mechanics it will not be lochl.&ssence, it suggests that a nonquantum physical theory
that explains quantum mechanicabpbmena such as entanglement wouldteethe current understanding of
guantum physics. John Bell, 19&feakable and Unspeakabh Quantum Mechanic€ambridge University
Press, p. 65

2 Also referred to as “nanoparticles,” quantum dotssanall clusters of atoms with a crystalline structure
whose physical properties are quite different from the ptiggenf the elements involved in either atomic or bulk
form. Quantum dots exhibit unusual properties—for example, the wavelength of light they absorb or emit may be
tuned through engineering of their size.
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effective interactions between photons, is discugs&action 5.4.3.1 on optically gated semiconducting
qubits.

In photonic quantum computing, typically the qubits are individual photons, with the two
different photon polarizations (uwn and left-right) serving as the two qubit states. Single qubit gates
can be implemented with standard passive opticapoments used to rotate the polarization, but two-
qubit gates require a low-loss nonlinearity, which is difiti to achieve [3]. As described in the trapped
ion section of Chapter 5, coincident measurementsvo output ports of a beamsplitter create a strong
effective nonlinearity and implement a two-qubit gafle it the gate is probabilistic. Fortunately, the
gate signals when it was successful (photons aeet@et on both detectors), which means that algorithms
can be implemented, but the timing requiremergscamplex, and a steady source of suitably initialized
photons is needed. More recentlyeasurement-based quantum computing schemes, in which a highly
entangled “cluster state” is constructed before thet ef the computation and the computation itself is
implemented by performing measurementsehaitracted substantial interest [5].

Many of the technical developments neettetnplement photonic quantum computing have
been achieved over the past several years. Photdpg aintinue to improve, and photon loss rates both
within photonic elements and at interfaces are aggiiog the values needed to be able to implement
quantum error correction. Very high efficiency photlatectors have been developed [6], which are key
to the implementation of error correction. These narebased detectors operate at helium temperatures
(about 4 K), so cooling to this temperature willrbquired, but as described earlier, such cooling is
expected to be entirely feasible. Assuming cuargd progress in reducing photon loss rates, the main
hurdle toward the fabrication of devices of modeséte is to develop a source that generates at a high
rate triplets of entangled photons [7]. Sources ofeigpof entangled photons exist [8], but the rate at
which entangled photon triplets are gexted would need to be increasetstantially for this strategy to
enable large scale computations. As of 2018, ttye&d entangled and fully connected system of qubits
was demonstrated using three degrees of freedomadmnof six photons [9], although this method faces
its own challenges and is unlikely to scale.

Ultimate scalability: Because the photons used in phot@uantum computing typically have
wavelengths that are around a micron, and becaagghtitons move at the speed of light and are
typically routed along one dimension of the optical chip, the number of photons, and hence the number of
qubits, in a photonic device cannot be made as largesystems with qubits that can be localized in
space. However, arrays with many thousands of galetexpected to be possible [10]. In addition, the
technology will be crucial for delegping switching networks thatilvenable quantum communication on
large scales.

D.2 NEUTRAL ATOM QUANTUM COMPUTATION

Rather than creating an array of ions and usiagttarges on the ions to hold them in place, one
can use lasers to create an array of optical traggstmfine neutral atoms [11,12]. This approach has
technological similarities to ion trap quantum computation, and uses optical and microwave pulses for
gubit manipulation, with the potential for making imidiual arrays with up to a million qubits. Neutral
atom technology may be extremely useful for plowg an interface between photons and other types of
qubits, including superconducting quHitS8]. To date, arrays of about 50 atoms have been made, and a
51-atom quantum simulator has been demorstrit4]. Assuming a typical 5-micron spacing? abms
can be trapped in a 0.5 mm two-dimensional (2D)yaaad a million atoms can be trapped in a 0.5 mm
three-dimensional (3D) array. The qubit states are the energy levels of an alkali atom (often rubidium or
cesium), there is one atom per trap, and the qudditipulation and readout are performed optically.

Like trapped ion systems, lasers are used to cool the atoms to micro-Kelvin temperatures, and
then these very cold atoms are loadtdd optical traps in a vacuum system. Another laser is used to
initialize the state of the qubit, logic gates are edrout via a combination of optical and microwave
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fields, and the output is detected via resonans@discence [15]. In this system there are a number of
challenges just to create the starting state of the system:

X Light-assisted collisions during laser coolingnteto cause atoms to pair and leave the trap.
Vacancies complicate the array’s use as a guacbmputer. However, recently methods
have been developed that take traps with wvaearand reconfigure them to create traps with
full occupancy, so this difficulty is not insurmountable.

x Neutral atoms are vulnerable to being knocket of their traps by collisions with residual
background gas atomhk standard systems, these collisions occur about once every 100
seconds per atom. Lifetimes exceeding tenmiafites are possible in cryogenic vacuum
systems. Eventually, error correction schemiisneed to be employed to deal with this
infrequent loss. Atom reloading from an diaxy reservoir of precooled atoms, which
provides a path toward continuous operati@s been demonstrated on a small scale [16].

X Currently, sideband laser cooling has been usegktoabout 90 percent of the atoms in a
trap in their absolute 3D vibrational ground stafhis is cold enough for most quantum
computing schemes, but it is believed that the cooling can be improved significantly;
theoretical cooling limits approach 100 percent ground state occupation.

Because single-qubit gate times range from atéeavfew hundred microseconds, in principle, on
the order of 10operations can be performed within tbagest demonstrated decoherence times (these
are best-case numbers). Single-qubit gates of low error rates (down to 0.004) have been
demonstrated;[17] in experiments the fidelityinsited by inhomogeneities in the microwave field,
variability in the trap-induced shifts in qubit tréien frequencies, and erroasising from imprecision or
imperfections in the laser beam that affect nontargeted sites [18].

The strategies for two-qubit gates are again similar to those for trapped ions. One method requires
moving the desired atoms close together; since tmsare neutral, the spacing must be small, so
accurate enough control of moving traps and the mdtgiages of the atoms is challenging. The other
method is to temporarily excite the atoms to higitgited Rydberg states (where an electron is very
weakly bound to the atom), in which they haversty mutual dipolar interactions. This second approach
has been pursued by several groups. Theoreticallaabmns predict that an entanglement error rate of
0.01 percent should be achievable; as of mid-20X8nglement error rates of 3 percent have been
achieved [19]. Known sources of infidelity such astimgeof the atoms and the finite radiative lifetimes
of the Rydberg states in current experiments are fiitisat to explain this large value, but it is known
that fluctuating background electric fields dueatoms and molecules adsorbed on the container surfaces
could yield greater infidelity during two-qubit gatescause of the large susceptibility of the Rydberg
atoms. This problem could be addressed kydéavelopment of appropriate surface coatings.
Experimental improvement of the two-qubit gatesrigcal for this technology to be competitive with
superconducting and ion trap qubits.

Ultimate scalability: The trapping mechanism for neutral atoms is different than for trapped
ions, but this platform will use similar contraiédmeasurement planes. The vision for scaling beyond the
number of qubits that can be controlled in a sirgiay is to connect multig arrays using photonic
entanglement, again following the architecture ihakeing developed for trapped ion systems.

D.3 SEMICONDUCTOR QUBITS

Semiconductor qubits can be divided into twoetypdepending on whether they are manipulated
optically or electrically. Optically gated semicondudjabits typically use optically active defects or
guantum dots that induce strong effective coggibetween photons, while electrically gated
semiconductor qubits use voltages applied to litaplgically defined metal gates to confine and
manipulate the electrons that form the qubits, a teclygdlmat is very similar to that used for current
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classical computing electronics. Optically gated semducting qubits can be used to implement strong
effective interactions with photons, which giga@nhances the capabilities of photonic qubits—for
example, by being a mechanism for implementing a quantum memory for optical photons. Electrically
gated semiconducting qubits are attractive becausedtieods used to fabricate and control them are
quite similar to those used in classical computirgtebnics, potentially enably the large investments

that have enabled the tremendous scalability of clalssiectronics to facilitate the scaling of quantum
information processors.

D.3.1 Optically Gated Qubits in Crystals

An optically gated semiconductor qubit is a systera semiconductor (typically either a defect
in a crystal or a quantum dot in a host matendidse optical response depends on the quantum state of
that defect/dot. Defect and quantum dot systeave somewhat complementary strengths and
weaknesses, but also have many commonalitiesit€ednstructed from optically active impurities or
guantum dots in semiconductors provide a medmsroducing strong nonlinearities into photonic
approaches and also have the potential to beftranative for communication and sensing applications.

A defect system that has been the focus of sgenterest is the nitrogen-vacancy (NV) center in
diamond [20,21]. This defect, whicbmsists of a nitrogen atom substituting for a carbon together with a
vacancy, is a paramagnetic center that can bepuiated and measured optically. Initialization,
manipulation, and measurements of individual NVteenhave been demonstrated [22]. Quantum
manipulation has been demonstrated of defect eimather materials, including vacancies in silicon
carbide [23]. Remarkably, quantum coherence in these systems can persist at temperatures as high as
room temperature [24]. Because of their quantoimerence at high temperatures and their good
biocompatibility, optically active defect centerssemiconductors are expected to have important
applications as quantum sensors [25],udaig for biological applications [26].

Two-qubit gates between these qubits either regthiea to be extremely close together [27]

(tens of nanometers), which makes optical addressing of the detects extremely hard, or requires them to
be coupled using photons [28]. Ugiphotons allows the qubits to be spaced meters apart, but because the
interaction between the defects and photons tenlos veeak, entanglement-generating gates tend to be
slow (typically, many attempts at the entanglopgration must be made before one succeeds). While
successful gate operation is heralded, the sldangfement rates complicate attempts to create
entanglement between large numbers of qubits.

Optically active quantum dots also have beemalestrated to have promise for applications
requiring quantum coherence. Twabit gates have been implemeahtesing tunnel couplings between
guantum dots [29], and strong coupling between plsoémd quantum dots has been achieved [30], which
is promising for the developmeot high-fidelity photon-mediated tvqubit gates. Qubit speeds in these
systems tend to be very fast, but decoherence aaéealso fast. The strong coupling between quantum
dots and photons makes them attractive as aanérh for integration with photonic quantum
computing, enabling creation of entangled statdbreke photons [31] and enabling the implementations
of quantum memories for photonic circuits [32].

Materials development will be key to ingwming optically gated semiconducting qubits. For
defect centers in semiconductors, it would be extrgmsful to find a defect-material combination in
which the couplings between the defect and crystiiddaexcitations are very weak, so that essentially all
the optical decays do not transfer energy to the dngttwe. While there has ba some important work
showing the importance and demonstrating the p@wiisheoretical techniques for predicting robust
qubits in new materials [33], more needs to be dotieis area. It is also important to increase the
relatively weak coupling between photons and tHfeals; much recent progress has been enabled by
improving control of the optical fields to increase coupling, and further improvements should be possible.
This also relates to exploring mechanismssfuin decoherence and strategies to increase quantum
coherence times [34]. For quantum dots, a major limitation currently arises from the difficulties in
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developing well-controllednd reproducible fabrication methoti&cause the optical properties of a

guantum dot depend on its size and shape, uniform and predictable quantum dot sizes are critical.
Ultimate scalability: Because the requirements of ensuring optical access to be able to address

each qubit individually places significant constraintsjabit densities, scale-up to very large numbers of

gubits in these systems will be challenging. Hoarethey are likely to be very important as

interconnects, providing a method to interface migtdased qubits with optical photons that can

maintain coherence over extremely long distances [B&ddition, because of sensing applications,

systems with moderate numbers of qubits are likelyetimportant commercially, providing a means of

establishing commercial viability of quantum syssesms they are scaled up to sizes relevant for

information processing applications.

D.3.2 Electrically Gated Semiconductor Qubits

Electrically gated semiconducting quantum cotimgutechnologies have the potential to scale up
to extremely large number of qubits, because ofjtl®ts’ small size and because of the use of
fabrication methods very similar to those usedlassical electronics. Electrically gated semiconducting
gubits are defined and manipulated by applying voltages to lithographically defined metal gates on
semiconductor surfaces [36]. The fabrication and lithglgjiamethods are very similar to those used in
classical electronics, and the similarity of methodsesakplausible that the large investments that have
been made to enable scale-up of classical electromdseckeveraged to facilitate scale-up to very large
numbers of qubits.

However, in this platform a significant amowitmaterials and technique development was
required to be able to construct even single quitd,high-fidelity single-qubit gates have been achieved
only relatively recently [37]. Over the past few years, high-fidelity single-qubit gates have been
implemented by several groups, and there has &igdestantial recent progress toward the implementation
of high-fidelity two-qubit gates [38]and very recently quantum algorithms have been implemented on a
programmable two-qubit quantum processor [B%ey enabler of these recent advances was the
development of new materials systems and lithograpigithods that have enabled experimenters to
overcome limitations of previous materials platferand lithography strategies. The first electrically
gated semiconducting qubits were fabricatedaterostructures of gallium arsenide and aluminum
gallium arsenide [40], but in this materials systeendbcohering effects of the nuclear spins in the host
material greatly complicated the implementatiomigh-fidelity gate operations. The development of
gubits in silicon-based structures [41-43] has greatijuced decoherence fraraclear spins, because
natural silicon has an abundant zepmn nuclear isotope, and isotopiganriched silicon in which more
than 99 percent of the nuclei have spin zero éesntly become available, which has led to further
substantial increases in the coherence times [44].h&namnportant development was the development of
new device designs that enabled more compactpgdterns and also enabled a transition from doped to
accumulation-mode devices. These changes enabled the fabrication of devices with small (~25 nm) dots
with reasonable device yields.

The current challenge for the field is thevel®pment of reliable and high-fidelity two-qubit
gates. Current two-qubit gate error rates [45at8]about 10 percent, and further improvements are
needed to achieve fault-toleraygeration. Currently, charge noise in these devices limits gate coherence,
but recent work points to strategies that are expdotedable high-fidelity gating in the near term [49-
52]. Recent progress has been rapid, but it is constidily the mediocre fabrication yields in current
university-based fabrication facilities of the complextitayer gate patterns separated by very thin oxide
layers. Fabrication yields are expected to improvedhapvith the recent entry into this area by industry,
including HRL Laboratories and Intel, and by partigipn by Department of Energy (DOE) labs such as
Sandia National Laboratories.

In principle, electrically gated semiconductingds have the potential for scalability to billions
of qubits, because the methods used for fabricatis@similar to those used for classical electronics
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and the qubit footprints are substantially less thaguare micron. In practice, in addition to developing
two-qubit gates with the requisite fidelities, maasoent fidelities need to be improved and the
measurement methods need to be made compuaiithiéarge-scale qubit arrays. Also, because of
similarities in the cooling requirements, the cohstoategies, and the frequency range of the qubit
control voltages with those of superconductingitg, it will be necessary to overcome crosstalk and
fanout issues similar to those faced by the srgreducting qubit community. These issues will be
especially challenging in this system, sincedtmall spacing between the qubits will exacerbate the
coupling between wires, and it will be harder teate scalable control/measonent layers that can
interface with the qubits.

D.4 TOPOLOGICAL QUBITS

Development of topological quantum computarghitectures is an approach for constructing
gubits that could plausibly achieve extremely lowiirdic error rates so that implementation of error
correction using logical qubits would not be necessamyould at least enable error correction with
substantially less overhead. If successful, this amgrevould greatly reduce the number physical qubits
needed to achieve the computatigmawer to solve problems that are not tractable on classical computers
compared to other approaches. Thus, it couldfr@mising path to scaling for a quantum computer.

Topological guantum computation enables operations on the physical qubits to have extremely
high fidelities because the qubit operations are predeay topological symmetry implemented at the
microscopic level. Topological protection of quantunformation is also the basis underlying the surface
code, so one can view topological quantum comjuurtats the implementation of the error-correction
mechanism into the microscopic physics insteaalycdpplication of an error-correction algorithm on
nontopological qubits. The potential to achieve the extremely high fidelities required to solve
commercially interesting problems that are intractalolelassical computers without the need to incur
the large overheads involved in error correctionsgr@ng motivation for the significant investments in
this strategy for quantum computation by compalikesMicrosoft. However, the committee notes that
the technology is significantly less developed tharothers described in this report: there are nontrivial
steps to demonstrating even the capability of singlatepperations experimentally at the time of the
writing of this report (2018) [53].

To implement topological quantum computation, onest construct a system in which there is a
large number of degenerate ground states that caeraiitained from each other from local changes. A
simple example relevant to current efforts to iempént topological quantum computation experimentally
is shown in Figure D.1. This figure illustrates ttisgre are systems of spinless fermions whose ground
states can be viewed as collections of Majorana fernpained on neighboring sites, with two “leftover”
sites on the ends. The unpaired Majorana fermiondearbitrarily far apart, and recombining them
requires modifying the quantum state of the entire length of the system, which makes the excitations
extremely resistant to local perturbations.

The interest in developing materials systenas tan support Majorana zero modes was sparked
by Kitaev’'s work (2003) showing that a quanteomputer can be constructed if these topological
excitations could be constructeddamanipulated appropriately [54]. Much work has been done to make
the construction of an appropriate system more ligasxperimentally, with recent work demonstrating
that quantum computation can be implemented ifyarof nanowires of a material with strong spin-orbit
coupling that are strongly coupled to supercondudting where the single-particle excitations are
highly suppressed can be construaad measured [55]. While experimainlemonstration of nontrivial
manipulation of Majorana zero modes has not yet beareved, the evidence that such nanowires have
excitations at the nanowire ends that exhibit intiwas that decay exponentially with the wire length is
very strong [56]. Given a well-controlled materialstgyn that supports Majorana zero modes, there is
expected to be a reasonably straightforward ex@atal path toward the demonstration of the
performance of a nontrivial qubit operation [57].vver, substantial materials and fabrication
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challenges remain in order to do so. Some of tingpbexities that must be dealt with are that the
excitations on the superconducting nanowiresregasured via coupling to nonsuperconducting qguantum
dots, and the couplings between these dissimilar systems must be well controlled and tunable to
implement the necessary operations.

FIGURE D.1 Schematic of a one-dimensional ($i8tem supporting Majorana zero modes. Each
spinless fermion decomposes into two Majorfamenions, one on each site (denoted Isyand shown in

red). The Majoranas pair in the bulk (denotedhmsythick lines connecting them), leaving two zero-

energy Majorana modes at the ends of the clidia.large spatial separation between the two ends
underlies the resistance to decoherence of quaotumputing implemented in this architecture.

SOURCE: J. Alicea, Y. Oreg, G. Refael, F. von Oppen, and M.P.A. Fisher, 2011, Non-Abelian statistics
and topological quantum informati processing in 1D wire networksature Physic§(5):412-417.

Once successful nontrivial manipulation andaswwement of Majorana zero modes has been
demonstrated experimentally, it will be possiblel&édermine whether the excellent fidelities that have
been predicted theoretically are indeed achiéveckperiment. If experimentally measured fidelities do
indeed improve exponentially with the length of tenowires on the expected length scale of microns,
then nanowires with modest lengths could yield gates with extremely high fidelities.

It should be noted that, similar to proposeglimentations of the surface code, implementation
of Clifford gates is expected to be significantly memaightforward than the realization of an additional
gate (often called the “T gate”) necessarintplement universal quantum computation. Recent
theoretical work predicts that high-fidelity T gatare achievable using the same hardware architecture as
that used for the Clifford gates [58], but the inmpéntation of these gates is atditional step necessary
for the implementation of a universal quantum computer using this technology.

As discussed above, significant materials, itation, and measurement challenges must be
overcome to demonstrate even single-qubit gatestopological quantum computer. However, the
possibility of being able to implement extremely high fidelity gates that do not require error correction, or
require very little error correction, is strong motiga to pursue this approach, partly because of the
challenges that arise in the implementation of quargrror correction and partly because the necessary
processor sizes would be much smaller tivase needed for error-corrected architectures.
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E
Global R&D Investment

A recent bibliometric analysis conducted by reskars at the Naval Surface Warfare Center’'s
Dahlgren Division provides a time series looltet public-facing research output by nation (Figure E.1).
According to this analysis, U.S. institutions hgweduced more research papers in quantum computing
and quantum algorithms than anyiaa overall, and for every year since 1996. However, efforts from
Chinese researchers rose significantly after 2006, thithiwo countries far outpacing all other countries
each year since 2012. When including post-quantum cryptography and quantum key distribution, China’s
output has surpassed that of thatekh States in the number of papers produced each year since (although
U.S. publications remain more heavily cited).

Several noteworthy non-U.8ational-level programs and initiges in quantum science and
technology have recently been announced, whichmestyape the research lagdpe in years to come.

These initiatives, summarized in Table 7.2, illugtrtde commitment of the corresponding governments
to leadership in quantum science and engineering wgieldn general, they span a range of fields under
guantum science and technology and are ratded on quantum computing exclusively.

FIGURE E.1 Number of papers published by natioorajin for top five global producers in quantum
computing and algorithms. Includes only research pubticatinat are accessible to the public. Data are
the result of a bibliometric analysis conductedaltgam at the Naval Surface Warfare Center Dahlgren
Division. SOURCE: Data courtesy of Jacob Farinholt.
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E.1 THE EU QUANTUM TECHNOLOGIES FLAGSHIP

The European Union (EU) has supported research in quantum science and technology for more
than 20 years, with a cumulative budget of aro@580 million through its Framework Programmes for
Research and Development. In 204 &trategy for research and development in quantum technology (the
“Quantum Manifesto”) signed by more than 3,08@ividuals from academia, industry, and governments
was presented to the European Commission (EC). Stem iafline with this strategy, the EC announced
plans for an ambitious €1 billion, 10-year flagstegearch program on quantum technologies to begin in
2018 as part of the EC’s Horizon 2020 researithative. Funding for this coordinated program will
come from Horizon 2020 and otheU and national sources. The mfasto and follow-on planning
documents identify four major areas for R&D: quantum communication, computation, simulation, and
sensing and metrology. Each area is to be addressed across three dimensions: education/training,
software/theory, and engineering/control. The fiedt for proposals under this initiative was published in
October 2017, targeting five areas: collaborative rebegarojects that span at least three different
institutions in at least three Exypean countries, each eligible for funding up to €130 million [1,2].

Underneath this flagship, additional, nation-spiegrograms have emerged. For example, the
Swedish Wallenberg Centre for Quantum Technolegyg announced in 2017 and is sponsored by the
Knut and Alice Wallenberg Fountian (SEK600 million) and industrial sources (SEK400 million). Its
objectives include those of the EU Flagship prognaith a 10-year core goal of developing a 100-qubit
superconducting quantum computer. The program dpansiniversities, includes a dedicated graduate
school, and aims to recruit new faculty and researnemtsts to establish a quantum workforce that will
persist after the program expires [3,4].

E.2 THE UK NATIONAL QUANTUM TECHNOLOGIES PROGRAM

In 2014, the United Kingdom’s Engineering &Playsical Sciences Research Council launched a
coordinated national initiative ®upport and accelerate the developnémuantum technologies. The
UK National Quantum Technologies Program, fundeallavel of £270 million over five years, includes
an emphasis in quantum sensors and metrotpggntum enhanced imagj, networked quantum
information technologies, and quantum communicatieosnologies. While research in quantum science
continues under established funding mechanismgrtigram is designed specifically to transform
scientific output into practical technologies with bigsial applications and establish UK leadership in
the field. The initiative is governed by a strategfiivisory board with international membership, which
meets three times annually to oversee and coordmmaggam activities and engage in roadmapping and
visioning for future technologies, and a programmerations group, which meets six times annually to
facilitate coordination among government agencies [5].

E.3 THE AUSTRALIAN CENTRE FOR QUANTUM COMPUTING AND COMMUNICATION
TECHNOLOGY

In 2017, the Australian Research Council (AR@)ded the Centre for Quantum Computation
and Communication Technologies through its Centiexakllence Program. Funded at a level of $33.7
million over seven years and led by the Universitilefv South Wales, the centre emphasizes research
in the areas of quantum communication, optical quantum computing, silicon quantum computing, and
guantum resources and integration. The centre iaslatilities at six Australian universities, and formal
collaborations and partnerships with universitie®ad. In addition to development of component
technologies, the centre is alsediged on frameworks for scaling, integrating, and bringing quantum
technologies to market, including a vision for developing a quantum Internet.
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E.4 THE CHINESE QUANTUM NATION AL LABORATORY FOR QUANTUM
INFORMATION SCIENCE

Many recent news articles have highlightedgoess by researchers in China in the areas of
guantum communication and quantum cryptograplgmonstration of quantum communications via
satellites and long-path optical fibers have recemeadh attention. An intercity channel to enable
quantum key distribution (QKD) has been estdlgltsbetween Beijing and Shanghai. QKD has recently
been deployed internationally for the first timéngssatellite as well as ground connections, with what
has been billed as the first quantum-encrypted Vidleeconference between China and Vienna. While the
communication route reportedly included seveealusity weaknesses and classical stopovers, it was the
first demonstrated use of QKD for intercontinental communications [6].

In addition to reported advances in quantumemnications, China announced in 2017 plans to
build a centralized National Laboratory for Quanturdiotmation Science in Hefei, Anhui province, with
an expected completion time frame of 2.5 years. Whdeeffort is expected to span a range of potential
applications of quantum technology, quantum oiegy and quantum computing were emphasized. A
goal of 2020 for achieving quantum supremacy has been announced [7].

NOTES

[1] A. Acin, I. Bloch, H. Buhrman, T. Calarco, C. Eichlér Eisert, D. Esteve, et al., 2017, “The European Quantum
Technologies RoadmapCornell University,arXiv:1712.03773.

[2] “European Commission will launch €1 billion quantum technologies flagship,” https://ec.europa.eu/digital-
single-market/en/news/european-commission-wilhlzh-eul-billion-quantum-technologies-flagship.

[3] Chalmers University of Technology, 2017, “Engirieg of a Swedish quantuoomputer set to start,”
EurekAlert! https://www.eurekalert.org/pub_ealses/2017-11/cuot-ecalll417.php.

[4] Chalmers University of Technolog2017, “Research programme destinip: Wallenberg Centre for Quantum
Technology,"Chalmers University of Technology
http://www.chalmers.se/en/news/Documentsgpamme_description_BQT_171114 eng.pdf.
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Glossary

Abstractions—Different models (a representation or waytlohking) about a computer system design
that allow the user to focus on the criticalesp of the system components to be designed.

Adiabatic quantum computer—An idealized analog universal quantum computer that operates at 0 K
(absolute zero). It is known to have the samemadational power as a gate-based quantum computer.

Algorithm —A specific approach, often described in mathgoal terms, used by a computer to solve a
certain problem or carry out a certain task.

Analog computer—A computer whose operation is based on analog signals and that does not use
Boolean logic operations and does not reject noise.

Analog quantum computer—A gquantum computer that carries out a computation without breaking the
operations down to a small set@fmitive operations (gates) on qubitsere is currently no model of

fault tolerance for such machines.

Analog signal—A signal whose value varies smoothly betwaeamange of real or complex numbers.
Asymmetric cryptography (alsopublic key cryptography)—A category of cryptography where the
system uses public keys that are widely known andmikeys that are secret to the owner; such systems
are commonly used for key exchange protocols in the encryption of most of today’s electronic
communications.

Basis—Any set of linearly independent vectors that sffeir vector space. The wave function of a qubit
or system of qubits is commonly written as a linear combination of basis functions or states. For a single
gubit, the most common basis is{¢ s§, corresponding to the states of a classical bit.

Binary representation—A series of binary digits where each digit has only two possible values, 0 or 1,
used to encode data and upon which rimaelevel computations are performed.

Certificate authority —An entity that issues a digital certificate to certify the ownership of a public key
used in online transactions.

Cipher—An approach to concealing the meaning of information by encoding it.
Ciphertext—The encrypted form of a message, which appears scrambled or nonsensical.
Classical attacks—Attempts by a classical computer to break or subvert encryption.

Classical computer—A computer—for example, one of the many deployed commercially today—whose
processing of information is not based upon quantum information theory.
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Coding theory—The science of designing encoding schemes for specific applications—for example, to
enable two parties to communicate over a noisy channel.

Coherent—The quality of a quantum system that enables quantum phenomena such as interference,
superposition, and entanglement.tiamatically speaking, a quantaystem is coherent when the
complex coefficients of the contributing quantum statesclearly defined in relation to each other, and
the system can be expressed in terms of a single wave function.

Collapse—The phenomenon that occurs upon measurement of a quantum system where the system
reverts to a single observable state, resulting ifodgeof contributions from all other states to the
system’s wave function.

Collision—In hashing, the circumstance where two different inputs are mapped to the same output, or
hash value.

Complexity class—A category that is used to define and group computational tasks according to their
complexity.

Computational complexity—The difficulty of carrying out a specific computational task, typically
expressed as a mathematical expression that reflagttheaumber of steps required to complete the
task varies with the size of the input to the problem.

Compute depth—The number of sequential operatioaguired to carry out a given task.

Concatenation—The ordered combination of two sequencearier. In the context of quantum error
correction (QEC), this refers to carryingt two or more QEC protocols sequentially.

Control and measurement plane—An abstraction used to describe components of a quantum computer,
which refers to the elements required to carryapdrations on qubits and to measure their states.

Control processor plane—An abstraction used to describe components of a quantum computer, which
includes the classical processor responsible forméieng what signals and measurements are required
to implement a quantum program.

Cryostat—A device that regulates the temperature of a physical system at very low temperatures,
generally in an experimental laboratory.

Cryptanalysis—The use of a computer to defeat encryption.

Cryptography—The study and practice of encoding infotioa in order to obfuscate its content that
relies upon the difficulty of solving certain mathematical problems.

Cryptosystem—A method of deploying a specific cryptographic algorithm to protect data and
communications from being read by an unintended recipient.

Decoherence—A process where a quantum system will ultimately exchange some energy and
information with the broader environment over timjch cannot be recovered once lost. This process is
one source of error in qubit systems. Mathematicgllyaking, decoherence occurs when the relationship
between the coefficients of a quantum system’s contributing states become ill-defined.
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Decryption algorithm—A set of instructions for returning amcrypted message to its unencrypted form.
Such an algorithm takes as input a cipher text arehitsyption key, and returns a cleartext, or readable,
version of the message.

Digital gates—A transistor circuit that performs a binary operation using a number of binary single bit
inputs to create a single-bit binary output.

Digital quantum computers—Quantum systems where the compuwtais done by using a small set of
primitive operations, or gates, on qubits.

Digital signature—An important cryptographic mechanisused to verify data integrity.

Dilution refrigerator— A specialized cooling device capable ofimaining an apparatus at temperatures
near absolute zero.

Discrete-log problem on elliptic curves—An algebraic problem used as the basis of a specific
cryptographic protocol where, given the outpuis itomputationally hard to compute the inputs.

Distance—In an error-correcting code, the number of bibes that would be required to convert one
valid state of a computer to another. When the nurberrors is less than (D-1)/2, one can still extract
the error-free state.

Encryption—The application of cryptography to protect information, currently widely used in computer
systems and Internet communications.

Encryption algorithm —A set of instructions for converting unrdeandable data to an incomprehensible
cipher, or ciphertext. In practice, the algorithmesilas input the message to be encrypted along with an
encryption key and scrambles the message according to a mathematical procedure.
Entanglement—The property where two or more quantum objects in a system are correlated, or
intrinsically linked, such that measuremenbat changes the possiloleasurement outcomes for
another, regardless of how far apart the two objects are.

Error-corrected quantum computer—An instance of a quantum computer that emulates an ideal, fault-
tolerant computer by running a quantum error correction algorithm.

Fault tolerant—Resilient against errors.

Fidelity—The quality of a hardware operation, sometimpeantified in terms of the probability that a
particular operation will be carried out correctly.

Fundamental noise—Noise resulting from energy fluctuations arising spontaneously within any object
that is above absolute zero in temperature.

Gate—A computational operation that takes in and jutisone or more bits (in the case of a classical
computer) or qubits (in the case of a quantum computer).

Gate synthesis—Construction of a gate out of a series of simpler gates.
Hamiltonian—A mathematical representation of the energy environment of a physical system. In the
mathematics of quantum mechanics, a Hamiltotales the form of a linear algebraic operator.
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Sometimes, the term is used to denote the physicatonment itself, rather than its mathematical
representation.

Host processor—An abstraction used to describe the components of a quantum computing system,
referring to the classical computer components drittiegpart of the system that is user controlled.

Key exchange—A step in cryptographic algorithms and mools where keys are shared among intended
recipients to enable their usedncrypting and decrypting information.

Logical qubit—An abstraction that describes a collectiopbysical qubits implementing quantum error
correction in order to carry out a fault-tolerant qubit operation.

Logic gate—In classical computing, a collection of transistors that input and output digital signals, and
that can be represented and modeigidg Boolean logic (rules that combine signals that can be either
false, 0, or true, 1).

Lossless—No energy is dissipated.

Measurement—Observation of a quantum system, which yields only a single classical output and
collapses the system’s wave function onto the corresponding state.

Microprocessor—An integrated circuit that contains the elements of a central processing unit on a single
chip.

Noise—Unwanted variations in a physical systemttban lead to error and unwanted results.

Noise immunity—The ability to remove noise (unwanted &iidns) in a signal to minimize error.

Noisy intermediate-scale quantum (NISQ) compute~A quantum computer that is not error-corrected,
but is stable enough to effectively carry out a patation before the system loses coherence. A NISQ
can be digital or analog.

Nondeterministic polynomial time (NP)}—A specific computational complexity class.

One-way functions—Functions that are easy to compute in dinection while being for all intents and
purposes impossible to compute in the other direction.

Overhead—The amount of work (for example, numladroperations) or quantity of resources (for
example, number of qubits or bits) required to caulya computational task; “cost” is sometimes used
synonymously.

Post-quantum cryptography—The set of methods for cryptography that are expected to be resistant to
cryptanalysis by a quantum computer.

Primitive —A fundamental computational operation.
Program—An abstraction that refers to the sequendasifuctions and rules that a computer must
perform in order to complete one or more tasks (lmesone or more tasks) using a specific approach, or

algorithm.

Quantum annealer—An analog quantum computer that optesathrough coherent manipulation of
gubits by changing the analog values of the systenysilttaian, rather than by using quantum gates. In

PREPUBLICATION COPY — SUBJECT TO FURTHER EDITORIAL CORRECTION
-4

Copyright National Academy of Sciences. All rights reserved.



Quantum Computing: Progress and Prospects

particular, a quantum annealer penfis computations by preparing a set of qubits in some initial state
and changing their energy environment until it defithesparameters of a given problem, such that the
final state of the qubits corresponds, with a high pribbalio the answer of the problem. In general, a
guantum annealer is not necessarily universal—there are some problems that it cannot solve.

Quantum communication—The transport or exchange of information as encoded into a quantum
system.

Quantum computation—The use of quantum mechanical phenomena such as interference,
superposition, and entanglement to perform compmurtatihat are roughly angjous to (although operate
quite differently from) those performed on a classical computer.

Quantum computer—The general term for a device (whetttegoretical or practically realized) that
carries out quantum computation. A quantum computgy be analog or gate-based, universal or not,
and noisy or fault tolerant.

Quantum cryptography—A subfield of quantum communicatievhere quantum properties are used to
design communication systems that may not be eavesdropped upon by an observer.

Quantum information science—The study of how information s can be encoded in a quantum
system, including the associated statistics, lindtetj and unique affordances of quantum mechanics.

Quantum interference—When states contributing to coherenperpositions combine constructively or
destructively, like waves, with coefficients adding or subtracting.

Quantum sensing and metrology-The study and development of quantum systems whose extreme
sensitivity to environmental disturbances canXyated in order to measure important physical
properties with more precision than is possible with classical technologies.

Quantum system—A collection of (typically very smallphysical objects whose behavior cannot be
adequately approximated bgueations of classical physics.

Qubit—A guantum bit, the fundamental hardware poment of a quantum computer, embodied by a
guantum object. Analogous to a classical bit (or binary digit), a qubit can represent a state corresponding
to either zero or one; unlike a classical bit, a qubitatao exist in a superposition of both states at once,
with any possible relative contribution of eachalguantum computer, qubits are generally entangled,
meaning that any qubit’s state is inextricably linkedhe state of the other qubits, and thus cannot be
defined independently.

Run time—The amount of time required to carry out a computational task. In practice, the actual time
required for a task depends heavily on the desigrde/ce and of its particular physical embodiment, so
run time may be described in terms of the number of computational steps.

Scalable, fault-tolerant, universal gate-based quantum computerA system that operates through
gate-based operations on qubits, agals to circuit-based classical computers, and uses quantum error
correction to correct any system noise (includimgrs introduced by imperfect control signals, or
unintended coupling of qubits to eaatier or to the environment) that occurs during the time frame of
the calculation.

SHA256—A specific hash function that outputs a 256Haith value regardless of the input size.
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Shor’s algorithm— A quantum algorithm developed by Petéo&in the 1990s that, if implemented on

a real quantum computer, would be capable efking the encryption used to protect Internet
communications and data.

Signal—An electromagnetic field used to convey information in an electronic circuit.

Software tools—Computer programs that help a user design and compose a new computer program.
Standard cell library—A set of predesigned and tested logic gates.

Superposition—A quantum phenomenon where a system is in more than one state at a time.
Mathematically speaking, the wave function of a quamsystem in a superposition state is expressed as

the sum of the contributing states, eaatighted by a complex coefficient.

Surface code—A quantum error correction code (QECCAttls less sensitive to noise than other
established QECCs, but has higher overheads.

Symmetric encryption—A type of encryption where a secret key, shared by both the sender and the
receiver, is used to encrypt and decrypt communications.

Systematic noise-Noise resulting from signal interactions that is always present under certain
conditions and could in pringlie be modeled and corrected.

Transport Layer Security (TLS) handshake—The most common key exchange protocol, used to
protect Internet traffic.

Unitary operation—An algebraic operation on a vector that preserves the vector length.

Universal computer—A computer that can perform any computation that could be performed by a
Turing machine.

Wave function—A mathematical description of the state of a quantum system, so named to reflect their
wave-like characteristics.

Wave-patrticle duality—The phenomenon where a quantum object is sometimes best described in terms
of wave-like properties and sometimegenms of particle-like properties.
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