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Abstract

EÆcient utilization of modern high bandwidth communication networks re-

lies on statistical multiplexing of many logical channels through one physical

channel. Communication requests typically include some statistical charac-

terization of the requested connection (such as pick value, mean values, etc).

The task of the network management procedure is to accommodate as many

communication requests as possible while keeping the failure (e.g. over
ow)
probability bounded by a pre-speci�ed parameter. When the network consists

of one link, the task reduces to evaluating the probability that a sum of ran-

dom variables does not exceed a given bound. Techniques such as the method

of e�ective bandwidth give a practical solution for the one link problem. In

this paper we address the more realistic setting of estimating QoS properties

of multi-link networks with arbitrary patterns. The related optimization prob-

lem for that setting is #P -complete even for the most simple communication

characteristics.

Our main result is an eÆcient Monte-Carlo method for estimating the failure

probability of a general network. Our method is particularly useful in a dynamic

setting in which communication requests are dynamically added and eliminated
from the system. The amortized cost in our solution of updating the estimate

after each change is proportional to the fraction of links involved in the change

rather than to the total number of links in the network.
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1 Introduction

Modern communication protocols such as ATM (Asynchronous Transfer Mode) achieve
high utilization of channel bandwidth by multiplexing communication streams with
di�erent 
ow characteristics into one communication channel. Requests for commu-
nication are submitted to the network management protocol with some statistical
characterization of the required communication. The network (
ow) management
protocol uses this information to statistically multiplex as many communication re-
quests as possible while maintaining global network performance.

Next generation communication networks are expected to provide QoS (quality
of service guarantees) when satisfying communication requests. In particular, QoS
protocol is expected to limit to a pre-speci�ed value the probability of communication
failure due to events such as cell loss, cell delay and cell jitter [3]. The goal (on the
part of the communication provider) is to satisfy as many communication requests as
possible while maintaining pre-speci�ed QoS guarantees. In this paper we focus on
cell loss failures due to link or bu�er over
ow. Our method can be modi�ed to handle
other statistically governed communication characteristic such as cell delay and jitter.

In the case of a one link network, achieving QoS guarantees is reduced to bounding
the probability that a sum of random variables exceeds a given bound, where each
random variable represents the stream of data of one logical link, and the bound
is the bandwidth capacity of the channel (or the adjacent bu�ers). Most previous
works have focused on communication 
ow modeled by an on-o� source [7]. A (q; s)
on-o� source sends at a peak rate of s with probability q and zero otherwise. This
model captures the extreme bursty nature of high speed networks based on ATM
and related technologies. On-o� sources have been studied extensively both in theory
[7, 10, 8] as well as in simulation studies to evaluate performance of routing algorithms
in ATM networks [3]. The work in [10] is especially interesting as it argues that
the fractal nature of Internet and Ethernet traÆc is captured very well by on-o�
sources. Techniques such as e�ective bandwidth give eÆcient and practical solution
for providing QoS guarantees on one link networks [2].

The problem of bounding the over
ow probability in a multi-channel network of
arbitrary pattern is signi�cantly harder. In fact the related optimization problem
is #P -complete [11] even if all logical links are fed by on-o� sources with the same
parameters q and s. We are not aware of any known heuristic to this problem, other
than summing the failure probability on all network links. (Which is what is done
in practice [3].) Such an estimate is far too expensive, since in large networks it
can signi�cantly over estimate over
ow probability, and thus under utilizing network
capacity.

In this paper we give the �rst non-trivial algorithms for estimating QoS properties
in statistically multiplexed networks. Our algorithms employ eÆcient Monte-Carlo
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Figure 1: A schematic to illustrate how a connection is handled

method to accurately estimate the over
ow probability of any set of channels in an
arbitrary topology network. These estimates translate into better admission control
policy that achieve higher bandwidth utilization while guaranteeing same quality
of service. We study this problem under static and dynamic settings. In the static
setting, we assume that a set of connections are already active (routed) in the network
and we are interested in whether QoS requirements are violated. In the dynamic
setting, we are interested in admitting a new connection to the network and we desire
a fast admission control algorithm to decide whether to admit this connection subject
to QoS requirement.

Figure 1 illustrates the procedure followed by a typical network management pro-
tocol when admitting a new connection. When a new connection request, say C
arrives, the routing algorithm (for example, an algorithm used in telephone networks
is the Dynamic Routing Algorithm (DAR) [9]) selects a path in the network, say P
where this connection might be routed. Then the admission control algorithm decides
whether routing this connection through P would violate QoS guarantee. If QoS re-
quirement is violated, then either C is rejected or (as in the DAR) an alternative
route might be selected for P and the QoS guarantee condition is again checked. (In
DAR the connection request is denied if there is a violation for the second time). If
QoS guarantee is met, then connection request is admitted to the network. It is useful
to think of admitting a connection in this way as it separates routing and admission
control, although they might be implemented as a single algorithm [3]. In this paper
we focus only on admission control. We assume that when the admission control
protocol is invoked a path had already been selected by the routing algorithm.

1.1 ATM Networks and QoS Guarantees

To demonstrate the use of our estimation algorithms to achieve eÆcient admission
control we focus in this section on its application to ATM networks.
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ATM is emerging as a standard for Broadband Integrated Services Digital Net-
works (B-ISDN) carrying a wide spectrum of new consumer services such as video-on-
demand, video teleconferencing etc. Speci�cally, ATM is a high-speed, virtual-circuit-
oriented packet-switching technique that uses short, �xed-length packets called cells.
A virtual circuit in an ATM network is a contract between the network and the
customer to deliver traÆc of speci�ed quality of service (QoS).

Practical ATM networks are essentially modeled as a complete graph G of say,
m edges and N nodes (terminals). Nodes are endpoints of a communication request
and edges are communication links with speci�c bandwidth limits. A connection or a
communication request is a (source, destination) pair with bandwidth requirements.
Each edge in G can be thought of as a Virtual Path (VP) and connections are Virtual
Circuits (VC's) ([3], [6]). When establishing a VC such that a pair of terminals can
communicate, a route consisting of a set of VP's is selected. Following the practices
of dynamic routing in telephone networks ([3], [6]), routes that consist of more than
two hops are excluded. If a route consists of one VP, it is a direct route; otherwise, it
is an alternative route.

To provide QoS guarantees, we suppose that the fraction of cells lost is not per-
mitted to exceed a given fraction �.1 Let pj(l) denote the fraction of cells lost in the
input bu�er of V Pj of the network, when l VCs are being routed through V Pj. We
assume that these single link probabilities can be determined by cell level analysis
[1] or by simulations [12]. We classify a VC as either a V Cj or a V Cij if the VC is
assigned one-edge route fjg or two-edge route fi; jg, respectively. In an alternatively
routed VC, cell loss can occur at either of the two VPs. Notice that

Pr(\cell lost on a V Cij"jli; lj) � pi(li) + pj(lj)

that is, the probability that a cell of a V Cij is lost when there are li VCs using V Pi
and lj VCs using V Pj is less than the sum of two VP loss probabilities.

In [3], the QoS-permissibility conditions for setting up a new virtual circuit are as
follows:

1. direct route j: (a) pj(lj + 1) � � and
(b) For every V Pk such that a V Cjk is in progress, pj(lj + 1) + pk(lk) � �.
Notice that the �rst of these conditions ensures that the additional VC will
not cause cell loss to be excessive for any of the directly routed VCs on V Pj.
The second condition ensures that cell loss will not be excessive for any of the
\overlapping VCs" that is, the alternatively routed VCs employing V Pj.

2. alternate route fi; jg: (a) pi(li + 1) + pj(lj + 1) � � and
(b) For every V Pk such that a V Cik is in progress, pi(li + 1) + pk(lk) � �; and
for every V Pk such that a V Cjk is in progress pj(lj + 1) + pk(lk) � �.

1A typical value of � ranges from 10�6 to 10�9.
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Notice that QoS-permissibility of any route involves examining VPs that are not
on the route under consideration. In the above permissibility conditions in cases 1(b),
2(a) and 2(b) instead of just summing probabilities which can be a gross over estima-
tion of the overall loss probability (especially when the two edges under consideration
share a lot of common connections) we can use the methods developed in this paper
to accurately estimate this probability in these cases. Thus one of the main contri-
butions of this paper is to eÆciently and accurately estimate such loss or over
ow
probabilities when we have arbitrary pattern of connections in an arbitrary topology
network.

While we focus here on the problem of bounding the probability of an edge over
ow
in a given set of edges in the network (i.e. a subgraph of the network) our technique
can be very easily adapted to address weaker QoS guarantees such as the connection-
based over
ow constraint [8]. A connection-based over
ow constraint bounds the
probability of an over
ow along a given logical link. We can model over
ow constraints
in a network in two main ways: the link-based over
ow constraint and the connection-
based over
ow constraint [8]. More formally, let the random variable Xi be the de-
mand corresponding to connection ci. Let Pi represent the route of the connection ci,
that is the edges of the path of ci. The link-based over
ow constraint requires that for
each edge ej, we have Pr[

P
i:ej2Pi

Xi > Bj] � Q0, where Q0 is the over
ow probability
allowed by QoS. On the other hand, the connection-based over
ow constraint requires
that for each connection ci we have Pr[9ej 2 Pi :

P
i:ej2Pi

Xi > Bj] � Q0. >From
the perspective of providing guaranteed quality of service to users in a network, the
connection-based over
ow constraint is more natural. Both these constraints can be
enforced by our method of accurately estimating the over
ow probability in an ar-
bitrary subnetwork. For example, bounding the probability that an edge over
ows
in a suitable subgraph of the network enforces the connection-based over
ow con-
straint. Under the QoS permissibility conditions mentioned earlier (which enforce
the connection-based over
ow constraint) we have to check for over
ow condition in
two-link subgraphs.

1.2 Problem Statement and Related Work

We consider a communication network G = (V;E) with physical channels (edges)
denoted by the set E = fe1; e2; : : : ; ejEjg. For each channel ei we have a constant
Bi specifying the maximum bandwidth of that channel. The data 
ow in a logical
channel, or a communication request or connection is characterized by a distribution
function specifying the probability that the channel sends a given amount of data at
a given time step. Thus a communication network consists of the physical network
G along with the connections active in the network. A subnetwork is simply a subset
S of E along with the connections that are active in edges belonging to S. For
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our purposes, we simply model a communication request as a random variable. Our
goal is to satisfy as many communication requests as possible while maintaining pre-
speci�ed Quality of Service (QoS) guarantees. We focus here on one such guarantee,
bounding the probability of over
ow on a given set of edges in the network (i.e. a
given subnetwork).

Consider �rst a simple scenario in which all logical channels are fed by identical2

(q; s) on-o� sources, i.e. the data 
ow distribution in each logical channel has only
two states: a 
ow of rate s with probability q, no 
ow with probability 1 � q, and
the states on di�erent channels are independent events. Since all logical channels
have identical, independent, distributions the probability of an over
ow in a given
edge can be computed by the Binomial distribution. Computing the probability of an
over
ow in the entire network for example, is signi�cantly harder and can be shown
to be #P -complete by a straightforward reduction from the union of sets problem [5].
If the 
ow distribution of the logical channels is less restricted, then even the exact
computation of over
ow on one edge becomes intractable. In particular, if logical
channels are fed by on-o� sources with di�erent parameters (qi; si), even computing
the over
ow probability of one edge becomes #P -complete [8].

In practice, the complexity of computing the over
ow on one edge is circumvented
by using the method of e�ective bandwidth [4, 7, 2]:

De�nition 1.1 The e�ective bandwidth of a random variable X is

�p(X) =
logE[p�X ]

log p�1
: (1)

The signi�cance of the above de�nition will be clear from the following theorem
which gives a conservative estimate of the over
ow probability in the following sense:
If the sum of the e�ective bandwidths of a set of independent connections does not
exceed the link capacity, then the probability that the sum of their transmission rates
exceeds twice the capacity at any instant is at most p. Given the e�ective bandwidth
of individual logical channels a bound on the over
ow probability of a given edge can
be computed using the following result due to Hui[4]:

Theorem 1.1 Let X1; : : : ; Xn be independent random variables, and X =
P

iXi.
Let a > b. If

P
i �p(Xi) � b, then PrfX � ag � pa�b.

Proof: The proof is a simple application of Markov's inequality. From,
P

i �p(Xi) � b
we have

P
i logE[p

�Xi] � log p�b. Hence �iE[p
�Xi] � p�b. Since Xi are independent,

�iE[p
�Xi ] = E[�ip

�Xi ] = E[p�
P

iXi] = E[p�X ] � p�b. Now by Markov's inequality,
PrfX � ag = Prfp�X � p�ag � paE[p�X ] � pa�b. 2

2Identical or almost identical connections capture ATM networks supporting homogeneous sources

[3]. In ATM terminology this is referred to as a VP subnetwork which is a collection of VCs trans-
porting identical sets of traÆc sources i.e. with same traÆc characteristics and QoS requirements.
Statistical multiplexing is more e�ective for homogeneous traÆc sources. See [3] for more details.

5



1.3 New Results

Given a method for estimating the over
ow probability of a given edge (either directly
for simple 
ow distributions, or through the concept of e�ective bandwidth for more
general distributions) we are interested in estimating the over
ow probability of a
given set of edges in a network which is the probability that some edge will over
ow
among the set of edges (a more precise de�nition is given in section 2. More speci�cally
we are interested in two versions of the problem:

1. The Static Problem: Given a set of edges S in a network and a set of logical
channels estimate the over
ow probability of the set S in the network.

2. The Dynamic Problem: Given a network (or a subnetwork), a set of logical
channels, and a sequence of add and delete communication requests, determine
for each request if granting that communication request violates a predetermined
bound on network over
ow probability in the network (or subnetwork).

Letm be the number of physical links in a subnetwork S, n be the number of active
logical links (connections) in S (i.e. the connections that use any of the edges in S).
Our results apply to any set of on-o� sources (with possible di�erent parameters to
di�erent logical links). For the static case we present an eÆcient (�; Æ)-approximation
for over
ow probability in S.

De�nition 1.2 An (�; Æ) Monte-Carlo approximation for Q is a value ~Q such that

Pr[(1� �)Q � ~Q � (1 + �)Q] � 1� Æ;

where the probability depends only on random steps made by the approximation algo-
rithm.

Theorem 1.2 There is a Monte-Carlo algorithm that computes an (�; Æ) approxima-
tion of the probability of over
ow of a subnetwork S in O(nm��2 log Æ�1) time.

Henceforth, when we talk about an � approximation with high probability (whp),
we mean that Æ is 1=mc for some constant c � 1. We refer to it as an � approximation
whp algorithm.

For the dynamic setting we de�ne an incremental version of an � approximation
for determining QoS guarantee whp.

De�nition 1.3 Let Q0 be the pre-de�ned QoS failure probability for a network (or
subnetwork). Let Q0 be the exact failure probability of the network (or subnetwork) af-
ter adding a new communication request. A dynamic algorithm is an � approximation
whp for QoS guarantee, if whp the algorithm rejects a new request when Q0 � (1��)Q0,
or accepts the new request when Q0 � (1 + �)Q0.
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Theorem 1.3 There is a Monte-Carlo � approximation whp algorithm for the dy-
namic problem with O(nf logm) amortized complexity, where f is the number of
edges involved in a given change in the communication (added or deleted requests).

2 The Static Algorithm

Our static algorithm is based on the Karp, Luby and Madras (�; Æ) approximation
algorithm for the cardinality of union of sets [5].

We will �rst brie
y explain the algorithm for the union of sets problem. In the
union of sets problem we are given m sets D1; :::; Dm and the goal is to estimate
j [m

i=1 Dij. The idea is to estimate the union by a Monte-Carlo sampling method
as follows. Sample a pair (i; s), where 1 � i � m, and s 2 Di, with probability
1=
Pm

i=1 jDij and compute the fraction of sets that contain s. By iterating this step
O(m) times one gets a tight estimate of the \overlap" between the sets, thus obtaining
an estimate of the cardinality of the union. For the union of sets problem Karp and
Luby prove the following theorem.

Theorem 2.1 [5] There is a Monte-Carlo algorithm that computes an �; Æ approxi-
mation of the cardinality of the union of m sets in (8� (1+ �)�m ln(3=Æ))=(1� �2=8)�2

steps.

We will now describe the static algorithm. We will assume a communication
network (graph) G = (V;E) where all communications are fed by on-o� sources with
identical parameters, i.e. (q; s) on-o� sources.

We will focus on a subnetwork S � E. 3 Let the number of edges in the subnetwork
be m. In our formalization, instead of sets of elements we have m events, E1; : : : ; Em
where the event Ei is \edge i 2 E over
ows". An event is a collection of states, where
a state is de�ned as follows.

De�nition 2.1 (state of the network) Assume a network where all communica-
tions are fed by on-o� sources. A state of the network is an on-o� setting for all
sources.

For example a network fed by three on-o� sources can be in state s = (1; 0; 1),
meaning that the �rst and third sources are in the \on" state, while the second
state is in an \o�" state. Given a state s, we denote its probability as Pr[s], which
is simply the probability that the network will be in state s. Further, because we

3Of course S can be E itself, but to emphasize the full generality of the algorithm we describe
the algorithm in terms of an arbitrary subnetwork. This also makes clear the fact that the algorithm
does not depend on any way on the topology of the network or subnetwork, but only on the number
of edges in it.
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have assumed independence of sources, the above probability is the product of the
probabilities of the individual sources being in their respective states. In the example
above, Pr[s] = q2(1�q), assuming that all sources are identical and independent (q; s)
on-o� sources.

Thus the event Ei contains all the states (which we can think of as atomic events)
that over
ow edge i in S. Instead of estimating the cardinality of the union of
sets we need to estimate the probability of the union of m events, where di�erent
states have di�erent probabilities. That is we are interested in estimating Q, the
subnetwork over
ow probability which can be viewed as the probability that in a
randomly chosen subnetwork state (according to the probability distribution of the
connections) some edge in the subnetwork will over
ow. We would like to calculate
an (�; Æ) approximation of Q which we will denote by ~Q. (Henceforth, a tilde on top
of a value denotes an estimate of that value in the (�; Æ) sense.)

The static algorithm is given in �gure 2. As is common in Monte-Carlo algorithms,
the main idea is to set up a random variable (in our case Yt) whose expectation is equal
to the desired parameter (here Q) and then estimating the expectation by sampling
from this random variable. For polynomial running time we have to show that we
need only a polynomial number of samples to get an accurate estimate with high
probability.

We now describe the algorithm informally and show how we set up the random
variable Yt. In theorem 2.2, we show formally that this random variable correctly
estimates the required parameter Q. Let pi be the probability that edge i over
ows.
This probability can be calculated exactly as we have assumed identical (q; s) on-o�
sources and the over
ow probability in a single edge can be computed by the binomial
distribution. Let P =

Pm

i=1 pi. The algorithm consists of many trial steps which is
iterated repeatedly till we get an (�; Æ) estimate of Q. One trial in the static algorithm
(which is step 4 in �gure 2) is choosing a pair (i; s), where i 2 E and s 2 Ei (i.e. s is a
state in which edge i over
ows) with probability Pr[s]=P , and estimating the fraction
of number of edges that over
ow in state s (this is similar to the \overlap" between
sets mentioned in paragraph 2) In step 4.3 (consisting of 5 sub-steps), we compute
the number of over
ow edges in a �xed state s. If we do this step in a straightforward
way, that is checking for over
ow in each edge one by one, one trial itself will take
O(m) steps, as in the worst case we have to check every edge in S. Instead we resort
to a Monte-Carlo sampling to estimate the number of over
ow edges. This can be
done simply by sampling edges uniformly at random and checking for over
ow (step
4.3.4).

We will now mention how we choose a pair (i; s) at the beginning of the trial
step. This is done in two steps. In step 4.1 we �rst choose an edge i 2 E with
probability pi=P and then choose an over
ow state s 2 Ei with probability Pr[s]=pi
in step 4.2. We use the choose algorithm in selecting a random over
ow state s 2 Ei
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with the appropriate probability i.e. Pr[s]=pi. Let Ci = fc1; : : : ; cjCijg be the set of
connections going through edge i. Given an edge i we choose a state that over
ows
that edge using the algorithm choose given below.

(Let �E denote the complement of the event E)
Algorithm choose: choosing a state s with probability Pr[s]

pi

1 Set all connections not belonging to edge Ci to \on" with probability q.
and \o�" with probability 1� q

2 Let F0 be the event \edge i over
ows"
3 for k = 1 to jCij do

3.1 Let Ek be the event \ck is on"
3.2 Set ck to \on" with probability bk = PrfEkjFk�1g

and to \o�" with probability 1� bk.
3.3 if ck is set to \o�" then Fk = �Ek \ Fk�1

3.4 else Fk = Ek \ Fk�1

Lemma 2.1 The choose algorithm chooses an over
ow state s with the probability
Pr[s]=pi.

Proof: Connections outside Ci are clearly independent of the event \edge i over
ows".
Hence these connections can be set to \on" with probability q and to \o�" with prob-
ability 1� q. Connections belonging to Ci are set to \on" or \o�" with probabilities
as calculated in the choose algorithm. Suppose s is a state in which edge i over
ows.
Let s(ci) be the status (\on" or \o�") of connection ci in state s and let Pr[Es(ci)]
denote the probability of the event that ci is in state s(ci). Then the probability that
a connection ci is set to s(ci) is Pr[Es(ci)jF0 \ Es(c1) \ � � � \ Es(ci�1)]. By the rule of
conditional probability we have,

Pr[F0]� Pr[Es(c1)jF0]� Pr[Es(c2)jF0 \ Es(c1)]� � � � �

Pr[Es(cjCij)jF0 \ Es(c1) \ � � � \ Es(cn�1)] =

Pr[F0 \ Es(c1) \ � � � \ Es(cjCij)] = Pr[s]

since in state s the edge over
ows. Thus probability that state s is chosen is Pr[s]
pi

since Pr[F0] = pi. 2

The conditional probabilities in the choose algorithm can be calculated using the
Bayes' rule as follows. For example the probability that a connection c is \on" in a
randomly chosen over
ow state of a particular edge i is given by Bayes' rule as:

Prfc is onji overflowsg =
Prfi overflowsjc is \on00g � Prfc is \on00g

Prfi overflowsg
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The choose algorithm can be implemented in O(n) time by pre-computing the
conditional probabilities and using a look up table.

In the following theorem we show that E[Yt] is Q. Also the running time is upper
bounded by N which is polynomial in m; 1=� and log(1=Æ).

Theorem 2.2 The run-time of the static algorithm given in Figure 1 is O(nm��2 log Æ�1)
and it produces an (�; Æ) approximation of the over
ow probability in the subnetwork
S.

Proof: We show that E[Yt] = Q for any index t. Let s be an over
ow state in S. Let
C(s) = f(s; i) : edge i over
ows in state sg. Let Rk = fs : jC(s)j = kg; k = 1; : : : ; m.
That is Rk is the set of all over
ow states in which exactly k edges over
ow. Let
rk =

P
s2Rk

Pr(s). Then, P =
Pm

k=1 k � rk and Q =
Pm

k=1 rk. This is because
P =

Pm

i=1 pi is the sum of the probabilities of all over
ow states s with s being
counted k times if s 2 Rk (once for each edge). On the other hand Q is simply the
sum of probabilities of all over
ow states s. Now, E[Yt] = E[t(s)] � P=m. Since the
random variable t(s) depends only on k, t(s) is geometrically distributed with mean
m=k. Hence, E[Yt] =

Pm

k=1 Pr(s 2 Rk) �P=k. Steps 4.1 and 4.2 choose a state s with
probability Pr[s]=P . Hence, the probability that in a trial a state s 2 Rk is chosen is
k � rk=P , and we have E[Yt] = Q. The random variables Y1; : : : ; Yt are independent
and identically distributed with mean Q. We obtain an estimate of the mean by
simply averaging over these t random variables. The number of steps needed to get
an (�; Æ) approximation follows due to theorem 2.1 proved in [5]. 2

We can use the static algorithm even when connections are arbitrary on-o� random
variables by using Hui's theorem (theorem 1.1) as an upper bound on the over
ow
probability. For example, we can choose b in the above theorem to be the bandwidth
capacity of the edge and a to be 2b. Then Hui's theorem gives an upper bound on
the probability that twice the bandwidth capacity will be exceeded. Then our Monte-
Carlo algorithm will �nd an overall estimate of this upper bound. To choose a state s
with the appropriate probability in the choose algorithm we again use Hui's theorem
when calculating the conditional probabilities.

3 The Dynamic Algorithm

We consider now the dynamic problem in which the network protocol needs to react
to a sequence of add and delete requests. For each add request, the protocol needs
to decide if adding that request violates the system's QoS requirement. The goal is
to use past estimates in order to minimize the work of each evaluation. Assume that
the change in the network (add or delete) involves a subset F � E of edges, where E
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The Static Algorithm
(m is the size of the subnetwork)

1 gtime = 0 /* gtime counts the global number of steps executed */
2 t = 0 /* counts the number of trials */
3 N = (8 � (1 + �) �m ln(3=Æ))=(1� �2=8)�2

4 trial:
4.1 randomly choose i 2 f1; : : : ; mg such that i is chosen with probability pi=P
4.2 choose a state s with probability Pr[s]=pi using the choose algorithm
4.3 t(s) = 0 /* t(s) is the step number, counts the number of steps in this trial */
step:

4.3.1 t(s) = t(s) + 1
4.3.2 gtime = gtime + 1
4.3.3 if gtime > N then go to 5
4.3.4 randomly choose j 2 f1; : : : ; mg with probability 1=m
4.3.5 if j does not over
ow in s then go to step

4.5 t = t + 1
4.6 Yt = P � t(s)=m
4.7 go to trial

5 ~Q =
Pt

j=1 Yt

t

Figure 2: Static Algorithm for estimating over
ow probability in a subnetwork

is the total number of edges in the network. In this section for simplicity, we focus on
estimating the over
ow probability of the entire network. The same analysis carries
over if we focus on the over
ow probability of any subnetwork. Since the static
algorithm requires O(nm logm) steps 4 to check for QoS guarantee without prior
information, we are looking for an incremental algorithm that can check the same in
jF j=m of that complexity orO(njF j logm) steps. Since error probabilities accumulate,
we will need to compute a new estimate for the whole network after a long sequence
of changes, however, the amortized complexity will remain O(njF j logm) work per
addition or deletion.

Let Q and Q0 denote the over
ow probability of the network before and after the
connection was added. Let ~Q and ~Q0 denote their respective estimates. Let QF and
Q0
F denote the probability that an edge in F over
ows in a randomly chosen state

before and after the change. We also de�ne QE�F to be probability that only an edge
in E � F over
ows in a randomly chosen network state. Clearly

Q = QF +QE�F (2)

4From now on, we assume that Æ is 1=mc for some c � 1 to guarantee estimation with high
probability. � is a �xed constant. Also jEj, the size of the network is assumed to be m.
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And since the change involves only edges in F

Q0 = Q0
F +QE�F (3)

Let W be the probability that a random state s that over
ows before the change,
over
ows only edges in E � F , then QE�F = WQ. Thus, instead of estimating Q0

directly (which requires O(nm logm) time) we can estimate Q0
F andW , focusing only

on jF j edges. The incremental algorithm for estimating the over
ow probability after
a change that involves the set of edges F is given in Figure 3.

Incremental Algorithm
(Q0 is a parameter �xed by QoS. ~Q is the current � estimate of the network over
ow
probability. ~Q is the new estimate after a connection is added or deleted.
Fix �0 = �2

2(1+�)
and Æ0 = 1=(3m3). FLAG is a global logical variable)

1 Estimate the over
ow probability ~Q0
F for the set F (after the new connection was added)

using the algorithm of Figure 1, with the parameters (�0; Æ0).

If
~Q0
F

1��0
� � ~Q

2(1+�)
then

~Q0 = ~Q
set FLAG = \true"
exit

else set FLAG = \false" and go to step 2.
2 Let W be the probability that a randomly chosen network state over
ows
(before the new connection was added or deleted) only in E � F and not in F .
The following steps compute an (�0; Æ0) approximation ~W for W :
2.1 for k = 1 to N = 2+�

���0
� (4 ln(2=Æ0)=(�0)2) do

2.1.1 randomly choose i 2 f1; : : : ; mg such that i is chosen with probability pi= ~Q
2.1.2 choose a state s with probability Pr[s]=pi
(The above two steps choose an \over
ow" state s with probability Pr[s]= ~Q)
2.1.3 if any edge in F over
ows then set Zk = 0
2.1.4 else set Zk = 1

2.2 endfor
2.3 ~W =

P
k Zk=N

3 ~Q0 = ~Q0
F + ~W � ~Q

4 If ~Q0 � Q0 then
\QoS is not violated: admit connection request"

else
\QoS is violated: reject connection request"

Figure 3: Incremental Algorithm for determining QoS guarantee after a connection
is added or deleted

The main result of this section is the following theorem.
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Theorem 3.1 The incremental algorithm of Figure 2 satis�es de�nition 1.3 and
takes O(njF j logm) steps, where n is the total number of connections in the network.

Proof: We will show that the algorithm gives an � approximation of Q0. The idea
used is as follows. Since we use the formula ~Q0 = ~Q0

F + ~W � ~Q, we lose some accuracy
because the second term is in the form of a product and we have assumed that we
have an � estimate of Q. To compensate for this loss, we estimate Q0

F with a greater
accuracy, which can be done if Q0

F is not \too small". On the other hand, if Q0
F is

\very small" we can directly bound Q0.
More precisely, we have an � approximation of Q and �0 approximations for Q0

F

and W . This gives rise to eight di�erent cases. We will analyze the most interesting
among them. We will show that

(1� �)Q0 � ~Q0 = (1 + �0)Q0
F + (1 + �)Q(1 + �0)W � (1 + �)Q0 (4)

The left side of the inequality is obvious. We will show the right side. That is we
have to show that,

�0 �Q0
F +Q �W (�+ �0 + ��0) � � �Q0 (5)

Simplifying we have,

�0 �
� �Q0 � � �Q �W

Q0
F + (1 + �)WQ

=
�Q0

F

Q0
F + (1 + �)WQ

(6)

Now, by our condition in step 1, whp we have Q0
F=Q � �=2. Using the fact that

W = 1�QF=Q, we can show that the above inequality holds.
Now we can show that this gives an incremental � approximation for determining

QoS guarantee. This is clear if we proceed to step 2, since we compute Q0 with �
accuracy. On the other hand, if we �nish at step 1, then because of the condition
stated, Q0

F � �Q

2
whp. Since Q0 � Q + Q0

F , we still don't violate the QoS guarantee
whp.
Finally, we show that running time of the algorithm is O(njF j logm). Step 1 takes
O(njF j logm) time. Step 2 takes O(njF j logm) time because we have to check for
over
ow only in edges belonging to F (in step 2.1.3). The upper bound we choose
for the number of trials needed to estimate W needs some explanation. Step 2 is
simply an application of the zero-one estimator theorem of [5]. To bound the number
of trials needed, we calculate a lower bound on W needed for an � estimation of Q0.
We do this as follows. We again have eight di�erent cases, but the inequality in 4
gives the lower bound on W . Strengthening inequality 5 we require,

�0 �Q0 +Q0 �W (�+ �0 + ��0) � � �Q0 (7)
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because Q0
F � Q0 and Q � Q0. So we have,

W �
�� �0

2 + �
(8)

Hence it's enough if we perform N = 2+�
���0

� (4 ln(2=Æ0)=(�0)2) trials. 2

We notice that in the incremental algorithm we \lose" a small constant factor in
the con�dence probability in each call to the algorithm. This is because our estimate
in the incremental algorithm (step 3) is an addition of two terms, one of which is
in the form of a product. Hence if the error in each estimate is Æ, the error of the
total estimate adds up to 3 � Æ. So, to maintain an � approximation whp, we run the
�rst and all calls of the incremental algorithm with Æ = 1=(3m3). Every m2 calls we
re-evaluate Q using the static algorithm for the entire network (with Æ = 1=(3m3)).
Since a call to the static algorithm takes O(mn logm) time the amortized work done
for every addition or deletion is still O(njF j logm).

We use the logical variable FLAG to check whether we proceeded to step 2 or
not in the incremental algorithm. In other words, if FLAG = \true", then we have
Q0
F=Q � �=2 with high probability, and we didn't proceed to step 2. Although this

means, that we are still within the \safe" range as far as QoS guarantee is concerned,
we have to keep track of additions or deletions, where this occurs. Otherwise, errors
can accumulate. However, note that once we proceed to step 2 of the incremental
algorithm (FLAG will then be \false") we will have � accurate estimate of Q0. Hence
till this happens, F will be union of edges of all new connections added/deleted
since the last time FLAG was \false". Again, this does not change the amortized
complexity of O(njF j logm) work done per addition or deletion.
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