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Abstract

The goal of this project was to explore the concept of priv-
ilege reduction across commonly used JavaScript libraries.
By reducing the access of modules only to the resources that
are actually needed, we can improve the security of soft-
ware systems and reduce the attack space of our codebases.
The effectiveness of a tool known as MIR (Module Isolation
and Refinement) was quantified across different metrics and
compared to related works.

1. Introduction

In many programming languages, external libraries are
downloaded and utilized in the development of coding
projects, both small and large. While these libraries are in-
finitely useful in aiding us in a variety of tasks, an issue can
arise at runtime with respect to the privileges allocated to
objects and constructs. The default privileges granted are
often far broader than what is actually needed to complete
the given task, and malicious actors can exploit this excess
privilege [1] by passing in certain inputs to the library at
runtime to achieve a task outside of the intended scope of
the system.

To address this, a tool called MIR (Module Isolation and
Refinement) [6] was recently developed, which both dynam-
ically reduces the privileges of codebases at runtime, and
statically reduces the access capabilities of libraries. In this
project, the focus is on the static privilege reduction of vari-
ous JavaScript libraries, and drawing parallels between the
most susceptible libraries and recent breaches and exploits,
in order to both raise awareness about privilege reduction
and exploitation, and also encourage the use of safer, more
robust libraries in large codebases.

There are four main privileges we would like to con-
sider: read (r), write (w), execute (x),and
import (i).In mostoperating systems, the file system’s
permission system assigns rwx permissions to files and di-
rectories, specifying that reading, writing, and executing
are permitted within the scope of the given file or directory.
However, this project concerns Javascript-specific objects
and constructs, and specifically whether these objects and
constructs can be read, written, executed, or imported by a
given method in a module.

The reduced privilege set for a library is statically gen-
erated with MIR and enforced via dynamic instrumentation
at runtime. The privilege set is passed in as an argument to
the runtime component, such that the set of allowable privi-
leges is checked before the library component is called. This
allows us to effectively ‘sandbox’ our imported modules,
limiting their resources and functions to only those deemed

necessary from static analysis.

2. The MIR Tool

The purpose of the MIR tool is to determine what sort of
access a module requires from all of its components, and to
restrict said access to components deemed necessary for the
module’s intended functionality. To do this, the tool analyzes
the source code of JS libraries to understand what kinds of
objects and constructs it uses, restricting privileges to items
which are concretely stated and utilized. Others that are not
explicitly written in the source code should not be executable
at runtime and thus are not given privileges by the tool.

"../fecha/dist/fecha.min.js": {

"Date": "rX",

"Date.UTC": "rx",
"Date.getFullYear": "rx",
"Error": "rX",

"Math": "r",

"Math.abs": "rx",

"Math.floor": "rx",

"Math.round": "rx",

"Object": "r",
"Object.defineProperty”": "rx",
"Object.keys": "rx",
"Object.prototype": "r",
"Object.prototype.toString": "r",
"Object.prototype.toString.call": "rx
"RegEXp n . n rx" ,

"String": "rX",

"exportsl': "r",

"iSNaN": l|rx",

"module": "r",

"parseInt": "rx" }

Figure 1. The result of running the fecha module through MIR.

For instance, consider Figure 1 above. The fecha mod-
ule imports the Math module to help convert date strings
into other formats. By analyzing the source code, it is found
that fecha uses Math.round () and Math.floor ()
in some conversions, but does not utilize the Math. log ()
function. Therefore, the tool assigns the Math. round ()
and Math. floor () functions rx access, indicating that
these methods are able to read and retrieve data from the
object passed in as an argument, and execute itself on said
object. However, the Math.log () function would not re-
ceive any privileges by the tool since it has not been explicitly
utilized in the module.

A note on privilege inheritance: in the example above, the
r privilege allocated to the imported Math module indicates
that read access is given to the Math object and its compo-
nents; the Math node and its children can be traversed, and
it can be assumed that all of Math’s children nodes carry at
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the minimum the same privileges granted to the Math object.
However, only children for whom privileges are explicitly
granted are able to be accessed; in this case, attempting to
call Math.log () at runtime would throw a permission
error.

Despite the comprehensive analysis provided by the static
component of the tool, there may sometimes arise situations
where attempted function calls at runtime were not inferred
statically. This could be due to a variety of reasons, most
commonly the presence of dynamic imports (modules loaded
during runtime), but possibly also caused by indirect depen-
dencies and edge-case conditional statements. Regardless,
the attempted action should be prevented at runtime due to it
not being a part of the statically inferred privilege set.

Consider the following example.

const moment = require ('moment’)

currentTime = moment () .format ('MMMM Do YYYY,
h:mm:ss a’);

console.log(currentTime) ;

Figure 2. A Javascript program which prints the current date.

The date. js file utilizes the moment package to
print the current time in the console under the ’MMMM
Do YYYY, h:mm:ss a format. The necessary privileges
were inferred statically and saved to a file, £. json. This
set of static privileges was then enforced at runtime:

$ mir-da date.js -e

May 9th 2023, 4:03:20 am
Figure 3. Output with an enforced and sufficient permission set

In Figure 3 above, the mir-da command executes the
date. js file with the runtime component, where the set of
allowable privileges listed in £ . json are enforced with the

—e flag. The output is as expected and the date is printed in
the console.

However, attempting to call a method not present in the
enforced privilege set throws an error:

$ mir-da date.js -e

../mir-da/src/analyses/rwx-enforcement.js:27
throw new Error (’Invalid access in: ' +
truename + ’ and mode ’ + mode);

Error: Invalid access in: Object and mode r
at checkRWX (/usr/local/lib/node_modules/
@andromeda/mir-da/src/analyses/
rwx—enforcement. js:27:15)

Figure 4. Output with an enforced and insufficient permission set

The privilege set in Figure 4 was made insufficient by
removing a necessary Object: r access from f. json,

such that when date. js attempts to read the object at
runtime, it is not within the scope of enforced privileges. This
type of privilege reduction is vital for reducing the attack
surface of a library and improving overall system security. If
a library requests access to objects and methods that it does
not actually need, it can create security vulnerabilities as the
library may be able to access sensitive data, or otherwise
execute unauthorized actions.

Regarding data protection, if a module interacts with
sensitive data in some form, it is the responsibility of that
module to store and protect it appropriately. MIR does not
handle data storage or protection directly, but can help limit
the modules that have access to sensitive data by restricting
their privileges.

With respect to said sensitive data, ensuring its confiden-
tiality remains a vitally important task. It is typically known
by the module under analysis that this data is sensitive, and
techniques such as data masking are often used to maintain
its confidentiality both within and across modules. In this ex-
ample, let us assume that the browser-stdout module
encounters sensitive data frequently.

"../node_modules/browser-stdout/index.js": {
"console": "r",
"console.log": "rx",
"module": "r",
"module.exports": "w",
"process": "r",
"process.nextTick": "rx",
"require": "rx",
"require (' stream’)": "ir",
"require (' stream’) .Writable": "r",
"require (' stream’) .Writable.call": "rx",
"require (‘util’)": "ir",
"require (“util’) .inherits": "rx",
"undefined": "r" }

Figure 5. The result of running the browser-stdout module
through MIR.

Nevertheless, modules often import each other to assist
with carrying out certain functions. The st ream module,
for example, is utilized in Figure 5 above to help with the con-
version of data into data streams. In this case, st ream might
have generalized ir access to browser—stdout, mean-
ing that st ream can read the data that browser-stdout
passes to it in preparation for creating a data stream.
Note, however, that execution privilege is only given to
stream.Writable.call, where call isamethod that
exists on function objects in JavaScript, allowing a user or
process to call functions with a specific this value and set
of arguments. This ensures that sensitive data is confined
to only one section of the imported st ream module, and
cannot be modified or altered by other st ream functions,
nor called or executed by other methods. At a high level, sen-



sitive data is restricted to the scope with which the MIR tool
allocates it; modules and functions without explicit access
to this data do not have access to it.

The underlying assumption with MIR is that all access
is undertaken via the module under analysis. For instance,
if User A can get Module X to access some object, it
does not necessarily mean that User A also has read ac-
cess independent of Module X. Access to the item will be
restricted to Module X alone, as per the privilege set laid
out by MIR. It is the responsibility of Module X to protect
the data in the file and ensure it is not leaked or accessed by
unauthorized parties.

The access restrictions enforced by MIR are additionally
not based on separate processes or user IDs. Instead, MIR
uses a static analysis technique [6] to track and enforce ac-
cess within a single process with the help of intra-procedural,
flow-sensitive, forward data flow analysis. By visiting each
statement within a module by traversing a control flow graph
of each method, two data structures are updated. Firstly, a
set C of (API, privilege) pairs that is eventually re-
turned as the reduced privilege set, and a map defToAPT
which correlates variable definitions and properties with their
respective API pointers.

The updates to C consider how the respective module
utilized library-external names. Specifically, a privilege is
added (a, R), (a, W) or (a, X) to C whenever a
library reads, writes, or executes a given API a. The updates
to the de f ToAP I map populate the date concerning which
APIs a variable or property points to. These updates are
undertaken as the control flow graph is traversed.

On control flow branches, the current state is propa-
gated along both branches, the union of the resulting C
and de fToAPT structures computed when the control flow
merges once again. Loops are handled via a singular un-
rolling, shown to be sufficient in modern analyses of third-
party code. Unrolling is where the loop body is manually
expanded so as to reduce the number of iterations, which
can help reduce loop overhead and achieve marginally better
execution times. Loops typically do not re-assign references
to third-party APIs, meaning that unrolling more than once
has diminishing returns on performance.

In summary, MIR enforces access restrictions within a
single process by analyzing the source code of the program
and tracking the flow of data through the program. It also
does not rely on separate processes or user IDs to enforce
these access restrictions.

3. Importing

In the default MIR import logic, a file is parsed and any
require or import statement is given first-order import

privilege; that is, if a binaryheap requires the assert
package, then assert will be imported with all of its base
privileges and functions, but we would simply count it as a
singular i access. The logic is illustrated below:

"../node_modules/binaryheap/binaryheap.js":
"Math": "r"’
"Math.floor":
"module": "r",
"module.exports":

LR ,

"W" ,
"require": "rx",
"require ('assert’)":

(
"require ("assert’) .notEqual":
(

ir",

"rx",
"require (‘util’)": "ir",
"require (‘util’) .format":
"undefined": "r" }

"M ,

Figure 6. The result of running the binaryheap module through
MIR.

In this case, we would count privileges solely as what
the output lists: 9 r, 1 w, 4 x, and 2 i values for the
binaryheap module. However, only considering first-
order privileges is an incomplete summarization technique
due to the fact that modules often import one another, and
privileges exist many iterations down the reachability tree of
a library. Therefore, a more comprehensive approach would
be to also consider the privileges accumulated with imported
modules — in the case of binaryheap listed above, we
should also consider the reduced access sets of the assert
and ut il modules. This helps us determine, even though
binaryheap only utilizes the assert .notEqual ()
and util.format () functions from the assert and
util libraries respectively, the extent to which these im-
ports increase the number of privileges required for basic
functionality. The more privileges that are required, the larger
the attack surface is of our codebase. The domains of these
two libraries are listed below; we should add their respective
privileges to those ascertained from binaryheap.

"../node_modules/assert/build/assert.js": {
"Array":
"Array.length":
"Error": "r",
"Error.isPrototypeOf":
"Map": "rx",
"Object": "r",
"Object.assign":
"Object.is": "r",
"Object.keys":
"Promise": "r",
"Promise.resolve":

"rx",
"r",

LR ,

won
oy

"M ,

Myx" ,

"require": "rx",

"require (' object-is’)": "i" }

Figure 7. The result of running the assert module through MIR.

{
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"../node_modules/util/util.js": {

"Array": "r",

"Array.isArray": "rx",

"Date": "rx",

"Date.getDate": "rx",

"Date.getHours": "rx",
"Date.getMinutes": "rx",
"Date.getMonth": "rx",
"Date.getSeconds": "rx",
"Date.prototype": "r",
"Date.prototype.toString": "x",
"Date.prototype.toString.call": "rx",
"Date.prototype.toUTCString": "r",
"Date.prototype.toUTCString.call": "rx",
"Error": "rx",

"Error.prototype": "r",
"Error.prototype.toString": "r",
"Error.prototype.toString.call": "rx" }

Figure 8. The result of running the ut i 1 module through MIR.

Unfortunately, one drawback of this more comprehensive
import approach is that the domain of privilege can balloon
very quickly from a singular import statement. Consider
Figure 7 above, where the assert module requires the
object—-1is package. The binaryheap module requires
assert, which similarly requires ob ject —-is, and the im-
ports can continue to pile up as we traverse the reachability
tree. While this recursive logic better encapsulates the nested
privilege sets present in many libraries, it should be consid-
ered in conjunction with the default first-order privilege sets,
S0 as to juxtapose the degree to which risk increases in the
recursive approach for each library.

4. Methodology

We would like to obtain the reduced access sets from
popular Javascript libraries [4], in order to test not only the
efficacy of the MIR tool by comparing its first-order import
logic with our more comprehensive recursive approach, but
also to obtain a ‘risk score’ for each library. This ‘risk score’
was calculated by comparing the sum of reduced privileges
to the number of default ‘available’ privileges, which were
computed via a script which parses the Javascript built-in
objects and functions listed in Mozilla documentation [3]
relative to the library’s intended purpose. So, for example,
the is-sorted Array module’s reduced access set was
compared against the built-in Array object’s default access
set, the resulting value being the risk score. A higher risk
score indicates a greater vulnerability for potential exploita-
tion, as a greater number of privileges remain necessary for
each library’s function.

Illustrated below are the scores from popular Array mod-
ules under both first-order and recursive import logic. Note
with the recursive table how quickly privileges expand from
just a few import accesses.

Figure 9: Array module risk scores with first-order import logic

| Module Name R X 1 W Total RiskScore ||
in-array 1 0 0 1 2 0.91%
arr-flatten 3 1 0 1 5 2.27%
arr-diff 3 1 0 1 5 2.27%
array-range 3 2 0 1 6 2.73%
dedupe 7 0o 0 2 9 4.09%
array-swap 6 1 0 2 9 4.09%
array.chunk 6 2 0 1 9 4.09%
unordered-array-remove 4 3 2 1 10 4.55%
array-last 6 5 1 1 13 5.91%
array-first 7 5 2 1 15 6.82%
map-array 11 5 0 1 17 7.73%
is-sorted 9 6 3 1 19 8.64%
mirrarray 15 4 0 2 21 9.55%
group-array 13 11 6 1 31 14.09%

By comparing a module’s reduced privilege set with the
default available privileges allocated to the Array object,
we can calculate a privilege score as listed in the far right
column. From Figure 9, we can deduce that the in—-array
module is more secure than the group—-array module,
since not only does it have fewer total privileges utilized but
it also lacks import statements. The importance of these
import statements can be exemplified via the results from
the recursive logic approach:

Figure 10: Array module risk scores with recursive import logic

[ Module Name R X 1 W Total  Risk Score ||

in-array 1 0 0 1 2 0.91%
arr-flatten 3 1 0 1 5 2.27%
arr-diff 3 1 0 1 5 2.27%
array-range 3 2 0 1 6 2.73%
dedupe 7 0 0 2 9 4.09%
array-swap 6 1 0 2 9 4.09%
array.chunk 6 2 0 1 9 4.09%
map-array 11 5 0 1 17 7.73%
array-last 10 7 1 2 20 9.09%
mirrarray 15 4 0 2 21 9.55%
array-first 15 9 2 3 29 13.18%
group-array 69 38 13 10 130 59.09%

unordered-array-remove 2328 1375 682 220 4605 2093.18%

is-sorted 2333 1378 683 220 4614 2097.27%

The scope of the domain set quickly expands far beyond
the initial imports, which is evident through modules such
as unordered-array-remove in Figure 10, in which
2 i privileges quickly turned into 683. In developing this
recursive algorithm, the depth of analysis was an important
factor to consider, seeing as many modules trended towards
infinity as the depth was increased. Ultimately, a depth of
3 was found to be optimal in capturing the expansion of
privileges, while still maintaining comparability to modules
which did not grow at such a rate.

5. Analysis of Results

Math, Date, Array, and String modules generally
had low risk scores in the first-order analysis. This is not
surprising, seeing as these modules are typically passive
and simpler in their nature, often only using basic calcu-
lations or data manipulation techniques which do not re-
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quire as many access rights. Object and Function mod-
ules, on the other hand, typically had higher risk scores for
first-order imports, which makes sense intuitively seeing as
Function modules usually involve more complex algo-
rithms, and Ob ject libraries often create, modify, or delete
objects which necessitates more extensive access rights.

The recursive analysis typically followed the same pat-
terns described above, but with an extra magnitude of priv-
ileges included resulting in higher risk scores across the
board. There were, however, several outliers in the Array,
Date, Object, and Function categories with markedly
higher scores than others in the same grouping. Some of
these can be explained by the module’s intended functional-
ity; deep-equal, for instance, requires increased access
rights to effectively compare objects and data structures, but
the volume of privileges needed to accomplish this could
lead to unintended data exposure or manipulation, hence the
high risk score. Similarly, unordered-array-remove
may have a high risk score because of necessary checks to
prevent against improper array manipulation such as out-of-
bonds indexing or null pointer dereferencing.

Generally, modules with significantly higher risk
scores should be avoided if suitable alternatives ex-
ist. to-sentence-case, for instance, is preferable to
to-pascal-case since its recursive risk score in Fig-
ure 12 is almost three times that of to—-sentence-case,
even though they are exactly the same in the first-order ta-
ble described in Figure 11. time—stamp is also a safer
module to use than akamai-time-reference, because
even though they both obtain the current time and their
risk scores are comparable in the first-order, recursively
akamai-time-reference has arisk score many mag-
nitudes greater than t ime—stamp.

6. Related Work

The principle of least privilege, which states that a protec-
tion domain should be as small as possible, is an important
design principle that can be easily exploited in systems using
capability lists [5]. The idea is that subjects should only run
with the access rights they need, limiting potential damage
in case of faulty code or attacks. However, even though this
principle has been widely accepted for over thirty years, few
systems provide support for it.

In recent years, the meaning of the term ”privilege” has
become more narrow, referring to the ability to perform op-
erations that affect the system as a whole, rather than access
rights to objects. Most systems allow the ability to bypass
access-rights checking as a privilege, but some systems only
provide all or nothing access (e.g., superuser privileges in
Unix and administrator privileges in older Windows sys-
tems). Linux further adds to the confusion by using the term

“capability” to refer to what other systems call privileges.

Capability-based operating systems were also commonly
proposed around this time, but never took off for several rea-
sons. Not only are they cumbersome to implement [2], but
they are hard to scale and manage, proving difficult for larger
organizations to oversee. They have also never received ade-
quate investor attention or opportunities for development.
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Appendix

Some cleaning of the module dataset was necessary in
the collation of the results listed below. Certain libraries
threw errors when run through the MIR tool for a variety of
reasons, ranging from dynamic behaviors or runtime depen-
dencies required by certain modules, to non-portable code
constructs unable to be analyzed by the tool. Additionally,
some libraries had a reduced privilege set of 0, especially
those which are relatively simpler in their nature (ie. basic
string manipulation libraries). In these cases, the libraries
were not considered in the analysis.

Similarly, there were certain cases where default *built-in’
privileges were not able to be calculated for certain groups
of modules, such as semantic versioning and promises. Mod-
ules falling under this category were also excluded, because
the resulting risk score would have incomplete information.

Figures 11 and 12 in the Appendix list the module risk
scores obtained from first-order and recursive analysis, re-
spectively. Figure 13 lists the calculated default privileges
by module type, which was used to obtain these risk scores.
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Figure 11: Module scores with first-order import logic

Array
Module Name R X I W Total Built-in Available Privileges Risk Score
in-array 1 0 0 1 2 220 0.91%
arr-flatten 3 1 0 1 5 220 2.27%
arr-diff 3 1 0 1 5 220 2.27%
array-range 32 0 1 6 220 2.73%
dedupe 7 0 0 2 9 220 4.09%
array-swap 6 1 0 2 9 220 4.09%
array.chunk 6 2 0 1 9 220 4.09%
unordered-array-remove 4 3 2 1 10 220 4.55%
array-last 6 5 1 1 13 220 5.91%
array-first 7 5 2 1 15 220 6.82%
map-array 1 5 0 1 17 220 7.73%
is-sorted 9 6 3 1 19 220 8.64%
mirrarray 5 4 0 2 21 220 9.55%
group-array 13 11 6 1 31 220 14.09%
String
Module Name R X I W Total Built-in Available Privileges Risk Score
rtrim 1 0 0 1 2 260 0.77%
pluralize 4 1 0 1 6 260 2.31%
pad-left 32 1 1 7 260 2.69%
strip-ansi 4 2 1 2 9 260 3.46%
to-no-case 5 3 2 1 11 260 4.23%
striptags 9 4 0 2 15 260 5.77%
to-camel-case 7 5 3 1 16 260 6.15%
to-capital-case 7 5 3 1 16 260 6.15%
to-constant-case 7 5 3 1 16 260 6.15%
to-dot-case 7 5 3 1 16 260 6.15%
to-pascal-case 7 5 3 1 16 260 6.15%
to-sentence-case 7 5 3 1 16 260 6.15%
to-snake-case 7 5 3 1 16 260 6.15%
to-space-case 7 5 3 1 16 260 6.15%
node-slug 10 5 2 2 19 260 7.31%
parse-next-json-value mnm 7 3 1 22 260 8.46%
to-title-case 11 7 5 1 24 260 9.23%
slice.js 16 11 0 2 29 260 11.15%
Date
Module Name R X I W Total Built-in Available Privileges Risk Score
periods 2 0 0 O 2 240 0.83%
time-stamp 32 0 1 6 240 2.50%
twas 11 4 0 2 16 240 7.08%
hirestime 13 6 0 2 21 240 8.75%
count-days-in-month 11 11 1 1 23 240 9.58%
akamai-time-reference 26 18 8 1 53 240 22.08%
timeag.ojs 33 25 0 O 58 240 24.17%
fecha 42 28 0 O 70 240 29.17%




Object

Module Name R X I W Total Built-in Available Privileges Risk Score
object-values 3 1 0 1 5 128 391%
object-pairs 3 I 0 1 5 128 391%
sorted-object 3 1 0 1 5 128 391%
map-obj 32 1 1 7 128 5.47%
is-empty-object 5 2 0 1 8 128 6.25%
missing-deep-keys 4 3 2 1 10 128 7.81%
has-key-deep 5 3 2 1 11 128 8.59%
get-value 6 4 1 1 12 128 9.38%
has-value 6 4 2 1 13 128 10.16%
merge-objects 7T 4 2 1 14 128 10.94%
static-props 7 4 2 2 15 128 11.72%
just-pluck 7 5 3 1 16 128 12.50%
flatten-obj 8 6 3 1 18 128 14.06%
flatkeys 4 4 0 1 19 128 14.84%
deep-assign 12 7 1 1 21 128 16.41%
zipmap 5 7 2 1 25 128 19.53%
deep-object-diff 61 20 12 11 104 128 81.25%
deep-equal 94 54 30 8 186 128 145.31%
Function
Module Name R X I W Total Built-in Available Privileges Risk Score
deep-bind 4 3 1 1 9 60 15.00%
compose-tiny 5 0 0 4 9 60 15.00%
identity-function 4 3 2 1 10 60 16.67%
compose-function 9 4 1 1 15 60 25.00%
once 9 4 1 2 16 60 26.67%
throttle-debounce 20 10 0 2 32 60 53.33%
curry 27 14 3 3 47 60 78.33%
Math
Module Name R X I W Total Built-in Available Privileges Risk Score
is-even 3 2 1 1 7 184 3.80%
is-number 4 2 0 1 7 184 3.80%
fun-ged 6 2 1 2 11 184 5.98%
my-prime 8 4 1 2 15 184 8.15%
is-odd 10 7 1 1 19 184 10.33%
easy-math.js 19 12 2 4 37 184 20.11%




Figure 12: Module scores with recursive import logic

Array
Module Name R X I W Total Built-in Available Privileges Risk Score
in-array 1 0 0 1 2 220 0.91%
arr-flatten 3 1 0 1 5 220 2.27%
arr-diff 3 1 0 1 5 220 2.27%
array-range 3 2 0 1 6 220 2.73%
dedupe 7 0 0 2 9 220 4.09%
array-swap 6 1 0 2 9 220 4.09%
array.chunk 6 2 0 1 9 220 4.09%
map-array 11 5 0 1 17 220 7.73%
array-last 10 7 1 2 20 220 9.09%
mirrarray 15 4 0 2 21 220 9.55%
array-first 15 9 2 3 29 220 13.18%
group-array 69 38 13 10 130 220 59.09%
unordered-array-remove 2328 1375 682 220 4605 220 2093.18%
is-sorted 2333 1378 683 220 4614 220 2097.27%
String
Module Name R X I W Total Built-in Available Privileges Risk Score
rtrim 1 0 0 1 2 260 0.77%
pluralize 4 1 0 1 6 260 2.31%
pad-left 5 3 2 1 12 260 4.62%
striptags 9 4 0 2 15 260 5.77%
strip-ansi 9 4 1 3 17 260 6.54%
slice.js 16 11 0 2 29 260 11.15%
to-sentence-case 155 72 12 8 247 260 95.00%
to-camel-case 162 77 15 9 263 260 101.15%
to-snake-case 162 77 15 9 263 260 101.15%
to-constant-case 164 79 16 9 268 260 103.08%
to-title-case 174 83 19 11 287 260 110.38%
to-no-case 359 164 57 85 665 260 255.77%
to-space-case 366 169 60 86 681 260 261.92%
to-capital-case 373 174 63 87 697 260 268.08%
to-dot-case 373 174 63 87 697 260 268.08%
to-pascal-case 373 174 63 87 697 260 268.08%
node-slug 523 75 191 189 978 260 376.15%
parse-next-json-value 2372 1403 688 222 4685 260 1801.92%
Date
Module Name R X I W Total Built-in Available Privileges Risk Score
periods 2 0 0 0 2 240 0.83%
time-stamp 3 2 0 1 6 240 2.50%
twas 11 4 0 2 17 240 7.08%
hirestime 13 6 0 2 21 240 8.75%
count-days-in-month 16 13 1 2 32 240 13.33%
timeago.js 33 25 0 0 58 240 24.17%
fecha 42 28 0 0 70 240 29.17%
akamai-time-reference 6696 3601 3238 1367 14902 240 6209.17%




Object

Module Name R X I W Total Built-in Available Privileges Risk Score
object-values 3 1 0 1 5 128 3.91%
object-pairs 3 1 0 1 5 128 391%
sorted-object 3 1 0 1 5 128 3.91%
is-empty-object 5 2 0 1 8 128 6.25%
get-value 9 5 1 2 17 128 13.28%
missing-deep-keys 9 5 2 2 18 128 14.06%
flatkeys 14 4 0 1 19 128 14.84%
deep-assign 13 7 1 2 23 128 17.97%
has-value 35 16 5 5 61 128 47.66%
deep-object-diff 61 20 12 11 104 128 81.25%
has-key-deep 359 164 57 85 665 128 519.53%
merge-objects 361 165 57 85 668 128 521.88%
zipmap 369 168 57 85 679 128 530.47%
static-props 821 552 306 23 1702 128 1329.69%
just-pluck 828 559 309 22 1718 128 1342.19%
flatten-obj 833 563 307 21 1724 128 1346.88%
map-object 976 645 325 27 1973 128 1541.41%
deep-equal 26076 14945 15907 4506 61434 128 47995.31%
Function
Module Name R X I W Total Built-in Available Privileges Risk Score
compose-tiny 5 0 0 4 9 60 15.00%
once 15 7 1 3 26 60 43.33%
throttle-debounce 20 10 0 2 32 60 53.33%
deep-bind 16 10 4 4 34 60 56.67%
compose-function 271 71 95 12 449 60 748.33%
curry 381 175 58 87 701 60 1168.33%
identity-function 2328 1375 682 220 4605 60 7675.00%
Math
Module Name R X | W Total Built-in Available Privileges Risk Score
is-even 17 11 2 3 7 184 3.80%
is-number 4 2 0 1 7 184 3.80%
fun-gcd 6 2 1 2 11 184 5.98%
my-prime 8 4 1 2 15 184 8.15%
is-odd 14 9 1 2 26 184 14.13%
easy-math.js 44 21 9 16 90 184 48.91%




Figure 13: Available Privileges by Module Type

Module Type Built-in Available Privileges

AggregateError 64
Array 220
ArrayBuffer 68
AsyncFunction 60
AsyncGenerator 72
AsyncGeneratorFunction 60
Atomics 72
Biglnt 80
BigInt64Array 60
BigUint64 Array 60
Boolean 68
DataView 140
Date 240

Error 64
EvalError 60
FinalizationRegistry 68
Float32Array 60
Float64Array 60
Function 60
Generator 72
GeneratorFunction 60
Int16Array 60
Int32Array 60
Int8Array 60
Intl 52

JSON 52

Map 100

Math 184
Number 108
Object 128
Promise 96
Proxy 52
RangeError 60
ReferenceError 60
Reflect 96
RegExp 96

Set 96
SharedArrayBuffer 64
String 260
Symbol 80
SyntaxError 60
TypedArray 184
TypeError 60
Uintl16Array 60
Uint32Array 60
Uint8Array 60
Uint8ClampedArray 60
URIError 60
WeakMap 76
WeakError 64
WeakSet 72




