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Abstract. In a mercurial signature, a signer signs a representative m
of an equivalence class of messages on behalf of a representative pk of
an equivalence class of public keys, receiving the signature o. One can
then transform o into a signature ¢’ on an equivalent (to m) message
m’ under an equivalent (to pk) public key pk’. Mercurial signatures are
helpful in constructing delegatable anonymous credentials: their privacy
properties enable straightforward randomization of a credential chain,
hiding the identity of each signer while preserving the authenticity of
the overall credential.

Unfortunately, without trusted setup, known constructions of mer-
curial signatures satisfy only a weak form of this privacy property. Specifi-
cally, an adversary who is responsible for a link in a delegation chain—and
thus knows its corresponding secret key—will be able to recognize this
link even after the chain has been randomized.

To address this issue, Abe et al. (Asiacrypt 2024) proposed (inter-
active) threshold mercurial signatures (TMS), which remove the reliance
on a single trusted signer by distributing the signing capability among
multiple parties, none of whom knows the signing key. However, this
contribution was far from practical, as it required the signers to interact
with each other during the signing process.

In this work, we define and realize non-interactive TMS, where each
participant non-interactively computes its contribution to the threshold
mercurial signature. Our construction also substantially reduces the over-
all communication complexity. It uses the mercurial signature scheme of
Mir et al. (CCS 2023) as a starting point. Further, we introduce thresh-
old delegatable anonymous credentials (TDAC) and use a non-interactive
TMS to construct them.



1 Introduction

In the digital era, services that preserve user anonymity are becoming increas-
ingly important. Without them, ordinary people are in danger of surveillance by
powerful entities such as governments, corporations, or hackers. A useful tool for
providing privacy while maintaining service integrity (i.e., authorizing only cer-
tain users) is anonymous credentials. They were first described by Chaum [24],
first realized by Camenisch and Lysyanskaya [21], and then improved and ex-
tended in many subsequent works [13}/17,|19}/23,29,/42,|54]. Anonymous creden-
tials allow a user to prove in zero-knowledge that they know a signature without
supplying it in the clear. They are, seemingly, the perfect answer to legisla-
tive efforts towards privacy-preserving digital identity, such as the EU’s Digital
Identity Wallet regulation (EUDIW) [12/38]. The EUDIW requires that EU
citizens be able to selectively prove certain information about themselves while
protecting other details.

For example, an EUDIW holder should be able to prove EU citizenship with-
out revealing which EU country they are a citizen of. A governing body such
as the EU may want to delegate its signing power to smaller regions, such as
member countries. In this case, it is important to still preserve the privacy of
end users’ identity attributes, such as which EU country they are from. This
challenge is addressed by delegatable anonymous credentials (DACs), introduced
and first realized by Chase and Lysyanskaya [23]. DACs allow a root issuer to
delegate issuing power to multiple delegatees, each of whom can then issue cre-
dentials to users without further interaction with the root. Users can present
their credentials without revealing which delegatee issued them.

DACs can be realized efficiently and modularly with mercurial signatures, a
scheme introduced by Crites and Lysyanskaya [29] that allows keys, messages,
and signatures to be randomized. Using this in the context of DAC lets the
public keys of delegated signers be randomized, thereby hiding the identity of
the intermediate signer while still proving the user holds a credential from a
trusted root issuer. Since their introduction, mercurial signatures have attracted
significant research attention [9%27,30L49L54}/59].

Threshold signatures [33}/34] are another powerful tool for credential schemes,
as they allow the distribution of authority between signers. The notion of thresh-
old privacy-preserving credentials has been explored in a number of works [361/62].
Thresholdizing a mercurial signatures can strengthen both anonymity and un-
forgeability |9]. In particular, if we assume non-collusion among the parties hold-
ing the thresholdized keys (so no adversary holds more than ¢ —1 shares), thresh-
old mercurial signatures can provide a stronger notion of privacy. We review this
in more detail in Section [[.3l

This motivates the need for a threshold mercurial signature (TMS) scheme
to provide anonymous credentials with distributed signing power. Thresholdized
mercurial signatures were first introduced in |9] and used to construct mix-nets in
[8]. However, no known TMS scheme is non-interactive; all existing constructions
currently require interaction between the signers to produce a signature. This
raises the following question:



Can we design a non-interactive threshold mercurial signature scheme?

We answer this question in the affirmative by formally defining and constructing
the first such scheme. We then extend it to realize the first threshold delegatable
anonymous credentials (TDAC) scheme.

1.1 Owur Contributions

In this work, we study efficient constructions of threshold mercurial signatures
and their application to TDAC. Our main contributions are as follows.

e We construct the first non-interactive threshold mercurial signature scheme.
Our construction builds on the mercurial signature of Mir et al. [54] which is
itself based on the structure-preserving signature of Ghadafi |45].

e We further extend our construction to support the signing of public keys,
overcoming a key limitation from the scheme in [54] that prevented its use in
delegatable anonymous credentials (DAC).

e We achieve the first non-interactive, non-transferable threshold DAC scheme
from mercurial signatures. Threshold DAC was previously studied by Mir,
Slamanig, and Mayrhofer [55], but their construction requires an extra round
during showing (due to commitments needed for proving correct encryption).
Moreover, their scheme [55] does not enforce non-transferability, which is
the property that prevents users from maliciously sharing credentials. Non-
transferability is a requirement for anonymous credentials [20]. In general, it
is achieved by signing users’ public keys, enabling users to prove their identity.
Since Mir et al. [55] supports only attribute signing, their construction cannot
bind credentials to public keys, and thus cannot prevent malicious credential
transfer. In contrast, our construction incorporates users’ secret keys into the
signed messages, thereby achieving non-transferability.

Our construction relies on the generic group model (GGM) |61]. Constructing
mercurial signatures is known to require interactive assumptions [11], and many
constructions rely on generic or algebraic group models in their security proofs |9}
29,/304}49,54].

In Table (1} we compare our mercurial signature to related work. The closest
work to ours is Mir et al. [54], and we highlight the differences. In particular,
our construction supports thresholdization and DAC while [54] did not.

Limitations. Supporting DAC increases the size of public keys in our scheme
when compared to [54]. As we extend our scheme to the delegatable setting, our
key sizes double with each added delegation level. This is acceptable as long as
the number of delegations is small. For example, a real-world application might
use credential chains of length 3. In this case, the largest public key in our scheme
takes 22 group elements, or about 500 bytes. This is still much more efficient
than DAC schemes from Groth-Sahai proofs |13].

A second limitation arises due to our use of tag-based Diffie-Hellman mes-
sage spaces. Similarly to [54], the signer must recompute the hash to ensure



unforgeability, which reveals the user’s identity. Fortunately, this only affects
the privacy of the user during issuing, where the signer often needs to know the
user’s identity to verify them anyway. Showings still do not reveal any unneces-
sary information about the user and are unlinkable to any issuing.

[Schemes [Crites et al. [29][Griffy et al. [49][Abe et al. [9][Mir et al. [54]] Ours (Figure[4) |
|ppl oad?) 4£(|G1| + [G2]) oa7) oa”) oa”)

|pK| £- (IGz|) 2¢ - (|G2]) £- (IG2|) €-(IG2]) [£-(IG2] +2|Ga )T
o] 3 - [Ga] 3-1G4] 3 - 1G] 3-1G4] 3-[G4]

O (Verify) (L+3)-e (5¢+3)-e (L+3)-e (4£+3)-e (4£+3)-e
Threshold X X v xT v
Non-interactive N/AF N/A? X v v
Supports DAC v v v X v

Table 1: Concrete parameter comparison.
¢ denotes the length of signable messages. “non-interactive” denotes issuers do not need to interact
to each other for a signature to be combined. A non-constant |pp| (beyond the security parameter)
implies trusted setup (any non-trusted setup can be sampled in the ROM). O(Verify) is the complexity
of signature verification and X - e indicates that X pairings must to be computed.

This scheme supports aggregation, but not t-out-of-n thresholdization.
* It is trivial for schemes where signatures are not thresholdized or aggregated to be non-interactive.
T The extra key size allows for DAC to be constructed from this signature. For only thresholdization,
the key size is the same as |54].

1.2 Technical Overview

Our threshold mercurial signature takes the approach of Crites et al. [28] to
thresholdize the secret key using Shamir secret sharing |60]. This approach relies
on certain homomorphic properties of the underlying signature scheme. Specifi-
cally, for two valid keys-signatures pairs (pk, o) and (pk’, o), the product o*o’ is
a valid signature under the public key pkpk’. Such key-homomorphic signatures
are studied in depth by [32].

Our scheme is based on the key-homomorphic signature construction in
|54| In this construction, a messag (M, N) with M = (M, M) and a ta
T = (T1,T3) are signed under a secret key sk = {sk;};c[5] to produce a signature
o = (h,b,s) = (h, TFT5* psk M2 Msks), where h is a hash of the tag and mes-
sage. The latter two parts of the signature are key-homomorphic, since for two
signatures, o = (h,b,s) and ¢’ = (W', ¥, s'), it holds that -V’ = Tfk“_s%T;ks'ﬁk/5
and s- s = h5k1+5"/1Mka-’_SklZM;kﬁ_sw3 where (sk});e[s) is the secret key used to
produce ¢’. So, as long as h = k', T; = T/, and M; = M/ for all ¢, the product
of two signatures is equivalent to a signature under the sum of the two secret
keys, sk and sk’. We exploit this property to construct threshold signatures. A
complete secret key sk = {sk;};c[5) is shared using Shamir secret sharing into
n shares ({ski ;}ic[n),je[5)). For all j € [5] and T C [n] satisfying |T| = ¢ for a

3 |54] uses bilinear source groups G; and Gz generated by P and p respectively

* The N vector is not important for explaining the key-homomorphic properties of the
scheme, so we leave an explaination of this to later in our paper.

5 Tags were added to support randomization properties. Intuitively, tags can be
thought of as part of the message.



threshold £, ), .« Ai wski ; = sk;, where \; « is the Lagrange coefficient for party
1 in ¥. By leveraging the signature’s homomorphic properties, we can combine
any set t of partial signatures into a single signature that verifies under the
original public key.

The intuition behind our second contribution (adapting [54] to support the
signing on public keys) is more subtle. For public keys to be signable, they have to
be adapted to fit the message space. The challenge is that, in the original scheme,
messages span both source groups, while public keys lie only in the second source
group. Thus, signing a public key means extending it with extra elements in the
first source group. In [54], a public key takes the form pk = {PSki}ie[E;] where
P is the generator for the second source group. A naive approach for extending
this key might try revealing pk’ = {P%i},c5 (where P is the generator of the
first source group), but this allows the computation of o* = (h* = Pkt b* =
Pfk2f’5k3, s* = Pska Pks) which is a forgery of the message (M* = (P, P), N* =
(P, P)).

Fortunately, when these elements of the public key in the first source group
are structured similar to messages and tags, we can prove the scheme to be
unforgeable. By revealing: pk’ = (T1,...,T5, My, ..., Ms) where Vi € [5], T; =
hPi, M; = (T;)*, and h is a hash of 5= (p;);c[5] and the secret key, we find that
we can sign public keys using these additional elements. Furthermore, we prove in
the generic group model that a forgery on this extended public key constitutes a
forgery on the original scheme of [54]. This proof is highly non-trivial and requires
that these extra elements can effectively be “simulated” by the reduction without
knowing the secret key, which we prove in the GGMEL Finally, we generalize the
scheme so that arbitrary length vectors (]\Zf = (My,..., My)) can be signed and
construct TDAC using this scheme.

1.3 Related Work

Anonymous Credentials. Anonymous credentials (ACs) are finding more ap-
plications in recent years, like the EU’s Digital Identity Wallet regulation (EU-
DIW) [12], ISO’s group signatures [1|, TCG’s Direct Anonymous Attestation
protocols [2], and W3C’s Decentralized Identifiers [3]|. Several implementations
and specifications have emerged, such as Hyperledger AnonCreds [4], Microsoft’s
uProve [58], and IBM’s idemix [18|. Delegatable anonymous credentials (DACs)
were first realized by Chase and Lysyanskaya 23] but were not made efficient for
long chains until the work of Belenkiy et al. [13]|, which relied on Groth-Sahai
proofs |50]. Since Groth-Sahai proofs are often considered inefficient, Crites and
Lysyanskaya [29] recently introduced the notion of mercurial signatures as a
more practical foundation for constructing efficient DACs.

Threshold Credentials. Threshold signatures have seen extensive use in
blockchain technology due to their distributed nature [43]/53.56157,/63]. A thresh-

5 We describe this reduction in the proofs of unforgeability and class-hiding of Theo-

rems |§| and m



old signature scheme is parameterized by two integers, n and ¢, in addition to the
security parameter. The signing key is divided into n shares, which are typically
distributed among n parties that do not fully collude. During signing, ¢ of these
parties must come together with their shares and interact to produce a signature.
Security requires that n —t+ 1 parties are honest. In this case, a malicious party
controls at most ¢ — 1 shares, and thereby cannot forge a signature. Threshold
signatures are also useful in multi-factor authentication [39], where the key used
to show a signature is shared across multiple devices.

Mercurial Signatures. Mercurial signatures were introduced in [29] as a com-
bination of equivalence classes on messages [42] and equivalence classes on pub-
lic keys |10]. Mercurial signatures belong to a broader family of schemes with
randomizable public keys, including signatures with re-randomizable keys |40],
key-blinded signatures, [37] signatures with honestly randomized keys, [31] and
updatable signatures [26). For a disambiguation, see the work of Celi et al. [22].
Mercurial signatures were initially used to realize more efficient DACs that out-
performed the previous construction built using Groth-Sahai proofs [13|, but
have also been used in other applications, such as contact tracing [47]. Some
mercurial schemes [29,54] suffer from a limitation: signature unlinkability only
holds when the signer does not collude with the adversary. Griffy et al. [49] to
strengthened the definition and construction of mercurial signatures from [29] to
support privacy against malicious signers using a structured common reference
string (SRS).

Many mercurial schemes are also structure-preserving signatures |[5]. A
structure-preserving signature has the property that its messages, signatures,
and keys are all composed of elements of a bilinear group. This enables the
signature verification algorithm (and other functions) to be executed in zero
knowledge using Groth-Sahai proofs [50|. These proofs are more efficient than
black-box proofs because they allow algebraic relations between group elements
to be proven directly without translating them into circuit representations of al-
gebraic operations, as required in general-purpose ZKPs [46]). Moreover, Groth-
Sahai proofs are randomizable, which is what allowed the efficient construction
of DACs in [13].

Threshold Mercurial Signatures. Threshold mercurial signatures were first
introduced by Abe et al. in [9], which adapted [29] to the threshold setting to cre-
ate stronger anonymity and unforgeability properties for delegatable anonymous
credentials. While their construction does not require an SRS (unlike [49]), their
scheme does require interaction between signers to produce a signature, which
is undesireable. Similar to threshold mercurial signatures is the the work of Mir
et al. [54] which introduced aggregatable mercurial signatures. However, their
scheme did not support the signing of public keys as messages [47], which lim-
ited their application to issuer-hiding [16| and multi-authority [51] ACs (which
are implied by DAC, but not vice-versa). We note that when the threshold mer-
curial signatures set ¢ = 1 with n > ¢ then the notion is closely related to group
signatures [25].



1.4 Organization

Section [2] briefly presents our preliminaries and building blocks. Section [3] in-
troduces our notion of threshold mercurial signature (TMS) and presents a con-
struction with key size £ = 2 that supports both thresholdization and the signing
of public keys. While our full proof of unforgeability of our signature construc-
tion is too long to fit in the body of the paper (and thus resides in Section7 we
provide an intuition for this proof in Section [3.3] We also provide the full proof
of correctness and other properties of our threshold construction in Section [3.5]
Section [4] introduces the notion of threshold delegatable anonymous credentials
(TDAC) along with a construction from TMS.

While the body of our paper is self-contained, we provide additional mate-
rial in the appendix. Section [A] details additional preliminaries needed only to
understand the rest of the material in the appendix. Section [B] describes a TMS
construction for an arbitrary key size (£ € poly(A)). Sectionprovides a detailed
security proof of our TDAC construction. Appendices [D] and [E] prove the public
key class-hiding and unforgeability, respectively, of our TMS construction.

2 Preliminaries

In this section, we briefly introduce the notation, definitions, and building blocks
that we use in the rest of the paper. Mercurial signatures and aggregatable
mercurial signatures are presente alongside our definition in Section [3] due to
their similarities to our threshold definitions.

Notation. We let A € N denote the computational security parameter. In
threshold settings, we let n denote the number of parties and ¢ denote threshold
such that any fewer than ¢ colluding parties cannot compromise security. Hence
1 <t <n.Welet [b] denote the set {1,...,b}. We denote the concatenation of

z and y by (z|ly). Given a set X, we use x & X to denote the sampling of a
value z from the uniform distribution over X'. We denote poly(A) and negl(\) as
any generic (unspecified) polynomial and negligible functions in A, respectively.
A function negl : N — R is said to be negligible in A if for every positive polyno-
mial p, negl(A) < 1/p(\) when X is sufficiently large. We abbreviate probabilistic
polynomial time as PPT. For a turing machine TM and set of inputs args, we let
x € TM(args) mean that there exists random tape p such that @ = TM(args; p).
We denote by x = val or & < val the assignment of a value val to the variable x.
We let out < A(in; ) denote the evaluation of a PPT algorithm A that produces
an output out from an input in with randomness & {0,1}*, and omitting r
when it is obvious or not explicitly required. We let A9™ denote that we run A
with oracle access to 0%, i.e., O executes alg on inputs of A’s and returns the
corresponding outputs.

Prime-Order Bilinear Groups. We work with cyclic groups of prime or-
der p equipped with an asymmetric bilinear map. We assume a PPT bilin-
ear group generator algorithm BGGen that, on input A € N, outputs BG =



(p,G1,Go,Gr, P, P, e) < BGGen(1*). Here p is a prime of ©()) bits; G1, Gy are
bilinear groups (or pairing groups) and Gy is a multiplicative group, all of prime
order p; P and P are generators of G; and Go, respectively; and e : G; xGy — G
is a non-degenerate, efficiently computable bilinear pairing. Hence, we see that

e(P, P) is a generator of G.

Shamir Secret Sharing |60]. Shamir secret sharing allows a secret in a finite
field (in this paper, Z,) to be split into n shares such that any subset of ¢ shares
can reconstruct the original. Any subset of fewer than t shares is uniformly
distributed over Z,, making the scheme information-theoretically secure. In our
construction, we will use the functions Share which splits a secret into n shares,
and Reconst, which recovers the secret from any ¢ shares. To briefly review, Share
will split an element x of Z, into shares, {x;};c[n), such that for any T C [n],
Eiefz Aixx; = = where \; ¢ is the Lagrange coefficient for the i-th share of the
set T. We review this primitive more formally in Section [A7T}

Non-interactive zero-knowledge proofs (NIZKs). Throughout our paper,
we write NIZKPoK{wit | (stmt, wit) € Rnizk} to denote a NIZK proof of knowl-
edge where stmt is the public statement in some relation Ryjzk and wit is the
secret witness to that statement. We describe NIZKs as well as interactive ZKPs

in Section [A2

Tag-based Message Spaces. Following [28,/29,(54], we first describe the space
on which messages are signed before defining our mercurial signatures.

Tag-based Diffie-Hellman Message Space. Early constructions of DACs restricted
the message space of the signature scheme vectors of elements from a single
source group (e.g., M e GY). This restriction enabled the use of Groth-Sahai
proofs [50] and allowed for efficient DAC constructions |13|. However, it was
later shown that using only a single source group leads to impossibility results
concerning signatures size |6]. This limitation was mitigated by defining message
spaces over multiple source groups |45 (e.g., (M N ) € Gf x Gb), which are
referred to as Diffie-Hellman message spaces [28].

To see why tags are important, recall the signature from Section [I, which
takes the form o = (h,b,s) = (h, T*T5% b1 M*2 M5<). One way to ensure
unforgeability is to have the signer uniformly sample h & G, for each signature.
Randomly sampling h in this way prevents a forgery attack. If two distinct tag-
message pairs signed with the same h, this yields o = (h,b, s) and o’ = (h, V', s).
A trivial forgery then follows by computing b - b = (T1T7)%*(TyT5)%> and
58 = h¥ (M M{)%k2 (Mo M3)*<3, producing a signature o* = (h2,bb, ss') for
the message M* = (My M}, MyMj) and tag T* = (TyT}, TyT3). Yet, to perform
aggregation in [54] (and enable thresholdization in our signature), signatures
must share the same first element h. This creates a problem, since we need
equivalent messages to share h values, but we need to ensure that distinct mes-
sages do not share an h value to prevent forgeries. To resolve this, we let h be
the output of a hash computed on both the tag and the message. This ensures,
by collision resistance, that no two distinct tags and messages share an h value.



Similar to 28], verifying this hash is not needed while verifying these signatures
and thus, the signatures are still structure-preserving. For more information on
tags, see [b4].

We describe the tag and message spaces in Definitions[I|and [2] The tag space
is parameterized by part of the message vector, N. Valid message/tag pairs must
satisfy that (M,N) € M and T € 7N . This tag must be presented with the
signature and message and thus to achieve meaningful anonymity properties, we
must allow for randomization of tags, which can be done by randomizing the ~
value in Definition [I1
Definition 1 (Tag Space (T7) [54]). TV ¢ (G1)? is a tag space if for all
T=(T,...T;) € TN, 3y € ZX, 5 = (p1,...,pe) s.t. N = (N1,...,Ny) €
(G2)!, h = H(Pr||...||P?¢||Ny]|...||N¢) and T = (P2 ... WP,

Definition 2 (Tag-based DH Message Space (M) [54]). M C (G;)* x
(G2)* is a tag-based Diffie-Hellman (DH) message space if for all (M,N) =
(My,...,My,Ny,...,N) e M, IT € TN s.t. Vi€ [f], e(M;, P) = e(T}, N;).

We omit the superscript (7)) to denote the union of tag spaces parameterized
by all N. Similar to [28,[54], since h depends on T and M depends on (T, h),

to generate messages, we first sample my,...,my,p1,...,p¢ from Z;. Then,
N = (P™ ... P™)and h = H(P?||...||P?||Ny||...||N¢) are computed. M
can then be computed as M = (hPr™1 ... hPt™¢). This generation is described

in the scheme by in the function GenAuxTag in Definition [3] with corresponding
verification function, VerifyAuxﬂ Note that while signing messages and tags re-
quires the secrets, p1,...,p¢ to be known to verify that the message and tags
are valid, during verification, only the group elements, f, (M , N ), are required
and thus the scheme is still structure preserving.

We omit a review of non-threshold mercurial signature definitions here and
instead present only our new definition of threshold mercurial signatures in the
following section, since their description is similar. A formal description of non-
threshold mercurial signatures is available in Section [A-4] Threshold mercurial
signatures imply non-threshold mercurial signatures, as can be seen by setting
n=t=1.

3 Threshold Mercurial Signatures

In this section, we first formally define the notion of a non-interactive threshold
mercurial signature (TMS) in Section which extends mercurial signatures
with a distributed key-generation process and a threshold signing procedure, re-
quiring a quorum of parties to jointly produce a signature. Unlike the construc-
tion in [9], our TMS scheme does not require any interaction between the signers

" The “aux” part of VerifyAux is an artifact from the aggregation property of [54] which
we inherit for consistency. aux = L for our construction.



during signature generation. To obtain a signature, a user needs to interact with
t different signers independently via ParSign to receive ¢ partial signatures, which
they can then combine into one signature via Reconst. After formalizing the no-
tion of TMS, we present a construction achieving this definition. As a first step,
we “enhance” the (non-threshold) mercurial signature scheme of [54] to support
signing public keys; this enhancement is described in Section [3.2] The modifica-
tion is non-trivial and necessitates a new unforgeability proof. We provide proof
intuition in Section [3:3] with the full proof deferred to Section [E.2} Building on
this enhanced construction, we present our TMS scheme in Section [3.4] and state
the corresponding security theorems in Section |3.5} complete proofs appear in
the appendix.

3.1 Syntax and Security Definition

We first describe the syntax of threshold mercurial signatures in Definition
and its randomization properties—message class-hiding in Definition [6] public
key class-hiding in Definition [§] and origin-hiding in Definition [0} —as well as
what it means to be unforgeable in Definition 5] We then describe the property
necessary to build threshold delegatable anonymous credentials (TDAC) from
this signature scheme (cross-scheme correctness) in Definition

Intuition of randomization features. The main feature of mercurial signatures
is their randomization properties. A signature holder can randomize the public
key, message, and signature to be unlinkable to the original key, message, and
signature, while still verifying. Specifically, mercurial signature schemes provide
a ChangeRep function that takes a verifying message and signature pair and
outputs a randomized pair that still verifies. Similarly, these schemes provide
a ConvertPK function to randomize a public key, and a ConvertSig function to
update associated signatures to verify with the new key. Since our definition is
for a threshold mercurial signature, it adds some functions to operate on partial
keys and signatures, namely ParSign, ParVerify, and Reconst.

Intuition of unforgeability. A definitional problem arises when message random-
ization is allowed: what now constitutes a forgery? If arbitrary randomizations
were allowed (i.e., if the image of ChangeRep(pk, (M, N), o) was the entire mes-
sage space), then it would be impossible to define unforgeability, since a signature
on any message could be updated into a signature on any other message in M.
This issue is resolved by introducting equivalence classes, which specify which
randomizations are allowed, and do not constitute a forgery. In this framework,
the image of ChangeRep(pk, (M, ]\7),0) is restricted to the equivalence class of
(M, N), denoted [(M, N)|r,,). Unforgeability (Deﬁnition can then be defined
to require that the forged message doesn’t belong to the equivalence class of any
message queried to the signing oracle.

For example, in our construction, the equivalence class of a message is
[(M,N)]g, = {(M',N') : 3u,v € Z,(M',N') = (M",N")}, and the equiv-
alence class of a tag is [T]r, = {T" : Iy € Z;j,f’ = T7}. We also want our

10



unforgeability definition to capture forgeries when the public key is randomized.
Thus, our unforgeability definition must also allow for the adversary to try to
forge under any key that is in the same equivalence class as the challenge key and
we define an equivalence relation for keys. For our construction without cross-
scheme correctness, this equivalence class is [N]g, = {N’: Jv € Z,y, N’ = N},
When we add cross-scheme correctness, the equivalence class of keys becomes
identical to the equivalence class for messages.

Intuition of randomization security definitions. Given our notion of equivalence
classes, we can now describe the security definitions pertaining to randomization.
Message class-hiding (Definition @) ensures that, given a message (M N ), it
is difficult to distinguish a randomization of that message (i.e., (M’,N') &
[(M, N)]) from a new, freshly sampled message (i.e., (M’,N') & M). Public
key class-hiding is similar in that it ensures that it is difficult to distinguish a
public key and its randomization from two independently sampled public keys.
Furthermore, in the threshold public key class-hiding game, the adversary is
given access to a partial signature oracle for each of the public keys. Finally,
origin hiding (Definition E[) ensures that the scheme’s randomization algorithms
all have uniformly distributed outputs, so that they appear identical to a fresh
sampling.

We now proceed with the syntax formal definitions of these properties of mer-
curial signatures. In our ConvertTag, ConvertSK, ConvertPK, ConvertSig, and
ChangeRep functions, the converter is sampled uniformly from Z7 if omitted.
To facilitate the verification of tags, the functions GenAuxTag, VerifyTag, and
VerifyAux are included. We described how GenAuxTag and VerifyAux are used to
verify tags in Section [2] VerifyTag is only used in the security games.

Definition 3 (Threshold Mercurial Signatures). A threshold mercurial
signature scheme TMS is parameterized by a tag, message, and key space, T,
M, and K; equivalence relations for tags, messages, and keys, [1rs, 1R
and [|re; and consists of a tuple of the following PPT algorithms (Setup,
KeyGen, GenAuxTag, VerifyAux, VerifyTag, ParSign, ParVerify, Reconst, Verify,
ConvertTag, ConvertParSK, ConvertParPK, ConvertPK, ConvertSig, ChangeRep),
which have following syntax:

e Setup(1*,1%) — pp: The setup algorithm takes as input the security parameter
A and key size £, and outputs the public parameters pp. We assume that pp is
known to the rest of the algorithms, even if omitted.

e KeyGen(pp,n,t) — (s_li, pk, pko): The key-generation algorithm takes as input
the public parameters pp and integers t,n € poly(\) such that 1 <t <n, and
outputs the vectors of partial signing and public keys sk = (sky,...,sky) and
pk = (pky,...,pk,), and the global public key pky. Each party P; for i € [n]
receives pk, and their key pair (sk;, pk; ).

e GenAuxTag({my,...,m¢}) = (7, T, (M, N),aux): The auziliary tag generation
algorithm takes as input a message secret {my,...,my} and outputs a tag
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secret p, a public tag f, a message such that (M, N) e MT as described
in Section[d, and auziliary data aux.

VerifyAux(aux, j, (M, N)) — {0,1}: The augiliary verification algorithm takes
as input an auziliary data aux, tag secret p, and message vectors (M, N) € M,
and outputs 1 if they are correctly distributed and 0 otherwise.

Verify Tag(p, f) — {0,1}: The tag verification algorithm takes as input a tag T
and its secret p, and outputs 1 if they are valid (i.e., T € T ) and 0 otherwise.

ParSign(sk;, p, aux, (M, J\7)) — 0;: The partial signature algorithm takes as
input a partial signing key sk;, tag secret P, auziliary data aux, and message
vectors (M, N) € M and outputs a partial signature o;.

ParVerify(pki,f, (M, J\_f),ai) — {0,1}: The partial signature verification algo-
rithm takes as input a partial public key pk;, public tag T, message vectors
(M, N) € M, and partial signature o;, and outputs 1 if o; is a valid signature
and 0 otherwise.

Reconst(pk, T, (M, N), {i, 05 }iex)) — o: The signature reconstruction algo-
rithm takes as input the vector of all partial public keys pk, message vectors
(M,N) € M, and a set of T C [n] (such that |T| = t) partial signatures o;
with corresponding indices i, and outputs a combined signature o.
Verify(pky, T, (M, N), o) — {0,1}: The signature verification algomthm takes
as input the global public key pk,, public tag T message vectors (M N) e M,
and signature o and outputs 1 if o is a valid signature or 0 otherwise.
ConvertTag(T;~) — T"': The tag conversion algorithm takes as input a tag T
and converter v € Z,, and outputs a new tag T € [f]RT

ConvertParSK(sk;;w) — ski: The secret key conversion algorithm takes as in-
put a partial signing key sk; and converter w € Z;;, and outputs a new signing

key sk; € [ski]rRsx -

ConvertParPK(pk;;w) — pk;: The public key conversion algorithm takes as
input a partial public key pk; and converter w € Z,;, and outputs a new public
key pk; € [pk;]ry-

ConvertPK(pkgy; w) — pky: The public key conversion algorithm takes as input
the global public key pk; and converter w € Z), and outputs a new public key
pkO [pkO]R}C :

ConvertSig(pkO,f, (M, ]\7),0;w) — o': The signature conversion algorithm
takes as input the global public key pk,, public tag T, message vectors (M, ]\7) €
M, signature o and converter w € Z,, and outputs a new signature o’ that

verifies with pky = ConvertPK(pkg; w)
ChangeRep(pky, T, (M, N), o; (11, v)) = (T",(M',N"),0"): On input the global
public key pky, public tag T', message vectors ( ,N) € M, signature o, and

converters i, v € Z, and outputs a new tag T €| |=,, message (M',N') €
[(M, N)|z..,, and signature o’
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A TMS scheme must satisfy correctness (Definition , unforgeability (Defini-
tion @, message class-hiding (Definition @, tag class hiding (Definition E)l),
public key class-hiding (Definition @), and origin-hiding (Definition @

In our construction, ConvertParSK and ConvertParPK are never used. They
are defined here, and later specified in the construction, for the purpose of defin-
ing key conversion correctness for ConvertPK. This definition is found below.

Definition 4 (Correctness). A threshold mercurial signature scheme TMS =
(Setup, KeyGen, GenAuxTag, VerifyAux, VerifyTag, ParSign, ParVerify, Reconst,
Verify, ConvertTag, ConvertParSK, ConvertParPK, ConvertPK, ConvertSig,
ChangeRep) is correct if, for all A\;n,t € N such that 1 < t < n, for all
(M N) e M, for all PP € Setup(1*), for all (sk pk, pko) € KeyGen(pp,n,t),
and for all M, N, 7 and T € GenAuxTag(M, N) such that VerifyTag(g,T) = 1, it
satisfies the following conditions:

e Partial Vem‘ﬁcgtio_r}. _]f‘or all o; € ParSign(sk;, p, aux, (M, ]\7)), it holds that
ParVerify(pk;, T, (M,N),0;) = 1.

e Threshold Verification. For all € C [n] of size |Z| = t and for all
o Reconst(p_l'( T, (M, N), {i, ParSign(sk;, 7, aux, (M, N)) }iex), it holds that
Verify(pko, T, (M, N), o) = 1.

e Key Conversion. For all (SI<7 pk, pky) € KeyGen(pp,n,t), w € Zj, sk €
(ConvertParSK(sk;; w))icin) s pk € (ConvertParPK(pk;; w))iepn, and pky €
ConvertPK(pky;w), it holds that (sk', pk’, pkj)) € KeyGen(pp,n t).

e Signature Conversion. For all o s.t. Verlfy(pko, (M N),o) = 1 and
for all w 6 ZX and o' € ConvertSig(pky, ,(M,N)7 o), it holds that

Verify(pko, T (M, N), o) = 1.
e Change  of Message Representative. For all o s.t.
Verify(pk,, T, (M,N),o) = 1 and for all p,v € Z) and

(f/,(M/,N/),O‘) € ChangeRep(pko, (M N),o:(u,v)), it holds that
VerifY(pk07f/7( _’/7]\7/)7 /) =1 and (M/aN/) [(M5 N)]RM

Definition 5 (Threshold Unforgeability). A threshold mercurial signa-
ture scheme TMS = (Setup, KeyGen, GenAuxTag, VerifyAux, VerifyTag, ParSign,
ParVerify, Reconst, Verify, ConvertTag, ConvertParSK, ConvertParPK, ConvertPK,
ConvertSig, ChangeRep) is existentially unforgeable under adaptively chosen
tagged message attack (EUF-CEtMA) if, for all \,n,t € N s.t. 1 <t < n, and for all

PPT adversaries A, i.e., AdvEl,\JAFS'&MA =Pr [EUF-CtMALMS(IA) = 1} < negl())
where the unforgeability game EUF—CtMALMS(lk) 1s defined in Figure .

Definition 6 (Message Class-Hiding). A threshold mercurial signature
scheme TMS = (Setup, KeyGen, GenAuxTag, VerifyAux, VerifyTag, ParSign,
ParVerify, Reconst, Verify, ConvertTag, ConvertParSK, ConvertParPK, ConvertPK,
ConvertSig, ChangeRep) is message class-hiding if, for all A\,n,t € N such
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EUF-CtMATMS(1%) OPSen (4, 5 aux, (M, N))

1: Initialize Q < 0; pp + Setup(1*) 1: if ¢ ¢ [n] then
2:  (sk, pk, pky) + KeyGen(pp, n,t) 2: return |
3: (C,st) «+ A(pp, pky, pk) 3: else o
4 (T*, g, (M*, N*),0*) « APSien (st, {sk; }scc, pk, pko) 4: oi + ParSign(sk;, , aux, (M, N))
if Verify(pko, T*, (M*, N*),0") = LACE ] AlC| <t > Q « QU (M, N)
6: return o;

5: A V(M,N) € Q,[(M", N")|r \, # [(M, N)|x
A VerifyTag(p, T) = 1
6: return 1

else return 0

Fig. 1: Unforgeability Game EU F—Ctl\/IALMS(l)‘) for TMS scheme.
that 1 < t < mn, and for all PPT adversaries A, i.e., Adv%a%jw
Pr [MSG-CLHLMS(l)‘) = 1] < 1+ negl()), where the message class-hiding game
MSG-CLH M (1*) is defined in Figure @

Definition 7 (Tag Class-Hiding). A threshold mercurial signature
scheme TMS = (Setup, KeyGen, GenAuxTag, VerifyAux, VerifyTag, ParSign,
ParVerify, Reconst, Verify, ConvertTag, ConvertParSK, ConvertParPK, ConvertPK,
ConvertSig, ChangeRep) is tag class-hiding if, for all A\,n,t € N such
that 1 < t < n, and for all PPT adversaries A, i.e., Adv?,?,%ﬂ""

Pr [TAG-CLHLMS(l/\) = 1} < 1+ negl(\), where the tag class-hiding game
TAG-CLH M (1*) is defined in Figure @

Definition 8 (Threshold Public Key Class-Hiding). A threshold mercu-
rial signature scheme TMS = (Setup, KeyGen, GenAuxTag, VerifyAux, VerifyTag,
ParSign, ParVerify, Reconst, Verify, ConvertTag, ConvertParSK, ConvertParPK,
ConvertPK, ConvertSig, ChangeRep) is public key class-hiding if, for all \,n,t €
N such that 1 < t < n, and for all PPT adversaries A, i.e., Adv?',f,é'j" =

Pr [PK-CLHLMS(N) _ 1} < L 4 negl(\), where the game PK-CLHZYS(1%) is
defined in Figure [3

Definition 9 (Origin-Hiding). A threshold mercurial signature scheme
(Setup, KeyGen, GenAuxTag, VerifyAux, VerifyTag, ParSign, ParVerify, Reconst,
Verify, ConvertTag, ConvertParSK, ConvertParPK, ConvertPK, ConvertSig,
ChangeRep) is origin-hiding if, for all \;n,t € N such that 1 < t < n, for all
(M,N) € M, for all pp € Setup(1*), for all (ST(, pk, pky) € KeyGen(pp,n,t),
for all aux and § such that VerifyAux(aux,7,(M,N)) = 1, and for o
Reconst(pk, T', (M, N), {i,0: }iex)) for some set T C [n] of size || = t, it satisfies
the following properties:

e Origin-Hiding of ConvertPK: For all w € Z, pk’ = ConvertPK(pk;w) is a
uniform random element in [pklg,. .
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MSG-CLHIMS (1) PK-CLHTMS (1)

1: pp < Setup(1™) pp < Setup(1*)

1

2: (M, Ny) & M 2: (ski,pky,pky o) < KeyGen(pp,n,t)
3: (MO, ND) & M 3: (C,st) « A(pp, Pky 0, PKy)
4 (NI}, WD) & (8, Mgy, 4 (sk, pk, pk o) < KeyGen(pp, n, 1)
5: p& (0,1} 50wy
6: b« A(pp, (1\7[1’ N1, (MS’ ]\75)) 6: forie€ [n] do: sk;i < ConvertSK(sky,;, w)
7: returnb=2b' 7: pki « ConvertPK(pky,w)

8: »& {0,1}

9

b’ ACPSien (st, {sky ;, Skg,i}iec, pkS, pk’)

TAG-CLHTMS(1%)

L pp e Sewp(1) 10: returnb =1

2: p &7 : O
! OPSE (i, 3, aux, (M, N))
. =0 $
30 ET
.7 8 e 1: if ¢ n] then : return L
40 T E (e, o # [nl
else
5: p & f0,1} oo
’ 3: 01,i  ParSign(sky :, 7, aux, (M, N))
6 : ’ 7 b L.
b Alpe, T3, T3) 4 02, ParSign(skg7i,ﬁ,aux, (M, N))

7 =v
return b = b 5. return (o1 ,;,02,;)

Fig.2: Message class-hiding game MSG—CLHLMS(V‘), tag class-hiding game
TAG-CLH'M(1%), public key class-hiding game PK-CLHM®(1*) for TMS
scheme.

e Origin-Hiding of ConvertSig: For all w € Zy, sko, (]\ZT,N), and o €
Sign(sko, (M, N)), U’_':_’ConvertSig(a;w) is a uniform random element in the
image of Sign(sko, (M, N))

e Origin-Hiding of ChangeRep: For all (u,v) € (Z))?, (T',(M',N"),0") «
ChangeRep(ka’7 T_’,(M’ N),o;(n,v)) T' is uniform in [T)g, and (M',N') is
uniform in [(M, N)|r -

e Origin-Hiding of ConvertTag: For all v € ), T ConvertTag(f; ), T is

uniform in [T)r,.

The definitions for unforgeability and public key class-hiding of non-
thresholdized mercurial signatures can be derived by setting n = t = 1. We
review these definitions in Section [A 5l

Cross-scheme correctness: Some definitions of mercurial signatures, such as
the one in [54], do not support the signing of public keys. This was an informal
property of |29] that was later formalized as cross-scheme correctness in [47].
Cross-scheme correctness can be seen as a weaker version of automorphic sig-
natures |7,|41] which requires that a signature scheme’s public key space lies in
the message space, allowing for public keys to be signed. While cross-scheme
correctness doesn’t require the public key space of the scheme to lie in the mes-
sage space, it requires that the scheme can be extended into a new scheme such
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that the public key space lies in the message space of the extended scheme.
This extended scheme is also a mercurial signature scheme which can then be
extended further. In this paper, we define a property (similar to [47]) of our
scheme called leveled cross scheme correctness (Definition that introduces
the function ExtendSetup(pp) — pp’, which takes in public parameters and ex-
tends the scheme to a lower level for DAC. This ensures that keys can be signed,
thus allowing for the (relatively) generic construction of DAC from mercurial sig-
natures. ExtendSetup takes in the parameters for a mercurial signature scheme,
pp, and creates a new scheme defined by a new set of parameters, pp’, such
that any public key generated by pp can be signed by pp’. Because messages are
signed with a “secret tag”, our key generation function must output this extra
tag value p. We assume these p values are not thresholdized and are included in
each partial secret key sk;.

Definition 10 (Leveled cross-scheme correctness). A threshold mercurial
signature scheme TMS s leveled cross-scheme correct if, for all n,t, ¢ € O()N),
pp € Setup(1*,1%), pp’ « ExtendSetup(pp), (ST(, pk, pk) « KeyGen(pp,n,t),
(s_R',p_R’,pk') + KeyGen(pp’,n,t), Vi € [n],a; + Sign(pp’,sk;, g, pk), VE C [n],

Z]=t, 0= Reconst(p_lkl, pk, {o:}iex), it holds that Verify(pp’, pk’, pk, o) = 1.

3.2 Enhanced Construction (adapted from [54])

Before explaining our threshold construction, we present the mercurial signature
construction from [54] that our scheme is based on. Although the original scheme
in [54] was an aggregatable mercurial signature, we remove the aggregatable
features here by omitting AggrSign and VerifyAggr (since they aren’t relevant to
our paper), turning it into a regular mercurial signature. We also make some
modifications to the notation to keep it consistent with construction. Finally, we
modify the original scheme for cross-scheme correctness, including extra terms
in . Although the schemes appear similar, these modifications lead
to significantly more complicated proofs of security. We refer to the version of
the scheme without these boxed elements as the plain version, and the version
with these boxed elements as the cross-scheme correct version.

The equivalence classes for messages, tags, and public keys used in the plain
version of the scheme are defined identically to [54]. To support cross-scheme
correctness, we also add an equivalence class for public keys with cross-scheme
correctness. We described these equivalence classes informally in Section We
formally review them all—including the one we added for cross-scheme correct-
ness—in Section [Bl

This construction is presented in Figure [3] for the case where messages are of
length ¢ = 2 (i.e., (M, N) = (My, My, Ny, No) and T = (T, T3)). The generalized
construction for any ¢ € poly(A) can be found in Sectionby settingn=t=1
in our generalized threshold mercurial signature construction. We refer to the
construction in Figure [3| as IIypcLs, named after the authors of [54].

Theorem 1 (Correctness). The IlygcLs construction in Figure@ 1S a correct
mercurial signature scheme scheme as per Definition [])
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Setup(1?)

1: BG:= (p,G1,Gz,Gr, P, P, e) + BGGen(1*)
2: Sample a hash function H: {0,1}" — G1
3: return pp = (p,G1,G2,Gr, P, P e, H)
KeyGen(pp)

5
1: Sample sk := (z,y1, Y2, 21, 22) & (Z;f)

$ 5
2: Sample | (pi)ie[s) | & (Z;)
3: Compute pk = (N(Pk), , ) , where

M(Pk) (A[(P )) 5]
— (hl)ll7 hP2Y1 , hﬂ?.?!z7 hP4#1 , hl)522)

NGO — (Ni(pk))ie[s] = (P®, Pv1, py2 P71 p=2)

\ TOO = (")) ie5) = (W1, 102, 1P3, hP4, h0%)

7 (pk 7 (Pk
[h= HP PRI 50 |

4: return (sk, pk)
VKeyGen(sk)

1: parse sk = (z,y1,y2, 21, 22)
return pk < (X = P® Y1 = PY1, Y, = P2,
Zl _ 1521722 — 1522)
GenAuxTag({m1,m2})

1: Compute N = (P™1, P™2)

2: Sample p1, p2 & 7y and set 5= (p1, p2)

3: o= (PP||PP2||Ny||N2) and h = H(c)

4: M= (hP1™1 pP2m2) T = (Ty = hP1, Ty = h*2)
5: return (g, T, (M, N), L)

VerifyAux(aux, (p1, p2), (M1, M2), (N1, N2)))

1: Compute ¢ = (PP1||PP2||Ny]||N2)
2: Compute (T1,T2) = (hP1,hP2)

3: Compute h := H(c)

4: return A7, e(M;, P) = e(h*i, N;)

ConvertTag(T = (T1,Ts) = (h**, h*2); )

1: return T’ = (T, Ty) = (hP17, hP27)
Sign(sk, 7, aux, (M, N))

1: parse (M,N) = (M1, M2), (N1, N2)) € M,
2 if VerifyAux(aux, g, (1\2, ]\7')) = 0: return L

3: Compute ¢ = (PP1||PP2||Ny||N2)

4: Compute h = H(c)

s , Yy
5: o= (hb,s) = (h,]_[jem h?3%5 b T ez ij)

6: return o

Verify(pk, T = (T1,T2), (M, N),o = (h,b, s))

1: parse (M,N) = ((M1, M), (N1, N2))

2: parse pk = (]\'f(pk)7 M(pk)7f(pk) )

if e(h, N™) T e(M;, N{"F) = e(s, P) Ae(b, P)

1+3
J€(2]
3: o) R
= IT ey, NFH N 1y = e(Mj, P)
J€l2] J€l2]
4 return 1

5: else return 0
VerlfyTag(T 7= (p1,p2))

1: if T; = h”i for all 4 € {1,2}: return 1

2: else return 0

ConvertSK(sk = (z, y1,y2, 21, 22); w)

1: return sk’ =w:sk = (wz,...,wz2)

ConvertPK(pk = (X', ?1, 172, Zla 22)500)

1: return pk’ = pk* = (X¢,...,2%)
ConvertSig(pk, T, (M, N), o; w)

1: return o’ = (h,b¥,s¥) T

ChangeRep(pk, f, (M, Z\_;), o= (h,b,s);(u,v))

T’ + ConvertTag(T, 1)
o = (h',b,s") = (h"V,bH, s"")
(M’ = M", N = N) € [(M, N)]rypy

4: return (f’, (M',ﬁ')’ol)

W N =

Fig. 3: Mercurial Signature (modified from [54]) scheme IlypgLs.

* While ConvertSig appears to only randomize the second two elements of signatures, we achieve
signature unlinkability when tags are randomized in ChangeRep due to message class hiding.

Theorem 2 (Cross-Scheme Correctness).

The TIypgLs construction

i Figure @ (when extended to a general £ by setting n = t = 1 in the con-
struction in Section is a cross-scheme correct mercurial signature scheme

scheme as per Definition [10
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Theorem 3 (Message Class-Hiding). Assuming the decisional Diffie-
Hellman assumption is hard in the bilinear pairing groups, the IlyggLs con-
struction in Figure[3 is message class-hiding as per Definition [6

Theorem 4 (Tag Class-Hiding). Assuming the decisional Diffie-Hellman
assumption is hard in the bilinear pairing groups, the IlmggLs construction in
Figure[3 is tag class-hiding as per Definition [

Theorem 5 (Origin-Hiding). The IlygeLs construction in Figure @ s per-
fectly origin-hiding as per Definition [9

Theorem 6 (Unforgeability). The Ilvgels construction in Figure @ 18
existentially unforgeable against adaptively chosen tagged message attack
(EUF-CtMA) as per Definition (which is equvalent to Definition [5 with
n=t=1) in the generic group model.

Theorem 7 (Public Key Class-Hiding). The IlygcLs construction in Fig-
ure @ is public key class-hiding as per Deﬁm'tion (which is equualent to Defi-
nition@ with n =t = 1) in the generic group model.

For the plain version of ITyggLs (without boxed elements), Theorems|[L]and [3]to[7]
follow from [54]. While our GenAuxTag function diverges from [54] by omitting
a list of pk’s in the input to the hash function, this list was only needed for
aggregation which our construction does not not formally support. Removing
these terms does not impact correctness or security.

For the cross-scheme correct version of IIyggLs, Theorems [I] and [3]to 5] follow
from [54]. Cross-scheme correctness (Theorem [2)) follows from the cross-scheme
correctness of our threshold mercurial signature (Theorem E[) by settingn =t =
1. For the cross-scheme correct version, Theorem [7]is proved in Section[D.2] and
Theorem [f] is proven in Section though we supply intuition for our proof
in Section 3.3

3.3 Unforgeability of Cross-Scheme Correct Mercurial Signatures

Now we provide intuition for the proof of Theorem [, which states the unforge-
ability (which is equvalent to Definition [5| with n = ¢t = 1) of the cross-scheme
correct version of the ITyggLs construction in Figure [3| against generic adver-
saries. Our intuition will fix the size of messages to £ = 2 just like the construc-
tion in Figure [3] so that public keys are made up of 5 elements of G2 and 10
elements of Gy. The full proof of Theorem [f] can be found in Section [E.2]

This proof happens in the generic group model, where encodings are given
instead of group elements. The first step of the unforgeability game is for the
generic adversary to receive encodings of the public key, N®) € G, and
M®) TPK) € G,. The generic adversary will then have access to the hash
oracle O : {0,1} — G;, which on a fresh input ¢; outputs a fresh encoding of
some group element h;. A can make queries to the signature oracle O>€", which
on input (]\Zf , N ,T) returns an encoding of a signature o. The adversary also gets
access to the group operation oracles ngM, OEEM, and OgSM. We will define
these oracles below.
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Group Operation Oracles. A can make queries to a number of oracles including
the GGM oracles for elements of G; and Gy. Each of these oracles, which we
denote O&GM and O(IG;SM, takes in a set of scalars (Z,) and outputs an encoding.
Each of these scalars corresponds to an encoding that the challenger has given
the adversary (e.g., each element of the challenge public key, pk). This indicates
that that adversary wants to exponentiate these elements with the correspond-
ing scalars and multiply each resulting element together. This is a generalization
of Shoup’s generic group model [61], which we borrow from [49]. More explicitly,

OglGM takes as input « to exponentiate the generator of Gi; pq, ..., 15 to expo-
nentiate each element of M®%); 7 ... 75 to exponentiate T(P*); 4, ... ) Yn, tO
exponentiate previous outputs of the hash function; and f1,...,Bn,,C1, .-+, Cn,

to exponentiate the b and s elements of previously queried signatures o = (h, b, s)
(since the h values of signatures are the output of a hash, we simplify the ora-
cle by referring to these elements by some ; value). The oracle for the second
source group is defined similarly, with « to exponentiate the generator of G and
vy,...,Vs to exponentiate each element of N®R) More formally, the elements
(or encodings) that (’)(g(fM and O(gSM compute are:

GGM
OGl (aalu/la"'a,u5a Tla"'aT5a’yl7"'7771;“617"'7Bnga<.1a"'a<.na)

— po H MM H ) H (bR B ()G (1)

i€[5] i€[np) k€[ney]

OEM (a, 11, ... 1) = pe H NV
i€[5]

A also has access to a signature oracle (O°€" which it provides encodings of tags
and messages (T, M*, N*) to and a hash oracle, OF.

Reduction. Suppose there exists a PPT adversary A to win the unforgeability
game for the cross-scheme correct version (with boxes) of Figure [3| against a
generic adversary—we denote this Game 1. We construct a reduction B that
will run A as a subroutine to win the unforgeability game for the plain version
(without boxes) of Figure 3| against a generic adversary—we denote this Game
2. Our reduction B challenges A to Game 1, providing .4 with the signing, group
operation, and hash oracles describeed earlier. B responds to oracle queries with
encodings as described before. Once A has made all of its queries, it sends its
forgery (T, (M*, N*),0*) as encodings from O(IG;(EM and OgSM.

B then plays Game 2 against the EU F-Ctl\/lAgMBGLS challenger, who begins by

sending pT( = N0, Bs goal is now to make all the same queries that .4 made.
However, since T®%) and M®P are given in Game 1 but not Game 2, this may
not be entirely straightforward. Thus, B loops through the valid queries made
by A in order, and for each ng'\", or OESM query, B attempts to compute it as
a group element according to the expression given by A’s inputs to the query.
For each O%&" or O B tries to find the previously-computed group element
associated with each encoding. Note that 5 may not be able to compute a query

if it depends on T® or M(Pk), a probability which we bound to be negligible.
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Once each query has been recomputed as real group elements, B’s goal is to
compute a modified signature o** based on A’s forged signature o* = (h*, b*, s*).
B finds the O(gch query expressions for h* and s* and modifies them (in a way
we’ll describe shortly) and computes the real group elements. B now sends the
computed forgery to the challenger which ends Game 2 and the reduction.

As intuition for how our proof works in Section [E.2] we start by ensuring
that queries to O8" are independent of previous hash or signature queries in
the proofs of Lemmas [6] and [7] This allows us to use simpler GGM proofs going
forward, since if the adversary were able to use the output of a signature query
as an input to a future signature query, the polynomial representation of these
queries would include arbitrary powers of the challenger’s secret key, which is
difficult to analyze.

Lemma [6l If (M(k),]\_f(k)m(k)) is the input to a successful OS&" query in the
GGM, then the expressions composing M(k), ]\7(k), and 7% are not functions
of KD, @) or s for any i # k, where o = (L b 53 is the output of a
different O>&" query.

Lemma [T If (M(k),ﬁ(k),T(k)) is the input to a successful O query in the
GGM, then the expressions composing M®  N®  and %) are not functions
of any hash h; except h; = h®), where h'*) is part of the signature o*) =
(%) p%) s(B)) outputted by this OS&" query.

We then prove that the adversary’s queries are independent of the boxed
elements, M®W and f(Pk), in Lemma This is important since our reduction
doesn’t actually know the discrete logs of these elements but must recompute the
adversary’s queries to submit to the challenger. We similarly prove that the ad-
versary’s forged message is independent of these values in the proof of Lemma

Lemma [8 If (M(k), N, T(k)) is the input to a successful OS€" query made by
A, then the expressions composing M®F) NF) - and 75 are not functions off
or M.

Lemma 0. If A wins Game 1 with forgery (T*, (M*, N*) *), then the ex-
Pressions composing T* M*, and N* are not functions ofT or M.

Lastly, it would be convenient if we could to prove that the adversary’s forgery
is independent of the M®%) and T®PK values so that the reduction can compute
it. Unfortunately, this turns out to be false, since the adversary can take any
valid signature (h, b, s) under the public key N, M, T and (for example) compute:
M =nh *T4(pk) and s’ = s % Mipk) to form a new valid signature (h', b, s’). At first
this appears to break our reduction, since (h’, b, s") depends on T and M, which
our reduction can’t recompute in the real world. Surprisingly, this turns out to
be the only type of manipulation that can result in T and M being included in
the signature. More importantly, this type of manipulation does not change the

forged message and can always be removed by the reduction. We prove this in
the proof of claims [6] and [7]
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Instead of recomputing the adversary’s given polynomial representation of
their forgery, o* = (h*, b*, s*), the reduction instead computes a modified signa-
ture o** = (h**,b*, s**). Here, h** and s** are computed by taking the polyno-
mial representation of h* and s* and setting the scalars 7; and u; (from Equa-
tion () to 0 for all i € [5]. Critically, these values of h** and s** can be computed
without knowing the secret key or tag, allowing our reduction to compute them.
In Section [E:2] we prove that this computation results in a valid forgery for
Game 2 if the adversary’s forgery was valid for Game 1.

Claim [6] If A wins Game 1, then B will be able to successfully compute h**, b*,
and s** as group elements as described in the reduction.

Claim [T If A wins Game 1, then B’s modified signature o** = (h**,b*,s**)
defined in the reduction is valid in the forgery (T*, (M*,N*),c**).

After proving that each of the adversary’s queries can be recomputed, and a
valid forgery can be computed without knowing the discrete logs of M®9 and
f("k), it holds that our reduction can forge Game 2 given a generic adversary
that can produce a forgery in Game 1. We delay the full proof to Section [E.2}

Although we do not provide an intuition of the proof of public key class-
hiding for the cross-scheme correct version of Figure [3] this proof also takes
place in the generic group model and follows a very similar structure. In fact, it
relies on many of the same lemmas as the proof of unforgeability. This full proof
can be found in Section

3.4 Construction of Threshold Mercurial Signatures

In Figure[d] we provide a concrete construction of our threshold mercurial signa-
ture scheme TMS = (Setup, KeyGen, GenAuxTag, VerifyAux, VerifyTag, ParSign,
ParVerify, Reconst, Verify, ConvertTag, ConvertParSK, ConvertParPK, ConvertPK|,
ConvertSig, ChangeRep) (in Deﬁnition for ¢ = 2, which we call IITys. We gen-
eralize this construction to ¢ € poly(A) in Construction [1] of Section Note
that ¢ determines the size of vectors in the scheme, so in the ge_peral case, a
message-tag pair takes the form (M, N) = ((M;);ciq, (Nj)je), T = (T5)jerq-
We also present a cross-scheme correct version of Iltys. Elements that are re-
quired for cross-scheme correctness only (i.e. not required for Definition [3]) are

presented in . We use the following parameters and building-blocks:

Parameters: The security parameter A € N, the key size £ = 2, the total number
of parties n € N, and the signing threshold ¢ € N.

Building-blocks: The Shamir secret sharing scheme SSS = (Share, Reconst)
described in Section |2| and the modified mercurial signature scheme IlyggLs =
(Setup, KeyGen, VKeyGen, GenAuxTag, VerifyAux, Sign, Verify, VerifyTag,
ConvertTag, ChangeRep, ConvertSK, ConvertPK, ConvertSig) from Figure

We omit the description of functions that are identical to those in Figure[3] These
functions are: Setup, GenAuxTag, VerifyTag, Verify, ConvertTag, ConvertPK,
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KeyGen(pp, n, t) ParSign(sk;, p, aux, (]\7[, ]\7))

1: Sample skg == (z,y1, Y2, 21, 22) & (Z;)O 1: Run o; + IugeLs-Sign(sk;, 7, aux, (M, N))

) 5 ol s 7 5 2: return o;
Pomampe - ( » ) ParVerify(pk;, T,(M,N),0;)

. — | NPk 7 (Pko) 7(pk) - o o

3+ Compute pky = (N(p 0)” >’ where 1: return Ilugcs.Verify(pk;, T, (M, N))

NPko) (N_(pko))ie[sl = (P¥0) ey Reconst(pk, T, (M, N), {i,0i }icx)

MO — (PR, o) 1: if TZ [n]VI[T|+#treturn L

= (hP1T RP2YL pP3Y2 RpPAZL pP5E2) 2: parse pk = (pky,...,pk,)
TR — (Tv(pk))v — (hPL,hP2 1P3 | hPA 1P5) 3: parse o; = (h;,b;,s;) fori € T
i i€[5] ) ’ s s . ..
(oko) (sko) 4: fori,j €T do
(e o (p

h=H(P| ... [[PP5 [N [[N5707) 5: if hy # h; return L

4: Run sk := (skq,...,sky) < Share(sko, p, n, t) 6: foriec T do
where Vi € [n],sk; == (24, Yi,1, ¥i,2, 2,1, Zi,27) 7 if ParVerify(pk,, T, (M, N), 0;) = 0:
5: Compute pk := (pky,...,pk,), where 8: return L
Aq Aq
o, = (o0, [i70 ][] s (e e )
10: return o

N = (R, Vi1, Vijo, Zin, Zi2)
— (1317:7 pyi,l’lﬁyi,27pzi,l,pzi,2)
M Pki) — (RP1%i pP2Yi,1 pP3Yi2 pPAZi1 pP5Zi,2)

return (sk, pk, pko) / Send (sk;, pk;) to P;

Fig. 4: Construction of threshold mercurial signature scheme Iltys.
ConvertSig, and ChangeRep. We also omit ConvertParSK and ConvertParPK|,
which function identically as ConvertSK and ConvertPK in Figure [3] respectively.

TMS for arbitrary ¢. Construction [I]in Section [B.I] generalizes from ¢ = 2 to
an arbitrary ¢ € poly(A). This means that, in the cross-scheme correct version,

our public key takes the form pk, = (]\7(Pk0), M(Pko) f(Pk)), where:

NP = (NP0)) = (P7, PYL, ... PYE, P7L, L P7E),
MO = (M), gy = (RPI7, RP2VL, L pP2HEIVE pP24ERL L pPae2e-1e),
T = (TP ic = (W1 )

Once we have this generalized construction, we can define how to extend the
scheme so that it can be used in DAC as described in Section 3.1]in Definition [0l
We show this extension (ExtendSetup, which satisfies Definition below.

e ExtendSetup(pp) — (pp’):
1. Parse pp = (1,4, (e, P, ]5))
2. Output pp’ = (1*,£% 241, (e, P, P)).

3.5 Security Analysis of TMS

We formally state the security of ITtus scheme in Theorems [§] to
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Theorem 8 (Correctness). Assuming that the SSS is a correct Shamir secret
sharing scheme as described in Section |4 (formally defined in Figure @, our
Iltms construction in Figure[]) is a correct threshold mercurial signature scheme
TMS as per Definition [}

Theorem 9 (Cross-Scheme Correctness). Assuming that the SSS is a cor-
rect Shamir secret sharing scheme as described in Section |4 (formally defined
in Figure|9), our IItms construction in Figure |4 (when extended to general £
m Sectionh is a cross-scheme correct threshold mercurial signature scheme

TMS as per Definition[10

Theorem 10 (Message Class-Hiding). Assuming the decisional Diffie-
Hellman assumption is hard in the bilinear pairing groups, our Iltms construc-
tion in Figure[]] is message class-hiding as per Definition[6]

Theorem 11 (Tag Class-Hiding). Assuming the decisional Diffie-Hellman
assumption is hard in the bilinear pairing groups, our Iltmys construction in Fig-
ure[{] is tag class-hiding as per Definition [0}

Theorem 12 (Origin-Hiding). Our Iltus construction in Figure |4 is per-
fectly origin-hiding as per Definition[9

Theorem 13 (Unforgeability). Assuming that the cross-scheme correct ver-
sion of the IlmgeLs construction in Figure[3 is an unforgeable mercurial signa-
ture scheme as defined in Deﬁnition (which is equvalent to Deﬁnition@ with
n=t=1), and assuming that SSS is a secure Shamir secret sharing scheme as
described in Section@ (formally defined in Figure @, then our Iltms construction
in Figure[]) is existentially unforgeable against adaptively chosen tagged message
attack (EUF-CtMA) as per Deﬁnition@ i the generic group model.

Theorem 14 (Public Key Class-Hiding). Assuming that the ImgeLs con-
struction in Figure [3 has public key class-hiding as defined in Definition
(informally described in Deﬁnition (which is equivalent to Deﬁnition@ with
n=1t=1), and that SSS is a secure Shamir secret sharing scheme as described
mn Section@ (formally defined in Figure @, then our Iltvms construction in Fig-
ure[]) is threshold public key class-hiding as per Definition[§ in the generic group
model.

Proofs. We note that the proofs of Theorems [10] to [12] follow directly from the
tag class-hiding proof of the ITypeLs scheme in [54], since the construction of
our messages and tags (as well as their randomization) is identical.

Proof (of Theorem[§ (Correctness)). There are five properties to the correctness
definition in Definition [d] The proof of partial verification correctness is the same
as the verification proof in [54] and follows from inspection. The proofs for key
conversion correctness, signature conversion correctness, and change of message
representative correctness also follow from inspection. Here, we provide the proof
for threshold verification correctness.
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For a full signature o < Reconst(p_k,f, (M, ]\7), {i,0;}iex), we want to show
that each condition checked by Verify passes. We know that o = (h, b, s), where

b_HblfH Hh”]zy 1:Hh9]21€‘3217 i— th7]

iE€ET i€ET je[2] j€[2] JE€[2]
_ i iNi Yi,j i YiexT TN Yiex Vi N _ g Yj
s= L&) = L= IT aafoo™ = wSies =i ] ar = I )
i€T i€T j€[2] JE[2] J€[2]

It follows by inspection that e(h, X) [ep e(M;,Y;) = e(s,P) Ae(b, P) =
[Ty e(Tj, Z;). The third condition, Njep (T, N;) = e(Mj;, P), is true for
any (M, N) € M. Therefore, Verify(pko,f, (M, 1\7),0) =1. O
Proof (Proof of Theoremlg (Cross-scheme Correctness)). Let pp € Setup(1*, /).

By the definition of ExtendSetup we see that pp’ < ExtendSetup(pp) is exactly
the same but with ¢/ = 2¢ 4+ 1. Thus, any key generated by KeyGen(pp) is:

sk=(z,y1,..-,Ye, 21, 22)
pho= (P, Y0, PV DAL PR (WP Ol RPUE RPE, e,
(hPlz7 hﬂy,lyl7” . hpy,ﬁye’ hﬁz,lzl}. . th,ezz))

and any key generated by KeyGen(pp’) will be the same structure but replacing
¢ with ¢/ = 2¢+1. Thus, for pk +- KeyGen(pp) and pk’ < KeyGen(pp'), signature
generation from the extended scheme becomes: o = Sign(pp’, pk’, g, pk) = (h, b, s)

where h = H(PP=|[PPor| ... [PPot|[PP=t|...[[PP=£), b= [],ci pkﬁ_i7 and s =
he' 11 pkﬁui. Now, this passes the verification for pp’ as: Verify(pp’, pk’, pk) =
e(h, pk)e (Pk1+£+i7 pKi4;) = e(h” H Pkgf;prw P) = e(s, ]5) A e(pkiqis Pk/1+€+z‘) =
e([Licq pk1+Z7 P) = e(b, P). Message verification can be seen by inspection. 0O

We prove Theorem [I3]in Section and Theorem [14]in Section

4 Threshold Delegatable Anonymous Credentials

In this section, we formally define threshold delegatable anonymous credentials
(TDAC) (Section and present a concrete construction (Section that
supports threshold issuance. Although we do not explicitly formalize revocation,
our construction is compatible with the generic transformation of [49] since our
keys can be signed by the construction of [42].

4.1 Syntax and Security Definition

In this section, we formally define the syntax of a threshold delegatable anony-
mous credential (TDAC) scheme (see Figure [5)) and present its security defini-
tions. Before giving the formal treatment, we provide an overview of the con-
struction (in Figure |8) through a representative use case.
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Overview. Consider a delegation depth L = 3 chains of credentials, corre-
sponding to a root authority, an intermediate issuer, and a user. A credential
at L = 3 consists of a root authority’s signature on an intermediate issuer’s
public key, together with an intermediate issuer’s signature on a user’s public
key. The scheme begins with Setup(1*,13,1",1*) — pp which generates public
parameters pp. The root authority then runs IssKeyGen(pp, 1) — (pk, {ski}ie[n])ﬁ
producing a public key pk and n secret shares, one held by each root au-
thority. This root public key, pk is distributed to all issuers and users of the
scheme and is trusted for unforgeability. An issuer then derives their key with
the same function at L' = 2: IssKeyGen(pp,2) — (pkj, {ski;}ic[n)). Similarly
to the root key generation, the partial secret keys, pk; are distributed to n
non-colluding parties. A single partial issuer (say issuer j) then interacts with ¢
partial root authorities (indexed by the set: T) to receive ¢ partial credentials:
Vi € T, (Issue(sk;, L, 1) «> Receive(sk) ;, L')}) — pcred, ;. L is used as the root’s
credential since they are already trusted by all users for unforgeability. The in-
termediate issuer can then combine the partial credentials into one credential
via CredComb({pcred, ;}icv,pk) — cred;. Looking ahead, in our construction
(in Section , credentials are lists of public keys with signatures that ver-
ify those public key. Thus, the intermediate issuer’s credential will look like
cred; = (pk, L)||(pk;, o2) where o2 is a mercurial signature on the intermediate
issuer’s public key, pk, from the root’s public key: pk. This credential is then
distributed to the other partial intermediate users. A user then generates their
key using UserKeyGen(pp) — (pky,sky). For simplicity, users are not thresh-
oldized in our scheme. The user then interacts with ¢ partial intermediate issuers
to receive ¢ partial credentials: Vi € ¥, (Ulssue(sk ;, cred;) <> UReceive(sk)) —
pcredy ;. The user can then combine their partial credentials into one full
credential with UCredComb({pcred, ;}iex,pky) — credy. In our construction,
this user’s credential will be: credy = (pk,L)||(pk;,02)||(pky,o3) where o3 is
a signature from the intermediate issuer (known by pk,) on the user’s pub-
lic key, pky. The user can then show their credential to any verifier using
(Prove(sky, credy) <> Verify(pk)) — 0/1.

Oracles. Before presenting our security definitions and corresponding games,
we define the oracles through which the adversary interacts with the challenger
and the honest parties. The formal descriptions appear in Figure [6} we provide
an informal overview below.

o OCreateHl: Upon invoking O¢e2teH! the adversary requests the creation of a
new honest issuer and the delegation of issuing authority to it. The adver-
sary specifies two sets of issuer handles, denoted id; (the issuing set) and idgr
(the receiving set). For example, to create the first intermediate issuer, the

8 In practice, the key-generation procedure IssKeyGen may be instantiated either via
a trusted setup or through a distributed key generation (DKG) protocol. While we
do not provide a dedicated DKG construction for our scheme, existing DKG proto-
cols for discrete-log-based threshold signatures (e.g., |35,144L/52]) suggest a natural
pathway to jointly generate the TMS secret key shares. A detailed instantiation and
efficiency analysis are left to future work.
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A threshold delegatable anonymous credentials scheme TDAC consists of a tuple of the fol-
lowing PPT algorithms (Setup, IssKeyGen, UserKeyGen, Issue, Receive, CredComb, Ulssue, UReceive,
UCredComb, Prove, Verify), we have:

. Setup(1>‘7 1%,1m,1*) — pp: The setup algorithm takes as input the security parameter A,
level L, the total number of parties n, and the threshold ¢. It outputs the public parameters

Pp-

o IssKeyGen(pp, L') — (pk, {ski};c[n]): The issuer key generation algorithm takes as input the
public parameter pp and level L’ and outputs an issuer public key pk, and a set of partial
issuer secret keys {sk;};cn]-

e UserKeyGen(pp) — (pk,sk): The algorithm generates a key for the user, taking as input the
public parameter pp and outputting a user public key pk and a user secret key sk.

o (lIssue(ski ;, credj, L") <> Receive(skg, j, L')}) — pcredg ;: Credential issuance is an interactive
protocol between an issuer and receiver. The credential issuance algorithm Issue takes as
input the issuer partial secret key sk ;, the issuer credential cred; and the level of the receiver,
L’. The token receiver algorithm Receive takes as input receiver a partial secret keyﬁ skr,;,
and level L’. On success, the algorithm should output a partial credential pcredg ; to the
receiver.

e CredComb({pcredg ;}icx,pkg) — credr: The credential combination algorithm takes as in-
put a set of partial credentials {pcredg ;}ict and a user public key pkg, and outputs an
aggregated credential credg. :

o (Ulssue(ski,;, credi) <> UReceive(sk)) — pcredg ;: User credential issuance is an interactive pro-
tocol between an issuer (running Ulssue) and a user (running UReceive). The issuer holds a
credential cred| at the penultimate level L — 1 and the user holds a credential at the final
level, L. The protocol results in a partial credential pcredg ; on the user’s public key, where
the user’s secret key is sk. '

e UCredComb({pcredg ;}ics,pkg) — credr: Combines a credential for a user (similar to
CredComb). This function takes in partial credentials {pcredg ;}ics and combines them into
a full credentials credg on pkg which the user can use in the showing protocol.

e (Prove(skp, credp) <> Verify(pk)) — 0/1: Credential showing is an interactive protocol be-
tween a user and a credential verifier. The prover algorithm Prove takes as input a user
secret skp and a credential credp, and the verification algorithm Verify takes as input the
public key pk of the root authority. The result of this protocol is a bit indicating whether
the showing was valid.

A TDAC scheme must satisfy the properties of: correctness (Definition
nition , and unforgeability (Definition .

anonymity (Defi-

% This can be an arbitrary partial secret for the receiver.

Fig.5: TDAC Syntax

adversary sets id; to reference the root issuer and idg to a fresh, unused handle
corresponding to the new issuer. The challenger then executes the appropriate
issuance protocol so that the issuing set delegates to the receiving set. If the
receiving handle has already been used, the challenger aborts.

Q'ssueToAdv. Ty the anonymity game, this oracle allows the adversary to obtain
credentials as an issuer.

Q'ssuefromAdv. This oracle allows the adversary to issue credentials to an honest
issuer set. The adversary specifies a receiving issuer set idg and a target level
L' at which the credential should be issuedﬂ The challenger then executes the
issuance protocol accordingly.

QfssueFromAdv ((credential to adversary): This oracle allows the adversary to ob-
tain a credential from an honest issuer set id,.

In contrast to [49], we do not model issuing forgeries (i.e., cases where a malicious
issuer invokes O'UsFemA yging a credential it was not legitimately issued). This is
because a credential issued using a forged credential chain would yield a forgery in
showing, since it includes an issuer that wasn’t issued a credential.
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o (OProveToAdv. Here, the adversary acts as verifier in an interaction with an honest
user idp, who proves possession of a valid credential.

o (QUlssueFromAdv 514 QUlssueToAdv: These user-level oracles are analogous to their
issuer counterparts, but employ the user algorithms (e.g., UserKeyGen instead
of IssKeyGen). In contrast to issuers, users are not thresholdized.

Throughout the game, the challenger allows the adversary to specify “handles”
to reference honest users and issuers in the game. These can be thought of as
integers and are labeled with id. We use subscripts to distinguish these (e.g., id)
for an issuer handle). To properly simulate multiple honest users, the challenger
keeps track of the following maps (SK, CRED, PK) that map handles for honest
users to their keys and credentials:

e SK: Stores secret keys. For issuer handles, SK maps each handle to a set of
threshold secret-key shares; for user handles, it maps to a single secret key.

e CRED: Maps handles to their associated credentials for both issuers and users.
For a handle id, the length |[CRED[id]| determines the delegation level in [L]
of the corresponding party.

e PK: Maps issuer handles to canonical representations of public keys. To popu-
late the PK map, we use an unbounded extractor Epx to derive the canonical
representation of a public key. By “canonical representation” we mean that
the extractor will extract the same value to all representations of a public key,
(i.e., Vpk, € PK,pk’ € [pk],Epx(pk) = Epx(pk’)). Using this extractor en-
sures that no adversary can trivially win our anonymity game, and a powerful
extractor has been used for a similar purpose in many mercurial signatures
papers since their introduction in 2019 [29]. We also use an extractor for cre-
dentials, Eqeq which extracts the chain of public key which links the credential
to the root issuer.

Definition 11 (Correctness). A threshold delegatable anonymous creden-
tials scheme TDAC (in Figure @ is correct if for all A € Nyn €
O\),t € O(\) such that 0 < t < mn, level L € O(N), issuer
keys {((skij,Pk;;)jen)>Pk;) € lssKeyGen(pp,i)}ici—1), partial credentials

{cred;; = (Issue(sk;_1 j,cred;_1,4 — 1) <> Receive(ski,%))}jen]iciL—1]\{0},
and credentials cred; = CredComb({cred; ;}jex,) for L — 1 sets T, €
[n] such that |%;| = t, where credy =1, wuser keys (skuy,pky) €
UserKeyGen(pp), sets T, € [n],|%L] = t, wuser partial credentials,
{cred;,; € (Ulssue(skz_1 j,cred;—1,4 — 1) <> UReceive(sky))}jez,, and
user combined credential cred;, = UCredComb({credy, ;}icz), it holds that

(Prove({sky ;} jex, credy) <+ Verify(pk,)) = 1.

Anonymity. We define anonymity for our threshold DAC scheme in Defini-
tion [I2] In this game, the adversary is allowed to choose a root public key to
give to the challenger, and then is allowed to interact with the challenger who
plays the role of honest intermediate issuers and users. After interacting with the
oracles, the adversary chooses two credentials and gives these to the challenger.
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OcreateHl(idl,‘Il, idr, Tk, Tadv, j € [n], L) — pk OlssueTOAdv(id|,T|) oA
1: if SK[id] =1 / Handle id; doesn’t exist 1: if SK[id] = L then return L
Vv SK[idr] # L/ Handle idr already exists 2: if CRED[id] = 1L then return L
V | Taaw] #t—1 3: if |T)| #¢t then return L
VL >L Issue(SK(id\];, CRED[id], L")
V |CRED[id|]| # L’ — 1 then 4: (L,7) « < < >
2: return L A
/ Generate the new issuer’s keys and update maps: 5: return L
(pkg, {skr,i }ic[n]) < lssKeyGen(pp, L") OISSUEmeAdV(idm TR, J € [n], L/) — A
SK[idr] <= {skr,i}ic(n] 1: if SK[idr] # L then return L
5: PKlidr] < £(pkg) 2:  (pkg,skr) < IssKeyGen(pp)
// Issue the new issuer’s credential: A(pkg, 1)
Issue(SK(idi];, CRED[id|], L) 3: ({credi}iexg,7) < e >
60 (fered:}icpm) o < o > Receive(SK[idel, 1) / s,
Receive(sk,j, L") ie[T)] 4: cred + CredComb({cred;}icxy, Pkg)
7: cred + CredComb({cred; }icx, pkg) 5: CREDidg] « cred
8 : CRED[idgr] < cred 6: return L
9: return ka7{SkR’i}i€[3—Adv] OUIssueFromAdv(idR) o A
CreateHU /- H
o (Idh o IdR) — Pk 1: Same as O'sueFromAdY with the following changes:
1: Same as O with the following changes: 2: UReceive instead of Receive,
2: Ulssue and UReceive instead of Issue and Receive, resp., 3: L' =1L, and Tgp = {1}
3: L' = L instead of L' > L, (9U|ssueT°AdV(idR) oA
4 and Tg = {1} . IssueToAdv :
OproveToAdv(idP) oA 1: Same as O with the following changes:
2: Ulssue instead of Issue,
1: if SK[idp] = L V CREDJidp] = L then return L 3: UCredComb instead of CredComb,
2 : Prove(SK[idp], CRED[idp]) +> A 4: and L' = L,
3: return L

Fig. 6: Definition of Oracles for TDAC scheme (defined in Figure [5)).

The challenger uses the extractor E.eq on the credentials to extract a set of pub-
lic keys that represent the intermediate issuers (one key for each level in [L —1])
and the user to which this credential was issued to. The challenger then verifies
that the public keys in the this set are all honest issuers and the credentials are
for honest users, aborting if this is not the case. The challenger then randomly
selects one of the two users and proves possession of the corresponding credential
chain to the adversary. The adversary wins if it can correctly identify which user
the challenger picked (i.e., the bit, b).

Definition 12 (Anonymity). A threshold delegatable anonymous credentials
scheme TDAC (in Figure @ satisfy the anonymity property if there exists a set
of extractors, € = {Epk; Ecred}, such that for all A € N,n € O(N),t € O(\) such
that 0 < t < n, level L = O()\) and if the advantage of any PPT adversaries A in

game ANONTPAC(12) iie., AdVANON | — Py [ANONLDACW) - 1} < Lnegl(\)

1s negligible, where the game ANONLDAC(l’\) is defined in Figurelj and the oracles
given to the adversary are all the oracles which are defined in Figure [6.
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ANONIPAC(1%) unForge PA¢(1%)
1: (pp,td) < Setup(1*,1%,1™,1%) 1: (pp,td) < Setup(1*,1%, 1™, 1%)
2: (pk) «+ A(pp) 2 (pk, {ski}ic[n]) + lssKeyGen(pp)
3:  (sko,ski,credg,creds, L) < A (pp) 3: b (ACUnf(pk) < Verify(pk, L))
4: (chaing,chainy) < (Ecred(credo), Ecred (credy)) 4: return b
5: if chaing ¢ PK V chainy ¢ PK then 5:
6 : return 1/ Ensure chains are honest
i b & 0,1}
8: (Prove(sky,credy) <+ A)
9: b+ AS (pp)

10: return b =10

Fig. 7: Anonymity ANONLDAC(l)‘) and Unforgeability game unForgeI‘DAc(lA) for
TDAC scheme. The oracles O is described in Figure @

Unforgeability. We define unforgeability for our threshold DAC scheme in Def-
inition[I3] To begin the game in the unforgeability setting, an honestly generated
threshold root key is generated for a known handle (e.g., id = 0), thus allowing
the adversary to immediately begin calling @¢@teHl The adversary is only al-
lowed to interact with oracles that result in honest users obtaining credentials
(i.e., QCreatetl - (CreateHU " 5y 4 (OProveToAdv) gince allowing the adversary access to
the other oracles would result in the adversary being trivially able to produce a
showing to defeat the game (i.e., receiving a credential from (QU'ssueToAdv)

Definition 13 (Unforgeability). A threshold delegatable anonymous creden-
tials scheme TDAC (in Figure @) is unforgeable if for all A € Nyn € O(\),t €
O(A) such that 0 < t < n, level L = O(\) and if the advantage of any
PPT adversaries A defined by Adv#”DFXEg; in unForge PAC(1*) is negligible, i.c.,

Adﬁ'}fﬁ?& =Pr [U“ForgeLDAc(l/\) = 1} < negl(X\) where the unforgeability game

unForgeLDAC(l)‘) 1s defined in Figure@ A is given the oracles QCreateHl  (CreateHU
and OProveToAdv from Figure @ labeled as Oynt.

4.2 Construction of TDAC

In Figure 8] we provide a construction of our threshold delegatable anony-
mous credentials scheme TDAC = (Setup, IssKeyGen, UserKeyGen, Issue, Receive,
CredComb, Ulssue, UReceive, UCredComb, Prove, Verify) (defined in Figure [3)),
which we call IItpac. The high-level overview of ITtpac is described in Sec-
tion [4.1] We can see in UserKeyGen and Prove that users will generate a secret
key related to their public key (which is signed) and later prove knowledge of
this during showing. Using user keys in this way ensure that our scheme achieves
non-transferability as described in Section Non-transferability was first de-
scribed in [20].
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Parameters: A security parameter A € N, level L € N, the total number of parties that share
issuer keys, t € N and the threshold ¢ € N.

Building-blocks: A threshold mercurial signature scheme TMS = (Setup, KeyGen, GenAuxTag,
VerifyAux, VerifyTag, ParSign, ParVerify, Reconst, Verify, ConvertTag, ConvertParSK, ConvertParPK,
ConvertPK, ConvertSig, ChangeRep) as in Definition Shamir secret sharing SSS =
(Share, Reconst) as in Figure

e Setup(1*,1%,1™ 1) — (pp, td) 4. Output credg.
1. Run pp;, + TMS.Setup(1*,£ = 2) e (Ulssue(sk,;, cred;) <> UReceive(skgr)) —
2. For all ¢ € [L]: Run the following: peredg ;:
ppPL_; < TMS.ExtendSetup(ppy, ;) 1. Same as {TMS.Issue(,skh,y, cred;, L')
3. Output pp = ({pp; }ic(L], " t) {TMS.Receive(skg,j, L') }jex) —

peredg ; but with ¥ = {0} (only a single

o IssKeyGen(pp, L') — (pk, {ski}ic(n)) i) and L' — L.

1. Run (pk, {ski}ie[n])

< TMS.KeyGen(pp/,n,t) 2. Output pcredg ;.

2. Output (pk, {ski}ic[n]) e UCredComb({pcredg ; }icz, Pkg) — credr:
o UserKeyGen(pp) — (pk, sk) 1. Same as TMS.CredComb({pcredg ; }icx, pkg)] —
$ w2 s w2 credr, where pky is the user’s public key.
1. Sample sk < (Zp )* and T < (Zp )=. 2. Output credg.

2. Compute pk + (P, PJ, hslk, hszk7 Isfk, P;k)

R (Prove(skp, credp) <> Verify(pk)) — b:
where h = H(P/, Py, Plsk7 P;k)_

1. Parse credp as (credq]|...||credr)

3. Output (pk, sk) 2. For each level i € [L—1]\{1}: the prover
o (Issue(sky,;, cred;, L’) <> Receive(skg j, L')) — P does fhe following:
pcredg ;: (a) pk; <= TMS.ConvertPK(pp;, pk;; IT;¢ (i £5)

1. The receiver R computes proof as:
7+ NIZK { 5] VerifyAux(7, pkg) = 1}[]]
2. The receiver R sends (pkg, w) to the is-
suer 1. 3

(b) o} + TMS.ConvertSig(pp,_1,0i; I;c
(c) Set cred; = (pk},o}).

[]Pjﬂ

" & Z;f
and computes: cred;, = (pky,o.) =
TMS.ChangeRep(pky,,oL; HiE[L71] pip

. The prover P samples

3. Issuer ¢ compute o; < Sign(ski ;, pkg).
4. The issuer i sends their credential chain,
cred;,_,, (which is credy = (pk, L) for

where pk; = pkp is prover P’s public
the root issuer where L’ = 1) along with key. E i
7% tO' the rec.elvz'er R. . . 4. The prover P sends over their
5. Receiver R distributes partial credential randomized  credential, cred’ —
pcredg ; = (cred;/_;,0;) to each other (cred}]||...||cred}) where cred; =

receiver j' € [n] \ j.

6. Each receiver j' € [n]\ j stores this par-
tial credential pcredg ; = (credy/_;, ;)
for use in the CredComb function.

. CredComb({cred }iex,pkg) — credg:

(pké,o’é), and performs an interactive
proof of knowledge that they know
the randomized secret key (skp =
Hie[L—l] pipskp) that corresponds to

the last public key in the chain (pk%).

on the receiver’s public key, pkg from
the last public key in cred;,_;

Parse each pcred; as (credp/_y,05). 5. The verifier then verifies each random-
2. Compute the combined signature as: ized public key in the credential with

o = TMS.CredComb({c; }icx). the signatures and ensures the first key
3. Compute the credential as: credg = is exactly the root issuer, pk.

cred;/_1||(pkg, o) where o is a signature 6. If all these checks hold, the verifier out-

puts 1 and if any checks fail, the verifier
outputs 0.

% This is the same proof used in the anonymous credential construction in |54, Figure 6]

b Because the message space of level ¢ — 1 is equivalent to the public key space of level i, we
can write (pk’, o) < TMS.ChangeRep(pp;, pk;, 0i; Hje[i] p;) instead of steps (a) and (b).

Fig. 8: Construction of Threshold Delegatable Anonymous Credentials: TItpac
4.3 Security Analysis of TDAC

We formally state the security of our TDAC scheme in Figure [§in Theorems [T5]
to [I7], which are proven in Section [C}

Theorem 15 (Correctness). Assume that the underlying threshold mercurial
signature scheme TMS is correct with respect to Definition[fl Then our Iltpac



construction in Figure[§is a correct threshold delegatable anonymous credentials
scheme as per Definition [T]]

Theorem 16 (Unforgeability). Assume that the underlying threshold mercu-
rial signature scheme TMS is unforgeable with respect to Definition[5. Then our
Iltpac construction in Figure [§ is an unforgeable threshold delegatable anony-
mous credentials scheme TDAC as per Definition [13

Theorem 17 (Anonymity). Assume that the underlying threshold mercurial
signature scheme TMS is public key class hiding and message class hiding with
respect to Definition[6, Definition[7, and Definition[8 Then our IItpac construc-
tion in Figure [§ is an anonymous threshold delegatable anonymous credentials
scheme as per Definition [13
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Supplementary Material

A Additional Preliminaries

In this section, we discuss additional technical notations and cryptographic prim-
itives relevant to our constructions and definitions.

A.1 Shamir Secret Sharing [60]

Let P(z) = co + cix + --- + ¢;_12' 7! be a polynomial of degree t — 1, where
each coefficient ¢; € F for some finite field F. Observe that there exists a set of
scalars {\a,j7}jeqq such that for all @ € F and all sets T = {f1,...,8¢} € F¢
such that ¢ > ¢, it holds that P(a) = >~ ¢ Aa,j,sP(8;). These scalars, known

T—xj

JET jta Taza; depends
only on the set T and the evaluation point «. Critically, the polynomial, P(z),
doesn’t need to be known. Given the above observation, we now recall the Shamir
Secret Sharing scheme [60]. Where we concretize the field to be F = Z, for a
prime, p. Let n and ¢ be positive integers such that ¢ < n. A (p,n,t)-Shamir
Secret Sharing ((p,n,t)-SSS or SSS for short) scheme is a pair of algorithms
(Share, Recon) described below.

as the Lagrange coefficients are computed as Ay jz =[]

(s1,...,8n) < Share(s,p,n,t) s/L = Recon(sj,, ..., S;,)

1 Sample c1,...,ce (in 1: if < (t+1), then return L.

2: Let P(z) =s+ciz+ -+ ceat 2: else Compute s = P(0) = >7, Xo,k,T5j,
3: for i€ [n] do: Compute s; = P(i) € Z, 3: returns
4

return (s1,...,sp)

Fig.9: (p, n,t)-Shamir Secret Sharing scheme [60].

Security. Any (p, n,t)-SSS scheme provides the following (information-theoretic)

security guarantee: for any uniformly random secret s & Z, such that
($1,...,8n) < Share(s,p,n,t), given any subset of the shares T C (s1,...,8,)
such that |T] <t, s remains distributed uniformly at random.

Note: In our paper, we also use the Share algorithm in the form Share(s,p, n,t),
where § denotes the set of elements to be shared.
A.2 Non-interactive Zero-Knowledge

We here outline the formal algorithms and definitions we assume for non-
interactive zero-knowledge (NIZK) [15] proof system.

Definition 14 (Non-Interactive Zero-Knowledge Proof). A non-
interactive zero-knowledge proof system NIZK for an NP-language Lnizx with
witness relation Rnizk is a tuple of PPT algorithms (Gen, P, V) such that:
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1. crs < Gen(1Y), is a randomized algorithm that takes as input the security
parameter 1* and outputs a common random string crs.

2. 7 < P(crs,stmt, wit), the prover algorithm takes as input a common random
string crs, a statement stmt € Lyizx and a witness wit and outputs a proof
.

3. 1/0 < V(crs,stmt, 7), the verifier algorithm takes as input a common random
string crs, a statement stmt € Lyjzk and a proof 7. It outputs 1 if it accepts
the proof 7, otherwise outputs 0.

We require a NIZK proof system NIZK = (Gen,P,V) must satisfy the follow-
ing properties: Completeness, Soundness, and Zero-Knowledge described
below. A NIZK proof system satisfying all these properties is called a secure
NIZK [15] proof system.

Definition 15 (Completeness). A NIZK proof system NIZK = (Gen,P,V)
for an NP-language Lnzx with witness relation Ryizk s correct if for any secu-
rity parameter X, and for any stmt € Lyizk such that Rnizk € (stmt, wit) holds,
we have that,

Pr [V(crs, stmt, P(crs, stmt, wit)) | crs < Gen(l)‘)] =1

Definition 16 (Soundness). A NIZK proof system NIZK = (Gen,P,V) for
an NP-language Lnizx with witness relation Rnizx is sound if for any security
parameter A, for all PPT provers P* and for any stmt ¢ Lnizk, then there exists
a negligible function negl(-), such that,

crs  Gen(1Y)

Pr
m < P*(crs)

V(crs,stmt,m) =1

1 < negl(})

Definition 17 (Zero-Knowledge). A NIZK proof system NIZK = (Gen, P, V)
for an NP-language Lnizk with witness relation Ryzk 18 zero-knowledge if for
any security parameter \ there exists a PPT simulator Sim such that for every
Rz € (stmt,wit), the following distribution ensembles are computationally
indistinguishable,

{(crs7 ) crs ¢ Gen(1%) } ~ {(crs,w)
) sen

7 < P(crs, stmt, wit
NIZK Proof-of-Knowledge (NIZKPoK) [14]. A proof-of-knowledge is an
additional property which a NIZK proof system can have. We say that a zero-
knowledge proof system is a NIZKPoK if an adversary must “know” a witness wit
to compute a proof for (stmt, wit) € Rnizk. More formally, a NIZK proof system
is said to be an NIZKPoK for the relation Ryjzk, if the following are satisfied:

crs « Gen(1Y)
7 < Sim(1%, crs, stmt) NN

e Completeness: On common input statement stmt € Lyjzk, if the honest
prover P gets as private witness wit such that (stmt,wit) € Ryizk, then the
verifier V always accepts.
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e Soundness: The soundness for proofs-of-knowledge is formalized by defining
a prover P* which outputs an accepted proof 7 and demonstrating an efficient
algorithm & called the knowledge extractor which can interact with P* and
output a witness wit such that (stmt,wit) € Rnizk. Depending on the proof
construction, the extractor may need to rewind P* (a rewinding extractor) or
inspect P*’s internal state (a non-black box extractor).

e Zero-Knowledge: A proof-of-knowledge is zero-knowledge if the proof 7 re-
veals nothing about the witness wit. Formally, this is established by an efficient
algorithm Sim called the simulator which is given any statement stmt € Lyjzk
and the ability to program the random oracle to give specified responses, can
output simulated proofs 7’ which is indistinguishable from real proofs such
that the verifier V accepts the proofs 7’.

Throughout our paper, we write NIZKPoK{wit | (stmt,wit) € Rnizk} to denote
a generic non-interactive zero-knowledge proof of knowledge for relation Ryjzk-

A.3 Threshold signatures

Our work is closely related to Abe et al. [9] though we use Ghadafi SPS [45] as
a starting point (specifically the mercurial variant described in Mir et al. [54])
instead of the signatures from [29]. Our technique improves upon [9] by not
requiring interaction, though using [54] introduces more technical problems such
as an interactive partial signing (to hide p;) as well as it being non-trivial to
extend to DAC as opposed to 29|, where the bilinear pairing can simply be
alternated to achieve this. We use a technique related to 28] to achieve this.

A.4 Mercurial Signatures

The original mercurial signatures (MS) scheme from Crites and Lysyanskaya [29]
comprises the following algorithms: Setup, KeyGen, Sign, Verify, ConvertPK,
ConvertSK, ConvertSig, and ChangeRep. The scheme is parametrized by a length,
£, which determines the upper bound on the size of messages that can be signed.
A mercurial signature scheme is parameterized by equivalence relations for the
message, public key, and secret key spaces: R, Ric, Rsk- These relations form
equivalence classes for messages and keys and define exactly how messages and
signatures can be randomized such that their corresponding signatures can cor-
rectly be updated to verify with the updated keys and messages. Allowing the
keys and messages to be randomized is what gives this signature scheme its
privacy-preserving properties.

We recall the the syntax of a mercurial signatures from [29| below.

Definition 18 (Mercurial Signatures [29]). A mercurial signatures MS
consists of a tuple of the following PPT algorithms (Setup, KeyGen, Sign, Verify,
ConvertPK, ConvertSK, ConvertSig, ChangeRep, which have following syntax:

e Setup(1*,1°) — pp: Outputs public parameters pp, including parameterized
equivalence relations for the message, public key, and secret key spaces: R,
Ri, Rsx and the sample space for key and message converters.
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e KeyGen(pp) — (pk,sk): Generates a key pair (pk,sk).

e Sign(pp, sk, M) — o: Signs a message M with the given secret key.

o Verify(pp, pk, M,0) — (0 or 1): Returns 1 iff o is a valid signature for M
w.r.t. pk.

e ConvertPK(pp, pk, p) — pk’: Given a key converter p, returns pk’ by random-
1zing pk with p.

e ConvertSK(pp,sk,p) — sk’: Randomize a secret key such that it now cor-
responds to a public key which has been randomized with the same p (i.e.
signatures from sk’ = ConvertSK(pp, sk, p) verify by the randomized pk' =
ConvertPK(pk, p) ).

e ConvertSig(pp, pk, M, 0, p) — ¢': Randomize the signature so that it verifies
with a randomized pk’ (which has been randomized with the same p) and M,
but o’ is otherwise unlinkable to o.

e ChangeRep(pp, pk, M, o, ) — (M’,0’): Randomize the message-signature pair
such that Verify(pk, M’ ;') = 1 (i.e., ¢’ and o are indistinguishable) where
M’ is a new representation of the message equivalence class defined by M.

Along with defining the functions above, a mercurial signature construction also
defines the equivalence classes that are used in the correctness and security defi-
nitions. In the construction of [29], relations and equivalence classes for messages,
public keys, and secret key are defined as follows:

R = {(M,M') € (G})" x (G})*|3r € Z;, such that M' = M"}
Rk = {(pk, pk') € (G})" x (G})!|3r € Z;; such that pk’ = pk”}
Rek = {(sk,sk’) € (Z;)K X (Z;)e‘HT € Z3 such that sk’ = r - sk}

Equivalence classes are denoted as [M]g,,, [pk|r,,, [sk]gr, for messages, public
keys, and secret keys respectively, such that: [M]g,, = {M' : (M,M’) € Ry},
[PKr,, = {pk’ : (pk,pk’) € Ry}, [sklr, = {sk’ : (sk,sk’) € Rq}. Effectively, this
means that two messages (M, M’) are in the same equivalence class if there exists
a randomizer, u € MC, such that M’ = M* with a similar definition for public
keys and secret keys. Because of the properties of equivalence classes (reflexivity,
symmetry, and transitivity), the following relations hold: [M]g,, = [M']r,, iff
(M,M’) € Ry, [pklg,, = [PK]r,. iff (pk,pk’) € Ry, and [sklr, = [sk']g,, iff
(sk,sk’) € R.

Besides the usual notions for correctness and unforgeability, security of mercu-
rial signatures requires message class-hiding, origin-hiding and public key class-
hiding. We recall the original definitions below.

Definition 19 (Correctness [29]). A mercurial signature MS (defined in Def-
inition @) for parameterized equivalence relations, Rr, Rpk, Rsk, message
and key randomizer spaceﬂ is correct if for all parameters (X, £), ¥V(pp,td) €
Setup(1*,1%), and V(sk, pk) € KeyGen(1*), the following holds:

10 We use Z, as our message and key randomization spaces as all known constructions
use these.
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e Verification. VM € R, o € Sign(sk, M) : Verify(pk, M,0) =1 .

e Key conversion. Vp €<ip, (ConvertPK(pk, p), ConvertSK(sk, p)) € KeyGen(1?),
ConvertSK(sk, p) € [skg,,, and ConvertPK(pk, p) € [pk]g,, -

e Signature conversion. VM € R, o, p €<$4p,a', pk’ s.t Verify(pk, M,0) =1, o' =
ConvertSig(pk, M, o, p), and pk’ = ConvertPK(pk, p), then Verify(pk', M,o") =
1.

e Change of message representation. VM € R,o,u E(iH,MI,O' such
that Verify(pk, M,0) = 1 and (M',o’) = ChangeRep(pk, M,o;pn) then
Verify(pk, M',0’) =1 and M' € [M]g,,-

/

Definition 20 (Unforgeability [29]). A mercurial signature MS scheme
(defined in Deﬁnition@ for parameterized equivalence relations R, Rpk, Rek,
is unforgeable if for all parameters (\,€) and all PPT adversaries Adv, having
access to a signing oracle, there exists a negligible function negl such that:

pp + Setup(1*,1%) Verify(pk™, M*,0") =1
Pr (pk, sk) « KeyGen(pp) A [pk™]R, = [Pk]R, | < negl(N)
(pk*, M*, %) « AdvSE"CR) (pk) | A VM € Q, [M]R,, # [M]R,,
Where Q is the list of messages that the adversary queried to the Sign oracle.

Definition 21 (Message class-hiding [29]). A mercurial signature MS

scheme (defined in Definition @ 1s message class-hiding if for all X\, ¢ and all
PPT adversaries A, there exists a negligible function negl such that:
pp + Setup(1*,1°)

Pr | My + R; M) + R; My + [Mi]r,, | b =b| <
b < {0,1};b « Adv(pp, My, M3)

+ negl(\)

| —

Definition 22 (Origin-Hiding for ConvertSig [29]). A mercurial signa-
ture MS scheme (defined in Definition @ is origin-hiding for ConvertSig if,
given any tuple (pk,o, M) that verifies, and given a random key randomizer
p, ConvertSig(o, pk, p) outputs a new signature o’ such that o' is a uniformly
sampled signature in the set of verifying signatures, {o*|Verify(ConvertPK(pk, p),
M,o*) =1}.

Definition 23 (Origin-Hiding for ChangeRep [29]). A mercurial signature
MS scheme (defined in Deﬁnitz’on@) s origin-hiding for ChangeRep if, given
any tuple (pk,o, M) that verifies, and given a random message randomizer p,
ChangeRep(pk, M, o; 1) outputs a new message and signature M’ o’ such that
M’ is a uniform sampled message in the equivalence class of M, [M]r,,, and
o’ is uniformly sampled verifying signature in the set of verifying signatures for
M’, {o*|Verify(pk, M',0*) = 1}.

Definition 24 (Public key class-hiding [29]). A mercurial signature MS
scheme (defined in Deﬁnition@) 1s public-key class hiding if for all X\, £ and all
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PPT adversaries A, there exists a negligible function (negl) such that:

pp < Setup(1*,1°); (pky, sk1) + KeyGen(pp);
(pk3, sk9) < KeyGen(pp, £(\)); p < (pP);

pks = ConvertPK(pky, p); sk = ConvertSK(skj, p);
b & {0, 1};0 « AdvSE(k)SRER (0o bl pldb)

b =b| <= +negl(N)

DN | =

A.5 Mercurial Signatures with Tags

As a stepping stone in our proof of non-interactive threshold DAC, we will prove
that non-thresholdized mercurial signatures are secure with tags. To this end, we
present the following definitions (Definitions [25| and which are modifications
of our thresholdized security definitions for mercurial signatures in Definitions
and

Definition 25 (Unforgeability). A mercurial signature scheme MS ‘s exis-
tentially unforgeable under adaptively chosen tagged message attack (EUF-CtMA)
if for all A € N and t =n =1, for all PPT adversaries A,

AdvERCMA — py [EUF-CtMAB{S(P) = 1] < negl())
where the unforgeability game EUF—CtMA%S(l)‘) is defined in Figure with one
modification: Sign is used in place of ParSign.

Definition 26 (Public Key Class-Hiding). A mercurial signature scheme
MS has public key class-hiding if for all A € N and t = n = 1, for all PPT

adversaries A,
1
AdVEES = Pr [ PK-CLHYS(1Y) = 1] < 2+ negl()

where the public key class-hiding game PK—CLH%S(I)‘) is defined in Figure@ with
one modification: Sign is used in place of ParSign.

A.6 Aggregatable Mercurial Signatures
Here, we recall the syntax and definition of mercurial signature from [54].

Definition 27 (Aggregatable Mercurial signature syntax [54]|). A mer-
curial signature scheme MS consists of a tuple of the following PPT algorithms
(Setup, KeyGen, Sign, Verify, ConvertPK, ConvertSK, ConvertSig, ChangeRep,
VerKey, VerMsg), which have following syntaz:

e Setup(1*,1%) — (pp): Outputs public parameters pp, including parameterized
equivalence relations for the message, public key, and secret key spaces: Ry,
Rok, Rsk and the sample space for key and message converters.
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e KeyGen(pp) — (pk,sk): Generates an asymmetric key pair, pk, sk.

e GenAuxTag((M, N)) — (,T): The auiliary tag generation algorithm takes as
mput a message, output a tag T and tag secret T and recompute the message
to be in the equivalence class with T as described in Definition |2,

o VerifyTag(r, T) = 0/1: The tag verification algorithm takes as input a tag T
and its secret, T and verifies that they are correlated (i.e., in the image of
GenAuxTag for some message).

e Sign(pp, sk, M) — o: Signs a message M with the given secret key sk.

e Verify(pp, pk, M,0) — (0 or 1): Returns 1 iff o is a valid signature for M
w.r.t. pk.

e ConvertPK(pp, pk; p) — pk’: Given a key converter p, returns pk’ by random-
1zing pk with p.

e ConvertSK(pp,sk; p) — sk’: Randomize a secret key such that it now cor-
responds to a public key which has been randomized with the same p (i.e.
signatures from sk’ = ConvertSK(pp,sk; p) verify by the randomized pk' =
ConvertPK(pk, p) ).

e ConvertSig(pp, pk, M, 0;p) — o’: Randomize the signature so that it verifies
with a randomized pk’ (which has been randomized with the same p) and M,
but o’ is otherwise unlinkable to o.

e ChangeRep(pp, pk, M, o; u) — (M’',0’): Randomize the message-signature pair
such that Verify(pk, M’, ') =1 (i.e., o’ and o are indistinguishable) where M’
is a new representation of the message equivalence class defined by M .

The aggregatable mercurial signature unforgeability game is defined in Defini-
tion We’ve redefined it for j = 1 which is what our reduction uses.

Definition 28 (Unforgeability). An ATMS is unforgeable if for all PPT
A having access to the oracle O8O there exists a negligible function € s.t:
Pr{unForge™°(\) = 1] < e(\) where the experiment unForgey ™M (\) is defined
n Figure@ and Q is the set of queries that A has issued to ©58"0,

B Generalization of IItys Construction to £

In this section, we provide a threshold mercurial signature scheme construction
for an arbitrary key-size £ with a security analysis.
We formally describe the equivalence classes in our construction below:

— For messages: (M, N)|g,, = {(M',N") : 3u,v € ZX,(M',N') = (M",N")}

— For tags: [T|r, = {T': 3y € Z;,T" =77

— For pubic keys without cross-scheme correctness: [Nlg, = {N' : I €
zx,N' = N*}

— For public keys with cross-scheme correctness: (M, Mg, = {(M',N') :
3p,v € Zy,(M',N') = (M",N")}
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unForgeirMS(A): 0Se((r, T, aux, (M, 1\7))

~ 0= 0 . _ oo
- gk_ska;’ff IZySGe::FpS;)')’ -0 eS|gn(sk’LT,fux,_fA1, N))
N A T - Q=QU{(M,N),T},

— (pk*, (M*,N*), T, 7%, ") < A (pp, pk) Return o

— Return:

VerifyAger ({pk}, T, 0", {M"}) = 1
A VerifyTag(T™, 0™, 77)
A [Pk IRy, = [PKIRy,
AV((M,N),T) e Q:
(M, M)l rypy 7 (M, N*) ] Rppy
VTR, # [T r,

Fig. 10: Experiment unForge’ ™ ()\)

— For secret keys: [sk|rg,. = {sk’ : Jw € ZX, sk’ = (sk)~}
— For partial secret keys: [sklr s = {sk’ : Jw,v € Z), sk’ = (sk)“'}

—

— For partial pubic keys without cross-scheme correctness: [N]g,. = {N’ :
v e ZX,N' = N}

— For partial public keys with cross-scheme correctness: [(M,N)]
{(M',N"): 3p,v € %, (M',N') = (M*,N")}

Rpk

B.1 Construction of TMS for arbitrary £

In Figure []in Section [3.4] we presented a TMS construction for ¢ = 2. Here, we
revise the construction for arbitrary message and key size ¢ € poly(1*) in Con-
struction [T Changes from Figure [f] are highlighted in blue.

Construction 1 (Threshold Mercurial Signatures for arbitrary /)

We provide a concrete construction of our threshold mercurial signatures
scheme TMS = (Setup, KeyGen, GenAuxTag, VerifyAux, VerifyTag, ParSign,
ParVerify, Reconst, Verify, ConvertTag, ConvertParSK, ConvertParPK, ConvertPK,
ConvertSig, ChangeRep) for arbitrary £ in C’onstruction which we call TT5ys.
Note that the scheme can be modified to support cross-scheme correctness.
Elements that are required for cross-scheme correctness only (i.e. not required

for Deﬁnition@ are presented in a .

Parameters: A security parameter X € N, key size £ € poly(1?), the total
number of parties n € N and the threshold t € N.

Building-blocks: Shamir secret sharing scheme SSS = (Share, Reconst) as
in Figure[9}

— Setup(1*, 1¢) — pp:
1. Compute BG = (p, Gy, G2, Gr, P, P, e) < BGGen(1*), where p is the prime
order of groups G1 = (P) and G2 = ([:’>, and e : G1 X Gg — G is defined
by e(P*, PY) = e(PY, P*) = e(P, P)*v.
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2. Sample a hash function H : {0,1}* — Gy.
3. Output pp = (p, G1, G2, Gr, P, P,e,H).
— KeyGen(pp, n,t) — (s_l;, pT(, pko):

¢ ¢
1. Sample sko = (T, y1, -, Yo, 21, - - -, 20) & (Z;) and | (pi)iel & (Z;) .

| T0k)

2. Compute global public key pky = (N(pko),’ M (Pko) ), where N(pko),

M(Pko), and T®ko) are defined as follows:

N(pkO) = (Ni(pkO))iE[é] = (]51‘7]5@/17._.7]5yz7]5z17._.7]5n)7

M(Pko) _ (j\/[‘(pkO))iE[é] _ (hpll"’ hpzyl, . h/02-¢-z—1y147 hP2+z21, . h;02+21f,—121,)7
Tpko) — (Ti(pk()))ie[f] = (h*", ..., h")

where h = H(PP|| ... ||[Pre||[ NP9 || N (PRo)),

3. Compute sk = (skq,...,sky) « Share(sko,p,n,t) where each sk; for all
i € [n], is defined as: ski = (Ti, Yi1s - Yisls Zidy -5 Zits P)-

4. Compute pk = (pky,...,pk,) such that pk;, = <J\7i(pki), Z\Zi(pki) | TPk ),

for all i € [n], where J\_/:i(pk"), and ]\Zf'i(pk") are defined as follows:

ﬁi(pki) = (X%?VLIMH7}}1‘,5721',17"-121',@) = (pl'i’ﬁ)yi,l_/. "7Pyi’€aPZi717"'7P2i’€)

Mi(sz:) — (hﬂlwithQ?li,l e hp2+£—1yi,£7 hp2+zzi.1’ cee h92+22—12i,£)

5. Output (ST(, pT(, pko) and send each key pair (sk;, pk;) to party P;.
— GenAuxTag(N) — (1,T, ¢):
1. Sample pr,. .., pe & 3. Set c = (PP||... P?||N).
2. Compute h = H(c). Set 7= (p1,...,pe) and T = (hP*,... h#*)
3. Output (T, T, c)
— ParSign(sk;, 7, aux, (M, J\_/:)) — 0y
1. Parse sk; = (T4, Yi1, -2 Yis Zids---»%i0), T = (p1,-..,pe), aux = (¢, L),
and (M, N) = (M, ..., M), (N1,...,Ny)).
2. Compute h = H(c).
3. Compute o; = (h,b;, s;) = (h, Hje[é} hp-fzif,hzinjem ij“)
4. Output o;
— ParVerify(pki,’f, (M, 1\7),01') —0/1:

1. Parse pk; = )A(i,f/i’l,...,}A/i,g,Zi’l,...,ZAi,b,), T =

(Ty,....Ty), (M,N) = ((My,...,M),(Ny,...,Ny)), and o; = (h, b;, s;).
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2. Output 1 if the following holds and O otherwise:

e(h, Xi) [ [ e(M;,Yij) = e(si, P) ne(bi, P) = [ e(Ty, Zis) )\ e(Ty,N;) = e(M;, P)
JELL] JEL JEle]
— Reconst(p_lk, T, (M, ﬁ), {i,0i}ieT)) > 0/L:
1. Parsepk = (pky,...,pk,), (M,N), and {i,o;}icT for T C [n] and |T| = t.
2. Return L if h; # h; or ParVerify(pki,T', (M, J\7),oi) =0 foranyi,j€T.

3. Otherwise, output the full signature as:

= (h,b,s) = ( IT v Hsk>

€T €T
where each \; is a Lagrange coefficient computed as per the Shamir secret
sharing protocol
— Verify(pkg, T, (M, N), ) — 0/1:

1. Parse the global pky = ()A(,Yl,...,fﬁg,ZAl,...,Zg,,) and

full signature o = (h, b, s).
2. Return 1 if the following holds and 0 otherwise:

6(h7X)H e(ijYArj) = e(s,]s)/\e(b,lf’) = H e(TﬁZj) /\ e(ijNJ) :e(ijp)
JEM jel j€l]

ConvertTag(T,~) — T’
1. Parse T = (T,...,Ty) = (h**, ... h**) and key converter v € 75 .

2. Output T' = (T} T)).

— ConvertSK(skg,w) — sk0
1. Parse sko = (T,Y1,- -, Ye, 21, - - -, 2¢) and key converter w € Z,.
2. Output sky = w - skg = (WT, WY1, - ., WYg, W2, - ., W2p)-

ConvertPK (pkg, w) — pky:

1. Parse pk, = ()A(,}}l,...,%,ZAl,...,ZAg,,> and key con-

verter w € ZX,

2. Output pk) = pk = (X, Y, ...\ V¥, Z%,..., 7).

3. Output pk, = pk§ = (X Y1 .. YZ“,ZA{J,...,Z% (M(pk0)> ) (f(pk))

N———

ConvertSig(pky, T, (M, N), 0,w) —
1. Parse o = (h,b, 5) and key com}erter wEZy.

2. Output o’ = (h b, s¥).
ChangeRep(pkg, T' (M N) s (p 1/))—>(T’ (M’ N’) a'):
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1. Parse pkg, T € [T']RT, (]\2,]\7) € [(M,N)]RM, o = (h,b,s), and u,v €
7> .
3

2. Set y = u/v and compute T' + ConvertTag(T,v), and set M’ = M*,
N' =NV%, and o' = (W,V,s") = (h*,b7,s").
3. Output (T',(M’',N"),0").
— ExtendSetup(pp) — (pp’):
1. Parse pp = (1*,4, (e, P, P)).
2. Output pp’ = (1}, £% 2+ 1, (e, P, P)).

B.2 Security Analysis

In this section, we provide a detailed security analysis of our Hf}MS construction.
We note that the proofs of Theorems [20] to 22] follow directly from the tag class-
hiding proof of the IIpmggLs scheme in [54], since the construction of our messages
and tags (as well as their randomization) is identical.

Theorem 18 (Correctness). Assuming that the SSS is a correct Shamir se-
cret sharing scheme as in Figure @ Then our T4y, construction in Construc-
tion[d] is a correct threshold mercurial signature scheme TMS scheme as per Def-

inition [}

Theorem 19 (Cross-Scheme Correctness). Assuming that the SSS is a
correct Shamir secret sharing scheme as in Figure @ Then our T4 g construc-

tion in Construction [1] is a cross-scheme correct hreshold mercurial signature
scheme TMS scheme as per Definition [10

Theorem 20 (Message Class-Hiding). Assuming the decisional Diffie-
Hellman assumption is hard in the bilinear pairing groups. Then our Hf}MS con-
struction in Construction[]is a message class-hiding secure threshold mercurial
signature scheme TMS as per Definition [

Theorem 21 (Tag Class-Hiding). Assuming the decisional Diffie-Hellman
assumption is hard in the bilinear pairing groups. Then our HﬁrMs construc-
tion in Construction[d] is a tag class-hiding secure threshold mercurial signature
scheme TMS as per Definition [6

Theorem 22 (Origin-Hiding). Our II%s construction in Construction
18 an origin-hiding threshold mercurial signature threshold mercurial signature
scheme TMS as per Definition [

Theorem 23 (Unforgeability). Assuming that the IlvpeLs construction
from [54)] (reviewed in Figure@ s an unforgeable mercurial signature scheme as
defined in Definition[25, and that SSS is a secure Shamir secret sharing scheme
as i Figure @ Then our H%’MS construction in Construction |1| is an existen-
tially unforgeable against adaptively chosen tagged message attack (EUF-CtMA)
secure threshold mercurial signature threshold mercurial signature scheme TMS
as per Definition [3
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Theorem 24 (Public Key Class-Hiding). Assuming that the ImgeLs con-
struction from [54] (reviewed in Figure @) s an unforgeable mercurial signature
scheme as defined in Definition[25, and that SSS is a secure Shamir secret shar-
ing scheme as in Figure @ Then our Il%ys construction in Construction 5 a
public key class-hiding secure threshold mercurial signature threshold mercurial
signature scheme TMS as per Definition [§

Proofs. The security proofs of our H%’Ms construction can be proven using
the same techniques employed in the security proofs of our Iltys construction.
Changes from proof of Iltys construction are highlighted in blue.

Proof (Proof of Theorem @ The correctness of our H%MS construction can be
proven using the same techniques employed in the proof of correctness (in The-
orem []) of our IITys construction.

By following the correctness of Hf}MS construction, we provide the proof for
the final property of our IlTys construction, i.e., threshold verification correct-
ness: For a full signature o < Reconst(pk, T’ (M, N), {i,0;}ic7), We want to
show that each condition checked by Verify passes. We know that o = (h, b, s),

where
b= T2 = LI e = [ oo Ser o = T v

€T i€T jell) JE] JE]
s= [ = [Lpn [ MV = nZier =it H MEET N e T MY
€T €T J€lf] JE[Y)

It follows by inspection that e(h, X)Hje[e] e(M;,Y;) = e(s,P) A e(b,P) =
[T, cp (15, Z;). The third condition, Njepg €T ) e(M;, P), is true for any
(M, N) € M. Therefore, Verify(pk,, T, (M, ]\7),0)

C Security Analysis of IItpac Construction

Proof (Proof of Theorem[15). The correctness of our ITtpac scheme (in Figure|3)
is immediate and follows from the correctness of underlying primitive threshold
mercurial signature scheme TMS.

Proof (Proof of Theorem@). Intuitively, if an adversary defeats the unforgeabil-
ity game, then they’ve either broken the threshold proof of knowledge scheme
and reused a credential shown to them, or they’ve presented a credential that
was never signed, and thus have broken the unforgeability (Definition of the
underlying mercurial signature scheme, or perhaps they’ve recovered the secret
from the secret sharing scheme. Formally, we can create a reduction that either
plays the mercurial signature unforgeability game, the knowledge extractabil-
ity game of the proof system in the Prove construction, a message class hiding
game, or reduces to the security of the underlying secret sharing scheme. Let
these reductions be RU", RExtract and RSS. Let R* be a reduction that chooses
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one of the 3 above reductions randomly. Let ¢ be the number of times the ad-
versary queries any oracle. The reduction, RY™, plays the role of the adversary
in the threshold unforgeability game defined in Definition [f] initialized on the
same parameters (e.g., t, n, etc...) as the TDAC scheme. The reduction then
determines how many queries the TDAC unforgeability adversary will make (q)

and samples a random index j < [¢]. RV then proceeds exactly like the chal-
lenger in Definition [I3] but samples and when the adversary makes their j-th
query, if this query is to the @¢r@teH! gracle, the reduction uses the pky from
the mercurial signature unforgeability game in Definition |5} More formally, RU"
skips lines [3| and [4] of the OCrateH! oracle in Figure |§| and sets PK]idgr] as the
pk, from the Definition [5| challenger. RU" then uses the signature oracle from
the challenger in Definition [5|to complete line 4] of the Issue(sk ;, cred;, L) func-
tion in Figure[8] At the end of the game, the adversary shows a credential such
that for all 7 € [L — 1], Verify(pk;, pk; 1, 0i+1) = 1. The reduction then samples
some k € [L — 1] and returns pky,pk; ;1,041 as a forgery. If this credential
contains some pk that the reduction never signed, there is a 1/(¢L) chance that
j refers to the key that signed this message and k refers to the level at which this
forgery took place. If this event occurs, the forgery that RU" returns constitutes
a forgery for the game in Definition |5l Because 1/(¢L) is polynomial, we reach
a contradiction and thus if the adversary’s credential chain contains a forgery
then the underlying threshold mercurial signature scheme is forgeable. RExtract
proceeds exactly like the challenger in Definition but when the adversary
proves their credential at the end, the reduction outputs this to the knowledge
extractability challenger. If the proof is unextractable, this reduction wins. RS
proceeds exactly like the challenger in Definition but when the adversary
asks for an honest issuer to be generated, the reduction uses the challenger of
the hiding of the secret sharing game to generated ¢ — 1 shares to give to the
adversary. If the adversary produces a forgery, our reduction guesses that the
t — 1 shares are simulated. Otherwise, the reduction guesses that the shares are
generated legitimately from the master secret. This ensures that the adversary
must either break the unforgeability of the mercurial signature scheme or the
ZKP since in the third case, we're able to distinguish the secret shares. Thus,
this reduction defeats once of the security games of the underlying primives with
O(1/(qL)) chance where ¢ and L are both polynomial.

Proof (Proof of Theorem . If an adversary defeats the anonymity game, it
means they can distinguish two credentials. We find that these credentials are
of the same length, and only contain honest users and issuers (except the root,
which is the same equivalence class in both credentials since it verifies and is the
scheme is unforgeable). Since each chain is honest, we can reduce to PKCH of
the underlying mercurial signature scheme (Deﬁnition by a number of hybrids
in the length of the chain. In hybrid i, we replace the i-th issuer in the chain by a
call to the PKCH challenger. In this case it will either be a distinct issuer (with
a public key in a new equivalence class) or the same issuer with a differently
randomized public key. After L hybrids, we find that distinguishing credy from
cred; is equivalent to distinguishing credy a randomization of itself as we’ve
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replaced any distinct issuers from cred; with identical issuers using the hybrids.
Finally, we can use origin hiding to conclude that these two games (with credg
and a randomization of credy) are indistinguishable.

D PK Class-Hiding Proofs for II1ms and IlyggLs

In this section, we present the complete proofs of Theorems [I4] and [7} in that
order. We begin by proving the public key class-hiding (under Definition
of both the plan and cross-scheme correct versions of our Iltys construction
in Figure [4f We then prove the public key class-hiding (under Definition of
the cross-scheme correct version of the ITyggLs construction in Figure |3] Note
that the security of the plain version was already been proved in [54]).

D.1 Proof of Theorem [14]

Recall that we have presented two versions of the ITtys construction in Figure [4}
the cross-scheme correct version that includes additional elements, and
the plain version that does not. The former is a strict generalization of the
latter, so if we can prove that it is public key class-hiding (PKCH), we are done.
However, our proof of PKCH for the cross-scheme correct version of Iltys relies
on the PKCH of the cross-scheme correct Ilyggrs (Theorem , whose proof is
highly non-trivial and requires a lot of setup. Therefore, we will provide proofs
for both versions of IITys: one for readers interested in the cross-scheme correct
version for its use in constructing DAC, and one for readers who only want a
working threshold mercurial signature and are not interested in the long proof
of Theorem [7} Due to the similar structure of these proofs, we provide both at

once, and indicate the differences in when they arise.

Proof (of Theorem|[1]] (PK class-hiding of IItms)). Assume for the sake of con-
tradiction that there exists a PPT adversary A that wins the public key class-
hiding game PK—CLHETMS in Figure [2| with non-negligible advantage when exe-
cuting the Iltps construction from Figure @ We construct a reduction B with
black-box access to A that breaks the security of the PK-CLHgIMBGLS game. Note
that we have two cases:

1. In the proof of security of the plain IItys version, B plays PK—CLHgMBGLS
against the plain version of IlyggLs-

2. In the proof of security of the cross-scheme correct Iltys version, B plays
PK—CLHgIMBGLS against the cross-scheme correct version of Ilyggs.

Setup Phase. B simulates the setup phase as follows:

— B receives the public parameters pp = (p,Gy,Go,Gr, P, If’,e,H) and two

sets of global public keys pky; = (prkO), prkO) , Hl(pk) ) and pkgj% =

(J\?épko’b),‘ Mépk"’b) ‘, fz(pk’b) ) from the challenger of PK-CLH®S. Note that
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if b = 0, both keys are freshly sampled, but if b = 1, then pkg?% is a rerandom-
ization of pkg ;.

— B forwards pp to A, pretending to be the challenger of PK—CLHJE‘ITMS7 and
receives in return a set of corrupted parties C. Assume WLOG that |C| =t —1.

(Simulating) Key Generation Phase. B simulates the key generation phase
as follows:

— For each corrupted party P; with index ¢ € C, B generates the partial signing
keys sk; and partial public keys pk, for both sets of global keys as follows:

e B randomly samples signing keys sk; ; = (xgl), 512, éll), 512)7 éll)) (ZX)
b 2,b)  (2,b) (2,b) _(2,b) _(2,b
and sky) = (2" 4%,y 257, 257 & (25).

79 1) and

e Compute the partial public keys pk; ; = (prki), J\Zl(pki)

pkélfz)- = (Nz(pkiyb)v Mz(pkiyb) ) fz(pk’b) ), where:

SN—

(1) v-(1 1 1 1
ﬂgyp}$%4L2U>

7

()
JE[5]

Xz( b) Y(2 b) Y(2 b) Z(2 b) Z(z b)) (Psk<2 b>>

(2,0
(T,(gk’b))Ski,j )

J€[5]

JE[5]

Note that T}pk) and fépk’b) are the same tags outputted by the challenger
in the setup phase, and thus don’t need to be recomputed.

— For each honest party P with index k € H = [n] \ C, B proceeds as follows:

e Forallie 7T =CU {0}, B computes Lagrange coefficients evaluated at point
k:

M = LT Jok (2)
JET]7£1

e Taking the public keys of corrupted parties {pk; ;}icc, {Pkg?z}z‘ec and the
.| TP |) and

global public keys pky 1, pkgg, B computes pky ; = (kak, Mfk’“
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pk,(fb)2 = (NP}t | NPt || TP for all k € H, where:

(1) v(1) (1 (1 (1 r(pk by Pk )\ X
505,200, 243) = (e T
iec jels]

Ml(Pkk) _ <(M;)Plko))5\k,o H(M;’plki))j\k‘i>
JE[5]

P — (XD, 750,750, 220, 220 = (w;rkw e H(N;gkww)
ieC j€ls)

Mépkkvb) _ <(M;’F’2k01b))5\k,0 H(Mg{,')zkhb))j\k‘i)
ieC j€ls)

For each set of keys, B sends the global public key pk ;, pkgg, the full list of
(®) = =(p kgb%, ce pkg’,)z), and the
set of corrupted signing keys {ski ; }icc, {sk27i}i€c to A.

partial public keys pk, = (PKy 15+ -5 PRy 1)s pk

(Simulating) Signing Phase. When A queries Opsign(-) with
(k,aux,T,7,(M,N)) for an honest party index k € H, B does the follow-
ing:

— B queries the challenger of PK—CLHEIMBGLS for a signature on (f, T,aux, (M ]\7))
from each set of keys, and receives o91 = (h1,b0,1,50,1) and aé% =
(R, 003, 56)

— For all corrupted parties P; where ¢ € C, since sk;; and skg;)»
are known, B can directly compute the partial signatures J“ =
(P1.b1is 1) < ParSign(sky ;. 7, aux, (M, N)) and o) = (hy,b%),s3)) +
ParSign(ské{’E, T, aux, (M, ]\7))

—Forallke T =CU {0}, B computes Lagrange coefficients M\ei as in Equa-

tion .

— For all honest parties P, where k € H, B computes the partial signatures

Ak,0 Neyi Ako, )\k,z‘
or1 = (h1, b1, s6,1) = <h1,b [101%" o4 i )
ieC ieC

b b b b b)\ X O\ s b))\ \ b
o= 0 = (1t T e T )

ieC ieC
(b)
and sends oy,1,0, 5 to A.

Output Phase. At the end of the game, A outputs its guess b, such that b’ = b
with non-negligible advantage. B forwards this guess b’ to the F’K-CLH}}“’IBGLS
challenger, finishing the game.
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Analysis. First observe that the public parameter pp that B receives from the
PK—CLHgIMBGLS challenger is similarly distributed to the public parameter that
A would receive from the real challenger in the PK—CLHE{TMS game. Similarly,
in the simulated key generation phase, the global public keys, both full sets of
partial public keys, and both sets of corrupted signing keys that B generates are
similarly distributed to the keys that A would receive from the real challenger
in the PK—CLHJIL‘ITMS game. Thus, B simulates PK—CLHE{TMS exactly as in a real
execution.

Now observe that, if A’s outputs a winning guess b’, then B will also win its
game against the PK—CLH;IMBGLS challenger. By assumption, 4 has non-negligible
advantage in PK—CLH&TMS. Thus, B will also win its game with non-negligible
advantage. This contradicts the security of PK—CLHgMBGLS (by Theorem 7 SO
our initial assumption must be false.

Therefore, IItys is public key class-hiding under Definition O

D.2 Proof of Theorem

Now we provide the proof of Theorem [7] which states the public key class-
hiding (under Definition of the cross-scheme correct version of the ITyggLs
construction in Figure [3

Proof (of Theorem[] (PK class-hiding of IugaLs))-

We will prove Theorem [7] in the generic group model (GGM). In addition
to the signing oracle ©5&" and hash oracle O, the adversary A will also have
access to the GGM oracles O(ng, O(G;SM, and (’)(G;SM. We will define (or in some
cases, redefine) these oracles below.

Redefining the Game. The game PK-CLHE‘[TMS in Definition [26| can equiva-
lently be formulated in terms of two hybrids in the GGM. Call this game Game
0, and denote the two hybrids by Hybrid 0 and Hybrid 3. The challenger C of
Game 0 begins by sampling b < {0,1}. If b = 0, C challenges A to Hybrid 0,
and if b = 1, C challenges A to Hybrid 3. We define these hybrids as follows:

— Hybrid 0. C sends encodings of (T}, My, N1) and (fz(o), MQ(O), ]\72(0)). A can

make queries to Oglc'v', OESM, O(G;EM, OH and ©O%e". C computes the query
and outputs encoding(s) of the output. C keeps a table of previous encodings
and the values they correspond to, so that if some value comes up again, the
same encoding is sent. A wins the game if its guess b’ = 0.

— Hybrid 3. C sends encodings of (fl,Ml,Nl) and (fél),]\_l'él),]\?él)). A can
query ng'\", O(SEM, O(gf,w OH and 05e" and C responds with encodings
in the same way as in Hybrid 0. A wins the game if its guess b’ = 1.

We can trivially see that Game 0 is equivalent to the PK—CLHETMS game.

Now we introduce Game 1, which is played in the same way but with two
different hybrids, Hybrid 1 and Hybrid 2. These hybrids deal only with indeter-
minants rather than computed values, and are defined as follows:
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— Hybrid 1. As in Hybrid 0, C uses the keys (Ti,M;,N;) and
(féo),Méo),Néo)). However, instead of randomly sampling values at the
start, C keeps everything in indeterminant form, where the discrete logs
of group elements are formal multivariate Laurent polynomials in Z; [R]. A
can query OéfM, O(G;SM, O(g(T;M, OH  and 05", C outputs encoding(s) of the
discrete log polynomials of the resulting expressions, which are in indetermi-
nant form. C keeps a table of previous encodings and the formal polynomials
they correspond to. As in Hybrid 0, A wins if its guess b’ = 0.

— Hybrid 2. As in Hybrid 3, C uses the keys (fl, M, Nl) and
(12(1), MQ(D, Nél)). But again, no values are actually sampled, and encodings
are computed on formal discrete log polynomials. A has access to (’)gf'\",

08§M7 (’)ggM, O and O and wins if its guess b’ = 1.
We make the following claims about these hybrids:
Claim 1 A generic adversary’s view in Hybrid 0 is the same as it is in Hybrid

1.

Claim 2 A generic adversary’s view in Hybrid 3 is the same as it is in Hybrid
2.

If these claims are true (and we will prove that they are shortly), then Game
1 is equivalent to Game 0, and thereby also equivalent to PK—CLH}:{”"S in the
generic group model. However, before we can prove these claims, we must define
how each oracle works.

Defining the Oracles. The adversary A has access to five oracles:

— OH is an oracle for the hash function H : {0,1}* — G;. A can query O#
with a string s; and receive an indeterminant h; that encodes the group
element H(s;).

— 058" is a signature oracle, and functions as follows. On input some

message (M®) NF) k) — (pgk),pék))), compute the hash hF) =
H(PA | P | NP VD). 1t the condition e((h®)2”, Ny = e(m®), P)
is met, output (agk) = (b, bgk), sgk)), ogb’k) = (R, b(Qb’k), séb’k))), where

(k) (k) ~(k ~(k
h® = H(Pr |pea [[|NP | V)
b = TT (9 sasss

JE]
s = 0y TT (aggyass
JE2]
bgb’k) = H (h(k))pgkkk(;?sw
Je2]
Sgb,k) _ (h(k))sk;?} H (Mj(k))skgﬂ.
Jel2]
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for b € {0,1} (depending on which hybrid A is in). Else, output L. (Note
that this is all in terms of indeterminants.)
— OgM_ OE°M are GGM oracles. Each oracle takes in a set of scalars and

outputs an encoding Explicitly, (’)g?M and (’)ESM are defined as follows:

@(G;f'\/l - p~ H (M17’L,)Hl,i(TLZ,)TIJ(MQ(Z))#ZJ(Téi))‘fz,i H h;h
i€[5] i€[qn]
H (bgk))ﬁl,k(Sgk))CLk(bgb’k)),Blk(séb7k))<2,k
ke[‘]o]
O({%SM _ Pa H (Nl,i)ul’i (NQ(?Z))DQZ
1€[5]

where b is either 0 or 1 depending on which hybrid we are in. Note here
that pk; = (ﬁl,Ml,fl) and pkgb) = (Néb),Méb),féb)), which uses slightly
different notation than before. Note also that, although 7(¥) = (pgk), pék)) is
a vector, 71,; and 1o ; are scalars for ¢ € [5].

— OgiM is the final GGM oracle which takes as input anything outputted by

ngM and OgSM, and outputs their bilinaer pairing (i.e. the multiplication
of the two discrete log polynomials).

Examining the Discrete Logs. It will be useful to us to examine the discrete
logs of the outputs of the three GGM oracles. Depending on the value of b €

{0, 1}, the discrete log polynomial pg*’b)(ﬁ) of O&GM(QT) takes the form

Pg*’o) (R) =1 + Z (p1,i(mipriskai) + 71i(mpri) + pe,i(npe,iske,i) + T2,i(N1p2,i))

1€[5]
+ ) )+ Y | Bk (0D pgk)5k173+j + Bo [ 1™ D pgk)5k273+j
k€lqn] k€lqo] JEl] Jel]

G [ nPskin + D oo (B)skiag | + Gk | 1% skan + D pyyo0 (R)ska1y;
jel) jel2) 7

pg*’l)(ﬁ) =ag + Z (1,i(mpaiskei) + Tri(Mmpi) + poi(Mep1iwski i) + 72,:(n2Pp1i))
1€[5)

+ > wlmrr) + Y | Bue [ 2™ Zpgvk)SkLngj + B | 1™ ZP;k)WSkL?,H
ke(gn] k€lqo] jel] jel2]

G | nPsky g + Z Payo (R)skiyg | + Cok n®wsky 1 + Z Py (R)wsky, 14
je jel)
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Similarly, depending on the hybrid, the discrete log polynomial pg*’b)(ﬁ) of
OESM(QE) takes the form

PSR = 0g + Y (vi,(skey) + va,(ska, )
JEB]

PSR = a2+ Y (v1(ske ) + va,(wsky ;)
Jjels]

The combined query OF°M(Q*) has discrete log p(R) = pg*’b)(/_{) -pé*’b)(/_{).
In all these polynomials, we take K to be the vector of indeterminants used in

these polynomials, and say that each polynomial is an element of Z[]
K= (11,02, M24k> P1,i> P2,i, V5 5K1,i5 SK2,i5 W) kelgn] icl5)

Proving the Claims. Now we can prove Claims [I] and [2}

Proof (of C’laim. An adversary’s view can differ between Hybrid 0 and Hybrid
1 if and only if some two queries ¢; and ¢o are equal in one hybrid but not equal in
the other. Note that in Hybrid 1, the discrete log of every query is a polynomial
p(K) € Z,[K]. In Hybrid 0, each discrete log takes a value p(@) € Z,;, where @
denotes the values assigned to each indeterminant in <.

If ¢1(R) = ¢2(K) in Hybrid 1, then no matter what assignment is chosen,
¢1(@) = ¢2(@) will hold in Hybrid 0. On the other hand, if ¢1 (%) # ¢2(R), whether
¢1(@) = g2(@) in Hybrid 0 depends on the assignment. We know that for i € [5],
P1,is P2,is SK1,i, and skg ; are all randomly sampled from Z,; at the start of Hybrid
0, and if we model O as a random oracle, then 1y, 72, and 7, . for k € [g5,] are all
also randomly sampled from Z, . Finally, 1) and w don’t appear in either Hybrid
0 or Hybrid 1. Thus, we can apply the Schwartz-Zippel lemma, which tells us
that if ¢1(R) — ¢2(K) # 0, there is a negligible chance that g; (@) — g2(@) = 0 for a
random assignment @. Therefore, with overwhelming probability, the adversary’s
view will be the same between Hybrid 0 and Hybrid 1. a

Proof (of Claim @) The logic of this proof exactly mirrors that of the proof
of Claim [I] Note that here, 72, p2;, and sky; don’t appear in the output of
any query. Instead, 1) and w do, and these values are randomly sampled from
Z) . This allows us to apply the same reasoning as before. If ¢;(K) = ¢2(%) in
Hybrid 2, then it must be true that ¢1(@) = ¢2(@) in Hybrid 3. Otherwise, if
q1(R) # q2(R), then by the Schwartz-Zippel lemma, there is an overwhelming
chance that ¢;(@) # ¢2(@). With overwhelming probability, the adversary’s view
is the same in both hybrids. a

Now what remains in proving Theorem [7] is to prove that Hybrid 1 and
Hybrid 2 are computationally indistinguishable. For this, we create a reduction
to the PKCH of HMBGLS~
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Reduction. First, we know from [48], Lemma 31, that if an adversary is able to
distinguish between two views, there exists an extractor that, given A’s queries,
can extract a distinguishing polynomial that is identically 0 in one hybrid and
identically nonzero in the other. We call this extractor £ and use it in our proof.

Suppose that there exists an adversary A to win Game 1 with non-negligible
probability. We construct a reduction 5 that will run A as a subroutine to win
Game 2 (where Game 2 is the PKCH of the construction in [54]. B functions as
follows:

1. Challenge Phase. B challenges A to Game 1, sampling a uniform bit
b & {0,1} and proceeding to act as the challenger in Hybrid 1 + b. As
per the definition, A makes queries to each of ngM, (’)([G;SM, O(ggM, O and
OSie" For each valid query, B responds honestly with encodings generated
according to the definition of Hybrid 1+ b'. B also keeps track of each valid
query. On the other hand, B does not keep track of invalid queries (e.g. a
OGGM query with the wrong number of scalar inputs, or a O58" query that
doesn’t pass the e(h?s, N;) = e(M;, P) condition), as these queries have no
output, and can be 1gn0red WLOG. Once A has made all of its queries, it
outputs its guess b’ € {0, 1} indicating that A believes it is playing Hybrid
1+0.

2. Extraction Phase. B runs £ on the set of A’s successful queries, which
returns a distinguishing query Q* as a set of scalar inputs to OggM. B com-
putes OGGM(Q*) according to the definition in both Hybrid 1 and Hybrid 2,

and examines the result’s discrete log polynomial p*(<) in each hybmd
— If p*(R) is identically zero in one hybrid and identically nonzero in the

other, the extractor has done its desired job (this has a non-negligible
chance of occurring). B marks which hybrid p*(&) is zero in, and which
hybrid it is nonzero in.

— Otherwise, B samples a random b* < {0,1}. B then starts playing Game
2 with the PK—CLHEMBGLS challenger and immediately outputs b*, termi-
nating Game 2 and ending this reduction.

In the first case, the reduction continues with the next phase.

3. Query Phase. B plays Game 2 against the PK- CLHI_IMBGLS challenger who
begms by secretly choosing b <- {0,1}. The challenger then sends pk1 and
pk27 depending on the chosen b. B sets N1 = pk1 and N2 = pkb B’s goal
is now to make all the same queries that .4 made. However, since Mh Tl,
Z\_jg(b), and T, Q(b) are given in Game 1 but not Game 2, this may not be entirely
straightforward. Thus, B loops through the valid queries made by A in order,

and for each uety does the following:

— Ifitisa (’) M query, B attempts to compute it as a G; element according
to the express1on given by A’s inputs to the query. If successful, B stores
the computed element with the encoding for use in future computations.
Note that B will not be able to compute this query if it contains any
My, Th, M2(7bi), or Tz(’bi) for some ¢ € [5], or if it contains the output of
some previous query that B did not successfully compute. In such a case,
B simply moves on.
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—Ifitisa OESM query, B computes it as a Go element according to the
expression given by A’s inputs to the query, storing the result for use
in future computations. (By inspection of the O(SSM definition, we can
see that if A’s original query was valid, B is guaranteed to succeed in its
computation).

—Ifitisa O(G;gM query, B does nothing, since G elements are not the
input to any other query, and the only useful OggM B will receive will
be from the distinguishing polynomial extractor £.

— If it is a OS%", the input is a set of GGM encodings. B tries to find
the previously-computed group element associated with each encoding.
If successful, it sends these group elements as input to a O%&" query
to the PK—CLHgMBGLS challenger, and stores the output for future use.
However, if at least one of the GGM encodings corresponds to a query
B did not successfully compute, then B fails, outputting | and losing
Game 2 (we’ll show that this won’t happen).

— Ifitis a O query, the input is a string. If this string is a concatenation of
two encodings for G; elements followed by two encodings for G elements
(i.e. G1||G2||Gs||G4), then B tries to find the computed group element
associated with each encoding. If successful, B sends the string of those
four group elements as a Of query with the PK—CLHEMBGLS challenger,
and stores the output for future use. However, if at least one of the GGM
encodings corresponds to a query B did not successfully compute, then
B will not be able to successfully make this O5&" query. Or, if the input
to this query does not have the form G1||Gs|/G3||G4, B simply does not
make the query.

Once this is finished, B will have tried to replicate in Game 2 each query
made by A in Game 1. (We’ll show that the queries that were successful are
enough to distinguish between the two hybrids).

. Distinguishing Phase. B modifies £’s distinguishing query Q*, setting the
scalars 1 4, 71,4, 2,4, and 72, to 0 for all ¢ € [5] (thereby forcibly removing
any M ;, T4, M2(7bi)’ and TQ(? elements from the expression). We denote
this modified query by @Q**. Since @** is the input to a O(G;SM query, it can
be partitioned into the scalars QQ7* corresponding to O(G;IGM and the scalars
Q%* corresponding to O(IG;SM. B attempts to compute distinguishing elements
D =G, and D € G, according to the expressions given by Oéf'\"( 7*) and
(’)ESM( 5*), respectively. Then, B computes e(D,ﬁ) € Gr:

— If computation is unsuccessful because either D € G1 or De Go couldn’t
be computed, B immediately outputs L and loses Game 2. (We’ll show
that this won’t happen).

— If computation is successful and e(D, D) = e(P, P) (i.e. its discrete log
is 0), then B checks if Q*(k) = 0. If so, B guesses b’ (A’s guess) as its
guess. Otherwise, B guesses 1 — b'.

— If computation is successful and e(D, D) # e(P, P) (i.e. its discrete log
is nonzero), then B checks if Q*(k) # 0. If so, B guesses b’ as its guess.
Otherwise, B guesses 1 — 1.
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This ends the reduction to Game 2.
We make the following claims about this reduction:

Claim 3 If £ produces a distinguishing query Q* whose result’s discrete log
polynomial is identically zero in one hybrid and identically nonzero in the other,
then B will be able to successfully compute the modified distinguishing expression
e(D, ﬁ) € Gt in the Distinguishing Phase.

Claim 4 If £ produces a distinguishing query Q* whose result’s discrete log
polynomial is identically zero in one hybrid and identically nonzero in the other,
then with overwhelming likelihood, the discrete log polynomial p**(R) of e(D, ﬁ)
will be zero when Q*(k) = 0 and ¥’ = b and will be non-zero when Q*(k) # 0

and 1 —b =1b.

If both claims are correct (and we will prove that they are), then whenever
& produces a distinguishing query @Q* whose result’s discrete log polynomial is
identically zero in one hybrid and identically nonzero in the other, B will correctly
guess the secret bit in Game 2. Otherwise, B has a % chance of guessing correctly.
Since £ works as desired with non-negligible probability if .A has non-negligible
advantage in Game 1, then B will have non-negligible advantage in Game 2. This
breaks the public key class-hiding of ITyggLs, which is a contradiction. Thus, no
adversary can exist to win Game 2 with non-negligible advantage. Therefore, if
we are able to prove both of these claims, we will have proven Theorem [7]

Proof of the Reduction. The proofs of these two claims will require some
serious groundwork. We will begin by proving that the input (]\Zl(k), Z\7(k), 7(k))
to some kth successful O58" query made by A in Game 1 is independent of
any previous 08" queries (Lemma , independent of any hashes except h(*)
(Lemma [2), independent of py; and py; for all i € [5] (Lemma [3), and able to
be successfully computed by B in Game 2 (Lemma . Along the way, we will
also prove that the output of a O58" query is independent of p;; and ps; for
all ¢ € [5] (Corollary . Finally, we will prove that (’)ESM(Q*) is independent
of any hashes except those outputted in a previous signature query (Lemma [5)).
All of this will allow us to prove that e(D, E) can be successfully computed by
B in Game 2 (Claim [3) and has a discrete log that is zero in some hybrid if and
only if p*(K) was identically zero in that hybrid (Claim .

Lemma 1. If (M(k),]\_f(k)ﬁ(k)) is the input to a successful OS&" query in the
GGM, then the expressions composing M(k), ]\7(’“), and %) are not func-
tions of h(?), bgi), sgi), béb’i), or séb’i) for any i # k and b € {0,1}, where
(Ugi) = (h(i),bgi),sgi))péb’i) = (h(i)7b§b’i),séb’i))> is the output of a different
0S8 query.

Proof. For this to be a successful O%&" query, the input (M(k),ﬁ(k),T(k) =
(pgk),pék))) must be of the right form. We use this to show that each of M®),
ﬁ(k), and 7(®) does not contain h(*, bgi), sgi), béb’i), or SQb’i) for any i # k and
be{0,1}:
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1. 7 = (pgk),pék)), where each pék) is a scalar in Z. It is not possible for

pgk) to be a function of h(¥), bgi), sgi), béb’i), or s;b’i), which are all elements
of G;. Thus, 7*) is not a function of any previously-queried signature.

2. N®) = (Nl(k), Nék)), where each J\A/'](k) € G4 is the result of a query to O(IG;SM.
By definition of OgSM, it is not possible for any output of this oracle to

gi), sgi), béb’i), or séb’i), since these are
not elements of the second source group. Thus, N®) is not a function of any
previously-queried signature.

3. M®) = (Ml(k)7M2(k)), where each M;k) € Gy is the result of a query to
Og?M. Here, we use the fact that a well-formed OS€" input must satisfy the

following equation, where h(¥) = H(Ppgk) ||PP(2k) ||N1(k)||N2(k)):

output an expression containing h(9), b

e((h9)7” N0y = e(u ™, P) (3)
We can examine the discrete log of this equation:

105D 00 (R) = 00 (R) (4)

where 7(*), pNj_k)(f{), and pM](k>(/?;') are the discrete logs of h(*), N;k), and

M ;k), respectively. n®) is its own indeterminant, and we’ve just shown that

Py (K) and p, o (K) are not functions of R, bgi), sgi), bgb’i), or sgb’i).

ThJuS7 the LHS of the equation doesn’t contain any of these terms. For the

equation to be satisfied, the RHS—and by extension pM(k>(E)—must also
i

not contain h(?, bgi), s(li), béb’i), or séb’i). Therefore, M® is not a function
of any previously-queried signature.
We’ve shown that M®) N®) and 7(*) all do not contain h(), bgi), sgi), béb’i),

or sgb’i) for any ¢ # k and b € {0, 1}, which concludes our proof of Lemma O

Lemma 2. If (M(k),]\_f(k),T(k)) is the input to a successful OS€" query in the
GGM, then the expressions composing M(k), ]\7<k), and 7™ are not func-
tions of any hash h; except h; = h"), where h'®) is part of the output
(ng) = (R, bgk)7 sgk)), Uéb’k) = (R, béb’k), séb’k))> of this O5€" query.

Proof. For a O%&" query to return a signature (and not 1), its input
(M(k),ﬁ(k)ﬁ(k) = (pgk),pgk))) must be a valid message. That is, for each
j € [2], the condition in the following equation must be satisfied, where
B = H(PA || P N R):

(W), W) = e, P) )
The discrete log of this condition is the equation
10 g0 (R) = 00 (R) (6)
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where n(*) s Py (k)( i), and pMm( i) are the discrete logs of h(F), N(k) and M(k)

respectively. Note that M; ) and N (%) are the results of ng"\" and O&SM queries,
hence our representation of their dlscrete logs as polynomials in Z [K].

Note that pg-k) is a scalar in Z,; and N ;k) is a group element in Go, so neither
can be a function of some hash h; € G;. So suppose then that M ;k) is a function
of h;. We can write pMm(Fi) = v;n; + ---, where ; is a scalar and 7; is the

j
discrete log of h;. Using this, we rewrite the above equation as

) (k)

™ p g (R) = yami + -+ (7)

Since 7; is present on the RHS of the equation, it must also be present on the LHS

if we wish to satisfy the condition. However, as we've already stated, p§-k) is a

scalar, so it cannot contain the indeterminant 7;. Additionally, N (*) is the output
of a OGGM query, SO p N(k)( R) it by definition can’t contain the 1ndeterm1nant ;-

Therefore, for the equation above to be satisfied, it must be the case that
n®) = ;. We conclude that M*) N®) and 7() are not functions of any hash
other than h*), which concludes our proof of Lemma [2 a

Lemma 3. If (M®) N® (&) is the input to a successful OS&" query made
by A, then the expresszons composing M), N and 7) are not functions of
p1,i or pa; for any i € [5].

Proof. For this to be a successful O%&" query, the input (M(k),ﬁ(k),T(k) =
(p (k),pék))) must be of the right form. We use this to show that each of M®),
N(k), and 7(*) does not contain p1,i or pe; for any i € [5]:

1. 7k = (pgk),pék)), where each p;k) is a scalar in Z;. Since p1; or py; are
indeterminants whose value will be randomly sampled at the very end of
Game 1, it is not possible for pg-k) to be a function of these terms. Thus, 7(¥)
is not a function of py ; or po; for any i € [5].

2. N® = (Nl(k),NQ(k)), where each N](k) € Go is the result of a query to
O&;M. By definition of OESM (i.e. it only outputs encodings of polynomials
representations of queries in the second source group) it is not possible for
any output of this oracle to contain the indeterminants p; ; or p2 ; (since they
not appear in the polynomials of any element in the second source group).
Thus, N®) is not a function of p1,i or p2; for any i € [5].

3. M® = (Mfk)7M2(k)), where each M;k) € Gy is the result of a query to
OEM. Here, we use the fact that a well-formed O>" input must satisfy the

following equation, where h(¥) = H(P* o ||Pp(k) ||]\71(k)||]\72(k)):

(KW WD) = e, P) (8)
We can examine the discrete log of the equation above:

18005 p 00 (R) = 200 (R) (9)
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where n(®), pN;_k)(F{), and pM]W(f{) are the discrete logs of h(%), N;k), and
M ;k)7 respectively. n®) is its own indeterminant, and we’ve just shown that
me(F{) and pM;k)(f%') are not functions of any py ; or py; for i € [5]. Thus,
the LHS of the ecjluation doesn’t contain any of these terms. For the equation

to be satisfied, the RHS—and by extension p, ) (K)—must also not contain
j

these indeterminants. Therefore, M*) is not a function of p1,; or po; for any
ie[5].

We’ve shown that M(k), N(k), and 7 all do not contain p1,i or pa; for any
i € [5], which concludes our proof of Lemma O

Corollary 1. If (M®) N®) 7(R)) s the input to a successful O5&"
query made by A, then the expressions composing the output
(aﬁk):(h(k),bgk),sgk)),aéb’k):(h(k),béb’k),séb’k))) are not functions of
p1i or pa2; for any i € [5].

Proof. This follows directly from Lemma and the definition of ©S%&".
As a reminder, on input (M®) N (&) — (pgk),pgk))), OSe" outputs
(ng) = (R, bgk)7 sgk)), Uéb’k) = (R, béb’k), sgb’k))), where

(k) R s () g o (K
B = H(PA PN )
o) = H (h(k))pi'k)shﬁﬂ

j€l2]
i = Wy TT (aggyaass
jel2]
béb,k) — H (h(k))pﬁvk)skéb,éﬂ
Jjel]
séb’k) _ (h(k))skélﬁ H (M](k))Sk;LgH
Jjel2]

for b € {0,1} (depending on which hybrid A is in).

h(¥) is the output of a random oracle whose discrete log is the indeterminant
n*). The value of %) is randomly sampled at the very end of Game 1, so we can
immediately conclude that A(*) is not a function of p1,i Or p2; for any i € [5].

bgk), sgk), béb’k), and sgb’k) are composed of h(®), which we just showed is

independent of p; ; or ps ;. They are also composed of p§-k) and M ;k) for j € [2],
but Lemma |§| tells us that these terms are also not functions of p; ; or ps; for
any 7 € [5].

Finally, the only other terms that compose bgk), sgk), béb’k), and sgb’k) are
ski; and sky) for j € [5] and b € {0,1}. If b = 0, then sky) = sky; if b = 1,
then skgg = wsky ;. In all cases, skj ;, sko j, and w are unique indeterminants
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whose values are randomly sampled at the end of Game 1, and are therefore
independent of these terms are independent of p;; and ps; for any ¢ € [5].
Thus, all terms in U%k) and Uéb’k) are independent of any p;,; and py; for all

i € [5]. This concludes our proof of Corollary 0

Lemma 4. If (M®*) N®) () s the input to a successful O query made by
A, then the expressions composing M) N®) and %) can all be computed by
B in Game 2.

Proof. The fact that the query OSig“(M(k),J\?(k)7T(k)) was successful tells us
that the inputs are of the correct form. Using this, we show that each term can
be computed:

(k)

1. 7R = (pgk), pgk))7 where each p; is a scalar in Z;. Since B has access to

A’s query, it knows these scalars.
2. N&®) = (Nl(k), Nz(k)), where each N}k) € Gy is the result of a query to OFM.

As a reminder, (’)ESM outputs expressions of the following form:

P (R (V)
1€[5]

B is given 2\71 and Nféb) at the start of Game 2, so it will always be able to
compute N®) as a vector of elements in G,.

3. M*) = (Ml(k)7M2(k)), where each M;k) € Gy is the result of a query to
(’)(gf'\". As a reminder, OéfM outputs expressions of the following form:

a i 1, b i ((O)\T2, i k)\B1 k)\¢1 b,k)\ Ba. i  o(B:K)\C2
Po T (M oy ()™ (s () T b7 T 017)20n (8060 (b5 )P (54 ) oo

i€[5] i€(qn] k€[go]

There are three reasons that could cause B to fail in the computation of a
Og?M expression. Each reason is listed and eliminated below:

— If the expression contains at least one of T3 ;, M, TZ(Z-), or M2(7bi) for
i € [5] and b € {0,1}, B can’t compute it as an element of Gy, since
these terms are not given to it by the PK—CLH}:\IMBGLS challenger in Game
2. However, Lemma [3] tells us that the expressions composing M®) are
not functions of py; or pa; for any i € [5]. Since each Ty, My ;, Tz(’bi),
and MQ(Z) is a function of either p; ; or ps ;, then no M®) expression can
contain any of these terms.

— If the expression contains a signature component A", bgi), sgi)7 béb’i), or

sgb’i) from a previous O query that B failed to replicate in Game 2,
then B will fail to compute this expression. However, Lemma [I] tells us

that the expressions composing M (¥) are not functions of h(?), bgi)7 sgi),

béb’i), or s& for any i # k and b € {0, 1}, so this is not the case.
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— Finally, if the expression contains a hash h; from a previous OF query
that B failed to replicate in Game 2, then B will fail to compute
this expression. However, Lemma [2] tells us that the expressions com-
posing M) are not functions of any hash h; except h; = h¥) =

(%) K)o (k) (k) o (k) 7 (k)
H(Prr||PP2||[N;™[[Ny™). We've just shown that each p;” and N;

for j € [2] can be computed by B, so this hash h(*) will be computable.

Thus, it is guaranteed that B will always be able to compute M* as a vector
of elements in G;.

We’ve shown that each of M(k), ]\7(’“7 and 7(®) can be computed by B in Game
2, which concludes our proof of Lemma [4 O

Lemma 5. If £ produces a distinguishing query Q* such that the discrete log
polynomial p*(R) of OggM(Q*) is identically zero in one hybrid and identi-
cally nonzero in the other, then OégM(Q*) is not a function of any hash h;
not of the form h; = h®) for some k € [45], where h*) s part of the output

(a@ = (h®), bgk)7 5(1’“)), aéb’k) = ("), béb’k), sgb’k))> of some O query.

Proof. For ease of presentation, we can partition the scalars of @Q* into scalars
for O(G}GM and scalars for OgGM. Denote these sets by @7 and Q3.
1 2
Let b = 0 denote that A is in Hybrid 1, and b = 1 denote that 4 is in Hybrid

2. Depending on the hybrid, the discrete log polynomial pg*’b)(/_{) of OFM(Q7)
takes the form

pg*’o) (R) =1 + Z (T1,i(mp1,i) + 12,0 (Mmp2,i) + pai(p1iske ) + pa,i(n1p2,iske,i))

1€[5]
+ ) )+ Y | Bk (0D pgk)5k173+j + Bo [ 1™ D pgk)5k273+j
k€lqn] k€lqo] JEl] JEl]

G | n®skin + > oo (B)skiag | + Gk | 1% skan + D pyyo0 (R)ska1y;
jel jel2) 7

PUVR) =01 + D (rra(mpra) + m2a(n2wpri) + pa(mprisked) + prz.q (1211 iwsk i)
1€[5)

+ > wlmrr) + Y | Bue [ 2™ Zpgk)SkLgﬂ + B | 1™ ZP§k>WSk1,3+j
ke(gn] k€lqo] jel2] jel2]

Gk | ke + Z Ppyo (R)skiyg | + Cok n®wsky 1 + Z Py (R)wsky, 14
je) je
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Similarly, depending on the hybrid, the discrete log polynomial pg*’b)(ﬁ) of
OESM(QE) takes the form

Py OR) = an+ Y (v 5(skag) + v (ska,s)
Jjels]

PSR =00 + Y (vr,(skey) + va(wsky ;)
J€ls]

The combined query OZM(Q*) has discrete log p*?) (i) = pg*’b)(/_{) -pé*’b)(ﬁf).

Assume toward contradiction that for some h; that is the result of a OH
query but not of the form h; = h(¥), the associated scalar ~; is nonzero in Q*.
By compouting this product, we can see that the polynomial p**(&) will contain
the terms

%ilm) | aa+ Y (v15(ska ;) + vaj(ska ;)
Jj€ls]

i) | a4+ Y (1 (ska ) + vas(wski ;)
Jel8]

depending on whether b = 0 or b = 1, respectively. If 7; # and no other term con-
tains 7;sk, ; to “cancel out” this term, we see that these terms will be nonzero in
both hybrids. This would be a contradiction, as we’ve assumed that £ extracted
a Q* such that one of p(*9 (%) or p(*V)(R) is 0. If we can show that no other
term in p*¥) (%) contains the indeterminant n;sk, ;, we can show that this sum
cannot be canceled out, no matter what other scalars are chosen in Q*.

1. Any other h; outputted by O for i # j € [gy] has a discrete log n; # ;.
Thus, no other «y; scalar can be used to cancel out this sum.
2. Any indeterminant n®) for k € [g,] is by our assumption distinct from 7;.

3. Lemma [2| tells us that pgk) and p, ) (K) are independent of any hash not of

the form 1*), so these cannot include ;.

The remaining terms in p(*vb)(/%’) can be ruled out by simple inspection. Thus,
we’ve shown that there is no way to cancel out the sum. As long as ; is nonzero,
both p(*9 (&) and p(*V () will be nonzero. This is a contradiction, so it must
be the case that if h; is not of the form h; = h®) for k € [gr], the associated
scalar «y; is 0 in @Q*. This concludes our proof of Lemma a

Proof (Proof of Claim @ For B to have reached the Distinguishing Phase,
(’)(G}SM (Q*) must be a valid GGM query; otherwise, B would have already ended
Game 2 in the Extraction Phase. By definition of Q**, the queries OZ*M(Q7*)
and OgSM( 3*) must also be valid GGM queries. Knowing this, we want to show

that B will be able to reconstruct these two queries as group elements D € G4
and D € Gs.
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D € G is computed according to the expression given by OFSM(Q3*). As we
demonstrated while proving Lemma |4l the expressions outputted by (’)(SSM take

a simple form that is guaranteed to be computable by B in Game 2. Thus, D
can be computed successfully as a G, element.

D € G, on the other hand, is computed according to the expression given
by OE?M( ¥*). By inspecting the definition of O(G;(EM we see three reasons that
could cause B to fail in the computation of a OF°M expression. Each reason is

listed and eliminated below:

1. If the expression contains at least one of T3 ;, M ;, TQ(Z), or MQ(bl) for 7 €
[5] and b € {0,1}, B can’t compute it as an element of Gy, since these
terms are not given by the PK—CLHEMBGLS challenger in Game 2. However, by
construction of Q**, the scalars 7 ;, p1,4, T2, and po; are 0 for all ¢ € [5].

Thus, the expression for (’)(G}fM( 1*) doesn’t contain any T4 ;, M1, TQ(?, or

Mé? terms.
2. If the expression contains a signature component h(%, bgi), sgi), bgb’i), or séb’i)
from a O5€" query which B failed to replicate in Game 2, then B will fail to
compute this expression. For B to fail when making a 058" query, it must
have failed to compute one of the expressions in the input (M(’“), ]\7(’“), T(k)).
However, Lemma |§| tells us that the inputs to any O5€" query made by A is
computable by B, so this is not the case.

3. Finally, if the expression contains a hash h; from a O query that B failed
to replicate in Game 2, then B will fail to compute this expression. For B
to fail when making a O query, it must have failed to compute the input
string. However, Lemma [] tells us that any hash h; that appears in Q* must
have the form h; = h(*®) for some k € [gn], where h(¥) is part of the output

(O’Y) = (h(i)J)gi)7 sgi)), O’éb’i) = (b, béb’i)7 séb’i))) of a 058" query. We've just
shown that such a O8" query can be replicated by B in Game 2, so B will
have access to the value h;.

Since D € G4 and D € G, are both guaranteed to be computable, 5 will be
able to successfully compute e(D, D) € Gr in Game 2. This concludes our proof
of Claim Bl O

Proof (Proof of Claim . The fact that the reduction didn’t end in the Extrac-
tion Phase tells us that @* is such that the discrete log polynomial p*(&) of
OgeM(Q*) is identically zero in one hybrid and identically nonzero in the other.

65



As with the proof of Lemma, |5} we let p(**) () = pg*’b)(ﬁ) ~pg*’b)(f{), where
depending on whether b =0 or b = 1, we have:

P(* 0)( R) =a1 + Z (r,6(mp1i) + T2i(Mip2,i) + pa,i(mpr,iskis) + po.s(1p2,iska,i))

1€[5]
+ Z Vi (M2+x) + Z Bk [ n™ Z P§-k)5k1,3+g‘ + B | 1™ Z P§-k)5k2,3+g‘
ke(gn] ke(go] JEl] JEl2]

+Cn | n®sky 1 + Z pMUv) R)skiayj | 4 Con | n™skas + Z Py (R)ska 14
jel2] jelz 7

pg*,l)(,:g) =a1 + Z (T1,6(mp1i) + 72,6 (M2¥p1a) + pa,i(Mp1,isK,e) + po,i(M2p1iwski i)

1€[5]
+ 3 wlman) + Y [ B (0™ D P§-k)5k1,3+j + Bo [ 1™ D P§k)w5k1,3+j
ke(gn] k€(go] Jj€el2] Jjel2]

Gk [ n®skin + > pM<k) R)skiags | + Gk [ nWawskin + > pM(k) K)wski,14;

J€E[2] Jj€[2]
PO (R) = + D (vr(ska g) + va,(ska )
JE[5]
5" (R) =az + Y (v15(skig) + va(wska ;)
JE[5]

Now, we want to show that setting 71; = 72, = p1,; = p2,; = 0 for ¢ € [5] does
not change the value of p**) (). In doing so, we will show that the modified
query @™ and its partitioned scalars ()7 and Q3" behave as we want: for D € Gl
and D € G, computed according to the expressions OGGM( *) and OGGM( ),

respectively, e(D, D) = e(P, P) if and only if p*) () in that hybrid.

Our goal is to show that setting the scalars 71 ;, T2, {14, Or f2; does not
affect the resulting value of p(*’b)(f{). For the most part, we do this by showing
that the scalars had to have been 0 to begin with.

Every term in p**) (R) with one of the scalars T1,iy T2,y 1,1, OF po,; for i € [5]
contains one of either p;; or ps;. Lemma [3| tells us that for all k € [g5], pgk)
and pwlﬁk)(/%') are not functions of p;; or ps; for ¢ € [5] (i.e. the messages given

to the signing oracle are independent of p; ;). So, by inspection of pO(R), we
see that no terms besides those with scalars 7y ;, 7, f1,4, and po; include the
indeterminants p;; or ps ;. Thus, these terms cannot cancel out with any other
terms except each other. This is true in both Hybrid 1 and Hybrid 2. In more
formal terms, p*? (p..) = S 7i jqi ;i (K) + > i jq; ; (k) where p¥) (p; ;) is all
the terms of p(*:®) that contaln any px .. We can see that every term of pte b)( ij)
contains some 7; ; O fi; ;.
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If it was the case that p(*:?) (pi,j) could not be zero in one hybrid and non-zero
in the other, then if a single one of 71 ;, T2,;, p1,4, or po; for some i € [5] was
nonzero in Q*, both p*9 (&) and p*V) (&) would be nonzero. This contradicts
what we know about Q*, so the scalars must instead be 0. Now that we’ve shown
that these terms contain indeterminants that bar them from canceling out with
any other terms in p**) (%), we see if they are able to cancel out with each other.

Below is an exhaustive list of every such term in Hybrid 1 and Hybrid 2.

T1,i T2,i M1 H2.i

Qg mpi,: mp2, 77102,i5k2,i
V1,5 1102,i5K1; 1101,i5K1,:5K1,; 1102,i5K2,:5K1

V2.5 771P1,i5k2,j 771p2,i5k2,j nlpl,iSkl,iSkQ,j 771p2,i5k2,i5k2,j

T1,i T2, H1,i M2,

Q2 mpi,i 7}2¢P1,i 772TZJP1,iWSk1,i
Vi, 7721/1,01,z'5k1,j 771;01,1'Sk1,z‘5k1,j 772¢pl,iW5k1,i5k1,j

2
V. n1p1,iwsky M2Yp1,iwsky 71P1,i5K1,iwsk1 N2Yp1,swsky isky j

By inspection, we can conclude that none of these terms cancel each other out,
with one exception that is shown framed in boxes. For all terms that can’t cancel
out with any other term, we conclude that the associated scalar must be 0 in
Q*, so forcibly setting it to 0 in Q** doesn’t change anything.

The one exception is that the terms w1, 02(m1p1,4,5K14,) and
T1,io V1,5 (n1p17izsk1,j) can cancel speciﬁcally if M1 = Tiig for il = iQ = i, and
V1, = —o for j = 4. In both Hybrid 1 and Hybrid 2, we get the sum

/$1,i0l2(77191,i5k1,i) + Tl,iyl,i(nlpl,iSkl,i) = H1,i0l2(7)1p1,¢5k1,i) + (Nl,z‘)(—a2)(7llpl,z‘5k1,i)
= (p1,i02 — p1,i2) (M1p1,i5K1,3)
=0

so we see that these two terms do indeed cancel. This is the case for any i € [5],
as long as the conditions above are met. Thus, there is a way for 71, and pq;
to be nonzero in Q*, and so setting them to 0 in Q** does change something.
However, since the sum of these terms is 0 in both hybrids, they do not affect
the value of p(*:*)(&) in either hybrid. Therefore, setting T1,; and pp; to O may
change the values of these scalars, but has no impact on the value of the discrete
log p(*?) (&) in Hybrid 1 or Hybrid 2. If it was the case that p(**)(g) = 0 in one
hybrid and p(*?) (&) # 0 in the other, it will still be so now.

We’ve shown that the modification of scalars in Q** doesn’t change the out-
put of the distinguishing query in either hybrid. This concludes our proof of
Claim [4 a
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Conclusion of Theorem [7] We have proven that Claim [3] and Claim [4] are
true. Therefore, we have proven the public key class-hiding of IIyggLs. a

E Unforgeability Proofs for Iltys and IlyggLs

In this section, we present the complete proofs of Theorems [I3] and [6] in that
order. We begin by proving the unforgeability (under Definition [5)) of both the
plan and cross-scheme correct versions of our IlTys construction in Figure 4l We
then prove the unforgeability (under Definition of the cross-scheme correct
version of the ITypggLs construction in Figure 3] Note that the security of the
plain version has already been proved in [54]).

E.1 Proof of Theorem [13|

Recall that we have presented two versions of the ITtys construction in Figure [4}
the cross-scheme correct version that includes additional elements, and
the plain version that does not. The former is a strict generalization of the
latter, so if we can prove that it is existentially unforgeable under chosen tagged
message attack (EUF-CtMA), we are done. However, our proof of unforgeability
for the cross-scheme correct version of Iltys relies on the unforgeability of the
cross-scheme correct IIyggLs (Theorem E[), whose proof is highly non-trivial and
requires a lot of setup. Therefore, just as in Section [D-] we will provide proofs
for both versions of Iltys: one for readers interested in the cross-scheme correct
version for its use in constructing DAC, and one for readers who only want a
working threshold mercurial signature and are not interested in the long proof
of Theorem [6} Due to the similar structure of these proofs, we provide both at

once, and indicate the differences in when they arise.

Proof (Proof of Theorem (Unforgeability of IItms)). Assume for the sake of
contradiction that there exists a PPT adversary A that wins the existentially un-
forgeable under chosen tagged message attack game EUF- CtMAHTMS in Figure
with non-negligible advantage when executing the ITtus constructlon from Fig-
ure @l We construct a reduction B with black-box access to A4 that breaks the
security of the EUF—CtI\/IAgMBGLS game. Note that we have two cases:

1. In the proof of security of the plain Iltys version, B plays EU F—CtMAgME‘GLS
against the plain version of IlyggLs.

2. In the proof of security of the cross-scheme correct Iltys version, B plays
EU F—Ctl\/lAgMBGLS against the cross-scheme correct version of ITypggys-

Setup Phase. B simulates the setup phase as follows:

— B receives the public parameters pp = p,Gl,GQ,GT,P P e, H) and the

global public key pky = N (Pko) ) from the challenger.

— B forwards pp to A, pretendlng to be the challenger of the EU F—CtMA}:\ITMS and
receives in return a set of corrupted parties C. Assume WLOG that |C| = t—1.
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(Simulating) Key Generation Phase. B simulates the key generation phase
as follows:

— For each corrupted party P; with index ¢ € C, B generates the partial signing
keys sk; and partial public keys pk, as follows:
e Randomly samples signing keys sk; = (zi, yi 1, ¥i.2, i1, Zi,2) & (Zg)d.

e Compute the partial public keys pk; ; (N(pk ) Z\_jl(pki) \ ffpk) ), where:

NPk = <XiaY1,i7Y2,ia21,i722,i) = (PSki’j)
J€l5]

NPk — ((PR)yski
() )jem

Note that 7% is the same tag outputted by the challenger in the setup
phase, and thus don’t need to be recomputed.
— For each honest party P with index k € H = [n] \ C, B proceeds as follows:
e Forallie T =CU {0}, B computes Lagrange coefficients evaluated at point
k:

i = LT (k) i- (10)
JETJ#I

e Taking the public keys of corrupted parties {pk;};cc and the global public
key pkg, B computes pk;; = (prkk), Ml(pkk) \ fl(pk) > for all £ € H,

where:

Ni = (X1, Vi1, Yeo, Zk,1,2k,2)

_ S Ak SNk S Xkyi Y Ak,0 Sk A AR,0 SXkyi AAk,0
= (X HXi i Y, Y52, Z13" 2y
ieC eC ieC ieC ]
/\k 0 ki )\k 0 /\k i k.o >\k i )\k,O N
( HMIZ ’ H 2,1 7M30 32 ’ M4’i )
1eC ieC 1€C ieC

B sends the global public key pk,, the full list of partial public keys pk =
(pky, ..., pk,), and the set of corrupted signing keys {sk;};cc to A.

(Simulating) Signing Phase. When A queries Opsign(-) with

(k,aux, T, (Z\Z, Z\?)) for an honest party index kK € H, B does the follow-

ing:

— B queries to the challenger of EUF—CtMAgIMBGLS for a IlypggLs signature on
(T, 7,aux, (M, N)) and receives g = (h, by, s0).

— For all corrupted party P, where ¢ € C, since sk; is known, B can directly
computes the partial signatures o; = (h, b;, s;) < ParSign(sk;, 7, aux, (M, N)).
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—Forallke T =CU {0}, B computes Lagrange coefficients A\ei as in Equa-
tion .

— For all honest party P, where k € H, B computes the partial signatures
o = (h, by, sg) = (h, bg’“o [Licc b?’“'i, 53’“0’ [Lice s?’”) and sends oy, to A.

Output Phase. At the end of the game, A outputs its forgery
(M*, N*, T* 7* 0*), which has a a non-negligible chance of being a valid forgery.
B forwards (M*, N*, T*,7*,0*) to the EU F—CtMAJl:\IMBGLS challenger, finishing the
game.

Analysis. First observe that the public parameter pp that B receives from the
EU F—CtMAgMBGLS challenger is similarly distributed to the public parameter that
A would receive from the real challenger in the EU F—CtMAgTMS game. Similarly,
in the simulated key generation phase, the global public key, the full set of
partial public keys, and the set of corrupted signing keys that B generates are
similarly distributed to the keys that A would receive from the real challenger
in the EU F—CtMA}:{TMS game. Thus, B simulates EU F—CtMA}:‘ITMS exactly as in a
real execution.

Now observe that, if A’s outputs a winning forgery (M*, N*, T 7%, o*), then
B will also win its game against the EU F—CtMAgIMBGLS challenger. By assumption,
A has non-negligible advantage in EUF—CtMAgTMS. Thus, B will also win its game
with non-negligible advantage. This contradicts the security of EU F—CtMAEMBGLS
(by Theorem , so our initial assumption must be false.

Therefore, Iltys is public key class-hiding under Definition a

E.2 Proof of Theorem

Now we provide the proof of Theorem |§|, which states the unforgeability (un-
der Definition |5|) of the cross-scheme correct version of the ITyggLs construction
in Figure [3

Proof (of Theorem @ (Unforgeability of TImgers)). We will prove Theorem |§|
in the generic group model (GGM). In addition to the signing oracle O5%€" and
hash oracle OF | the adversary A will also have access to the GGM oracles ng'\",
(’)(G;SM, and (’)(gSM. We will define (or in some cases, redefine) these oracles below.

Redefining the Game. The challenger B generates random encodings for
the secret keys x,y1,¥y2, 21,22 and tag secrets pi, p2, ps, P4, p5, as well as the
group elements N = pk = (X,Yl,YQ,ZAhZAg) = (P“,Pyl,PW,PZl,PZ?),
h = H(P~||pr2||Prs||Pea|[PP2(|N), T = (Ti)ics) = (h*)ig[s), and M =
(TF, T3, TY?, T, T?). B stores all these encodings and sends them to A.

A can make queries to a number of oracles. The primary ones are GGM
oracles for elements of Gy, G2, and Gr. Each of these three oracles, which we
denote Og?M, OgSM, and (’)ggM, takes in a set of scalars and outputs an encoding.
Then, A also has access to the random oracle O : {0,1} — G, which on a
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fresh input ¢; outputs a fresh encoding of some group element P7:. Finally, A

can make queries to the signature oracle ©@>€", which on input (M .N, 7) returns

a signature o.
More explicitly,

are defined as follows:

GGM GGM
Og?" and Og;

GGM
O(Gl (047H17~-~7M57 T17"'77-57/715""7?1}17515'"767LU7<17"'7<7LU)

= p® H MM H h)i H (b)) B (k) )G
1€[5] i€[nn) k€[neo]
OGGM (o, v1,y...,v5) = pe H NZ-’“'
€[5]

Here nj, represents the number of queries of O, and n, represents the number
of queries of O5%®". Both of these will increase over the course of the game, adding
to the definition of O(g(f'v'. Also, for a queried signature o) = (h(%) ) 5(k))
we’ll assume for simplicity of notation that A has already received h(¥) as the
result of a query of OF. This way, we don’t need separate coefficients for each
h(¥) but can use the coefficients ;.

Note that, in our reduction and proof, we will focus on the discrete logs of
group elements returned by GGM oracles. These discrete logs are polynomials
in Z [F], with indeterminants

R = (nap17"'7p5a5k15'"a5k57n1a"'a77nh)

As O is queried more over the course of the game, new encodings h; are gen-
erated, and new indeterminants 7; are added to K. Now that we’ve defined our
indeterminants, we can write discrete logs of queries of (’)GGM and OgSM as
polynomials of these indeterminants:

GGM
O (anula"'auf)a 7_13"'77_53717"'7’7”}1,3617'"7ﬁnaacla"'7gna)

=a+ Y (milpisks) + o)) + D wm)+ D | Be | D (ppoo (R)sks

i€[5] i€[np] ke€lne] JEl2]

+G [ nWsk + ) py 0 (R)sk;
el

(’)GGM (,v1,...,v5) =a+ Z v;(sk;)

where pT<k)( R) and pM(k>( R) are the discrete log polynomials of Tj(k) and M;k),

which are the results of some (’)GGM queries made by A that were previously

passed to the signature oracle. These queries can themselves only be made up of
existing indeterminants K, so each new signature query only adds at most one
new indeterminant, that being 7*). (Note that n*) = 5; for some i € [ny]).

At any point when a GGM query is made, B computes the discrete log
polynomial of this query. If the polynomial matches a previous query made, B
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returns the same encoding it returned for that previous query. Otherwise, it
generates and returns a fresh encoding to A.

Finally, once A has finished querying the GGM oracle, it returns its forgery
(T*,(M*,N*),0*), where |T*| = |7*| = |M*| = [N*| = 2, and each eclement is
given as an encoding (that has been previously generated by B). B takes the
discrete log polynomials corresponding to each encoding and verifies the forgery
in indeterminant form. In other words, the polynomials themselves must pass
the following conditions:

e(h*, X) I e(M;,Y;) = e(s*, P)

i€l
e, P)= ] e(7}. 2))
Jjel2]
N ey, N7) = e(M;, P)

J€[2]

If the conditions are passed successfully, A wins the game.

Reductions. We denote the unforgeability game (Definition for Figure
with the boxes included against a generic adversary as “Game 1” and we denote
the same game with the boxed elements of Figure [3| excluded as “Game 2” in
the standard model. Suppose that there exists an adversary A to win Game 1
with non-negligible probability. We construct a reduction B that will run A as
a subroutine to win Game 2. B functions as follows:

1. Challenge Phase. B challenges A to Game 1. As per the definition, A
makes queries to each of (’)g?M, OESM, (’)(G;gM, OH and 05", For each valid
query, BB responds honestly with encodings generated according to the game’s
definition, and also keeps track of said query. B does not keep track of any
invalid queries (e.g. a ngM query with the wrong number of scalar inputs,
or a O5&" query that doesn’t pass the e(h"i,Nj) = e(M;, 15) condition), as
these queries have no output, and thus have no use in creating a forgery.
Once A has made all of its queries, it sends its forgery (T, (M*, N*),0*)
as a set of encodings, which we assume is a forgery and has a non-negligible
probability of veriifying when decoded. B then proceeds to the query phase.

2. Query Phase. B plays Game 2 against the EUF—CtMA&IMBGLS challenger,
who begins by sending pT(. B sets N = pT(. B’s goal is now to make all the
same queries that A made. However, since T and M are given in Game 1
but not Game 2, this may not be entirely straightforward. Thus, B loops
through the valid queries made by A in order, and for each query does the
following:

—Ifitis a O([G;?M, or ngM query, B attempts to compute it as a group
element according to the expression given by A’s inputs to the query. If
successful, B stores the computed element for use in future computations.
(For efficiency, these values can be stored in a dictionary with GGM
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encodings as keys and group elements as values). Note that B may
not be able to compute this query if it contains any T; or M; for some
i € [5], or if it contains the output of some previous signature query. We
will bound the probability of this occuring as negligible in Lemmas [6]
toBl

—Ifitisa OggM query, B does nothing. G elements are not part of a
valid forgery or any valid input to any query A can make, so this is not
a necessary computation.

— If it is a OS&", the input is a set of GGM encodings. B tries to find
the previously-computed group element associated with each encoding.
If successful, it sends these group elements as input to a O%&" query to
the EUF—CtMAgMBGLS challenger, and stores the output for future use.
However, if at least one of the GGM encodings corresponds to a query
B did not successfully compute, then B will not be able to successfully
make this O5€" query.

— Ifitis a O query, the input is a string. If this string is a concatenation of
two encodings for G; elements followed by two encodings for G4 elements
(i.e. G1||G2||Gs||Gy4), then B tries to find the computed group element
associated with each encoding. If successful, B sends the string of those
four group elements as a O query with the EU F—CtMAgMBGLS challenger,
and stores the output for future use. However, if at least one of the GGM
encodings corresponds to a query B did not successfully compute, then
B will not be able to successfully make this ©@3&" query. Or, if the input
to this query does not have the form G4 ||Gs||G3]|G4, B returns a random
encoding or a previous result if this input was queried before.

Once this is finished, B will have tried to replicate in Game 2 each query
made by A in Game 1. (We’ll show that the queries that were successful are
enough to produce a forgery based on A’s forgery).

3. Forgery Phase. B’s goal is to compute a modified signature ¢** based on

A’s forged signature o* = (h*,b*, s*). First, B checks each GGM encoding
of f*, M*, ]\7*, and b* to try to find its associated group element. If a single
encoding corresponds to an unsuccessful query, B immediately outputs L
and loses Game 2.
Then, B finds the O((G;EM query expressions for h* and s* and modifies them,
setting the scalars 7; and u; to 0 (thereby forcibly removing any 7; and M;
elements). We denote these modified expressions by h** and s**. B now tries
computing the values of h** and s** as group elements. If either of these
computations fails (i.e. there is a term in the expression that corresponds to
some previous failed query), B outputs L and loses Game 2. Otherwise, B
sets o** = (h**,b*, s**) and sends the resulting forgery (f*, (M*, N*), o)
to the challenger, which ends Game 2.

We make the following claims about this reduction:

Clairg 5 If A wins Game 1, then B will be able to successfully compute f*, M*,
and N*, as (vectors of ) group elements in the Forgery Phase.
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Claim 6 If A wins Game 1, then B will be able to successfully compute h**, b*,
and s** as group elements in the Forgery Phase.

Claim 7 If A wins Game 1, then B’s modified signature o** = (h**,b*, s*)
defined in the Forgery Phase is valid in the forgery (T*, (M*, N*) o).

If all three claims are correct (and we will prove that they are), then whenever
A wins Game 1, B will successfully compute (f*, (M*, ﬁ*), o**), which will be
a valid forgery. Thus, if A can win Game 1 with non-negligible probability, B
can win Game 2 with non-negligible probability. This breaks the unforgeability
of ITyggLs, which is a contradiction—so no adversary can exist to win Game 2
with non-negligible probability. Thus, if we’re able to prove each of these three
claims, we will have proven the unforgeability of the cross-scheme correct version
of IupeLs-

Proof of the Reduction. As with the public key class-hiding proof, some
groundwork will need to be set before we can prove these three claims. Thank-
fully, much of this groundwork is the same. And because many of the lemmas
we proved in Section are generalizations of the lemmas we need here (since
they deal with two sets of keys, and here we only need one), we don’t need to
re-prove them.

We will begin by re-writing Lemmas and (4] and Corollary [I] as Lem-
mas [6] [7] 8] and [9} and Corollary [2 respectively. We will then prove that the
terms T, M *,and N* in A’s winning forgery are independent of any p; terms
(Lemma and any hashes except those outputted in a previous signature
query (Lemma D All of this will allow us to prove that B can compute each
expression in T* M* , and N* as a group element in Game 2 (Claim [5

At this point the remalnlng two claims won’t require nearly as much work
to prove, as they’ll rely on some of the same lemmas. We will prove that b*
is independent of any p; terms (Corollary , and that o* is independent of
any hashes except those outputted in a previous signature query (Lemma .
This will allow us to prove that B can compute each expression in the modified
signature o** as a group element in Game 2 (Claim @ Finally, we will prove
that this modified forgery is a valid forgery Claim [7}

We repeat the lemmas from Section [3.3] below.

Lemma 6. If (M(k),ﬁ(k),T(k)) is the input to a successful OS&" query in the
GGM, then the expressions composing M(k), ﬁ(k), and %) are not functions
of KD, 6@ or s for any i # k, where o = (KD, b (1) is the output of a
different O5&" query.

Proof. This lemma follows directly from Lemma a

Lemma 7. If (M<k>,ﬁ<k>,7<k>) is the input to a successful OS€" query in the
GGM, then the expressions composing M®  N®  and %) are not functions
of any hash h; except h; = h®), where h'*) is part of the signature o*) =
(%) p*) s(B)) outputted by this OS&" query.
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Proof. This lemma follows directly from Lemma [2} ad

Lemma 8. If (M(’“)7 NG, T(k)) is the input to a successful OS&" query made by
A, then the expressions composing M%), NF) and %) are not functions of p;
for any i € [5].

Proof. This lemma follows directly from Lemma [3] ad

Corollary 2. If (M®) N®) 7)) s the input to a successful OSig" query made
by A, then the expressions composing the output o'* (h(k) bk s(k)) are not
functions of p; for any i € [5].

Proof. This corollary follows directly from Corollary O

Lemma 9. If (M®) N®) 7)) s the input to a successful O query made by
A, then the expressions composing M%), N®) and %) can all be computed by
B in Game 2.

Proof. This lemma follows directly from Lemma [4] O

Lemma 10. If A wins Game 1 with forgery (T*,(M*,N*),0*), then the ex-
PTEsSsions composing T* M* and N* are not functions of p; for any i € [5].

Proof. Suppose that for some j € [2], one of M7, N ¥, or T} is a function of some
pi for i € [5]. We will examine each possibility one by one.

1. Suppose it is N* that is a function of some p;. Since N;‘ € Gg, it must be

OGGM query. However, by simply inspecting the definition

of OGGM we see that 1t is impossible for any output of OGGM to include any

the result of some

Pi 1ndeterm1nant. Thus, N + can’t be a function of p; for any i € [5].

2. Suppose instead that M7 is a function of some p;. Since M} € Gy, it is the
result of some (’)(gf'vI query. Corollary [2] tells us that no output o) of a
05" query for any k € [g,] is a function of p;. Likewise, any output hy of a
OH query for any k € [g;] is only a function of some new indeterminant 7.
Thus, by definition of ng'\", the only way to get some p; value in the output
is to query with nonzero coefficients 7; and pu; for T; and M;, respectively.
In other words, we can write the discrete log polynomial of M} as

par: (R) = > 1) + 3 1 (npisks)
1€[5] 1€[5]

where there may be other terms in the query. If A’s forgery is valid, it
must pass the three verification conditions. We can write the discrete log of
the first verification condition, given what we now know about M}, as the
equation

phe(R)*sky + Z Z T(J) (np:) + Z /L(J) (npiski) + -+ | skit; = ps=(R),
je[2] \i€[5] i€[5]
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where pp«(K) and pg« (<) are the discrete log polynomials of 2* and s*, re-
spectively. We can conclude by inspection that the terms on the LHS of this
equation all contain different indeterminants, so there is no choice of scalars
that can cancel any of these terms out. Thus, any term that is nonzero in
pm: K (and thus the LHS) must also be nonzero in the RHS, in the poly-
nomial py-(%). We will use this to narrow down the form that par: (K) can
take. ‘

If any single ,ugj) is nonzero, there would be a sk;ski;; term on the LHS.
However, by definition of OSM, there is no O query that could return s*
such that its discrete log z()s)* (R) contains sk;ski ;. Thus, to Satisfz )Equation
J J

1, we conclude that all p;”’ = 0. Applying similar logic to the 7,7’ scalars,

any such nonzero scalar will result in a np;ski4; term. These terms can be

queried as multiples of M, ;, but only if ¢ = 14 j. Thus, the only Tl-(j ) values

that may be nonzero are 72(1) and 7352). Using all this, we can rewrite our

definition of the discrete log of M

pa; (R) =77 (p1y) + -

With this in mind, we can write the discrete log of the third verification
condition as the equation

pr; (R)pw; (R) = 717 (mprg) + - (1)
for j € [2] where pr: () and py: () are the discrete log polynomials of T}
and N7, respectively. The definition of OEEM tells us that p () can contain
neither 7 nor p14;. So, to satisfy the above equation, pr- (%) must be of the
form

pr; (R) = D (mpryg) + -,

for some constant ¢/). Knowing this, we can write the discrete log of the
second verification condition as

o+ (R) = (C(l)(ﬂﬂz) + - ) skq + (C(l)(ﬂps) + - ) sks,

where py-(K) is the discrete log polynomial of b*. However, the RHS contains
terms posks and pssks, which are not possible to get from a query of (’)(IG;?M.
Therefore, there is no way to query a valid b* unless both ¢) = 0, and
thereby Tz-(J ) =0. Thus, if A’s forgery is valid, M* must not be a function of
pi for any i € [5)].

. Finally, suppose that 77 is a function of some p;. The discrete log equation
of the first verification condition is

pr; (F)pw; (K) = par; (R) (12)

However, we have concluded that neither N © nor M are functions of any p;,
so neither py+ (K) nor pay(R) contain any terms with p;. For the equation
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above to be satisfied, it must be the case that pr: (%) also doesn’t contain
any p; terms, so T is independent of p; for any ¢ € [5].

We've shown that if (M * N . f*) is a valid forgery produced by A, then for

any j € [2], neither M7 nor N nor T} is a function of p; for any i € [5]. This

concludes our proof of Lemma ad

Lemma 11. If A wins Game 1 with forgery (T*, (Z\]*,]\?*),a*), then the ex-
pressions composing T*, M*, and N* are not functions of any hash h; not
of the form h; = h®) for any k € [q_g], where h'%) is part of some signature
o®) = (b pk) s(R)Y gutputted by O,
Proof. Suppose that for some j € [2], one of M} . N ¥, or T/ is a function of
some hash h;. We can immediately conclude that it isn’t N 7, since N 7€ Gyand
h; € Gy. So, either Mjf" or T;‘ is a function of h;.

If A’s forgery is valid, it must pass all three verification conditions. The third
condition, A\ ;¢ e(T}, Nj) = e(M;, P), has discrete log

N\ pr: (R)pn: (R) = par: () (13)
J€l2]

where pr: (%), pn: (R), pu; (R) € Z5[R] are the discrete logs of T}, N, and M,
respectively. By deﬁnltlon of (’)GGM7 pN;(_') can’t contain the 1ndeterminant i
(where n; is the discrete log of the hash h;). Thus, if either pr-(g) or pa:(F)
contains 7; (and by our initial assumption, one of them does), then so must the
other, to satisfy the equation above.

If A’s forgery is valid, it must also pass the second verification condi-
tion, e(b*,P) = e e(T]’»“,Zj), where b* is part of the forged signature

* = (h*,b*, s*). The discrete log of this condition is the equation

po- (K) = prs (K)ska (14)

where py- (F) € Z [K] is the discrete log of b*. Knowing that pr- (%) contains the
indeterminant 7); lets us rewrite the above equation as

po-(R) = (yami + - - - )skaqj (15)

where ; is some scalar in Z,'. To satisfy this equation, p,- (<) must contain a
n;5ks4; term. By definition of O(G;,GM the only possible way to get this is by using
the b®) term of the signature o) = (h*), p(*) s(¥)) outputted by O>&" for some
value k € [g,]. b*) has discrete log

logp bk = n(k)pgk)skz; + n(k)pgk)skg)
where n(*) is the discrete log of h(¥) and p(k), pgk) € Z, . The only way to have

a 1;5k34; term as part of b%) is to set n; = n*). In other words, for the second
verification equation to be satisfied, if 7} or M is a function of some hash h;,

that hash must be h; = h(¥). This concludes our proof of Lemma ad
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Now we have finally laid the necessary groundwork to prove Claim [

Proof (of Claim|3]). In the GGM, each of f*, M*, and N* is a vector of encodings
resulting from (’)GfM and (’)gSM queries. We know these to be valid queries, be-

cause we’ve assumed that A has won Game 1 with the forgery (f*, (]\7[*, ]\7*), a*).
Now it is a matter of showing that B can successfully compute each encoding’s
expressmn as a Gy or Gy element.

N* is a vector of encodings outputted by OGGM As we demonstrated while
proving Lemma |§|, the expressions outputted by OGGM take a simple form that

is guaranteed to be computable by B in Game 2. Thus, N* can be computed
successfully as a Go element.

T* and M* , on the other hand, are vectors of encodings outputted by OGGM
By inspecting the definition of OGGM we see three reasons that could cause
B to fail in the computation of a OGGM expression. Each reason is listed and
eliminated below:

1. If the expression contains at least one of T; or M; for i € [5], B can’t compute
it as an element of G1, since T; and M; are not given to it in Game 2. However,
Lemma |10 tells us that no expression in T* and M* is a functlon of p; for
any i € [5]. Since each T; and M, is a function of p;, then no T* or M*
expression can contain any 7; or M;, so this is not the case.

2. If the expression contains a signature component R bk or sF) from a
OS&" query which B failed to replicate in Game 2, then B will fail to compute
this expression. For B to fail when making a O°8" query, it must have failed
to compute one of the expressions in the input (M(k), N(’“), T(k)). However,
Lemma@tells us that the inputs to any O°&" query made by A is computable
by B, so this is not the case.

3. Finally, if the expression contains a hash h; from a O query that B failed
to replicate in Game 2, then B will fail to compute this expression. For B
to fail when making a (’)H query, it must have failed to compute the input
string. However, Lemma tellb us that hash h; that appears in T* or M*
must have the form h; = h*) for some k € [g3], where h(®) is part of some
previously-queried signature o(*) = (h(k), bk, s(k)). We’ve just shown that
such a 058" query can be replicated by B in Game 2, so B will have access
to the value h;.

Therefore, each expression composing f*, M *, and N* can be computed by B
in Game 2. This concludes our proof of Claim [5 a

Corollary 3. If A wins Game 1 with forgery (T*,(M*,N*),0* = (h*,b*,s*)),
then the expression for b* is not a function of p; for any i € [5].

Proof. This corollary follows directly from Lemmal[I0] Since A’s forgery is valid,
it must satisfy all three verification conditions. Take the second condition, whose
discrete log is the equation

Py (R) = Y prs (R)skay

J€l2]
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where py- (F) and pr: () are the discrete log polynomials of b* and T, respec-
tively. Lemma 8 tells us that 7 (and by extension pr:(K)) is independent of p;
for any ¢ € [5]. Thus, the RHS of the equation above does not contain any p;
terms. Since this is a valid forgery, said equation must be satisfied, and so the
LHS must also not contain any p; terms. Therefore, py« (%) (and by extension

b*) must not be a function of p; for any ¢ € [5]. This concludes our proof of
Corollary [3] o

Lemma 12. If A wins Game 1 with forgery (T*,(M*,N*),0*), then the ez-
pressions composing o* = (h*,b*,s*) are not functions of any hash h; not of
the form h; = h'®) for some k € [qo], where h\®) is part of some signature
o®) = (b pk) s(R)Y outputted by OSe".

Proof. We will show one by one that neither * nor h* nor s* contain in its
expression a nonzero h; that isn’t of the desired form. This proof relies on the
fact that A’s forgery is valid, so it must pass each of the three verification
conditions.

1. Suppose that s* is a function of some hash h;. Since s* is the result of some
OGGM query, we can write its discrete log polynomial as pg«(K) = 1 + - - -,
Where 7i is a scalar in Z; and 7); is an indeterminant representing the discrete
log of h;. Using what we now know about s*, we can write the discrete log
of the first verification equation as

pr=(R)ski + Y par (R)skayy = vimi + (16)
jel2]

where pp-(R) and pM;(ﬁ) are the discrete log polynomials of h* and M},
respectively. We can see that all terms on the LHS contain either skq, sks, or
sks, whereas ~;7; contains none of these indeterminants. Thus, the verifica-
tion equation can’t be satisfied, which is a contradiction (as A is assumed to
have produced a valid forgery). It must be the case that s* isn’t a function
of any hash at all.

2. Suppose b* is a function of some hash h;. As before, we write its discrete log
polynomial as py-(K) = yin; + - - -, where v; is a scalar in Z,. Using this, we
can write the discrete log of the second verification equation as

Vil + Z pry (F)sks4; (17)

where pry (R () is the discrete log of 7. It is clear by inspection that the only
way to satlsfy this equation is to have pry () contain n; for some j € [2];
that is, 77" must be a function of h;. Lemma [TT] tells us that, if this is the
case, then h; = h®) | where h(¥) is part of the result of a (’)S'g" query. Thus,
if b* is a function of some hash h;, that hash must be of the desired form.
3. Finally, suppose that h* is a function of some hash h;. We write the discrete
log polynomial of h* as pp- (K) = vin; + --- for some v; € Z;. We use this
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to write the discrete log of the first verification equation as

(vimi + -+ )ski + > pars (R)skry = ps- () (18)
Jjel2]

where pM;(F{) and ps« () are the discrete log polynomials of M} and s*,
respectively. This condition can only be satisfied if pg«(K) = vimisky + - - -.
Since ps+(R) is the result of a ngM query, the only way to get ps«(K) in
the desired form is to make use of some s(®)as part of the signature o*) =
(%) p*) )y outputted by O58" for some kth query. In other words,

yinisky 4+ -+ = pe= (R) = yis) = ’Yi(n(k)Skl +o ) (19)

where %) is the discrete log of A*). For this to be satisfied, we would need
ni =™ which is what we want.

In all three cases, the respective component of o* = (h*,b*,s*) cannot be a
function of any hash h; except h; = h(*) where h(*) results from a O5&" query
for some k € [q,]. This concludes our proof of Lemma O

Proof (of Claim @ In the GGM, h*, b*, and s* are encodings resulting from
OgM queries. We know these to be valid queries, because we've assumed that
A has won Game 1 with the forgery (T, (M*,N*),0* = (h*,b*,s*)). The ex-
pressions for h** and s** can also be characterized as a OGGM expression, just
with the condition that the scalars 7; and u; for all ¢ € [5] are 0. By inspecting
the definition of OGGM we see three reasons that could cause B to fail in the
OGGM
1

computation of a expression. Each reason is listed and eliminated below:

1. If the expression contains at least one of T; or M; for i € [5], B can’t compute
it as an element of Gq, since T; and M; are not given to it in Game 2. However,
the modified terms h** and s** are defined exactly so that they don’t contain
any T; or M; terms. Moreover, Corollary |3 tells us that b* is independent
of any p; terms for ¢ € [5]. Since each T; and M; contains p;, b* must be
independent of all T; and M;. Thus, neither of the three expressions for h**,
b*, or s** contains T; or M; for i € [5].

2. If the expression contains a signature component h¥), b*) or s*) from a
OS&" query which B failed to replicate in Game 2, then B will fail to compute
this expression. For B to fail when making a (58" query, it must have failed
to compute one of the expressions in the input (M(k), ﬁ(k), T(k)). However,
Lemma@tells us that the inputs to any O°€" query made by A is computable
by B, so this is not the case.

3. Finally, if the expression contains a hash h; from a OF query that B failed
to replicate in Game 2, then B will fail to compute this expression. For B
to fail when making a OH query, it must have failed to compute the input
string. However, Lemma |12 tells us that any hash h; that appears in T* or
M* must have the form h; = h®) for some k € [gy], where h(*) is part of
some previously-queried signature o*) = (h( ) pk) | sk )). We’ve just shown
that such a O58" query can be replicated by B in Game 2, so B will have
access to the value h;.
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Therefore, the expressions for h**, b*, and s** can all be computed by B in Game
2. This concludes our proof of Claim [0} O

Proof (of Claim @ If A’s forgery (T’*, (M*, ]\7*),0* = (h*,b*, s*) is valid, then
it passes all three verification conditions. We want to show that B’s modified
forgery (f*, (M*, N*), o** = (h**,b*, s**) also passes all three conditions. As a
reminder, these three conditions are

e(h™, X) H e(M?,Y;) = e(s™, P)

jel2]
e, P) =[] e(T}.2))
Jjel2]
N e(T;,N7) = e(M;, P)

J€[2]

The second and third check don’t make use of the modified A** and s** terms.
Since A’s forgery passes these conditions, so does B’s forgery. Thus, all that
remains is to show that B’s forgery passes the first verification check.

We know that h* and s* are both elements of G, so they must be the results
of some (’)(gf'vI queries made by A. We know the form that the discrete logs
polynomials pp«(K) and ps«(R) or h* and s* must take, given by the definition
of O(G}f"v'. We are specifically interested in the T; and M; terms for i € [5], so we
write

— h* h* —
o () = 3 (" o) + " (mpiska) ) + - ()
1€[5]

per(®) = Y (717 (o) + 1 (mpiska) ) + e (R)
1€[5]

Here we define p). (%) and p}.(K) as the “rest” of each respective polynomial, as
defined by OESM. (Before, we’'ve used “---” to denote this, but now we want to
be more explicit). Using this, we can write the discrete log equation of the first
verification condition:

Z (Ti(h Ynpi) + " )(UPiSki)) + i (R) | sk

i€ls) (20)
+ > Py (R)skiy; = > (Ti(s Y(npi) + uf® )(nPiSki)) + Pl (R)
Jj€[2] i€[5]

Lemmatells us that p M (K) is independent of {p; };¢[5], so the p; terms written
above are exhaustive. We can see by inspection that no choice of scalars can
cancel out p; terms on either side of the equation, so any term with p; present
on the LHS must also be present on the RHS. Our assumption that A’s forgery
is correct, and thus passes this verification check, allows us to make the following
conclusions about said forgery:
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— ,ul(-h*) = 0 for all ¢ € [5]. Otherwise, if any ,ugh*) were nonzero, there would be
a 1p;sk;sky term on the LHS. There is no way to query s* such that np;sk;sky
appears on the RHS, so the equation can only be satisfied if ,ugh*) =0.

— Ti(s*) = 0 for all ¢ € [5]. Otherwise, if any Ti(s*) were nonzero, there would
be a np; term on the RHS. There is no way to query s* such that only np;
appears on the LHS; indeed, any term on the LHS containing p; also contains
sk;. Thus, the equation can only be satisfied if TZ-(S*) =0.

- (h =0 for 1 #i € [5]. If any Ti(h*) were nonzero, there would be a np;sky
term on the LHS. s* can be queried such that this np;sky term appears on
the RHS, satisfying the equation, only if 4 = 1. For any 1 ;é i € [5], the term
npiski could not appear on the RHS, so we must have 7'( =o.

- ,ugs*) =0 for all 1 # 4 € [5]. A similar logic applies here. Since every term
on the LHS contains sk;, if this equation is to be satisfied, the only np;sk;
term that may appear on the RHS is 7p;sk;. This corresponds to ju;” ). For

all other 1 # i € [5], u{*) = 0.

We can again rewrite the above equation with these facts in mind, omitting any
terms with scalar coefficients of 0:

a

h* —
(Tl( '(np1) + ph- (R ) sk + Z par: (R)skiys = u* (mpisks) + pl ()

Since the terms Tl(h*)(npl) and ugs*)(nplskl) are the only terms in this equation

with p1, and given our assumption that A’s forgery passes all checks, we can

conclude that Tl(h*)(npl)skl = ,ugs*)(nplskl). More specifically, we know that
Tl(h ) = ugs ), Algebraically, we can subtract this term from both sides to get
Ph (R)ska + Y par (R)skay; = ple (7) (21)
JE2]

Notice that this is the discrete log of the first verification condition, where we’ve
removed all {T;};efs) and {M;};c[5) terms from h* and s*. In other words, it is
exactly the discrete log of the first verification equation, applied on B’s modified
h** and s**. We can rewrite the equation above as

pre=(R)ski + Z Py (R)skiy; = pse« (),
jel2]

where pp«(K) and pg««(R) are the discrete logs of h** and s**, respectively.
Therefore, if A’s forgery passes all three verification checks, B’s modified forgery
will too. This concludes our proof of Claim [7] a

Conclusion of Theorem [6] We have proven that Claim[f] Claim[6] and Claim|[7]
are true. Therefore, we have proven the unforgeability of IIypgLs-
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