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1 Introduction

Rust has emerged as an increasingly influential language within systems research, in
large part due to its strong safety guarantees. Unlike traditional systems languages
such as C and C++, Rust provides compile-time mechanisms intended to prevent
certain memory and concurrency bugs, while at the same time maintaining com-
parable performance characteristics. Especially recently, researchers in this space
have used Rust to build systems that provide guarantees extending beyond memory
safety — including isolation of untrusted code [9] [2], crash-safe OS extensions [8]
[6] [10] [1], distributed shared memory systems [7], and information flow policy
enforcement [3] [5].

Many of these systems rely not only on Rust’s guarantees of memory safety,
but also on additional language properties that the compiler enforces in Safe Rust
code. These include properties such as encapsulation of private members and
immutability of shared references. However, these guarantees are not universally
enforced: unsafe blocks written in Rust intentionally allow developers to bypass
certain compiler restrictions when required, by marking blocks of code with the
unsafe keyword. While this flexibility is built into the Rust language, it means
that when writing programs using unsafe Rust, the responsibility for maintaining
memory safety, among other things, shifts from the compiler to the programmer.
Developers also sometimes unwittingly use unsafe Rust code, since numerous Rust
libraries call into and take advantage of unsafe blocks, but encapsulate this code
behind safe interfaces.

This shift becomes particularly important in extensible systems, which execute
or interact with user-provided extensions while attempting to maintain strong safety
or isolation guarantees. If extensions are able to violate assumptions made by the
underlying system design, the guarantees of the system may collapse despite the
absence of undefined behavior. Recent work has highlighted how sound Rust code
can nevertheless violate higher-level language properties in ways that undermine
systems built upon them.

This master’s project explored these concerns through the evaluation of Rex [4],
a framework designed for safe and extensible kernel extensions in Rust, in the context
of ongoing work on Sniffer [11] — a static analysis tool helping developers navigate
the violations of Rust guarantees that arise from unsafe code in dependencies. While



the initial work surveyed these systems at a high level, this project focuses on Rex
in particular, because of both the strength of its guarantees and the high-stakes
environment in which it operates. Kernel extension frameworks must preserve
strong isolation and resource safety properties even in the presence of extensibility,
making violations of underlying language assumptions particularly consequential.

The project required developing a detailed understanding of both systems: the
architecture and guarantees provided by Rex, and the proposed operation of Snif-
fer. The goal of Rex is to enforce stronger guarantees regarding safety and kernel
interactions, and in this project, we investigate whether Rex’s guarantees hold or if
violations can arise.

2 Background: Sniffer

Sniffer is a static analysis tool designed to help developers identify these kinds of
assumption violations in Rust systems. Rather than focusing solely on traditional
memory safety bugs, Sniffer aims to surface cases where unsafe code in dependencies
can undermine higher-level guarantees relied upon by a system’s design. The tool
was motivated by the observation that many modern Rust-based systems depend not
only on memory safety, but also on additional language guarantees enforced by the
Rust compiler in safe Rust code.

Sniffer approaches this problem through targeted auditing aided by static anal-
ysis. The tool analyzes whether specific language properties relied upon by a
system can be violated through unsafe code in dependencies. The tool models
Rust codebases as monomorphized call graphs and searches for reachable paths
from developer-annotated entry points to operations associated with particular as-
sumption violations, outputting compiler diagnostics to make violations clear to the
developer.

These annotations allow the developer to specify the guarantees relevant to
their system — Sniffer can then, in turn, check for violations connected to those
guarantees. For example, analyses may target interior mutability through usage of
UnsafeCell, or violations of encapsulation through transmute operations and
raw pointer casts. Visualizations of the call graph from the annotated entry point to
the flagged region, which Sniffer produces, can then be reviewed by the developer
to determine if their system’s guarantees are truly violated.

The broader Sniffer project surveyed several recent Rust-based systems — in-
cluding Sesame [3] and RedLeaf [8] — that rely on globally enforced Rust guar-
antees. In practice, however, unsafe dependencies may only be locally safe, un-
dermining the guarantees of these systems. While the initial work identified these
systems and outlined the violations of their guarantees, there are other systems
briefly touched upon but not explored in-depth. This project builds on that work
by focusing specifically on Rex, a framework for safe kernel extensions in Rust,
and evaluating whether the assumptions underlying its guarantees can be violated
through unsafe code hidden behind safe interfaces.



3 Background: Rex

Rex is a kernel extension framework designed to address the language-verifier gap
— the gap between developers’ and verifiers’ expectations for program safety —
in kernel extensions. Commonly-used approaches, such as eBPF-based exten-
sion mechanisms, rely on a verifier that has significant usability issues and that
can make eBPF extensions difficult to scale and maintain. Rex aims to close the
language-verifier gap by eliminating this static verification layer, instead building
safety guarantees directly on top of the language.

In doing so, Rex leverages safe Rust. Extensions are written strictly in safe
Rust, and safety properties are enforced by the Rust compiler rather than a separate
verifier. Rex provides a kernel crate that exposes a safe interface through which
extensions can interact with the kernel — this design is intended to ensure memory
safety, wrapping unsafe kernel functionality in safe Rust interfaces.

On top of restricting kernel extensions to safe Rust, Rex also excludes certain safe
Rust features that interfere with resource management, including core: :mem: : forget
and ManuallyDrop. While these features are memory safe in general Rust pro-
grams, they can violate resource safety when used in kernel extensions by enabling
unintended resource leakage.

Rex also omits language features that are incompatible with kernel execution
environments, including the (std) crate and dynamic allocation support, floating-
point and SIMD support, and the abort intrinsic. These prohibited Rust features
are carved out in Rex’s configuration of the Rust compiler and linter.

4 Experiments & results

4.1 Interior Mutability through RefCells

One category of assumption violations explored by prior Sniffer work involves
interior mutability, where mutation is permitted through shared references. Since
Rust’s RefCell provides interior mutability while still remaining part of safe Rust,
we investigated whether the type could be used to circumvent assumptions made by
Rex, undermining its safety guarantees.

Our initial hypothesis was that Rex’s restrictions on language features might
prevent extensions from using RefCell entirely. Rex enforces only safe Rust fea-
tures suitable for kernel extensions, while additionally excluding constructs that
could violate extension safety guarantees. Since RefCell internally relies on
UnsafeCell<T> and permits runtime borrow checking rather than compile-time
borrow checking, it seemed a good candidate for testing the boundaries of Rex’s
restrictions.

To test this hypothesis, we wrote a simple Rex extension to create a local
RefCell, mutate its contents through borrow mut (), and use the resulting value
during extension execution. The extension compiled and executed successfully
without any modifications to the Rex toolchain.



Listing 1: Rex extension using RefCell for local interior mutability

#[rex_tracepoint]

fn rex_progl(
obj: &tracepoint<SyscallsEnterDupCtx>,
_: &’static SyscallsEnterDupCtx,

) -> Result {

let counter = RefCell::new(®);

*counter.borrow_mut() += 1;
let count = *counter.borrow();

let option_task = obj.bpf_get_current_task();
if let Some(task) = option_task {
let cpu = obj.bpf_get_smp_processor_id();

let pid = task.get_pidQ);

rex_printk! (
"Rust triggered from PID {} on CPU {}, count {}.\n",

pid,
cpu,
count
)7?;
}
0k (0®)

This result immediately established two observations. First, Rex does not pre-
vent extensions from using RefCell or invoking methods such as borrow mut Q).
Second, because RefCell internally depends on unsafe mechanisms implemented
in the Rust standard libraries, this suggests that Rex’s restrictions apply only to
unsafe code written directly within the extension itself, rather than to unsafe code
hidden inside trusted dependencies such as core — an important distinction.

However, this initial experiment alone did not imply that Rex’s guarantees can
be violated. The RefCell existed only as local state within a single invocation of
the extension and was immediately destroyed afterward. As a result, the experiment
only demonstrated that RefCell is permitted by Rex, not that it could necessarily
be used to undermine any safety property.

4.2 RefCells and Persistent Shared State

To investigate whether interior mutability could affect persistent shared state, we next
attempted to store a RefCell within a global Rex map. The motivation was that a
shared object surviving across invocations might provide an attack surface analogous
to those explored in prior Sniffer work, such as with RedLeaf. In particular, RedLeaf
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vulnerabilities relied on shared state owned by the kernel that could be mutated
through interior mutability within the extension.

This attempt was unsuccessful, since Rex maps require stored values to im-
plement both the NoRef and Copy traits. While NoRef does not reject RefCell,
RefCell itself does not implement Copy, preventing it from being stored directly
in shared maps. As a result, we were unable to construct a shared RefCell through
this mechanism.

This experiment differs substantially from the attacks demonstrated against
RedLeaf in the Sniffer paper. In RedLeaf, extensions could obtain access to shared
kernel-owned objects and use interior mutability to violate assumptions about own-
ership. In contrast, Rex extensions primarily operate on extension-owned state,
while kernel-owned state is mediated through interfaces provided by the Rex kernel
crate. Because of this, extensions have less flexibility to manipulate kernel-managed
data structures directly.

Still, this experiment only demonstrates that this particular path for introducing
persistent shared interior mutable state was blocked by Rex’s map requirements.
Since RefCell is still permitted within extensions and is not excluded by the
rex: :NoRef auto trait, other interactions may remain problematic.

For example, while the NoRef auto trait is introduced to ensure that reinter-
preting type casts are safe because target types do not contain references [4], it is
unclear whether assumptions underlying these guarantees continue to hold for types
containing RefCells. Fully evaluating these cases would require a more in-depth
analysis of Rex’s type restrictions and cast mechanisms, and lie beyond the scope of
this project.

4.3 Reintroducing Restricted Operations through Dependencies

We next explored whether Rex’s guarantees could be bypassed indirectly — out-
side of the extension code. Although Rex explicitly forbids language constructs
such as core: :mem: : forget, we investigated whether the system enforces these
restrictions just at the extension level.

Listing 2: Dependency reintroducing the prohibited operation mem: : forget

#! [no_std]
use core::mem;
pub fn my_forget(x: u64) {

mem: : forget (x);

}

Listing 3: Rex extension calling the dependency

use forget_dep::my_forget;

#[rex_tracepoint]




fn rex_progl(
obj: &tracepoint<SyscallsEnterDupCtx>,
_: &’static SyscallsEnterDupCtx,
) -> Result {
let x = 123;
my_forget(x);

rex_printk! ("forgotten")?;

0k (0)

We constructed a minimal dependency that exposes a safe interface while in-
ternally invoking core: :mem: :forget, a function explicitly disallowed in Rex
extensions due to its ability to bypass Rust’s automatic management of object life-
times [4]. When this dependency was imported and used within a Rex extension,
the program compiled and executed successfully, with no violations detected by the
Rex toolchain.

This result shows that Rex’s enforcement is scoped primarily to the extension
code, allowing prohibited operations to be reintroduced through safe abstractions in
dependencies. An attack that takes advantage of this could result in memory leaks
and wasted kernel resources — while exclusively using language features permitted
by Rex — which, if it runs long enough, could eventually exhaust kernel resources,
posing an serious threat to Rex’s guarantees.

5 Conclusion

Ultimately, this project investigated whether the guarantees claimed by Rex hold
when placed under closer examination. In doing so, we first investigated whether
interior mutability through RefCell could be used to circumvent Rex’s restrictions
in a manner similar to attacks demonstrated in prior work such as RedLeaf. Although
RefCell itself was permitted within Rex extensions, our experiments showed that
directly reproducing such attacks is more difficult in Rex because extension-owned
and kernel-owned state are more carefully separated. Unlike RedLeaf, Rex pro-
vides fewer opportunities for extensions to manipulate shared kernel-managed state
directly.

However, our experiments still revealed limitations in Rex’s enforcement model.
We demonstrated that language constructs intentionally prohibited by Rex, such as
core: :mem: : forget, can be reintroduced indirectly through dependencies. Since
these operations are not detected when hidden behind dependencies, Rex’s restric-
tions appear to be enforced primarily at the extension level rather than throughout
its dependencies.

These findings show a mismatch between Rex’s claims of enforcing safe kernel




extensions in Rust and the extent of that enforcement. While Rex ensures that
extension code directly written by developers adheres to a restricted subset of Rust,
it does not guarantee that all executed code respects the same restrictions, leaving
the system vulnerable to resource-safety violations. Overall, these results show
how Rex’s guarantees can be violated, and demonstrate the boundaries of its safety
enforcement.

While the experiments were limited in scope, they suggest several possible
directions for strengthening Rex’s guarantees. One approach might integrate static
analyses instead of relying on language restrictions. Static analysis could identify
violations from extension entry points, potentially detecting prohibited behaviors
hidden behind safe abstractions. This approach would shift enforcement from
restrictions on extension code to a more complete analysis of behaviors that may
undermine Rex’s guarantees.

The experiments involving RefCell also suggest that stronger restrictions on
permitted types may be beneficial. Although we did not identify a concrete violation
of Rex’s guarantees involving RefCell, the type remains allowed within extensions
despite relying internally on UnsafeCell. More generally, restricting or analyzing
types that permit interior mutability could strengthen Rex’s guarantees.

Any solution would involve some balance between maintaining flexibility for
extension developers and enforcement of stricter safety restrictions — neverthe-
less, these tradeoffs may be justified for a kernel extension framework, given the
importance of maintaining strong safety and resource guarantees in this context.
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