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1 Introduction

Consider a setting where two parties have related data sets
and wish to find elements which are shared between them
— e.g., a server contains a database of passwords that have
been leaked and a client has a list of their own passwords.
One or both parties want to learn the common elements, but
neither wants to reveal any additional information about
their set. The parties can use private set intersection (PSI),
a cryptographic protocol with this security guarantee.

This project has focused on two setting within the PSI
literature: updatable PSI and unbalanced PSI. In updatable
PSI, parties run the protocol repeatedly, each time mak-
ing small updates to their input sets. Each instance of the
protocol should run proportionally to the size of the up-
date, rather than the larger sets. Unbalanced PSI captures
applications where the cardinalities of the inputs are sig-
nificantly different. In this setting, the protocol should be
efficient with respect to the smaller of the two sets.

In this preamble, I will first describe my contributions to
these papers, provide an overview of their results, and finally
comment on future directions for these lines of inquiry.

2 Contributions

This project resulted in two submissions. In Finding Bal-
ance in Unbalanced PSI, my main contribution was the ex-
perimental evaluation. This required implementing the pro-
tocol in C++ and Go, integrating it with the existing Sim-
plePIR library, and running experiments in a controlled en-
vironment.

In Updatable Private Set Intersection Revisited, in addi-
tion to implementation work, I made several theoretical con-
tributions as we designed our protocols. I contributed to the
formalization of the constructions and wrote several of the
proofs of security for the final submission. I also worked
alongside two other students to implement the protocols in
C++ and compare our results to previous work.

3 Results

In the unbalanced setting, we demonstrated that a frame-
work that combines oblivious pseudorandom functions
(OPRF) with private information retrieval (PIR) can
achieve unbalanced PSI with a balanced trade off between
offline storage and online runtime. In concrete evaluation,
our advantage in runtime is shown to be strongest in set-
tings which are extremely unbalanced — particularly when
the smaller party’s set is only a single element.

In the second paper, our protocol achieved expanded func-
tionalities that had not been demonstrated before in the up-
datable setting. Rather than simply outputting the inter-
section itself, we can output the cardinality of the intersec-
tion or a secret sharing of that intersection. Alternatively,
if one party has a set of values that are associated with
their input elements, the parties can compute the sum of
values connected with elements in the intersection. These
functionalities are often more desirable in practical appli-
cations. Additionally, we were able to support arbitrary
deletion of elements, where previous works had relied on a
weaker notion where elements were always deleted after ¢
days.

4 Future Work

In both settings, there are opportunities to improve PSI
protocols in efficiency and functionality. Our framework for
unbalanced PSI was agnostic to the underlying OPRF and
PIR protocols, so improvements in either of those fields may
lead to improvements to our PSI construction. Our use of
cuckoo hashing to support multiple elements in the client set
requires that the server’s offline phase is dependent on the
size of the client set. Any technique which removes this dy-
namic may result in a significant improvement in efficiency
in cases where the input sets are closer in size.

In updatable PSI, arbitrary deletion requires an addi-
tional overhead of O(log N) where N is the size of the entire
set being updated. This is the result of a loose bound on a
stochastic procedure used in the protocol, so a tightening of
this bound may result an asymptotic improvement.
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Abstract. Private set intersection (PSI) enables two parties to jointly compute the
intersection of their private sets without revealing any extra information to each
other. In this work, we focus on the unbalanced setting where one party (a powerful
server) holds a significantly larger set than the other party (a resource-limited client).
We present a new protocol for this setting that achieves a better balance between low
client-side storage and efficient online processing.

We first formalize a general framework to transform Private Information Retrieval
(PIR) into PSI implicitly used in prior works. Building upon recent advancements
in Private Information Retrieval (PIR), specifically the SimplePIR construction
(Henzinger et al., USENIX Security’23), combined with our tailored techniques, our
construction shows a great improvement in online efficiency. Concretely, when the
client holds a single element, our protocol achieves more than 100x faster computation
and over 4x lower communication compared to the state-of-the-art unbalanced PSI
based on leveled fully homomorphic encryption (Chen et al., CCS’21). The client-side
storage is only in the order of tens of megabytes, even for a gigabyte-sized set on the
server. Moreover, since the framework is generic, any future improvement in PIR can
further improve our construction.

1 Introduction

Consider two parties, each holding a private set of elements, who want to learn the
intersection of the two sets without revealing any other information to each other. For
example, two companies may want to identify their common customers, or an ad platform
and an advertiser may want to determine which consumers who viewed an ad ended up
making a purchase.

The above problem can be formulated as private set intersection (PSI), which refers to a
specialized secure two-party computation protocol that takes two private sets X, Y as input
and outputs their intersection X N'Y to one or both of the participating parties. Over the
years, PSI has found numerous applications in practice, including DNA testing and pattern
matching [TKCO07], remote diagnostics [BPSW07], online advertising [[KN*20, MPR*20],
password breach monitoring [TPY 119, Ali18, LKLM21, APP21], mobile private contact
discovery [DRRT18, KRST19, Marl4, HWS™21], privacy-preserving contact tracing for
infectious diseases [T'SST20, CCF'20], and many more. Tremendous progress has been
made towards realizing PSI efficiently [KKRT16, RR17, CLR17, PSWW18, PRTY19,
PSTY19, CM20, PRTY20, GPR*21, CMdG™21, RS21].

Most work in PSI focuses on the balanced setting where the input sets are similarly
sized, which is not the best fit for some real-world use cases such as password breach
monitoring and private contact discovery on mobile devices. In these applications, the
input set of the service provider is significantly larger than the input set of the user,
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sometimes by a factor of millions if not billions. If we apply the PSI protocols designed for
the balanced setting, both the computation and communication complexity would grow
linearly with the size of the larger set. This can be highly prohibitive, especially for a user
with limited resources (e.g., a mobile phone or a wearable device).

To accommodate these applications, techniques have been developed for the unbal-
anced setting with one-sided output. In particular, a server holding a large set X
interacts with a resource-limited client holding a small set Y in a PSI protocol, where only
the client learns the intersection X N'Y and the server learns nothing.

The existing work on unbalanced PSI with one-sided output can be categorized into two
approaches: those based on oblivious pseudorandom function (OPRF) [FIPR05, PSSWO09,
KLS"17, RA18, KRST19] and those based on leveled fully homomorphic encryption (FHE)
[CLR17, CHLR18, CMdG™21]. They both follow a common paradigm, where the server
first performs a one-time, offline pre-processing step on its set X and possibly sends
some pre-processed data to the client, which is stored on the client side. Once the client
determines its set Y, it can initiate the online phase by sending a PSI query to the server.
For practicality, the online computation and communication costs are typically much lower
compared to the pre-processing phase.

When evaluating the practical efficiency of PSI protocols in this paradigm, two important
metrics to consider are 1) the client’s storage requirement after the pre-processing phase,
and 2) the online processing speed. Looking at prior work, the OPRF-based constructions
achieve fast computation and low communication in the online phase. However, they
usually require the client to have a large storage of size O(|X|) from pre-processing. In
contrast, most constructions based on FHE do not require client offline storage, but the
online processing speed is much slower due to the heavy online computation and high
communication overhead, especially on the server side.

Can we achieve a balanced approach that has both sublinear client storage and
fast online processing?

1.1 Owur Results

In this work, we make positive progress towards addressing the above question by presenting
a new PSI protocol that achieves a better balance between these two extremes. Our
protocol for unbalanced PSI with one-sided output strikes a favorable trade-off, requiring
low (although non-zero) local storage on the client side, while achieving significantly lower
online costs compared to the FHE-based constructions.

Approaching unbalanced PSI through the lens of PIR. Private information retrieval
(PIR) [CGKS95] is another important cryptographic primitive that shares similarities
with unbalanced PSI in terms of the unbalanced input size. Informally, PIR allows
a client to retrieve a particular entry from a database stored on the server without
revealing any information about its query to the server. Notably, a recent line of work
[CK20, SACM21, CHK22, LMW22, LP23] adopts the offline/online paradigm, where the
server pre-processes the database in the offline phase to enable efficient online query
processing.

In this work, we leverage these recent advancements in PIR to achieve similar trade-offs
in unbalanced PSI. We summarize the technical ideas behind our results below and give a
more detailed construction overview in section 3.

Generic construction using PIR and OPRF. There are two key challenges in
constructing PSI from PIR.

The first is the difference in their functionalities. In PSI, the client wants to learn if
a particular element y is in the server’s set X, while in PIR, the client wants to retrieve
a particular entry from the server’s database. This gap can be bridged by a variant of
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PIR known as PIR by Keyword or Keyword PIR [CGN98], where the server holds a set
of elements X and the client holds a single element y. The client wants to learn whether
y € X without revealing any information about y to the server, which is precisely what we
need for PSL.*

The second challenge comes from the difference in the security guarantees: while PSI
requires privacy for both parties, PIR only protects client privacy. This can be solved
by leveraging an oblivious pseudorandom function (OPRF) as in [FIPRO05]. The server
first samples a key k for a PRF Fj(-) and evaluates the PRF on all its elements to obtain
X' = {Fy(x) | v € X}. Next, the client engages in an OPRF protocol with the server
to learn all the PRF evaluations on the client’s elements, namely Y’ = {Fj(y) | y € Y},
without leaking any information about Y to the server. Now the original PSI problem
is reduced to a new PSI problem for X’ N'Y”’, but we no longer need to protect sender
privacy due to the security guarantees of OPRF.

Concrete instantiations and practical efficiency. To leverage recent advancements in
PIR, we build our construction using the state-of-the-art single-server offline/online PIR
construction SimplePIR [HHC™22] and the Diffie-Hellman-based OPRF [HFH99, JL10].
Asymptotically, our construction requires an offline storage of O(\/m ) on the client side
and an online communication of O(,/[X]), which follows from the SimplePIR construction.

To further enhance the practicality of our construction, we construct keyword PIR on
OPRF values in a way that introduces essentially no overhead to the underlying SimplePIR,
protocol. Notably, we are able to construct our keyword PIR from SimplePIR using only a
simple hash to avoid pre-processing overhead. Moreover, we provide various techniques
tailored for SimplePIR to optimize our concrete efficiency, including re-arranging the
database, modulus switching, and tight parameter analysis.

Our protocol is particularly efficient when the server’s set is significantly larger than
the client’s set (e.g., when the ratio | X|/|Y] > 22Y). Concretely, when |Y| =1 and | X| is in
the range of 22° — 228 our construction is more than 100x faster than the state-of-the-art
FHE-based PSI [CMdG™21] in terms of online computation and also achieves more than
4x improvement in online communication. Our offline computation remains comparable to
prior works, but requires an extra offline communication and client storage. However, this
requirement is small: only tens of megabytes for a database that is thousands of megabytes
large. For |Y| > 1, our protocol does not have an as obvious advantage as the |Y| =1
case, but the online computation is still about one order of magnitude faster than the
prior work. We additionally give an estimation of how our construction can be applied to
applications such as password breach checkup. Concretely, it costs more than two orders
of magnitude less than prior constructions.

Achieving malicious security almost for free. Our basic construction is secure
against semi-honest adversaries, who follow the protocol description honestly while trying
to extract more information from the protocol execution. We show how to strengthen the
security guarantees to protect against malicious adversaries, who may arbitrarily deviate
from the protocol description, with minimal modifications to our semi-honest protocol.
To achieve this, we develop proof techniques against a malicious server via a novel use of
rewinding.

Extensions. We highlight a few extensions to our construction. First, we explore
techniques to remove offline storage as well as reduce the round complexity in the online
phase. Second, we can extend our construction to achieve labeled PSI [CHLR18], where
the server holds associated values v; for each element x; € X, and the client learns the
values associated with the elements in the intersection, namely {v;|z; € X NY'}.

INote that in the recent work by Patel et al. [PSY23], Keyword PIR refers to the setting where the
client wants to retrieve a data entry associated with y without revealing y to the server, differing from the
original definition in [CGN98]. For simplicity, we use the original definition.
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Finally, we emphasize that further usage of the generic PSI construction may be of
independent interest since it can be instantiated with any OPRF and PIR constructions.
Therefore, future advancements in these primitives can directly improve the efficiency of
our PSI construction. To show this, we make an estimation for PSI from other keyword
PIR protocols [PSY23] using the framework we formalize. It also shows an advantage over
the prior constructions, while having different trade-offs compared to our construction.

Our contributions. To summarize, we

o formalize the framework for constructing unbalanced PSI with one-sided output from
OPREF and PIR;

« instantiate our PSI construction with SimplePIR and develop novel techniques for
concrete efficiency;

e implement our protocol and demonstrate performance improvement compared with
prior work, showing that for applications like password breach checkup, our construc-
tion offers an appealing solution (only seconds to check against a database with 232
passwords, compared to hundreds of seconds using prior constructions);

e provide formal security proofs for our protocols, introducing new techniques for
proving malicious security through minimal modifications to our semi-honest protocol;
and

e present various extensions to our protocol achieving achieving expanded functionali-
ties and better flexibility.

1.2 Related Work

Unbalanced PSI from OPRF. The first PSI protocol based on the Oblivious Pseu-
dorandom Function (OPRF) was proposed by Freedman et al. [FIPR05]. In their work,
they instantiated the OPRF using the renowned Noar-Reingold (NR) pseudorandom
function [NR97]. Subsequently, Pinkas et al. [PSSW09] utilized an AES-based OPRF
and garbled circuits (GC) [Yao86] to construct another PSI protocol. Building on these
developments, Kiss et al. [KLS*17] and Davi Resende and Aranha [RA18] made further
contributions, and the state-of-the-art OPRF-based protocol was presented by Kales et
al. [KRS'19].

To provide an overview of this line of research, we explain the high-level idea here.
Initially, the server generates a secret OPRF key. During the offline/pre-processing stage,
the server transmits the OPRF values of all the elements in its larger set to the client
through a hash table, usually a Cuckoo filter [FAKM14]. In the subsequent online phase,
the client determines the intersection by first evaluating the OPRF values of all the elements
in its smaller set and then verifying them against the hash table (or a Cuckoo filter) received
earlier. It is important to note that such protocols typically involve linear communication
in the server’s set during the pre-processing phase and linear communication in the client’s
set during the online phase.

Unbalanced PSI from FHE. Another line of work on unbalanced PSI is based on
leveled FHE [CLR17, CHLR18, CMdG™21]. These works achieve linear communication
in the client’s set and logarithmic in the server’s set. Thus, the local storage requirement
of the client is minimized. All of these works are based on the BFV/BGV homomorphic
encryption schemes [Bral2, FV12, BGV14] and thus result in a relatively large overhead
in terms of online computation and communication.

Unbalanced PSI from PIR. To the best of our knowledge, [DRRT18] is the only work
that directly constructs unbalanced PSI from PIR. However, they rely on two-server PIR,
which requires two non-colluding servers holding the same database. Their construction
uses the underlying PIR in a non-black-box way. Thus, they have a stronger environmental
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assumption and are less generic (as switching their underlying PIR, construction requires a
non-black-box change). Furthermore, their online communication is relatively large: for a
database of size hundreds of megabytes, their online communication for a single PSI query
is tens of megabytes.

PIR schemes. Achieving concretely efficient PIR constructions for practical applications
has been an active area of research [DC14, KLL*15, GLM16, ABFK16, ACLS18, GH19,
PT20, ALP*21a, MCR21, MW22]. Classic protocols have no offline phase, and thus have
relatively limited online efficiency.

A recent line of work on offline/online PIR [CK20, SACM21, KC21, CHK22, LP22,
LMW22, HHC'22, ZLTS23, LP23, ZPSZ23] take advantage of offline pre-processing to-
gether with client storage. The server pre-processes the database and sends some processed
data called hint to the client. Later, the client uses the hint to query for the data entry
and achieves high online efficiency. SimplePIR [HHC™22] along this line of work achieves
the best concrete online efficiency for single-server PIR.

Doubly efficient PIR [BIM00, CHR17, BIPW17, LMW22] is another related line of
work, where the server also performs an offline pre-processing step but does not require
client-side storage. Instead, it takes advantage of extra storage on the server side to
achieve better online efficiency. Recent work by Lin et al. [LMW22] has shown that with a
pre-processing step of O(N ) time, where N is the size of the database, a client can retrieve
the entry with computation and communication cost both being polylog(N). However,
since this work does not provide concrete efficiency but only serves as an asymptotic
result (see [OPPW23] for its concrete performance), we do not employ it to realize our
PSI protocol.

Keyword PIR. A generic transformation from PIR to keyword PIR was introduced along
with its definition [CGN98] but required overhead proportional to the underlying search
data structure. Recent progress has introduced a transformation without any overhead
[PSY23] but that requires either O(N?) extra pre-processing time for the server (where
N is the database size) or O(N) extra pre-processing time along with enlarged client or
server storage. We provide an estimation of how their keyword PIR construction performs
compared to ours and prior works, when used for PSI, in section 5.

OPRFs for server privacy. Using OPRFs to achieve server-side privacy was introduced
in [FIPRO5] to construct a fully-private keyword search protocol from keyword PIR. In
keyword search, a client wants to learn the value associated with a keyword in a server’s
database (or L if it is not in the database), which can be reframed as labeled PSI.

2 Preliminaries

Notation. Let [N] denote {1,...,N}. We use k, A to denote the computational and
statistical security parameters, respectively. The logarithm always has base 2 unless
otherwise specified. negl(-) denotes a negligible function, i.e., a function f such that
f(n) < 1/p(n) holds for any polynomial p(n) and sufficiently large n. poly(-) denotes a
polynomial function. PPT stands for “probabilistic polynomial time.” log(-) denotes a
logarithmic function. polylog(-) denotes a poly-logarithmic function. We omit a polylog(N)
factor in O(-), namely O(N) = O(Npolylog(N)). |z| denotes the size of x, where x can
be a set or a vector. Let x be a vector, x[i] denotes the i-th element of the vector. Let

& Z4 denote z being sampled uniformly at random from Z,.

Private Set Intersection (PSI). PSI is a specialized secure two-party computation
[Yao86]. We follow the standard ideal/real-world paradigm for defining secure two-party
computation against semi-honest or malicious adversaries (see e.g., [Lin16] for the formal
definitions). The ideal functionality of PSI is formalized in fig. 1.
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Public Parameters. The honest server and client have respective set sizes N and M. If
the server is maliciously corrupted, then its set size is N'.

Inputs. The server S inputs a set X where | X| = N if S is honest and |X| = N’
otherwise. The client C inputs a set Y where |Y| = M.

Output. The client C receives the set intersection I = X N'Y and the server S receives L

Figure 1: Ideal functionality for private set intersection.

Private Information Retrieval (PIR). We formalize an offline/online PIR protocol as
follows. A server holds a database T' of N data entries, and a client wants to access T7[i]
for some i € [N]. The server can pre-process the database during the offline phase, and
send the pre-processed data hint to the client. During the online phase, the client sends
some query qry to the server. The server replies with rsp.

The correctness of PIR guarantees that with hint and rsp, the client can correctly
recover T'[i]. The receiver privacy of PIR guarantees that for any i # i’ € [N], qry for 4 is
indistinguishable from qry for i’ to the server.

Decisional Diffie-Hellman (DDH) Assumption. Let g be a generator of a group G of
order q. The DDH problem is hard in G if for any PPT adversary A, | Pr[A(g?%, ¢°, g%°) =

1] — Pr[A(g% g%, g%)]| < negl(k), for the probability over the random a, b, & Zyq.

One-More Gap Diffie-Hellman (OMGDH) Assumption. Let g be a generator of
a group G of order ¢q. We say (N, Q)-OMGDH is hard in G if for any PPT adversary A,

Pr({(gi, 9%) }iclo+1) Jél(')k’DLk("')(gl7 ..., gn)] < negl(x), where the probability is over

random (g1,...,9N) EGNandk & Zg; (-)¥ is an oracle that takes any h € G and returns
h¥, and A can call this oracle at most @ times in parallel; DL(-,-) is an oracle that on
input tuple (g, h) returns 1 if h = g¥ and 0 otherwise.

Learning with Error (LWE). Let n, ¢, and distribution D be LWE parameters, and
let x, denote a discrete Gaussian distribution with mean 0 and standard deviation of k.
LWE is hard if for any PPT adversary A, | Pr[A(d,u) = 1] — Pr[A(d, (@, 5) + ¢)]| < negl(x),

where probability is over @ & Zg,u & Zg, 5§+ D, and e < xo.

Regev Encryption. The LWE Regev encryption scheme has an additional parameter

p as plaintext modulus. The encryption of a Z, element m under secret key 5 < D is

(@, b+ (@,8) +e+m-A) where A = |¢/p],e + X, and @ & Z4. With all but negligible

probability, it can be correctly decrypted to m = [#J as long as Prile| > |A/2]] <
A/2

negl(x), which means erf(ﬁ) < negl(k), where erf(-) is the Gauss error function.

The LWE Regev encryption is linearly homomorphic. Let (@, b) be the encryption of m
and (@', ') be the encryption of m’. The encryption of ¢-m for any plaintext ¢ € Z, can be
obtained by a scalar multiplication ¢- (@,b) = (¢- @, c-b). The encryption of m +m’ can be
obtained by the entry-wise addition of the ciphertext vectors (a@,b)+ (a’,b’) = (@+a’,b+b).
Note that both operations require the resulting error to remain sufficiently small.

3 Ouwur PSI Protocol

In this section, we present our unbalanced PSI protocol with one-sided output. We give
a construction overview in section 3.1 and discuss various optimization techniques when
instantiating our protocol with SimplePIR in section 3.2. The protocols for clients holding
a single element and multiple elements are presented in fig. 2 and fig. 3, respectively.
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3.1 Construction Overview

Starting point. We start with the extremely unbalanced PSI problem where the client’s
set contains a single element. Specifically, the server S holds a large set X of size N and
the client C holds a single element y. The client wants to learn whether y € X.

We first follow the OPRF-based PSI paradigm [FTPRO5]. Specifically, the server S
generates a secret key k for a pseudorandom function (PRF) Fj(-) and sends all the PRF
evaluations of its elements, X' := {Fj,(z)|x € X}, to the client C. Afterwards, S and C
engage in an OPRF protocol, which is a specialized secure two-party computation protocol,
where C learns 3’ = F(y) and S learns nothing. Finally, C simply checks whether ¢’ € X'.
By the security guarantees of OPRF, S learns nothing about y while C learns nothing
about k beyond Fj(y), hence X'\ {¢/} is computationally indistinguishable from a random
set. Therefore, C learns nothing other than whether y € X.

However, this protocol requires O(N) communication from the server to the client,
which can be impractical for a large set X. Moreover, if the OPRF evaluations X’ are
sent in the pre-processing phase, it would require significant storage on the client side.

Embedding keyword PIR. To address the issue above, we can utilize a variant of PIR
named PIR by Keyword or Keyword PIR [CGN98] instead of requiring the server to send
the entire set X’. In keyword PIR, the server holds N elements S = {s,...,sy} and
the client holds a single element w. The client wants to learn whether w = s; for some
j € [N] without revealing any information about w to the server. This primitive directly
serves our purpose. In more detail, after S computes X’ and C obtains 3’ from OPRF, C
can make a keyword PIR query to learn whether 3’ € X’ without revealing ¢ to S. The
remaining challenge lies in constructing an efficient keyword PIR protocol.

Constructing keyword PIR from PIR. We can now plug any generic keyword PIR
protocol into our framework. In section 5.2, we provide a performance estimation for
unbalanced PSI from other keyword PIR constructions [PSY23], following our framework.

Nevertheless, we introduce an alternative approach to constructing keyword PIR
from PIR, which is particularly tailored for optimal performance when instantiated with
SimplePIR (see section 3.2). This approach can also achieve malicious security almost for
free. Specifically, we construct keyword PIR from PIR in a black-box way using a hash
function H : {0,1}* — [7] that maps elements into a hash table of size 7.

The server S first creates a hash table T of size 7, putting every element 2’ € X’ into
the hash bin T[H(z')], namely T'[¢] := {a'|2' € X' A H(2') = ¢} for all £ € [r]. We can
bound the maximum number of elements in any hash bin (with overwhelming probability),
denoted by «y. Then the server pads each hash bin with dummy elements to reach a size of
~v. We can now view T as a database consisting of 7 entries, where each entry contains
7 elements. The client C then simply computes ¢¢ := H(y') and makes a PIR query for
T[¢C]. Finally, C can conclude ¢’ € X’ if and only if 4/ € T[¢%]. By the receiver security of
PIR, S does not learn anything about 3’.

Regarding the parameters, we first set 7 = N = | X, which results in v = O(log N log log N).?2
These parameters can be further tuned for improved performance, as discussed in sec-
tion 3.2. Given any PIR with sublinear communication complexity in IV, we can achieve
sublinear communication in our protocol as well.

Optimization: padding to the largest bin. In the above keyword PIR construction,
we observe that the size of each hash bin in T does not reveal any information to the
client. This is because the elements in the hash table are PRF values and hash locations
are computed based on these PRF values, which can be sent directly to the client as in
the OPRF-based PSI protocol. Therefore, there is no need for any padding in terms of
security guarantees. For the PIR protocol to go through, it suffices to pad each bin to the

2As long as v = w(log N), the probability that any bin exceeds the size of ~ is negligible.
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size of the actual largest bin in 7" instead of the theoretical upper bound on the maximum
size of any bin, which drastically reduces the size of the database for PIR. Moreover, the
server can pad with 0-strings to further reduce the computational cost in PIR.

The OPRF construction. The missing component in our construction is the realization
of OPRF. Prior works on PSI have proposed various types of OPRF constructions, including
Noar-Reingold-based [FIPR05], Diffie-Hellman-based [HFH99, JL.10], garbled circuit-based
[PSSW09, KLST17, RA18, KRST19], and OT-based [KKRT16, PRTY19, CM20]. Our
construction is generic and can work with any OPRF, but to best serve our PSI purpose,
we look for OPRF constructions that satisfy the following properties: 1) the server’s
OPRF key k can be reused across multiple clients, 2) the protocol can easily be made
maliciously secure, and 3) the protocol is practically efficient, especially in the online phase.
Considering these factors, we choose the OPRF construction presented in [JL10].

In this construction, S and C agree on two hash functions H; : {0,1}* — G and
Hy : G x G — {0,1}°. The PRF is computed as Fj(z) := Ha(H,(x), Hy(x)*) for a
randomly sampled key k. To jointly compute F(y), C randomly samples k¢ and sends
z := Hy(y)*¢ to S. S then replies with 2’ := z¥F. After getting 2’ back, C computes
2"« Hy(z, (2)% "), which gives Fj(y).

Achieving malicious security. The above protocol is semi-honest secure in the random
oracle model assuming DDH is hard in G. To enhance its security against malicious
adversaries, S only needs to attach a proof of knowledge (PoK) for the key k along with
its response 2’, assuming OMGDH is hard in G. Looking ahead, we can get rid of this
PoK in our protocol when |Y| = 1. At a high level, the purpose of the PoK is to ensure
that S computes the response 2z’ correctly. We observe that C outputs y in the intersection
if and only if the corresponding OPRF value 2z’ matches an OPRF value retrieved from S,
irrespective of whether 2” is computed correctly or not. By leveraging this property, we
can remove the overhead associated with the PoK while still maintaining security against
a malicious server. The detailed proof is presented in section 4.2.2.

Handling multiple elements in the client’s set. Now we discuss the scenario where
the client C has multiple elements in its set, namely C holds a set Y of size M > 1.
One straightforward approach is to apply the single-element PSI on every element in Y.
However, this approach can be computationally expensive on the server side if the server’s
online computational complexity in PIR grows linearly with the database size, which is
the case in most PIR protocols.

To reduce the server’s computation cost, we adopt the technique of Cuckoo hashing
[PRO4]. Specifically, S and C agree on three hash functions hq, ha, hg : {0,1}* — [m] to
map elements into a hash table of size m. The client C first creates a hash table of size
m and puts each element y; € Y into one of three bins located at {h1(y;:), h2(v:), hs(vi)},
ensuring that each hash bin contains at most one element. The Cuckoo hashing parameter
m is chosen such that this step fails with negligible probability. On the server side, S also
creates a hash table of size m and puts each element x; € X into all three bins located
at {h1(z;), ha(z;), ha(x;)}. We can then bound the maximum number of elements in any
hash bin and have the server pad each hash bin with dummy elements to reach that size.
Finally, S and C run a single-element PSI protocol for each hash bin. As a result, the
server’s total online computation remains linear in the database size.

Optimization: no need for padding. Consider the padding step in the above multi-
element protocol. Now it is necessary, for security reasons, to pad each hash bin to the
theoretical upper bound since the size of each bin could reveal information about the
server’s set X. However, if we apply the Cuckoo hashing on the PRF values instead of the
original elements, the same idea applies, and padding is no longer required.
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Inputs: The server S holds a large set X = {z1,...,zn} where z; € {0,1}" for each ¢ € [N]
(assume X is randomly shuffled). The client C holds a single element y € {0,1}".

Setup: S and C agree on the security parameters k, A, protocol parameters N, d, 7, a cyclic group
G of prime order ¢ with generator g, three hash functions H; : {0,1}" — G,
H>:G x G — {0,1}°, and Hj : {0,1}° — [7].
Pre-processing Phase: S does the following:
1. Randomly sample ks & ZLq.
2. Initialize an empty table T of size 7, namely T'[¢] := 0 for all ¢ € [7].
3. For each i € [N]:
(a) Compute w; := Ha(Hy(x:), Hi(z:)*s) and £; := Hs(u;).
(b) Let T[] :=T[¢:] U {u;}.
4. Let v denote the size of the largest entry in 7', namely v := max;¢|, |T[i]|. For each ¢ € [7],
if |T'[d]| < v, then pad it with dummy strings of length & (e.g., 0°) to reach a size of .
5. View T as a database with 7 entries, each entry containing a set of 7 strings of length 4.

Perform the pre-processing step of PIR, and send the pre-processed data hint to C,
together with ~.

Online Phase: .
1. C randomly samples kc < Z,, computes z := H;(y)*¢, and sends z to S.

2. Upon receiving z, S computes z’ := z*s and sends it back to C.
3. Upon receiving z’ back, C does the following:

(a) Compute 2" := Ho (Hl(y), (z')kc_1> and £€ := Hj(z").

(b) Prepare a PIR query for the £°-th entry of the database T" and send it to S.
4. Upon receiving the PIR query, S computes the PIR response and sends it back to C.
5. Upon receiving the PIR response, C does the following;:

(a) Recover the entire £ -th entry of T as a set of strings R = {r1,...,74}.

(b) Output {y} if 2” € R and () otherwise.

Figure 2: Our PSI protocol where the client has a single element.

3.2 Tailoring SimplePIR

We instantiate the above PSI construction based on SimplePIR [HHC'22], which is the
fastest single-server PIR scheme known to date with sublinear communication.? We now
open this black box for better performance.

SimplePIR. SimplePIR essentially realizes the square root PIR introduced in [KO97]
with an LWE Regev encryption scheme using preprocessing to boost online performance.
Specifically, for a database of size N with each data entry in Z,, SimplePIR models it as
a matrix D € Zg/ﬁ X Zg/ﬁ . Retrieval of a single element is done by retrieving the entire
column of D where the target element lies.

The client sends an encrypted indicator vector qry = (ctq,...,ct \/ﬁ) where ct; encrypts
1 if the queried entry is in the i-th column and ct; encrypts 0 otherwise. Since the LWE
Regev encryption scheme is linearly homomorphic, the server replies with the result from a
homomorphic matrix-vector multiplication rsp <— D X qry, which encrypts the i-th column
of the matrix D. The underlying homomorphic operations are either homomorphic addition
or scalar multiplication, since the database D is given in plaintext form.

Dive into more details. We can view qry as a v N-by-(n + 1) matrix where each row

3While Piano [ZPSZ23] is faster in terms of online time, the communication cost in pre-processing
is linear in N. Although the local storage of the client is not linear in N, this linear pre-processing
communication does not directly fit the PSI applications we have in mind.




Finding Balance in Unbalanced PSI:
10 A New Construction from Single-Server PIR

Inputs: The server S holds a large set X = {z1,...,zn} where z; € {0,1}" for each ¢ € [N]
(assume X is randomly shuffled). The client C holds a small set Y = {y1,...,ym} where
y; € {0,1}" for each i € [M].

Setup: S and C agree on the security parameters k, A, protocol parameters N, M, m,d, a cyclic
group G of prime order ¢ with generator g, five hash functions H; : {0,1}* — G,
H>:G x G — {0,1}°, and hi, ha, hs : {0,1}° — [m)].
Pre-processing Phase: S does the following:
1. Randomly sample ks & Zq
2. Initialize m empty hash bins X1,..., X, := 0.
3. For each i € [N]:

(a) Compute u; := Ha(H1(x;), Hi(x:)"s).

(b) Let X; := X; U{u;} for each j € {hi(u;), ha(ui), ha(ui)}.

4. For each j € [m], let N; = |X;| and denote X; = {uj,1,...,u;n,}. Proceed as in the
single-element pre-processing phase:

(a) Choose a parameter 7; and a hash function Hs; : {0,1}° — [r;].

(b) Initialize an empty table T} of size 7;, namely T;[i] := 0 for all ¢ € [r5].

(C) For each 7 € [Nj], compute Kj,i = Hg,j (u]‘,i) and let Tj [ﬁjﬂ'] = T[Ejyi] U {Uj’i}.

(d) Let v; denote the size of the largest entry in T}, namely v; := max;e|,,) |7}[d]|. For
each i € [r5], if |T}[i]| < -, then pad it with dummy strings of length 0 to reach a size
of ~;.

(e) View T; as a database with 7; entries, each entry containing a set of 7; strings of
length §. Perform the pre-processing step of PIR to obtain hint;.

5. Send {(Nj,Tj,H:;’j,’Yj,hintj)} 1 to C.
Online Phase:
1. C randomly samples kc & Z4, computes z; := Hl(yi)’CC for all ¢ € [M], and sends {2 }ic[a
to S.
2. Upon receiving {z}ie(m], S computes z; = zfs for all ¢ € [M] and sends {z;};cm) back to
C.
3. Upon receiving {z; }iepar) back, C does the following:

(a) For each i € [M], compute z; := Ho (Hl(yi), (zg)k(l).

(b) Initialize m empty hash bins Y1,..., Y., := 0.

(c) Perform Cuckoo hashing using hi, h, hs on {z;' };c(ar and put (ys, zi') into one of the
hash bins th(ZQ’)’ th(z;’)v th(z;’) such that each bin contains exactly one tuple. Pad
each empty bin with a dummy random tuple.

(d) For each j € [m], let the tuple in Y; be (y;,2}):

i. Compute £ := Hs ;(2}).
ii. Prepare a PIR query qry; for the ch-—th entry of the database Tj.

(e) Send all the PIR queries {qry;} e[m to S.

4. Upon receiving the PIR queries, S computes the response rsp; for qry, using 7 for each
J € [m], and sends {rsp;}c[m] back to C.

JjE[m

5. Upon receiving the PIR responses, C does the following;:
(a) For each j € [m], recover the entire £S-th entry of T; as a set of strings
Rj ={rj1,.---Tj~; }-

(b) Output the intersection I := {yj|z;' €Rj,j€ [m}}

Figure 3: Our PSI protocol where the client has multiple elements.

corresponds to an LWE Regev ciphertext of the form (@, b) € ZZ‘H where n is the LWE
dimension, ¢ is the ciphertext modulus and @ € Zy is sampled uniformly.




Chengyu Lin, Zeyu Liu, Peihan Miao, Max Tromanhauser 11

The homomorphic matrix-vector multiplication D X qry can be viewed as a matrix
multiplication of a v N-by-v/ N matrix D and a v/ N-by-(n+ 1) matrix qry, whose each row
corresponds to a ciphertext ct; = (@;, b;). Now let qry, = [a] ,aq ,... ,a—&ﬁ]—r be the first n

columns of query matrix qry and qry, = [b1,ba,...,b \/N]T be the last column of qry. The
result ciphertext vector, or viewed as the result matrix, is D x qry = D x [qry,, qry,] =
[D % qry,, D x qry,].

A significant insight of SimplePIR is that the first part, D x qry,, only involves
multiplying the database D with a uniformly random matrix qry,, which is independent
of the client’s input. Exploiting this property, the server S can generate a random matrix
qry, by uniformly sampling it from a short seed s. During the pre-processing phase, the
server sends both the seed s and hint = D x qry, to the client. In the subsequent online
phase, the client reconstructs qry, using the seed s and generates the final column qry,
of the query ciphertext matrix . The server’s computation is significantly reduced to
performing a smaller matrix-vector multiplication, rsp <— D x qry,, during the online phase.
The server then sends rsp back to the client. Finally, the client decrypts the combined
result, considering both the received hint = D x qry, and rsp.

The hint is thus of size VN - n -loggq (which is the pre-processing communication cost),
and the online upload and download communication are both v/N -loggq (which together
is the online communication cost). The server needs to evaluate N - n Z,-multiplications
and additions during the pre-processing phase, and IV Z,-multiplications and additions
during the online phase.

With this background, we can proceed to find more balances when instantiating the
underlying PIR protocol with SimplePIR.

Re-arrange the database. SimplePIR arranges its database into a square v/ N-by-v/ N
matrix D. To find a better balance between the hint size and the rsp size, we can re-arrange
D to be rectangular € Z;‘XB , without changing the pre-processing and online computation
cost. The hint size (i.e. the size of D X qry,) is then a - n -loggq. The upload cost (i.e. the
size of qry,) is 8 - logq. The download cost (i.e. the size of D x qry,) is a-n - loggq. The
parameters « and 8 can be chosen according to the application. We discuss our choices
below.

Retrieving multiple elements for free. A key observation of SimplePIR is that we
are retrieving back an entire column of database matrix D, which contains a Z,, elements.
Thus, while an entry in hash table 7" has « - § bits, where 7 is the number of elements per
data entry, by setting o = C -y - §/ |logp|, for some C € ZT, we can retrieve the entire
hash table entry with a single PIR query.

Tuning the hash table size 7. Recall that our table T has 7 - (- §) bits, where ~ is the
size of T’s largest entry. Every entry with fewer than v elements needs to be padded to
v elements (with zeros). Thus, as we decrease the table size 7, the variance in the entry
sizes in T' becomes smaller, hence the database size 7 - (7y - 0) also decreases.

As mentioned above, we need « = C'- v -4/ [logp| to retrieve the entire entry with one
query and thus 8 = 7/C, for some C € Z*. However, as discussed, efficiency grows when
7 decreases. Thus, if we set § = 7/C for some C' > 1, we can instead simply set a new
7'« 7/C,B + 7', and use 7’ as the size of T for better efficiency. Thus, we set 8 = 7 and
a=~v-6/|logp| (ie., C =1), and then directly adjust 7 for better efficiency.

This results in |hint] = ~v -6/ [logp] - n - [logq]| bits, |qry| = 7 - [loggq] bits, and
[rsp| = |hint|/n bits. Thus, we can adjust 7 according to the desired hint, qry, rsp sizes. For
our purpose, we set 7 such that |hint| = /| X| - ¢, where |X| - § is the cost of sending the
entire X' (recall that X’ := {Fy(z)|z € X}).

4Note that reusing the same matrix for polynomial amount of queries is still secure as shown in
[PVWO08].
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Modulus switching. We introduce an additional technique to further reduce the
communication of SimplePIR, called modulus switching [DM15]. Recall that hint €
Zg™ ", rsp € Z?Xl and (hint, rsp) together forms e LWE ciphertexts.

Recall that an LWE ciphertext (d@,b) € Zp*! with respect to secret key § € Z"
satisfies the following: b — (@, 5) = e + m - A where e € Z, is a small error, m € Z,, is a
message, and A = |g/p|. There is usually a big gap between the ciphertext modulus ¢
and the plaintext modulus p (i.e., p < ¢). Thus, we can work on a smaller ciphertext
modulus ¢’ < ¢ to reduce the communication, while preserving the LWE ciphertext
structure. A modulus switching procedure for LWE ciphertexts from ¢ to ¢ < ¢ is
defined as (@',b') «+ round(%’(&', b)) € ZZ,H. The resulting ciphertext (a’,b’) satisfies
b —(d',5) = € +m- A, where e € Z, is a new error term (to-be bounded), and
A" = 1q'/p].

This means that when sending hint € Zg*™ and rsp € Zg', we can modulus switch them
down to some ¢’ < g before sending them back. The communication cost can thus be
reduced by a factor of loggq/log(q’). The correctness holds as long as Pr[le/| < A/2] >
1 —negl()).

Ternary LWE keys and randomized rounding. To make sure ¢’ is small, we employ
two additional techniques. The first is using ternary keys for LWE secret keys, namely
sample the secret key as s & {0,1, —1}". The second is randomized rounding. Specifically,
to round a decimal value c.d, we round it to ¢+ 1 with probability d, and round it to ¢ with
probability 1 — d. By using these two techniques, e’ = O(%/e + /n) [DM15]. Concretely,
if e has a standard deviation of o (for Gaussian distribution y, ), then €’ has a standard

deviation of ¢’ = %/U+UMS where opr5 = 4/ % (for Gaussian distribution x,/) [LMP22,
Sec 6.5].

Error analysis. Recall that qry is essentially LWE ciphertexts with some initial error,
D x gry thus results in new LWE ciphertexts with larger errors. As shown in [HHC'22,
Sec C.2], to guarantee the correctness of SimplePIR, we need to choose LWE parameters
o (i.e., the error distribution standard deviation for the initial error generation) to satisfy:

— . 7A —A =
2exp(—m (2-0-\/%-\/E-p/2)) < 27% where A = |g/p].
Combining with modulus switching, we choose A1 +Ay = A, o, such that they minimize

Ay -2 (a'/9)Az/2 ~X/9 5
2,0_5‘\/@)/2)) < 277/2, and erf(¥2=25) < 277/2 7. By

union bound, we have PIR correctness with probability > 1 —274/2 —272/2 =1 — 272,

q' and satisfy 2exp(—m - (

3.3 Parameters
In this section, we summarize the parameters required in our single-element PSI protocol
(fig. 2) and multi-element PSI protocol (fig. 3).
« Computational security parameter k and statistical security parameter .
o Server set size N and client set size M (in fig. 3).
e Hy’s output length ¢ such that (N - M)/2° <272,
e m (in fig. 3) such that Cuckoo hashing M elements into m bins fails with probability
negl(\).
o Hash table size 7 = N (in fig. 2) and 7; = N; for each j € [m] (in fig. 3) (these
parameters can be further tuned for optimized performance, as discussed in sec-
tion 3.2).

« PIR parameters such that the underlying PIR protocol satisfies both correctness and
receiver privacy.

A2
5Recall that e + xo, Prle > A/2] < erf(ﬁ).
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4 Security Guarantees

4.1 Corrupted Client

In the existence of a corrupted client, our PSI protocols (fig. 2 for M = 1 and fig. 3 for
an arbitrary M) achieve semi-honest security in the standard PSI definition shown in
fig. 1 and malicious security in the adaptive variant of the PSI functionality [JL.10], which
allows adaptive queries from C. In more detail, the ideal functionality takes a set X from
S as input, and for each query on input y; made by C, for i € [M], the ideal functionality
returns yes or no for whether y; € X. Although it is secure for the weaker adaptive PSI
functionality, we can in fact show that a malicious client cannot change its input set after
sending {2;};c[n in the online phase Step 1.

We state the theorems below and give the security proofs in appendix A.1 and ap-
pendix A.2, respectively. Note that theorem 2 achieves stronger malicious security by
relying on a stronger computational assumption, namely OMGDH. The proofs for the
single-element protocol in fig. 2 follow similarly.

Theorem 1. If Hy, Hy are modeled as random oracles and DDH is hard in G, then our
protocol in fig. 8 securely computes the PSI functionality in fig. 1 against a semi-honest
client when the protocol parameters are chosen as described in section 3.5.

Theorem 2. If Hy, Hy are modeled as random oracles, the OMGDH problem is hard in
G, then our protocol in fig. 3 securely computes the adaptive PSI functionality against a
malicious client when the protocol parameters are chosen as described in section 3.5.

4.2 Corrupted Server

In the existence of a corrupted server, our PSI protocols (fig. 2 for M =1 and fig. 3 for
an arbitrary M) achieve simulation-based security against a semi-honest server and client
privacy against a malicious server in the standard PSI definition.

Furthermore, with small modifications to our protocol for a single client with M =1,
we can achieve simulation-based security against a malicious server, as demonstrated
in section 4.2.2. Finally, we discuss extensions to serving multiple clients with multiple
elements in their sets in section 4.2.3, as well as the challenges in proving full simulation-
based security.

4.2.1 Original Protocol

Semi-honest server. We state the semi-honest security for an arbitrary M below and
give the security proof in appendix A.3. The proof for M = 1 follows similarly.

Theorem 3. If H, Hy are modeled as random oracles, the DDH problem is hard in G,
and the underlying PIR protocol satisfies correctness and receiver privacy, then our protocol
in fig. 3 securely computes the PSI functionality in fig. 1 against a semi-honest server
when the protocol parameters are chosen as described in section 3.3.

Client privacy against malicious server. We can achieve client privacy against a
malicious server without making any changes to our protocol. At a high level, it means that
the server cannot learn anything about the client’s input from the interaction transcript.
This security guarantee is the same as the one achieved in [CHLR18, CMdG*21]. We
state the theorem below and skip the proof as it follows the exact same structure as the
proof of theorem 3 in arguing for client privacy.

Theorem 4. If Hy is modeled as a random oracle, the DDH problem is hard in G, and
the underlying PIR protocol satisfies receiver privacy, then our protocol in fig. 3 achieves
client privacy [HLOS, Def 2.2] against a malicious server when the protocol parameters are
chosen as described in section 3.3.
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4.2.2 Full Security Against Malicious Server for |Y|=1

In addition to client privacy, prior works [CHLR18, CMdG™21] on FHE-based unbalanced
PSI proposed techniques to achieve simulation-based security with leakage against a
malicious server. At a high level, the server in their protocols needs to homomorphically
compute and return an encrypted H(z) for a public hash function H and an OPRF value
z encrypted by the client. Their assumption is that the server cannot homomorphically
compute an encryption of H(z) given an encryption of z and some pre-determined list of
encryptions of powers of z, when H is a sufficiently complex hash function such as SHA256.
The heuristic argument of this assumption comes from the difficulty of evaluating such a
high-depth circuit using leveled HE, where the parameters are chosen to support a smaller
multiplicative depth. However, the server is still able to make the intersection indirectly
depend on the set Y \ X, which is modeled as a leakage circuit leakage(-) in their ideal
functionality for security with leakage.

Nevertheless, this issue does not arise in our construction, and we can indeed achieve
simulation-based security with minor modifications to our protocol for [Y| = 1. In this
section, we focus on the setting where the server runs the protocol with a single client with
one element and does not reuse the result of the pre-processing phase with multiple clients.
Under this model, we use novel techniques to prove security under a corrupted server as
follows.5

Recall that the OPRF-based PSI protocol [JL10] achieves simulation-based security
against a malicious server. Our protocol in fig. 2 differs from [JL10] in that the client does
not receive all the OPRF values of the server, but rather a small number of them from
the PIR query. To address this issue, we let the simulator rewind the PIR query, which is
indistinguishable to the server due to the receiver privacy of PIR. Then, the simulator can
extract all the OPRF values in the database. This serves as our starting point.

Furthermore, in [JL10], the server provides a proof of knowledge (PoK) that the OPRF
response is computed correctly. To reduce the overhead, notably, we eliminate the need
for this PoK by switching the order of the OPRF and PIR queries. Intuitively speaking,
the client concludes that its element is in the intersection if and only if the corresponding
OPRF value 2” matches an OPRF value from the database, irrespective of whether 2z is
computed correctly or not. Therefore, after extracting the elements from the PIR query,
the simulator can play the role of an honest client to compute the OPRF values of all
elements (via rewinding techniques) and check if they match the values retrieved from the
PIR query. With these two techniques, we can modify our protocol accordingly to achieve
malicious security against the server.

Modifications to our protocol. Since we need to switch the order of the OPRF and
PIR queries, we can no longer use the OPRF value to compute the PIR location. Instead,
we compute it as £ := Hz(x). The server now uses ¢; := Hs(x;) instead of ¢; := Hs(u;) to
construct 7' in the pre-processing phase. However, after making this change, the size of
the largest entry in 7" could leak information about X. To resolve this issue, we let S and
C agree on a pre-determined ~y such that hashing |X| elements into 7 bins will result in up
to v elements per bin with all but negligible probability. The server then pads each entry
of T with dummy random elements to reach a size of v, and randomly shuffles all these
elements.” All the rest remain the same as the original protocol.

One disadvantage, compared to our original protocol, is that the entry size now grows
with the pre-determined ~, leading to extra communication overhead. Moreover, since the
padded elements cannot be 0-strings but must be random, the PIR scheme cannot skip
those elements, thus causing extra computation overhead.

6Note that this can be enforced in practice by simply letting the preprocessing randomness come from
the client (e.g., the hash of the client’s public keys or a random seed chosen by the client).

7One optimization we can do is to sort the elements in each entry instead of randomly permuting them.
This allows the client to check whether 2’ € R more efficiently.
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Inputs: The server S holds a large set X = {z1,...,zn} where z; € {0,1}" for each ¢ € [N]
(assume X is randomly shuffled). The client C holds a single element y € {0,1}".
Setup: S and C agree on the security parameters k, A, protocol parameters N,d,7, 7 , a cyclic
group G of prime order ¢ with generator g, three hash functions H; : {0,1}* — G,
H>:G x G — {0,1}°, and Hs : {0,1}° — [7].
Pre-processing Phase: S does the following:

1. Randomly sample ks & Zq.

2. Initialize an empty table T" of size 7, namely T'[¢] := () for all ¢ € [7].

3. For each i € [N]:

(a) Compute u; := Ha(Hi (), Hi(z:)") and £; := Ha(z;) .
(b) Let T[4;] :=T[¢:] U {us}.
4. For each ¢ € [7], if |T[i]| < 7, then pad it with dummy random strings of length ¢ to
reach a size of 7. Randomly shuffle all the strings in 7T'[4].
5. View T as a database with 7 entries, each entry containing a set of 7 strings of length 4.
Perform the pre-processing step of PIR, and send the pre-processed data hint to C.

Online Phase:

1. C computes £ := Hs (y) , prepares a PIR query for the £°-th entry of the database T', and
sends it to S.
Upon receiving the PIR query, S computes the PIR response and sends it back to C.
C randomly samples kc & Zq, computes z := H; (y)kc, and sends z to S.

Upon receiving z, S computes 2’ := 2" and sends it back to C.

ANl S

Upon receiving z’ back, C does the following:
(a) Compute 2z’ := Ho (Hl(y)7 (z’)k(l).

(b) Recover the entire £°-th entry of T as a set of strings R = {r1,...,7}.
(c) Output {y} if 2" € R and () otherwise.

Figure 4: Our PSI protocol against a malicious server where the client has a single element.

We present the modified protocol in fig. 4, where the differences from fig. 2 are
highlighted. The modified protocol remains secure against semi-honest and malicious
clients (under different assumptions), which we show in appendix A.4. Additionally, it is
secure against a malicious server, as proved in appendix A.5.

4.2.3 Serving Multiple Clients for Arbitrary |Y|

Now we turn our attention to the setting where the server reuses the pre-processing phase
with multiple clients. The proof technique for theorem 7 no longer works even for |Y| = 1.
The problem is that when rewinding the PIR queries made by different clients, the server
might not give consistent responses. The same inconsistency issue arises when rewinding

the OPRF queries.

Reusing pre-processing phase. We start by discussing how to reuse the pre-processing
phase with multiple clients for the |Y| = 1 case. To resolve the aforementioned inconsistency
issues, we can make the following modifications to the protocol in fig. 2. In the pre-
processing phase, the server commits to the database T and gives a proof of knowledge
(PoK) that hint is correctly computed on 7. Additionally, the server provides g*s along
with a PoK for ks. In the online phase, the server provides a PoK for ks when generating
the OPRF response, as well as a PoK for the committed T" when generating the PIR
response. Again, these changes do not affect the security against corrupted clients. Note
that, however, this would greatly affect the performance. For example, proving that
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the PIR response is correctly computed can be several times slower than generating the
response itself.

We sketch a security proof for this modified protocol against a malicious server. First,
the simulator is able to extract both ks and the database T in the pre-processing phase
from the PoKs provided by the server. Since the simulator also keeps track of all the
queries to Hy and Ho, it can extract the set X using a similar approach as in [JL10].
The simulator then sends the extracted set X to the ideal functionality. In the online
phase, the two PoKs provided by the server ensure that the PIR and OPRF responses are
consistent with the X committed (extracted) in the pre-processing phase. This consistency
guarantees that the responses align with the set X sent to the ideal functionality, thus
concluding the proof.

Handling arbitrary |Y|. The main challenge in handling multiple elements in a client’s
set comes from Cuckoo hashing. Specifically, the server is supposed to put each element
x; € X into three hash bins. However, if the malicious server decides to put it into only
one of the three bins, then it becomes unclear whether the simulator should include z; in
the set sent to the ideal functionality. This is because whether the same element x; will be
put into that same bin on the client’s side depends on the other elements in the client’s
set. Thus, achieving a simulation-based proof seems challenging unless we incorporate a
more sophisticated proof of correctness for Cuckoo hashing.

Nevertheless, notice that our protocol in fig. 3 can be viewed as performing a single-
element PSI protocol for each hash bin. This observation opens up the possibility of
leveraging the malicious security of single-element PSI discussed in section 4.2.2, to achieve
malicious security for a weaker ideal functionality. In particular, the ideal functionality
takes a set Y from the client and applies Cuckoo hashing to it, putting the set elements
into m bins each with at most one element. On the server side, the malicious server
can choose what elements to put into each hash bin X; for Vi € [m]. Then the ideal
functionality applies a single-element PSI on each hash bin. If the single-element PSI
protocol is maliciously secure against the server, then we can extend the security guarantee
to such a weaker ideal functionality. We leave the construction of a maliciously secure
protocol for the standard ideal functionality to future study.

5 Experimental Results

We implement our single-element PSI protocol in fig. 2 and multi-element PSI protocol in
fig. 3 in a C++ library. We use the SimplePIR [HHC'22] implementation in a Go library
directly and optimize upon it using the techniques we have mentioned in section 3.2. All
benchmarks are running on an Amazon AWS c5.metal instance with Intel Xeon Platinum
8275L CPU with 96 virtual cores and 192 GB of RAM.

5.1 Parameter Setting

For single-element PSI, we ran benchmarks for |X| = 220,222 224 226 and 22® using
computational security parameter k = 128 | statistical security parameter A = 40, and
Hs :G x G — {0,1}° output size § = 80 (to guarantee A = 40 given the |X|).

Following prior work [CLR17, ACLS18], we used experimental analyses to choose the
number of hashes and bins for our Cuckoo hashing based multi-element protocol in fig. 3.
Our experiments found, for |Y| = 16 and only three hashes, ~46 bins were required to
run 220 trials without error (m ~ 2.875|Y|) and ~105 bins were required for |Y| = 64
(m =~ 1.64]Y]). Using four hashes and m = 1.5|Y], both 16 and 64 are able to run 22°
trials without error, so these were chosen as the increase in the server set size was more
desirable than increasing the number of PIR instances. Using these, we ran benchmarks
for | X| = 226 with |Y| = 16 and 64.
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In all benchmarks, 7 was chosen to strike a balance between the offline and online
phases (note the size estimation discussed in section 3.2). We choose the error bound
according to our error analysis in section 3.2, and choose other LWE parameters according
to [APS15] to guarantee 128-bit computational security.

5.2 Benchmark Comparison

Single-element PSI. In table 1, we compare the main efficiency metrics with APSI
[CMdG™21], the state-of-the-art unbalanced PSI protocol with sublinear client storage
(zero for APST). We use green to highlight the efficiency metrics at which our protocol is
better and red to indicate the ones at which our protocol is worse.

Table 1: Efficiency comparison with APSI [CMdG™*21] for our single-element PSI in fig. 2. D is
the number of threads. X is the server S set. C is the client. For |X| = 228 224 920 we use the
APSI default parameters. For | X| = 229,222 since APSI does not provide an interface to choose
the optimal parameters, we tested different parameters they provide and chose the optimal one.

Server Offline (s) Server Online (s) Communication (MB)

| X D=1 D =32 D=1 D =232 Offline C—S S—C

Ours | APSI | Ours | APSI | Our | APSI | APSI Ours | APSI | Ours | APSI | Ours | APSI

| 278 - - 983 | 1380 | 0.56 57 4.0 30.9 0 1.05 | 258 [ 0.028 | 1.8

2%6 - - 224 335 0.15 18 3.3 15.7 0 0.524 2.58 0.015 0.51
2% 915 435 53.5 59 0.034 6.0 0.71 8.80 0 0.262 1.58 0.080 0.91
272 229 107 12.6 15 0.009 2.1 0.70 4.62 0 0.131 1.58 0.004 0.25
220 57.1 23.0 3.27 3.7 0.003 | 0.18 0.12 2.55 0 0.066 | 0.745 | 0.002 0.78

As shown in the table, our online runtime with D = 1 is about two orders of magnitude
faster than APSI with D = 1, and about one magnitude faster than APSI with D = 32.
Thus, we believe that multi-threading is not needed for our online time for most applications.
However, note that our construction can be easily multi-threaded: a SimplePIR query is
simply n LWE ciphertexts for some n = O(m ). Thus, we can simply divide the n LWE
ciphertexts into T threads and process them separately. We believe setting D = 32 gives
us a similar speed up as APSI, if not more. Moreover, our online communication cost is
also at least 4x smaller.

On the other hand, our overall offline server computation time is slightly worse than
APSI’s but is still comparable (mainly due to the performance for D = 1). Recall that this
is a one-time process and can be reused for all clients, and so this extra cost has relatively
small impact. Also note that our multi-threaded offline time outperforms APSI, and this
is because our offline phase can be easily multi-threaded without much overhead. However,
their offline phase contains computation that is not easily multi-threadable (e.g., large
polynomial evaluation).

The only major drawback of our protocol when compared to APSI is offline commu-
nication. We require the client to store a hint for the underlying SimplePIR protocol.
However, as shown in the table, the hint is relatively small (only < 10x larger than the
online communication of APSI), and can be amortized over multiple queries. Moreover, it
grows with O(,/|X]) instead of being linear to |X|, and thus grows relatively slowly.

Multi-element PSI. We compare our multi-element protocol with APSI in table 2. We
also add a naive use of our single-element protocol in table 1 for a more comprehensive
comparison. We use bold texts to highlight the best of the three for a given efficiency
metric. It is easy to see that for |Y'| > 1, our construction has less advantage compared to
APSI. However, both of our constructions’ online time still greatly outperforms APSI, for
the |Y|’s we test. Note that when |Y'| grows larger, our offline communication may grow too
large and becomes impractical.® A similar argument applies to our online communication.

80ur offline communication consists of multiple SimplePIR hints. The number of hints grows with |Y|,
while each hint size decreases as |Y| increases, and the former grows faster than the latter decreases.
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Table 2: Efficiency comparison with APSI [CMdG™"21] for our multi-element PSI and variables
are defined in the same way as table 1. “Naive” means we simply repeat single-element described
in fig. 2 for |Y| times and “Cuckoo hashing” means that we use the Cuckoo hashing protocol
described in fig. 3. We choose | X| = 2%%, as APSI with |X| = 2?® and |Y| > 1 does not run on
our instance (we conjecture the reason to be out of memory).

Server Offline | Offline | Server Online | Server Online
|X| =226 Y] Time (s) Comm Time (s) Time (s) C—S|S—C
D =132 (MB) D=1 D =32
(N;?VQ) 524 15.7 2.35 0.168 838 | 0.240
16
Ows | koo 542 75.5 0.553 0.064 12.6 | 0.070
hashing)
APSI 16 520 0 40.5 2.1 3.39 2.30
(Ngfve) 524 15.7 9.55 0.288 33.5 0.960
64
Ows | Guckoo 542 188 0.928 0.059 25.2 | 0.167
hashing)
APSI 64 520 0 41 2.2 3.39 2.30

Comparing with other schemes. In addition to comparing our benchmarks to the
APSI protocol, we also evaluated the works of Davi Resende and Aranha in [RA18] and
Kales et al. [KRST19] as shown in table 3. Asymptotically, the online server time of
our construction and APSI are O(|X|) while other works are O(|Y]). The offline client
communication cost and storage in other works are O(|X|), while ours is O(/|X]) and
APSI is O(1). Our protocol demonstrates a better balance, e.g. for | X| =226 and |Y| = 1,
our server online time is as low as 0.15s, while the offline communication is only 15.7MB,
significantly less than the OPRF-based protocols. It should be noted, as mentioned
in [CMdG™21], that the protocol proposed in [RA18] utilized extremely aggressive Cuckoo
filter parameters, for its exceptionally high performance during the online phase, resulting
in an impractical high false-positive rate of 2713. We demonstrated that, for small |Y], our
protocol is computationally very efficient during the online phase, while also keeping the
offline communication low as compared to other OPRF-based protocols. However, when
the client’s size |Y| grows, we could suffer from high communication costs.

Cost estimation for password breach checkup. As mentioned in the introduction,
one essential application of unbalanced PSI is password breach checkup [Alil8, LKLM21].
Essentially, a central server holds a database containing a large amount of leaked passwords
due to data breaches. The users themselves have one or more passwords that they want
to check whether it is already insecure against this database. Of course, the users do not
want to leak their own passwords, and the server does not want to share other leaked
passwords with the users performing the checkup.

An unbalanced PSI (especially our extremely unbalanced setting) is perfectly suited
for such a setting. As suggested in [TPY*19, ALP*21b], a database may contain 232
passwords, and a user may have one or several passwords to check against such a database.
Since the online runtime for prior works remains prohibitively large (e.g., checking 232
passwords can take more than 400 seconds), [ALP21b] suggests dividing the password
into buckets, each with size, say 22° passwords. This leaks extra information as the server
learns which bucket the client is checking against.

However, with our construction, such online cost is no longer unaffordable. For a
single-core server, it takes only about 4 seconds to check for all the 232 passwords against
a single password as illustrated in table 1. This efficiency comes at the expense of the
user needing to store a hint of size ~240MB. However, this hint can be reused for future
checkups, making it a favorable trade-off.
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Table 3: Comparisons to prior works. LowMC and ECNR are two protocols described in [KRS119)].
APSI is the one in [CMdG™21]. For |Y] > 1, we use the Cuckoo hashing protocol in fig. 3. All
protocols are running in a single thread.

Offline Online
| X| ‘ Y| ‘ Protocol | Server Time (s) ‘ Comm (MB) | Server Time (s) ‘ Comm (MB)

[R,AIS] 13.5 3 0.013 < 0.001

LowMC 5 4.2 0.212 0.059

220 1 1 ECNR 151 4.2 0.257 0.04
APSI 23 0 0.18 1.525

Ours 57 2.55 0.002 0.07
[RA1S] 217 48 0.013 < 0.001

LowMC 80.5 67 0.22 0.059

224 1 ECNR 2,403 67 0.256 0.04
APSI 435 0 6 2.49

QOurs 925 8.8 0.034 0.27
[R,AIS] 870 192 0.013 < 0.001

LowMC 323 268 0.220 0.059

1 ECNR 9,617 268 0.202 0.04

APSI 4,375 0 18 3.09

Ours 3,730 15.7 0.15 0.54
[RA18] 870 192 0.013 < 0.001

LowMC 323 268 0.177 0.406

226 | 16 ECNR 9,617 268 0.160 0.13
APSI 4,680 0 40.5 5.69

Ours 5,257 75.57 0.553 12.5

[RA18] 870 192 0.015 0.002

LowMC 323 268 0.179 1.51

64 ECNR 9,616 268 0.173 0.41

APSI 4,680 0 41 5.69

Ours 5,623 188.1 0.928 25.3

PSI from Other Keyword PIR Constructions. We also estimate the performance of
unbalanced PSI by plugging other state-of-the-art keyword PIR schemes into our framework.
The estimation with the keyword PIR in [PSY23] is based on their numbers in Fig. 12.
For | X| = 2%6)|Y| = 1, as in table 1, their online server runtime is about ~3 seconds,
with online upload cost being ~0.014 MB and online download cost being ~0.021 MB.
Compared to ours, the runtime is about 20x slower and the online download cost is slightly
larger. However, their online upload cost is a lot smaller and requires no offline storage
of the client. Alternatively, they could re-parametrize their keyword PIR to reduce the
runtime to ~1.5 seconds, while increasing their download cost to ~0.086 MB. Either way,
their construction provides different trade-offs compared to our construction. Similar
results hold for other sizes of | X|, hence we skip the details of the estimation.

6 Extensions

Remove the offline communication. In the pre-processing phase of the single-element
PSI protocol (fig. 2), S sends the pre-processed data (i.e., the hint) to C in Step 5. This
requires the client to keep some local storage. While this is usually fine as hint is much
smaller than the set X, there may be cases where this needs to be avoided.

Thankfully this is a simple adjustment: one can send the hint during the online phase
along with the OPRF results. Since hint now is included in the online communication, it
should be as small as possible. To ensure this, simply choose a, § such that o - (n+ 1) -
log g + [ - log g is minimized.
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For multi-element PSI, a slightly different approach is required since the knowledge of
7; for each T; is necessary to perform a PIR query. C and S can agree on 7; in advance
(e.g., let 7; being the expected size for each T;). Then, everything else remains the same as
for our single-element PSI protocol.

Reduce the round complexity. Our single-element PSI protocol (fig. 2) has two rounds
in the online phase: C first sends OPRF request in Step 1, and then uses the OPRF result
to prepare the PIR query in Step 4. Recall that this is because our PIR (by keyword)
database is constructed from X’ instead of X itself.” If S uses X to construct the database
instead of X', the client can prepare the OPRF request and PIR query at the same time.
However, simply replacing X’ with X leaks information. Recall our starting point in
section 3, S can send the entire X’ to the client, but it is insecure to send X directly to C.

Thus, S needs to construct 7" using X in the following way. We start with the case
where [Y| = 1. S and C share a hash function H : {0,1}° — [r], where 7 = N (7 can
be optimized, discussed below). First, S initializes an empty table T of size 7. Then, S
computes T[H (z)] + T[H(x)] U Fg(x), for all z € X. We can bound that each entry in
the table has at most v = w(log(V)) elements with overwhelming probability. S thus pads
random elements to each entry that has < « elements and randomly permutes each entry.
Lastly, S uses T as the PIR database. To query for element y, C queries entry H (y) without
needing Fj(y). Thus, the PIR query can be prepared together with the OPRF query.
After receiving T[H (y)], Fr(y) in response, C simply checks whether Fj(y) € T[H (y)].

However, one major issue is that now T is of size 7 -+ > N for some fixed 7, and the
padded elements are random instead of zeros. Thus, the computation, instead of being
O(N), becomes O(7 - y). As 7 = N, the cost is 7 - v = w(N log(NN)). Moreover, recall that
the PIR scheme needs to download one entry at a time, which means that the download
cost is O(y) = w(log(N)). In contrast, in the original construction, 7 is chosen dynamically
after hashing which is much smaller with high probability.

Therefore, the trade-off is worse computation and communication complexity for a
better round complexity. For |Y| > 1, again, C and S need to agree on 7; for each T; in
advance. Everything else follows the exact same way.

Tuning 7 and v. As mentioned, 7 can be further tuned in the alternative above. Recall
that the smaller 7 is, the smaller 7 -~ gets. Thus, instead of setting 7 = N, we can set
7 < N. Let Z be the random variable representing the size of a randomly populated
entry in 7" with 7 entries. Then use Chernoff bound we have v « v/ — 1 > 0, we have
PriZ > (1 +v)u] < (ﬁ)“, where pp = N/7. Then, we set v to be the smallest
integer such that Pr[Z > (1 + v)u] < 27*. One can then reduce the computation and
communication costs by fine-tuning 7 and ~.

Extension to labeled PSI. Labeled PSI introduced in [CHLR18] does not directly return
X NY, but returns the payloads attached with X NY. In other words, for each z; € X,
there is a payload p; associated with it. For each x; that is also in Y, output p; to the client
C. Our construction can be extended to labeled PSI in a straightforward way. Instead
of returning Fy(z;) during the PIR query, the server returns (F(z;), p; ® Fg/(z;)) where
Fy:(-) is another PRF. The OPRF query, therefore, outputs both F(y;) and Fy/ (y;). C
first check whether Fy(y;) is in the decoded PIR answer, and then use F/(y;) to decode
for the payloads. With similar analysis in appendix A, we achieve the functionality of
labeled PSI.

Using doubly efficient PIR. Since PIR to PSI construction is generic, one can replace
SimplePIR with arbitrary PIR constructions. A recent work [LMW22] shows that with
O(|X|**t°M)) server offline computation and storage, the client can retrieve an entry
with polylog(]X|) time and communication. However, as mentioned, this work is not yet
practical, and thus we use SimplePIR in our concrete instantiation.

9Recall that X’ := {Fy(z)|z € X}, and the database T has entry T[{] := {2'|2' € X' A H(z') = £}.
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Since the ideal-world server gets L from the ideal functionality and the real-world
server also outputs L, we only need to argue that C’s view in the real-world protocol
execution with the honest server S is indistinguishable from its view when interacting with
Sim in the ideal world. We sketch a hybrid argument below.

Ho
Hi

Ho

C’s view in the real world.

Same as Hg except that for each element ¢ € X UY, sample a random v, &g
as Hi(t)¥s. In particular, in the pre-processing phase Step 3a, u; is computed as
u; = Hay(H1(x;),vs,;); in the online phase Step 2, 2] is computed as 2} := (vy, ).
This hybrid is computationally indistinguishable from Hg because H; is modeled
as a random oracle and that DDH holds in G. In more detail, we can construct a
sequence of hybrids from Hy to H; to change from H; (t)k'S to vy one by one. To
argue indistinguishability between every pair of intermediate consecutive hybrids, we
can construct a reduction Red to break the DDH assumption of G. On receiving a
DDH challenge tuple (g1, g2, g3), Red sets Hy(t) := g1, g := go, and Hy(t)*s := gs.
Red builds a table T; = {(x, ¢)} to answer all the hash queries to Hy, where (t,g1)
is first added to 7;. To answer an H; query on x that has never been queried before,

Red picks a random oy & Zg, adds an entry (z,¢ = g®*) to T1, and returns ¢ as
Hy(x). Whenever Red needs to compute Hy(z)*s for some = # t, it computes it as
(g2)®=. Distinguishing between H; (t)*s and v; directly corresponds to distinguishing
a DDH tuple from a random tuple for (g1, g2, 93)-

Same as H except that in the pre-processing phase Step 3a, for each x; ¢ I, we replace
its u; by a random string from {0,1}°. We can again construct a sequence of hybrids
from H; to Ha to change the elements one by one from u; := Hs(Hq(x;),v,,) to

U; & {0,1}%. The only way to distinguish between the two intermediate consecutive
hybrids is if C makes an Hy query on (Hi(x;),vs,). Let g2 be the number of queries
that C makes to Hy. Since vy, is randomly sampled from G, the probability that C
makes such a query is at most g2/q, which is negligible. This hybrid is exactly the
output view of Sim.

A.2 Proof of theorem 2

We construct a simulator Sim that interacts with the malicious client C* as follows and
outputs whatever C* outputs in the end.

1.

4.

Sim builds two tables 71 = {(z,¢)} and T2 = {((h,t),¢)} to answer the hash queries
to H1 and H, respectively. To answer an H; query on x that has never been queried

before, Sim picks a random ¢ & G, adds an entry (z,¢) to 71, and returns ¢ as
Hi(x). To answer an Ha query on the pair (h,t) which has never been queried before,

Sim samples a random ) & {0,1}%, adds an entry ((h,t),1) to T2, and returns 1 as
Hy(h,t). For the queries that have been queried before, maintain consistency and
return whatever was returned already.

. In the pre-processing phase, Sim follows the protocol execution of an honest server

with the following exceptions: skip Step 1 in sampling ks, and randomly sample each

u; & {0,1}° in Step 3a. Let U := {u;};e[n]. Sim also answers requests to Hy, Hy as
in item 1 above.

. In the online phase, upon receiving {z;}ie[as) in Step 1, Sim first samples ks & Zq

and then sends {z;};c;a back to C* where 2 := 2Fs for all i € [M].

Sim checks if 3((h,t),-) € T2 such that ¢t = h*s. If so, abort.
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5. After sending {z{};cn, Sim initializes empty sets Z,V := 0 and answers Hi, Ho
queries as follows:

e For the queries that have been queried before, maintain consistency and return
whatever was returned already.

e For each query z to H; that has not been queried before, randomly sample

o) & G and then check if 3((h,t),-) € Tz such that h = ¢ and t = h¥s. If so,
aborty; otherwise, add (z, ¢) to T; and return ¢ as Hi(x).

e For each query (h,t) to Hs that is not yet queried, check if 3(z, ¢) € 77 such
that h = ¢ and t = h¥s. If not, answer the query as in item 1 above. Otherwise,
add x to Z. If |Z| > M, aborts. Otherwise, send z to the ideal functionality.

If the functionality returns yes, then Sim picks a random u Su \ 'V, adds u
to V, adds ((h,t),u) to T2, and returns u as Ha(h,t). Otherwise, as the ideal

functionality returns no, Sim samples a random & {0,1}°, adds ((h,t),%) to
T2, and returns v as Ha(h,t).

6. Sim answers the PIR queries following the protocol execution of an honest server.
Sim also answers queries to Hq, Hy as in item 5 above.

Since the ideal-world server gets L from the ideal functionality and the real-world
server also outputs L, we only need to argue that C*’s view in the real-world protocol
execution with the honest server S is indistinguishable from its view when interacting
with Sim in the ideal world. The only difference between C*’s views in the real world and
ideal world is how H; and Hs queries are answered. Since H;, Hy are modeled as random
oracles, it is easy to see that the two views only differ when Sim aborts. Next, we argue
the three aborts happen with negligible probability. Let ¢1, g2 be the number of queries
that C* makes to Hy, Hs respectively.

o abort; happens if C* queries Hy with (h, h*s) before receiving any information about
ks. Since ks is sampled randomly from Z,, this happens with probability at most
¢2/q, which is negligible.

e aborty happens if C* queries H;(z) which returns ¢, while the entry ((¢,¢"s),")
already exists in 7. In other words, C* makes a query (¢, ¢*s) for Hy before knowing
that Hy(z) = ¢. This happens with probability at most ¢; - ga/q, which is negligible.

o if aborts happens, we can construct a reduction Red to break the (¢;, M)-OMGDH
assumption with challenges (g1, ...,gq ) as the challenge instance. Red works in the
same way as Sim with the following exceptions: (1) Red uses (g1, ..., ¢q,) to reply to
the Hy queries from C*; (2) upon receiving {z;};ca) in Step 2 of the online phase,
Red queries the (-)* oracle and gets back {z]};c(n, which it sends back to C*; (3)
whenever Sim needs to check if t = h¥s for some (h,t), Red calls the DDH oracle to
decide whether ¢ = h*. Finally, Red outputs Z if |Z| > M. Note that Red decides to
add an x to Z only if C* makes an Hs query on (h,t) for which 3(z, ¢) € Ty such
that h = ¢ and t = h*. Hence, the probability that abortz happens is bounded by
the probability to break the (g1, M)-OMGDH assumption.

The committing property. We showed that our protocol is secure against a malicious
client for the adaptive PSI functionality. Nevertheless, we can also show that a malicious
client C* cannot change its input set after sending {2;};c[as in the online phase Step 1.
In other words, even though the protocol achieves only an adaptive version of the PSI
functionality, the adversary C* is committed to all its inputs in Step 1, and hence it is
not clear what advantage C* could obtain by not making all these queries in later steps,
in which case the adaptive functionality is equivalent to the standard functionality. The
proof is more involved and we refer the reader to [JL10, Thm 2] for details.
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A.3 Proof of theorem 3

We first prove the correctness of the protocol. In the online phase, for each y; € Y, its corre-
sponding z' is computed as 2’ = Ha(H1(ys), (Hi(y1)*<)"s)*< ") = Hy(Hi(y:), (Hi(y1))"s).
Given the fact that Hs is modeled as a random oracle and the parameter choice of ¢,
collisions of z/ happen with negligible probability. Furthermore, the parameter choice
of m guarantees that Cuckoo hashing fails with negligible probability in Step 3c of the
online phase. y; is then put into the hash bin Y; for some j € {h1(2!), ha(2), hs(2))}. If
y; € X, then 2!’ is put into all three bins of X}, for each k € {h1(2]), ha(2!), hs(z!)} in
the pre-processing phase Step 3b, hence 2! € X, and 2/ is put into the Hs ;(2}')-th entry
of the table Tj in pre-processing Step 4c. If y; ¢ X, then with overwhelming probability
2! # Ho(H, (), Hy(z)"s) for any x € X given the fact that Hy is modeled as a random
oracle and the parameter choice of §, thus 2z does not appear in X; (and hence not in
Tj either). In other words, 2!’ € T;[Hs ;(2))] iff y; € X with all but negligible probability.
Finally, 2’ € R; in Step ba iff 2! € T}[H3 ;(2)], which follows from the correctness of the
underlying PIR protocol. This concludes the correctness proof.

To prove privacy, we construct a simulator Sim that simulates S’s view as follows. Sim
runs the honest S’s protocol to generate its view, playing the role of an honest client C
with the following exceptions. In the online phase Step 1, send randomly sampled group
elements to S. In Stp 3e, send PIR queries for the first entry of each database. S’s view in
the real-world protocol execution is indistinguishable from its view when interacting with
Sim in the ideal world. We sketch a hybrid argument below.

Ho S’s view in the real world.

H, Same as Ho except that in the online phase Stp 3e, send PIR queries for the first
entry of each database. This is indistinguishable from Hq because of the security of
the underlying PIR protocol.

Hs Same as Hy except that for each element ¢ € Y, sample a random v, & G as
Hy(t)*¢. This hybrid is exactly the output view of Sim. H, is computationally
indistinguishable from H; because H; is modeled as a random oracle and that DDH
holds in G. In more detail, we can construct a sequence of hybrids from #; to Hs to
change from H;(t)*c to v; one by one. To argue indistinguishability between every
pair of intermediate consecutive hybrids, we can construct a reduction Red to break
the DDH assumption of G. On receiving a DDH challenge tuple (g1, g2, 93), Red
sets Hy(t) := g1, 9" := go, and Hy(t)*e := g3. Red builds a table 71 = {(x, )} to
answer all the hash queries to Hy, where (¢, g1) is first added to 7;. To answer an

H; query on x that has never been queried before, Red picks a random « & L,
adds an entry (z,¢ = g®*) to T1, and returns ¢ as Hy(z). Whenever Red needs to
compute H;(y)*c for some y # t, it computes it as (go)®v. Distinguishing between
H;(t)* and vy directly corresponds to distinguishing a DDH tuple from a random
tuple for (g1, g2, g3)-

A.4 Corrupted Client in fig. 4

Theorem 5. If Hi, Hy are modeled as random oracles and the DDH problem is hard
in G, then our protocol in fig. 4 securely computes the PSI functionality in fig. 1 for
M =1 against a semi-honest client when the protocol parameters are chosen as described
in section 3.3.

Proof sketch. We sketch the construction of a simulator Sim that simulates C’s view below,
and skip the hybrid argument as it follows a similar structure as the proof of theorem 1.
Sim is given C’s input y and I. Sim runs the honest C’s protocol to generate its view,
playing the role of an honest server S with the following exceptions:
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. For the element y, sample a random v, & Gas Hy(y)*s.

. In the pre-processing phase, Sim samples a random table T" with 7 entries, each entry

containing a set of 4 random strings of length 6. If y € I, then randomly replace a
random string in the entry T[H3(y)] by Hao(H1(y),vy). Perform the pre-processing
step of PIR and send the pre-processed data hint to C.

In the online phase, upon receiving z = Hj (y)*¢ in Step 3, Sim computes 2’ := (v,)kc

and sends it back to C.

Sim follows the rest of the protocol execution honestly and outputs C’s view.
O

Theorem 6. If Hi, H> are modeled as random oracles, the OMGDH problem is hard
in G, then our protocol in fig. 4 securely computes the PSI functionality in fig. 1 for
M =1 against a malicious client when the protocol parameters are chosen as described in
section 3.3.

Proof sketch. We sketch the construction of a simulator Sim that interacts with the
malicious client C* as follows and outputs whatever C* outputs in the end. We skip the
indistinguishability proof as it follows a similar structure as the proof of theorem 2.

1.

Sim builds two tables 71 = {(z, ¢)} and T2 = {((h,t),%)} to answer the hash queries
to Hy and Hs respectively. To answer an H; query on x that has never been queried

before, Sim picks a random ¢ & G, adds an entry (z,¢) to 71, and returns ¢ as
Hi(z). To answer an Hy query on the pair (h,t) which has never been queried before,
Sim samples a random & {0,1}%, adds an entry ((h,t),1) to T2, and returns 1 as
Hs(h,t). For the queries that have been queried before, maintain consistency and
return whatever was returned already.

. In the pre-processing phase, Sim samples a random table T" with 7 entries, each entry

containing a set of v random strings of length §. Perform the pre-processing step of
PIR and send the pre-processed data hint to C*.

In the online phase, Sim first answers the PIR query following the protocol execution

of an honest server. Upon receiving z from C* in Step 3, Sim first samples kg & Zq
and then sends z := 2" back to C*.

Sim checks if 3((h,t),-) € T such that t = h¥s. If so, abort;.

. After sending 2’, Sim answers Hy, Ho queries as follows:

e For the queries that have been queried before, maintain consistency and return
whatever was returned already.

e For each query z to H; that has not been queried before, randomly sample
o) & G and then check if 3((h,t),-) € Tz such that h = ¢ and t = h¥s. If so,
aborty; otherwise, add (z, ¢) to T; and return ¢ as Hi(x).

e For each query (h,t) to Hy that is not yet queried, check if 3(x, ¢) € T7 such that
h = ¢ and t = h¥s. If not, answer the query as in item 1 above. Otherwise, check
if Sim has already sent a set to the ideal functionality. If so, aborts; otherwise,
send {z} to the ideal functionality. If the functionality returns {z}, then Sim
picks a random element « from the table entry T[Hs(z)], adds ((h,t),u) to Ta,
and returns u as Hs(h,t). Otherwise, as the ideal functionality returns @, Sim

samples a random & {0,1}%, adds ((h,t),1) to T2, and returns ¢ as Ho(h, ).
O
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A.5 Corrupted Server in fig. 4

Theorem 7. If H, Hy are modeled as random oracles, the DDH problem is hard in G,
and underlying PIR protocol satisfies receiver privacy, then our protocol in fig. 4 securely
computes the PSI functionality in fig. 1 for M = 1 against a malicious server when the
protocol parameters are chosen as described in section 3.3.

Proof sketch. We construct a simulator Sim that interacts with the malicious client S* as
follows and outputs whatever S* outputs in the end. Sim follows the protocol playing the
role of an honest client C with the following exceptions:

1. Sim builds two tables 71 = {(x, ¢)} and T2 = {((h,?),%)} to answer the hash queries
to H1 and H, respectively. To answer an H; query on x that has never been queried

before, Sim picks a random ¢ & G, adds an entry (z,¢) to 71, and returns ¢ as
Hi(x). To answer an Ha query on the pair (h,t) which has never been queried before,

Sim samples a random ) & {0,1}°, adds an entry ((h,t),1) to Ta, and returns 1) as
Hy(h,t). For the queries that have been queried before, maintain consistency and
return whatever was returned already.

2. Sim initializes an empty set Z := ().

3. In the online phase, for each ¢ € [7]:

(a) Rewind to Step 1 in fig. 4 if needed.
(b) Prepare a PIR query for the ¢-th entry and sends it to S* in Step 1 in fig. 4.
(¢) Upon receiving the PIR response from S*, recover the ¢-th entry of T as a set
of strings R = {rq,...,7}.
(d) For each j € [4], find (x;, ¢;, t;, ;) such that (z;,¢;) € Ti, ((¢5,15),%;) € T,
and 9; = r;. In other words, from the existing records of replies to H1, Hs, find
X such that Hl(xj) = ¢j and HQ((z)j,tj) =Ty;. If Hg(l‘j) =/
i. Rewind to Step 3 in fig. 4 if needed.
ii. Randomly sample k¢ & Z4, compute z; := (¢;)*, and send z; to S*.
iii. Upon receiving 2 back, compute 2}/ := Hy <¢j, (zé)kcfl) (to be consistent

with 73).
iv. If 2/ = r;, then add x; to Z, namely Z := Z U {x;}.

4. Feed Z to the ideal functionality.

We need to argue that S*’s output along with C’s output in the real world is indistin-
guishable from Sim’s output along with C’s output in the ideal world. First, it is easy to
see that the view of S* when interacting with Sim is indistinguishable from its view when
interacting with an honest client C. This is because (a) the element z received by S* in
Step 3 is computationally indistinguishable from a random element in G since DDH holds
in G, and (b) the receiver privacy of the underlying PIR protocol guarantees that the PIR
query in Step 1 is indistinguishable from querying for an arbitrary entry.

Now we look at the output of the client C. In the real world, C queries for H;(y)-th
entry of the database T, and it C outputs {y} if and only if the retrieved entry R contains
some r; such that r; = Ha(H1(y), 2”) where 2" is computed in Step 5a. Note that our
simulator does exactly the same thing, and Z includes the element y if and only if all these

requirements are met. Thus, C’s output in the ideal world is the same as in the real world.
O
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ABSTRACT

Private set intersection (PSI) allows two mutually distrusting parties
each holding a private set of elements, to learn the intersection
of their sets without revealing anything beyond the intersection.
Recent work by Badrinarayanan et al. (PoPETS’22) initiates the
study of updatable PSI (UPSI), which allows the two parties to
compute PSI on a regular basis with sets that constantly get updated,
where both the computation and communication complexity only
grow with the size of the small updates and not the large entire sets.
However, there are several limitations of their presented protocols.
First, they can only be used to compute the plain PSI functionality
and do not support extended functionalities such as PSI-Cardinality
and PSI-Sum. Second, they only allow parties to add new elements to
their existing set and do not support arbitrary deletion of elements.
Finally, their addition-only protocols either require both parties to
learn the output or only achieve low complexity in an amortized
sense and incur linear worst-case complexity.

In this work, we address all the above limitations. In particular,
we study UPSI in both the addition-only and addition-deletion set-
tings. We present new protocols for both settings that support plain
PSI as well as extended functionalities including PSI-Cardinality
and PSI-Sum, achieving one-sided output with semi-honest security
(which implies two-sided output). In the addition-only setting, we
also present a protocol for a more general functionality Circuit-PSI
that outputs secret shares of the intersection. All of our protocols
have worst-case computation and communication complexity that
only grow with the set updates instead of the entire sets (except for
a polylogarithmic factor). We implement our new UPSI protocols
and compare with the state-of-the-art protocols for PSI and ex-
tended functionalities. Our protocols compare favorably when the
total set sizes are sufficiently large, the new updates are sufficiently
small, or in networks with low bandwidth.

CCS CONCEPTS

« Security and privacy — Privacy-preserving protocols; « The-
ory of computation — Cryptographic protocols.

KEYWORDS

Private Set Intersection, Secure Two-Party Computation, Oblivious
Data Structure

1 INTRODUCTION

Private Set Intersection (PSI) enables two distrusting parties, each
holding a private set of elements, to jointly compute the intersection
of their sets without revealing anything other than the intersection
itself. Despite its simple functionality, PSI and its related notions
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have found many real-world applications including online advertis-
ing measurement (deployed by Google Ads [6, 31]), secure password
breach alerting (deployed by Google Chrome [8], Microsoft Edge [3],
Apple iCloud Keychain [4], etc.), mobile private contact discovery
(deployed by Signal [9, 33]), privacy-preserving contact tracing in a
global pandemic (jointly deployed by Google and Apple [5, 14, 51]).
The last several decades have witnessed enormous progress towards
realizing PSI efficiently using various techniques achieving both
semi-honest and malicious security [15, 16, 19-22, 27, 34, 40, 42, 46].

In many real-world applications such as aggregated ads measure-
ment and privacy-preserving contact tracing, PSI is performed on a
regular (e.g., daily) basis with updated sets, where the updates can
be small when compared to the entire sets. However, most of the ex-
isting work requires the two parties to perform a fresh PSI protocol
every time. A recent work by Badrinarayanan et al. [13] initiates
the study of updatable PSI (UPSI), which allows the two parties to
compute set intersections for sets that regularly get updated. Their
work presents protocols for updatable PSI where both the computa-
tion and communication complexity only grow with the size of the
updates and are independent of the size of the entire sets (except
for a logarithmic factor). As a result, these protocols are orders of
magnitudes faster than a fresh PSI protocol, especially when the
updates are significantly smaller than the entire sets. Nevertheless,
there are several limitations with the protocols in [13].

¢ Functionality: All the protocols presented in [13] are re-
stricted to the plain PSI functionality, crucially leveraging
the fact that parties learn all the elements in the intersec-
tion. However, certain real-world applications require more
refined PSI functionalities that do not reveal the entire in-
tersection but instead only provide aggregate information
about the intersection or enable restricted computation
on the data in the intersection. As two specific examples
that model many applications, PSI-Cardinality allows two
parties to jointly learn the cardinality (or size) of their set
intersection; PSI-Sum allows two parties, where one party
additionally holds a private integer value associated with
each element in her set, to jointly compute the sum of the
associated integer values for all the elements in the inter-
section (together with the cardinality of the intersection).

e Addition-Only: [13] mainly focuses on the addition-only
setting, where both parties can only add new elements to
their existing old sets, and do not support arbitrary deletion
of elements from their sets. Note that they present a pro-
tocol for UPSI with weak deletion, which allows the parties
to refresh their sets every t days, namely, they will add a
set of elements to their sets every day, and delete elements



that were added to their sets t days ago. However, it does
not support arbitrary deletion, and the daily computation
and communication complexity additionally grows with t.

e Tradeoffs of the Addition-Only Protocols: [13] presents
two protocols for addition-only UPSI, each with its own
tradeoffs. In particular, one protocol crucially requires both
parties to learn the output (namely, two-sided UPSI), which
may not be applicable in certain applications. The other pro-
tocol allows a single party to learn the output (namely, one-
sided UPSI), but it only achieves low computation and com-
munication complexity in an amortized sense over many
days; the worst-case complexity can be as high as linear
in the entire sets. Note that one-sided UPSI is a strictly
stronger functionality in the semi-honest setting (as con-
sidered in [13]) since the output-receiving party can simply
send the output to the other party so as to achieve two-sided
UPSI.

1.1 Our Results

In this work, we address all the aforementioned limitations by pre-
senting new UPSI protocols for extended functionalities, supporting
both addition and deletion of elements, achieving one-sided output
and low worst-case complexity in both computation and commu-
nication. All of our protocols are secure in the semi-honest model,
hence one-sided UPSI is a stronger functionality. In the setting
with both addition and deletion, we achieve a slightly more general
functionality than PSI-Sum as defined in [31, 36], where we do not
reveal the cardinality of the intersection along with the sum.

Besides the functionalities of plain PSI, PSI-Cardinality, and PSI-
Sum that we discussed above, we consider a more general function-
ality of Circuit-PSI [15, 16, 39, 46, 49], where the two parties learn
the cardinality of the intersection as well as an additive secret share
of each element in it. This functionality allows the two parties to
perform further computation over the shares afterwards.

Note that we only consider Circuit-PSI in the addition-only set-
ting. The challenge in achieving Circuit-PSI with both addition and
deletion is as follows. Intuitively speaking, when deleting elements
from the intersection, the parties must learn which existing secret
shares to delete from the intersection (unless the parties update
their entire secret shared intersection, where the complexity grows
with the entire sets, which is undesirable). Given that they know
when a particular secret share (not the element itself) was added
to the intersection, this essentially reveals more information than
what the ideal functionality outputs. Crucially, note that in the
case of plain PSI with addition and deletion, this is not a problem
since the ideal functionality’s output also reveals when a particular
element was added and deleted; and in the case of PSI-Cardinality
or PSI-Sum, parties only learn aggregated information and this
challenge doesn’t arise in the protocol design. We summarize our
results in comparison with [13] in Table 1.

Experiments. We implement all our protocols and compare their
performance with the state-of-the-art protocols for PSI and ex-
tended functionalites [16, 46]. As our communication grows with
the size of the update and not the entire input (except by a loga-
rithmic factor), we demonstrate a significant improvement, up to
orders of magnitude, when the input sets grow sufficiently large
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with smaller updates. Although our usage of public key operations
dampens the asymptotic impact on computation, in realistic WAN
settings, our protocols are able to outperform prior work in end-to-
end running time.

1.2 Related Work

There has been a long line of work towards realizing PSI efficiently
using various techniques including Diffie-Hellman-based [30, 31,
35], RSA-based [12, 23], circuit-based [29, 41-43], oblivious transfer
(OT)-based [17, 24, 34, 39, 44], fully homomorphic encryption (FHE)-
based [18, 19, 21], and vector oblivious linear evaluation (VOLE)-
based [15, 22, 27, 46, 49] approaches, achieving both semi-honest
and malicious security [15, 18, 20, 37, 40, 46, 48].

As discussed earlier, certain applications require PSI with ex-
tended functionalities that do not reveal the entire intersection but
rather enable restricted computation on the elements in the inter-
section. PSI-Cardinality and PSI-Sum model many applications such
as aggregated ads measurement [31, 36] and privacy-preserving
contact tracing [14, 51]. More generally, Circuit PSI [15, 16, 29, 42,
46, 49] enables the two parties to learn secret shares of the set inter-
section, which can be used to securely compute any function using
generic secure two-party computation protocols [28, 53]. However,
all these approaches study PSI or PSI with extended functionalities
in the standalone setting, which do not support small updates to
the sets beyond running a fresh protocol after each update.

To the best of our knowledge, [13] is the only work that for-
malizes and studies PSI in the updatable setting, which we have
extensively discussed above. Another related work is [10], which
studies delegatable PSI with small updates. Specifically, they al-
low multiple clients to outsource their (encrypted) private sets and
delegate PSI computation to a cloud server. Clients can perform ef-
ficient updates on their outsourced sets where the computation and
communication only grow with their updates. However, both the
computation and communication costs of computing PSI still grow
with size of the entire sets, and their protocol crucially requires the
existence of a server.

2 TECHNICAL OVERVIEW

We discuss the technical challenges and novelties in this work.
We start with addition-only UPSI. Let X,Y denote the old sets
of the two parties Py, P; respectively, and let X, Y; denote their
new added sets on Day d. For simplicity, assume |X| = |Y| = N
and |Xy| = |Yg| = Ny. Our constructions work for different set
sizes as well. Recall that we are mostly interested in the scenario
when the set updates are significantly smaller than the entire sets,
namely N > Ny. The parties have already learned I = X N'Y of
the old sets, and they would like to learn the updated intersection
I; = (XUXy) N(YUYy) (for one-sided UPSI, only Py learns the
output). Our goal is to make the computation and communication
complexity only grow with N; and not N (except for logarithmic
factors).

Prior Work’s Approach. In the addition-only setting, prior work
[13] observes that it suffices to learn the set difference I; \ I, which,
from Py’s perspective, can be split into two disjoint sets, (XNY,) and
(XgN (YUYy)). The first set (X N'Yy) can be computed by leverag-
ing the Diffie-Hellman-based PSI [30, 35], which naturally supports
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l Protocol [ Functionality [ Output [ Addition/Deletion [ Comp. & Comm. Complexity
[13, Hypsi-add-two ] PSI Two-Sided Addition-Only O(Ng)
[13, IIypsi-add-one) PSI One-Sided Addition-Only O*(Ny - logN)
Figure 10, HUPS]-Addpsi PSI
Figure 4, HUPSI-Addca PSI—Cardinality One-Sided Addition—Only O(Nd . log N)
Figure 4, HUPSI-Addsum PSI-Sum
Figure 4, TTypsi-Add i Circuit-PSI Secret Shared
[13, Typsi-del] PSI Two-Sided Weak Deletion O(Ng - t)
Fl.gure % HUPS"De'Psi PSI_ _ One-Sided Addition & Deleti Single Deletion | Arbitrary Deletion
Figure 9, IIypsi-Del,, PSI-Cardinality ne-Side ition eletion O(Ny - log N) O(Ny - log? N))
Figure 9, TLUps|-Delgy, PSI-Sum’

Table 1: Summary of our results in comparison to [13], including functionality, one-sided or two-sided output, support of addition and deletion
of elements, and computation and communication complexity. PSI-Sum’ denotes the variant of PSI-Sum that does not reveal the cardinality. N
denotes the size of the entire sets and N; denotes the size of the d-th update. ¢ denotes the number of updates when parties refresh their sets in
UPSI with weak deletion. O*(-) denotes amortized complexity. For UPSI with both addition and deletion, we present two variants, one allowing
each element to be added and deleted at most once, and the other allowing arbitrary additions and deletions of the same element.

small updates to Y with computation and communication complex-
ity only growing with N. To learn the second set (Xz N (Y U Yy)),
[13] presents two different approaches for two-sided and one-sided
UPSL In the two-sided case, they further leverage the algebraic
structures of Diffie-Hellman-based PSI coupled with the informa-
tion revealed to P; from the ideal functionality. In the one-sided
case, their key idea is to let P; store an encrypted version of her
set on Py’s side; on each day, she updates this encrypted dataset
based only on her new input Y. Here, they require a data structure
that allows P; to obliviously update the dataset without leaking
any information about Y; to Py. Meanwhile, the data structure
should allow Py to obliviously query this dataset and compute on
the encrypted data (by interacting with P;) to learn the intersec-
tion without leaking any information to P;. [13] constructs such
an oblivious data structure via a binary tree and uses additively
homomorphic encryption to compute on encrypted data.

PSI with Extended Functionalities. The above approach crucially
relies on the fact that parties learn the set intersections I and I;, and
that I; \ I can be split into two disjoint sets, which can be learned
individually. However, if they want to learn PSI with extended
functionalities such as PSI-Cardinality, they cannot split |I; \ I| into
[X NYy| and | X4z N (Y U Yy)| because the individual cardinalities
reveal more information than the ideal functionality.

First, by carefully re-crafting the homomorphic operations on
the encrypted data in the oblivious data structure, we design a
method that reveals only the number of elements that are matched
between X, and the encrypted dataset (Y U Yy;). In this way, we
enable Py to learn |X; N (Y U Yy)| from the oblivious data structure,
instead of (X7 N (Y U Yy)).

Next, we revisit the approach to computing X N Y, which lever-
ages Diffie-Hellman-based PSI in [13]. Unfortunately, it does not
extend to updatable cardinality. To address this challenge, our idea
is to compute X N Yy (in fact |X N Yy[), not using Diffie-Hellman-
based PSI, but symmetrically on P;’s side using the above oblivious
data structure. In particular, we let Py store an encrypted version
of his set on P;’s side that supports efficient and oblivious updates
and queries. This way we can efficiently allow P; to learn | X N Yy|.

The last missing piece is to learn the sum of |X; N (Y U Yy)| and
|X N Yy| rather than individual values. At a high level, in the above
approach, Py learns the cardinality |X;N(YUY,)| by decrypting a set
of (homomorphically evaluated) ciphertexts and counts the number
of 0’s in them. This happens similarly for P; to learn |X N Yy|. To
enable Py to learn |X;N(YUY,)|+|X NYy|, we combine the two sets
of ciphertexts, randomly shuffle them, and then let Py decrypt. Since
we require that neither party be able to decrypt these ciphertexts,
we use a 2-out-of-2 threshold homomorphic encryption scheme,
and the parties will only jointly decrypt all the ciphertexts after the
random shuffling. This protocol can be further extended to PSI-Sum
and Circuit-PSI by attaching a payload to each element and further
leveraging additive homomorphism. We refer to Section 3 for more
details.

Lowering Worst-Case Complexity. The above construction heav-
ily relies on the oblivious data structure presented in [13]. A critical
drawback of the data structure is that it only achieves low com-
plexity in an amortized sense, namely the average complexity over
many days is low. However, the worst-case complexity can be as
high as linear in the entire sets on certain days.

At a high level, [13] works as follows. The encrypted dataset
is maintained in a binary tree structure. When the data owner P;
updates an element x, it defines a root-to-leaf path associated with
x and aims to put the ciphertext Enc(x) somewhere on this path
(which will be used by the querier Py when it queries for x). A
naive approach is to refresh this designated path in the encrypted
dataset on Py’s storage, where the complexity only grows with
the depth of the tree. However, revealing the path to Py reveals
information about x being added to the tree. In other words, we need
a mechanism for P; to add an encrypted element to a designated
path on Py’s storage while hiding the path from Py. In [13], this is
achieved by a series of operations that requires updating an entire
level of the tree rather than updating elements individually. So, the
amortized complexity grows with the depth of the tree (logarithmic
in N and not linear). However, in the worst case, P; needs to update
the leaf level of the tree, which is linear in N. We need a new
method for P; to update the tree in an oblivious way and in which
the worst-case complexity is logarithmic in N.



Our solution takes inspiration from the Path ORAM construc-
tion [50]. At a high level, instead of updating the designated path,
Py picks a random path every time, and “pushes down” the elements
in that path as much as possible. The access pattern of tree updates
consist of random paths, hence are oblivious to Py. Note that Path
ORAM has an additional logarithmic factor because of limited reg-
isters (or client storage) and tree recursions. We can get rid of this
factor so as to achieve a single logarithmic factor since we do not
have this restriction in the UPSI setting. We refer to Section 3 for
more details on how to achieve this and overcome other challenges
along with a full description of addition-only UPSI protocols.

Supporting Deletion. Our oblivious data structure is inspired
by ORAM, but the manner in which ORAM handles deletion (or
modification) of memory content does not work for us. As we
discussed above, every element x has a designated path associated
with it. In Path ORAM, this designated path is stored in the so-
called position map. Whenever x is accessed (or modified), x will
be re-allocated to a new, freshly sampled random designated path.
Accessing the old designated path of x is not an issue in Path
ORAM because the position map is also maintained as an ORAM
recursively (and so, known only to the data owner). However, in
our construction, the designated path of x is also known to the
querier Py, hence accessing it is not oblivious to Pj.

If we consider a restricted yet useful UPSI setting where every
element can only be added and deleted at most once, then we can
create two trees — one for addition and one for deletion, each hav-
ing their respective designated paths for every element x. When
Py queries x, he compares it with encrypted elements in both des-
ignated paths. However, the crucial challenge is when x is not
in the intersection, we need to further hide to Py whether x was
never added to the dataset or x was added and then deleted. To
achieve this, we developed a specialized efficient secure two-party
computation protocol utilizing equality testing that outputs secret
shares of the actual intersection (or the respective outputs in the
other functionalities) that can later be combined by both parties to
compute the final output.

With this in mind, we now extend this construction to allow
for unlimited additions and deletions of the same element. The
key idea is that we can in fact use only use one tree and assign a
single designated path to x. Whenever P; adds or deletes x, she
will add a new Enc(x) (or Enc(—x)) to that designated path. Recall
that we can leverage the techniques of Path ORAM to update the
tree by accessing a random path and “pushing down" elements to
place them correctly until they intersect with their designated path,
hence the access pattern remains oblivious to Py.

There are several other challenges that arise to handle deletion.
For instance, we need to bound the maximum node size of the tree
when there are unlimited, repeated elements being added to the
same path. A nuanced analysis shows that we can do so and this
only incurs an additional logarithmic factor when compared to
the addition-only protocols. When considering PSI-Cardinality and
PSI-Sum, we carefully design the values being encrypted at the
time of addition or deletion (i.e., not simply Enc(x) or Enc(—x)) to
enable computing secret shares of the desired output.

Another challenge arises in plain UPSI with addition and dele-
tion. Consider a scenario where x € X and in the same day Py
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removes x and P; adds x to Y. After these updates, x should not
appear in the intersection. However, simply replicating the protocol
for PSI-Cardinality — which separately processes X; N (Y U Yy)
and Y; N X before obliviously combining them — reveals that it
has been added and removed. Solving this requires carefully inter-
leaving the additions and deletions with the computation over the
ciphertexts. We refer to Section 4 for more details of how to handle
these challenges and the full description of the UPSI protocols with
both addition and deletion.

3 ADDITION-ONLY UPSI
3.1 Definition

In this section, we formalize the ideal functionality and security def-
inition for addition-only UPSI. Consider two parties Py and P; who
wish to run PSI on a daily basis with updated sets. In the addition-
only setting, they each hold a private set and add new elements to
their respective sets each day. They want to jointly compute their
set intersection (or extended functionalities) on their updated sets
without revealing anything beyond that. We formalize addition-
only UPSI as a special case of secure two-party computation with a
reactive functionality defined in Figure 1.

Initialization: X = 0 and Y = 0.
Day d:
e Public Parameters: The number of additions that Py and P; are
performing: | X;| and |Yy|, respectively.
e Inputs:
Py inputs a set Xz € {0,1}* where Xg N X = 0. In FUpsi-Addsym>
Xg includes an integer value associated with each set member
(i.e., v; is associated with x; € Xy).
P inputsa set Yg C {0,1}* where Y;NY = 0.
e Update: On receiving the inputs from both parties, the ideal
functionality updates X = X UXgand Y =Y U Y,.
e Output:
In 7:Up5]_AddpSi, Py learns the intersection I; = X NY.
In FUpsi-Addea» Po learns the cardinality of the intersection
Cq=|XNY|
In FUpsi-Addsym» Po learns Cg = [ X N Y| and Vg = 3.5, exny 0i-
In FUPSI-Addqj,ey;i» POt parties learn Cy = |X N Y|. For new
element z being added to the intersection, Py learns [[z]]o and P;
learns [[z]]; as an additive secret share for z.

Figure 1: Ideal functionalities for one-sided addition-only UPSI:
FUPSI-Add,ys;> TUPSI-Addca> FUPSI-Addsum> FUPSI-Addircuit”

Let X[p) = {X1,...,Xp} and Y|p} = {Y1,..., Yp} be the inputs
for Py and P; after D days, respectively. Let Viewlb-[’D (Xip1> Y1)
and Outlb-[’D (X[p1> Y[p]) be the view and outputs of P, (for b €
{0, 1}) in the protocol II at the end of D days, respectively. For a
functionality ¥, let 73, be the output for Py, in the D days. Note that
¥1 = L in all the functionalities except for Fupsi-Addcui-
Definition 3.1 (One-Sided Addition-Only UPSI). A protocol I1 is
semi-honest secure with respect to ideal functionality F € {TUPSI-Addps,-’
FUPSI-Add.es FUPSI-Addsyms TUPSI-Addeireuir b if there exists PPT simula-
tors Simg and Simy such that, for any D € N* and any inputs

(X[p1- Yip))>

(Viewﬁ"D(X[D], Yip)). Out"P (X(p). Y[D]))
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~ (Simo(lA;X[D}%(X[D])Y[D]))ag:l(X[D]:Y[D])),
(Viewll-[’D(X[D], Y[D])’ Outg’D(X[D], Y[D]))

~ (Siml(OA, Yip): F1(X[p1. Y[p))): Fo(X[ D] Y[D])) :

3.2 Construction

Construction Overview. As discussed in the technical overview,
each party stores an encrypted version of its set on the other party’s
storage. We first describe our new oblivious data structure main-
tained in a binary tree. Say P; is the data owner, who stores her
encrypted set on Py’s side. Initially, the binary tree is empty with
depth 0. Each node of the tree has a maximum capacity of o el-
ements. As P; adds new elements to the tree, she will gradually
increase the tree depth. Each element x is associated with a desig-
nated path computed by Fy (x), where F is a pseudorandom function
and k is a secret key known to both parties. When P; adds an el-
ement x to the tree, she will add x to the one of the nodes in the
root-to-leaf path ending at leaf node F (x), but in an oblivious way.
Py first adds (encrypted) x to the root node of the tree. Then she
samples a random root-to-leaf path of the tree. For every element
y in that random path (note that this includes x, because x was
just added to the root), y has a designated path F, (y), and P; will
push down y along its designated path, but also within the random
path, as much as possible subject to the restriction that no node
exceeds the maximum capacity of o. If there are extra elements that
cannot fit into the maximum capacity of the random path, P; puts
them into a stash, which has maximum capacity p. Both ¢ and p
are defined as part of the security parameters of the protocol. Note
that this process is oblivious to Py since the access pattern for any
element is a random path along with the stash. We present this
subroutine formally as UpdateTree in Figure 2. This subroutine will
also be used in our UPSI with both addition and deletion protocols,
with slight modifications. We discuss more details in Section 4.

When Py queries for an element x in the encrypted tree, he will
identify the designated path Fi(x) and take out all the elements
from the tree, combine them with all the elements from the stash
(because x could potentially have been put there as well). This
process is presented formally as a subroutine GetPath in Figure 3.

To compute PSI-Cardinality, Py homomorphically subtracts x
from each candidate encryption and then multiplies it by a ran-
dom scalar, so that the encryption becomes 0 if it is a match or
random otherwise. Symmetrically, Py stores an encrypted version
of his set on P;’s side, and P; retrieves and homomorphically com-
putes on a set of candidate encryptions. The two parties then
combine all these candidate encryptions, randomly shuffle them,
and decrypt them to count the number of 0’s. Since neither party
should be allowed to decrypt the encryptions by itself, we use a
(2, 2)-threshold additively homomorphic encryption scheme. We
can further extend the protocol to compute PSI-Sum and Circuit-
PSI by attaching a payload to each element and leveraging addi-
tive homomorphism on these payload. We present the protocols
HUPSI-Addca> TLUPSI-Addqum> ITUPSI-Addeireyie i Figure 4.

Note that for addition-only plain UPSI (FUPSI-Addpsi ,we don’t have
to store two trees one on each side. Instead, we can plug our new

oblivious data structure into the addition-only UPSI protocol from
prior work [13, ITyps|-add-one] to achieve better concrete efficiency
than the two-tree solution and much lower worst-case complexity
than [13]. We present the protocol ITjps|-add... in Appendix B.

psi
Notation. We use A, k to denote the computational and statistical
security parameters, respectively. For an integer n € N, [n] denotes
the set {1,...,n}. A 2-out-of-2 additive secret share of a value

x € Zy, is denoted as ([[x]]o, [[x]]1) where [[x]]o i Zn and [[x]]o +
[[x]l1 = x mod n.PPT stands for probabilistic polynomial time. By

~ we mean two distributions are computationally indistinguishable.

Let IT = (KeyGen, Enc, PartDec, FullDec) be a (2, 2)-threshold
additively homomorphic encryption scheme (see definition in Ap-
pendix A) over plaintext space Zg for a prime g. Without loss of
generality we assume all the set elements are in Z (if not, we
can apply a collision-resistant hash function H : {0,1}* — Z,
on all the elements and perform PSI on the hash outputs). Let
F:{0,1}* x Zg — {0, 1M bea pseudorandom function (PRF). For
a bit string s € {0,1}", let s[;.;) denote the prefix of s of length i
(for i € [n]).

Consider a binary tree data structure with tree height L and 2&
leaves, let £ € {0, 1,..., 2E — 1} denote the ¢-th leaf node of the tree.
Any leaf node ¢ defines a unique path from the root to the leaf. We
use P (£) to denote such a path, and P (¢, k) to denote the node in
P () at level k of the tree (for k € {0,1,...,L}). Let o denote the
maximum tree node size and p denote the stash size.

3.3 Complexity, Correctness and Security

Computation and Communication Complexity. On each day
d, let the entire set sizes of the two parties be N and M, respectively.
Let the update set sizes be n and m, respectively. Then both the com-
putation and communication complexity are O(nlog M + mlog N),
assuming ¢ and p are both O(1).

Correctness and Security. We state the theorem below and defer
its proof to Appendix C.

Theorem 3.2. AssumingII is a secure (2, 2)-threshold additively ho-
momorphic encryption scheme, F is a pseudorandom function, the pro-
tocols I1yps-Add., ILUPSI-Addsyms TLUPSI-Add irey (FigUTe 4) securely re-
alize the ideal functionalities Fpsi-Add,,» FUPSI-Addsym» T UPSI-Addeirenit
(Figure 1), respectively, against semi-honest adversaries.

4 UPSI WITH ADDITION AND DELETION

4.1 Definition

The security definition for UPSI with both addition and deletion fol-
lows similarly as in Section 3.1. Let X[ p} = {(X{, X7), ..., (X}, Xp)
and Y py = {(Y], Y]),..., (Y}, Y;;)} be the inputs for Py and Py af-
ter D days, respectively. Here, X; denotes the elements to be added
to Py’s set on day d, and XJ denotes the elements to be deleted
from Py’s set on day d; similarly, Y; and Y, denote the elements
to be added and deleted, respectively, for P; on day d. The ideal
functionalities are defined in Figure 5. Note that for Fypsi-pely, >
we achieve a slightly more general functionality than PSI-Sum as
defined in [31, 36] (which is the definition used in our addition-
only protocol) in that our functionality does not have to reveal the

—



Subroutine UpdateTree({x;}/2,, {pi}]L;, D, S, F(+), Encpi(+)):

(1) Let N be the total number of elements (excluding dummy ones) in
the tree O and stash S after inserting {x;},. Extend the tree
depth to reach L = [log, N'] if needed. Add empty nodes in the
new levels of D.

(2) For each element and payload pair (x;, p;) fori € [n]:

(a) Uniformly sample a random leaf node

£ & {0,1,...,25 — 1} of the tree D.

(b) Remove all the elements from the path #(¢;) of the tree D.
Remove all the elements from the stash S. Combine all the
removed elements (excluding dummy ones) with (x;, p;) to
get path;. In the UPSI with addition and deletion protocols,
if there are elements with opposite values, namely (z, p)
and (z, —p), then remove both from path,.

(c) For k from L down to 0:

Consider the tree node P (¢;, k) at level k, remove up to o
elements (z, p) from path; such that

P (ti, k) = P(F(2)[1.L], k), and add these elements to the
node P (£, k) of D.

(d) Replace the stash S with all the elements left in path;. If
there are more than p elements left in path;, abort.

(e) Pad every node in the path P (£;) with dummy elements to
reach a size of 0. Pad the stash S with dummy elements to
reach a size of p.

(3) For eachi € [n], gather all the elements in the path #(#;) and
encrypt them to get updates; = { (Encp (x;), Encpi (p]))}j’:{“
Encrypt all elements in the stash S to get
S = {(Encpk (x;), Encp (pj)) }j'):l' Output
({(updates;, &:)}1,, S)

Figure 2: Subroutine UpdateTree that outputs a succinct update for
the tree D that does not reveal the elements being added.

Subroutine GetPath(ﬁ, S, F(),x):
(1) Let L be the height of the tree D.
(2) Compute the leaf node for the path containing x as £ := F(x)[..].
(3) Collect all the elements in the path #(¢), combine them with the
stash S to get pElTh = {(Enc(y;), Enc(pi))}lil“p
path.

, and output

Figure 3: Subroutine GetPath that outputs a collection of potential
matching elements with x in the encrypted tree D with stash S
organized according to the pseudorandom function F.

cardinality C4 along with V. Let % be the output for Py for all func-
tionalities. Note that we don’t consider the Circuit-PSI functionality
in this setting, so P; has no output in the definition.

Definition 4.1 (One-Sided UPSI with Addition and Deletion). A
protocol I1 is semi-honest secure with respect to ideal functionality
F € {Fupsi-Delysi» FUPSI-Deley> FUPSI-Delyy } If there exists PPT sim-
ulators Simg and Simy such that, for any D € N* and any inputs

X(p): YD)
(Viewg’D X[p}» Y[D]))
< (Simo(ll,X[D],ﬁ)(x[D]) Y[D]))))

(ViewllI’D X(p): YD) Outh’D(X[D], Y[D]))
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£ (Siml(lA, Y[D])> %(X[D], Y[D])) .

4.2 Construction Overview

In this section, we give an overview of our UPSI protocols with both
addition and deletion. The oblivious data structure presented in
Section 3.2 only supports adding new elements to the tree. We first
discuss how to extend the construction to also allow for deletion of
elements from the tree. Recall that each element x is associated with
a (pseudorandom) designated path known to both parties. When
P; adds an element x to the tree, she will first add (encrypted) x to
the root node of the tree. Then she samples a random root-to-leaf
path of the tree and push down elements along that random path,
as described in UpdateTree (Figure 2). When deleting an element
x from the tree, P; will follow the exact same approach, except
that she will add (encrypted) —x to the root node and then push
down. The designated paths for x and —x are the same, so that Py
has a single designated path to compare his elements with. This
modified UpdateTree process remains oblivious to Py because the
access pattern for deletion of elements continues to be a random
path along with the stash. Note that since additions and deletions of
the same element have the same designated path, there is a higher
probability of stash overflow if we use the same parameters of
maximum node capacity o and maximum stash capacity p as in the
addition-only setting, hence we need to increase both parameters
for our new protocols. We discuss the parameter implications in
the security proofs.

To compute PSI-Cardinality, we take a different approach from
the addition-only protocols. When Py queries for an element x in
the encrypted tree, he can still identify the designated path and all
the candidate encryptions using GetPath (Figure 3). However, there
are both Enc(x) and Enc(—x) among the candidates. In case x was
added and then deleted from tree, it should be indistinguishable to
Py from the case where x was never added to the tree. We construct
a subprotocol IIcombinepath (Figure 7) for the two parties to jointly
compute aggregate information about x being matched to the can-
didate encryptions. In particular, for every candidate encryption,
the two parties will learn a secret share of +1 if the encryption
is Enc(x), —1 if the encryption is Enc(—x), and 0 otherwise. The
parties can eventually add up these secret shares to learn the PSI-
Cardinality. This protocol can be naturally extended to PSI-Sum if
the two parties compute secret shares of +v or —v in I combinePath-
We present the IIcombinePath protocol in Section 4.3 and our PSI-
Cardinality/Sum protoocls in Section 4.4. It is worth noting that
parties only aggregate their secret shares at the end of the protocol,
hence our PSI-Sum protocol does not have to reveal the cardinality
of the intersection, which may be useful in certain applications.

Interestingly, achieving plain UPSI with addition and deletion is
more challenging than Cardinality and Sum. As briefly discussed
in Section 2, the issue comes from the scenario when an element
x is added by one party while being deleted by the other party on
the same day. In our PSI-Cardinality/Sum protocols, while adding
and deleting x from the intersection both occur on the same day,
their affect on the output cancels out when their secret shares are
combined. However, in plain UPSI, parties need to learn the exact
elements to be added or deleted, revealing more information than
the ideal functionality. To address this issue, we carefully arranged
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Initialization:
(1) Py and P; jointly setup public and secret keys for a (2, 2)-threshold additively homomorphic encryption scheme (pk, sko, sky) « KeyGen(1%)
where Py receives (pk, sko) and Py receives (pk, skq). This can be done via a one-time secure two-party computation. The two parties agree on a

randomly sampled PRF key k & {0, 1}A.

(2) Py and P; generate initial trees with only an empty root and stash: (D, Sp, Dy, §1) and (D, So, D1, Sy), respectively.

(3) Initialize C() =0in HUPSI-Addca and HUPSI—Add C() = VO =0in HUPSI—Addsum-

circuit’
Day d: P and P; hold (D, S, 51, §1) and (50, §0, Dy, S1), respectively. Let Ly be the tree height of Dy and ﬁg, and L; be the tree height of D; and 231.
Both parties update Ly and L; as they update the trees below. Let X, Y denote the two parties’ sets at the end of the previous day, respectively.

Py holds a new input set Xz and P; holds a new input set Y;. Let n = | Xy4| and m = |Yg|. In IIypsi-Addsum» Po holds a value v; € Zg associated with each
element x; € Xg.

(1) Py defines a payload for each element x; € Xz depending on the functionality: p; = x; in Tlyps|-Addg,eyi» Pi = i 0 IIUPSI-Addsum» @0d N0 payload is
needed in HUPSI-Addca-

(2) Xg4 tree update. Py computes m; = ({ (updates;, £;) }'. ,g’) «— UpdateTree(Xy, {pi}™,, Do, So, Fk(-), Encpi(+)), and sends it to Py, who then
P p P i i=1><0 p p 3

i=1
replaces each path P (¢;) with updates; in Dy, and replaces Sy with S;. Both parties update Lo if needed.

(3) Candidates for X4 N Y. For each x; € Xy, Py computes {Encpi (yi ;) };.r:'f”p

attaches an encryption of p; to get paj’)i = {(Encpk (yi,j — xi), Encp(pi)) }

— GetPath(Z~)1, 51, Fi(+), xi), homomorphically subtracts x;, and

j.r;]f1+p. Then P, sends my = {[)E\Thi}gl to P;.

(4) Candidates for (X U X,4) N Y. For each y; € Yz, P computes { (Encyi (x;,1), Encpr (pi))}71°7 « GetPath(Do, So, Fic(-), ), and
homomorphically subtracts y; to get pFavtPlj = {(Encpi (xji — yj), Encpk(pi))}fr'Loer.

i=1
(5) Combining candidates. P; combines {,;Rh 1 J"i , with {pja\tdhi }L, received from Py, randomly samples a mask ay & Zg for each element in the
combined set, and samples a random permutation 7 over [I'] whereI' = o - (n-L; + m - Ly) + p - (n+ m). Compute and send the following to Py:

ms = ({ (PartDecy, (ax © Encyk(ax = b)), Ency (pi)) iy ) -
(6) Output generation. P, fully decrypts the first element in each tuple of ms to get ay (ax — bx). Let K = {k | ax (ar — br) =0}.
o InITypsi-addc, Po outputs Cg = Cq_; + |K|.
o In ITypsi-Adds,m» Po computes mg = @keK Encpi (px) and sends it to P;. Py responds to P with mj = PartDecg, (m4). Py fully decrypts it to
get V = FullDecyy, (m}), and outputs Vg = Vg_1 + V.

o In Iyps-Add,ey;» Po Samples a random share [[2x []o & Zg forall k € K, outputs Cg = Cg_1 + |K| and an updated share set with new random
shares {[[zx ]]o }kek . Additionally, Py computes and sends the following to P;:
myq = {PartDecs, (Encpk (pr) ® Encp (—[[zx1lo) teek-
Py fully decrypts my4 using sk; to get its shares {[[zx |]1 }xek. and outputs Cy = C4—; + |K| and an updated share set with new random shares

{[lzx 11 }kex-

7 4 tree update. P; computes ms = updates ;, £; ._,~’ “— ateTree(Yy, L, D1, S1, Fi (), Encyi (+) ), and sends it to Py, who then
(7) Y, pd P, p ({(upd Jj)}J"iISI) UpdateTree(Y, D1, 81, F(+), Encp(+) ), and send Py, who th

replaces each path P (¢;) with updates; in Dy, and replaces S, with §{ Both parties update L, if needed.

Figure 4: Protocols TupsI-Addca> [TUPSI-Addsum> [IUPSI-Add jreyie O OMe-sided addition-only UPSI functionalities Fypsi-Addcas FUPSI-Addsum
FUPSI-Add ey TESPECIVELY.

the sequence of the addition and deletion operations as well as the 4.4 Updatable PSI-Cardinality and PSI-Sum

secret shared outputs for the two parties. The protocol IIyps|-pel, with Addition and Deletion

is presented in Section 4.5. Our protocols realizing functionalities Fps|-pel., and Fupsi-pel

are described Figure 8.

sum

Notation. We use the same notation as in Section 3, except that

instead of a (2, 2)-threshold additively homomorphic encryption
scheme, we use a plain additively homomorphic encryption scheme
IT = (KeyGen, Enc, Dec) (see definition in Appendix A) over plain-
text space Zg.

4.3 Subprotocols

In this section, we present our subprotocol IIcombinePath int Figure 7
and defer its correctness and security proofs to Appendix D. In
the subprotocol IIcombinePath, We need a special secure two-party
computation protocol with functionality Fiookup- We define the
ideal functionality in Figure 6 and discuss an efficient realization in
Section 5.

Computation and Communication Complexity. On each day
d, let N, M be the total number of additions and deletions of the two
parties, respectively. Let the update set sizes be n and m, respectively.
Then both the computation and communication complexity are
O(n-(c-logM+p)+m-(o-logN +p)).

Correctness and Security. We state the theorem below and defer
its proof to Appendix F.

Theorem 4.2. AssumingII is a secure additively homomorphic en-
cryption scheme, F is a pseudorandom function, the protocolsI1ps;_pel,,»
I ypsi-pel,,, presented in Figure 8 securely realize the ideal functional-
ities Fupsi-Del,,» FUPSI-Del,,,, defined in Figure 5, respectively, against
semi-honest adversaries.
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Initialization: X = Q) and Y = 0.
Day d:

e Public Parameters: For F(ps|-pel .., the number of additions and

S|
deletions performed each day: |X§ LG YL Y
For FUpsi-Delc, and FUPSI-Delsym » the combined number of
additions and deletions performed each day: |X; U X}| and
Y; uyyl
e Inputs:
P, inputs an addition set X C {0, 1}* where X{; NX=0anda
deletion set X; €X.In FUPSI-Delsym > X:; includes a value
associated with each set member (i.e., v; is associated with
Xi € X;)
Py inputs an addition set Y C {0,1}* where Y7 NY =0 and a
deletionset Y; C Y.
o Update: On receiving the inputs from both parties, the ideal
functionality updates X = (XUX})\X; and Y = (YUY})\ Y.
e Output:
In '}—UPSI-DeIPSi, Py learns the intersection I;j = X NY.
In FUpsi-Del, » Po learns the cardinality Cqg = [ X N Y|.

In Fupsi-Delsym> Po learns V; = Zi:x,—eXﬂY vj.

Figure 5: Ideal functionalities for one-sided UPSI with both addition
and eletion: Fypsi-el,,;» FUPSI-Delcas A1d FUPSI-Delsum -

Subprotocol IIcombinepath ((x, p, path), sk)

Public Parameters: a public key pk for the additively homomorphic
encryption scheme II, and k as the number of pairs in ppa‘t/h.

Inputs: An Initiator inputs an element x, an associated payload p, and a
potential matching elements in an encrypted collection

pﬂe;tih = {(Encpk (i), Encpi (qi))}le. A Responder inputs the secret key
sk corresponding to pk.

Output: Initiator and Responder receive a secret share of

Yielklx=y; (P - qi) over Zgq.

(1) Foreachi € [k], Initiator samples random masks a;, f; & Zq
and homomorphically computes the following:

req; = (Encp (yi) © Encpp(x — ai))
mio = p © Encyi(qi) © Encpi(Bi)
miy = Encpi(—Bi)

(2) Initiator sends the request set {reqi}f:1 to Responder.

(3) Responder decrypts each request with sk to get {y,—}i.;l.

(4) Forall i € [k], both parties invoke Fiookup, Where Initiator inputs
(ai, mjp, mj1) as Sender and Responder inputs y; as Receiver,
from which Responder receives m;. Responder then sets
[[7i]]1 = Decsk(m;). Initiator sets [[r;]]o = Bi.

(5) Each party P, (b € {0, 1}) outputs 2;‘:1 [rillp-

Inputs: A Sender inputs (a, mo, m;) where a € Z4 and (mg, m;) are two
messages of equal length. A Receiver inputs b € Z.

Output: If a = b, then output my to Receiver; otherwise output m; to
Receiver.

Figure 6: Ideal functionality Flookup required for the subprotocol
I combinePath-

4.5 Plain UPSI with Addition and Deletion

We present in Figure 9 our protocol for the plain UPSI functionality

with addition and deletion Fyps)-pel,-

Computation and Communication Complexity. On each day
d, let N, M be the total number of additions and deletions of the two
parties, respectively. Let the update set sizes be n and m, respectively.
Then both the computation and communication complexity are
O(n-(o-logM+p)+m-(c-logN + p)).

Correctness and Security. We state the theorem below and defer
its proof to Appendix E.

Theorem 4.3. AssumingII is a secure additively homomorphic en-
cryption scheme, F is a pseudorandom function, theprotocolHUPSI_De[psi
presented in Figure 9 securely realizes the ideal functionalities F(ps;_pel

'psi
defined in Figure 5 against semi-honest adversaries.

5 IMPLEMENTATION DETAILS AND
OPTIMIZATIONS

In this section, we discuss instantiations of the building blocks
in our UPSI protocols and optimizations to further improve the
concrete efficiency.

Encryption Schemes. In the addition-only UPSI protocols IT{jps|-add
and ITyps|-add,,,. We instantiate the (2, 2)-threshold additively ho-
momorphic encryption scheme with exponential El Gamal encryp-
tion [25] to take advantage of efficient elliptic curve operations.
Recall that in this scheme, Enc(m) = (¢", h" - g"™) where the public

ca

Figure 7: Subprotocol Ilcompinepath required for UPSI with addition
and deletion.

key consists of a group generator g and a random group element
h = g° with a secret key s. In the (2, 2)-threshold scheme, sko and
ski form an additive secret share of s. Decryption of exponential
El Gamal requires computing the discrete logarithm of a group
element g™, which is possible for a bounded message space. In all
our addition-only UPSI protocols presented in Figure 4, decryption
occurs in Step 6. Observe that Py does not have to fully decrypt the
first element in each tuple of m3; instead, it is sufficient to check
whether the decrypted message is 0 or not. In particular, given a
partially decrypted ciphertext ¢ = (a, b), Py can determine if the
encrypted message is 0 by checking if b = a*®, without performing
discrete logarithm. In IIyps|.add,,- Po needs to fully decrypt m},
where the underlying message can be bounded by the maximum
sum of associated values.

In ITyps|-Add,;» While exponential E1 Gamal can still be used
for the first ciphertext in ms3, the (masked) payload messages are
distributed uniformly over the entire plaintext space, hence the
payload messages are encrypted using (2, 2)-threshold Paillier en-
cryption [38] instead.

In our protocols with both addition and deletion presented in
Section 4 (HUPSI-De]psi in Figure 9 and Mypsi-pel,» UPSI-Dely,, i
Figure 8), E1 Gamal cannot be utilized because all the ciphertexts
are encrypting secret shares that are distributed across the message
space. Instead, the additively homomorphic encryption scheme is
instantiated with Paillier. This has an impact on the computation
time, as can be seen in Section 6.

Paillier Modulus Switching. Using Paillier in the deletion proto-
cols introduces an additional technical challenge. Recall that the
plaintext space in Paillier encryption is Zj, for a public key n, which
is different for Py’s and P;’s keys. During our deletion protocols,
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Initialization:

(1) Py and P; independently generate key pairs for an additive homomorphic encryption scheme (pkg, sko) « KeyGen(1%) and

(pky,sky) « KeyGen(1%) and share the public keys. Both parties agree on a randomly sampled PRF key k & {0, 1}1.

(2) Py and P; generate initial trees with only an empty root and stash: (D, So, Z~)1, §1) and (Z~)o, §0, Dy, 81), respectively. Initialize Outg = 0.

Day d: Py and P; hold (D, So, Z~)1, .§1) and (50, §0, D1, S1), respectively. Let Ly and Ly be the heights of Dy (and 50), and D (and Z~)1) respectively.
Both parties update Ly and L; as they update the trees below. Let X, Y denote the two parties’ sets at the end of the previous day.

Py and P; have new input sets X%, Y; which include elements they are adding to their set and X5, Y of elements they are deleting. Denote n = |X; uXy [,
m= |Y; uY; |. In TIyps|-Delsum» Po holds a value v; € Zg associated with each element x; € X;; uXjy.

(1) Py defines a payload for each element x; € X:l,' U X depending on the functionality:

for Iypsi-pelc,

(x;j€X7)
-1 d

P = (-1
v;  for ITupsi-Delyym

(_1)(xi€X‘;) .

Py defines a payload for each element y; € Y U Y 4= (1)WY,
(2) X; U X7 tree update. P sends ({(updates;, ;) } 1 Sp) UpdateTree(X:i’ UX5, {pititys Do, So. Fi(+), Encpi, (+)) to Pr. Py replaces each path

=1

P (¢;) with updates; in Z~)O, and replaces §0 with S;.

=1’

(3) Secret shares for new elements of X. For all x; € (X; U X7 ), run Icombinepath With Py as Initiator inputting

(xi, pi» pi;tdl'ni — GetPath(Dy, S, Fi(+),x;i), pk;) and P; as Responder inputting sk corresponding to pk;. They receive secret shares [[zx,;]]o and

[[zx,i 111, respectively.

(4) Secret shares for new elements of Y. Forall y; € (Y; UY} ), run IcombinePath With Py as Responder inputting sko corresponding to pk,) and Py

as Initiator inputting (y;, q;, path; « GetPath(Dy, §0,Fk(-), y;), pko). They receive secret shares [[zy,;]]o and [[z,;]]1, respectively.
(5) Y‘; U Y} tree update. P; sends ({(updates;, £;)}72 5{) — UpdateTree(Y;,r VY, {q;}72, D1, S1, Fi(+), Encpy, (+)) to Po. Py replaces each

Jj=r
path P (¢;) with updatesj in D1, and replaces S; with Sj.

—_~ o~
~ O
— =

Py outputs Outg for both IIypsi-pel., and ITypsi-Delgym -

j=r

Combine all the shares. For b € {0,1}, P, computes [[zq]]p := X1 [[2x,ill6 + Z;’;I [[zy,j 115
Output generation: P; sends [[z4]]; to Py, who then computes Outy := Outg_1 + [[z4]]0 + [[z4]]1-

Figure 8: Protocols ITypsi-pel., and Iyps|-pely,, for one-side UPSI with both addition and deletion functionalities Fypsi-pel., and ypsi-Delgym >

respectively.

parties perform IlcompinePath for both pky = ng (Po’s public key)
and pk; = n1 (P1’s public key) to get secret shares in both Z,, and
Zp,. We discuss how to combine these secret shares over different
moduli.

Let ¢ be the maximum bit length required to represent a set
element or associated value. Recall that if set elements are of ar-
bitrary length, we can apply a hash function on all the elements
and perform PSI on the hash outputs. In our evaluation section,
each party holds at most 222 elements, hence there are at most 223
total elements. If we model the hash function as a random oracle, to
ensure collision probability lower than 27 for statistically security
parameter k = 40, it is safe to bound ¢ = 85. Let n be a Paillier
public key and L be the bit length of n, which is typically 1536 or
2048.

Consider a value r € Z,¢ being secret shared as [[r]o, [r]]1 € Zn.
We will convert this secret share into another secret share of r in Zy.
First, the integer summation of [[r]]o+ [[7]]1 is either r or r +n, and
the probability Pr [[[r]lo + [[r1 = 7] < Pr[[[rTlo <r] < 2L «
27K, Therefore, with overwhelming probability [[r]lo+[[r]l1 = r+n.
Letso = [[r]]o and s; = [[r]]1 — n, then sg +s1 = r, where sy > 0 and
s1 < 0 as integers. If we represent s; in two’s complement format,
then the lowest ¢ bits of sy + s1 should be r and the higher order
bits should all be 0. Therefore, we can take the ¢ lowest order bits
of sp and s1 (in two’s complement format) to form a secret share of
r in Zye. Given that the original secret shares [[r]]o, [[7]l1 € Zy, are
distributed randomly over Z,, the new shares are statistically close
to a uniform distribution over Z,¢ because ¢ < L.

Realizing Fiookup- While Fiookup can be instantiated with a generic
secure two-party computation (2PC) protocol [28, 53], we con-
struct a protocol that achieves better concrete efficiency, leveraging
oblivious transfer (OT) and the efficient OT extension [11, 32]. Let
(a, mg, m1) and b be the inputs to Fiyokup Where my is output when
a = b and m; otherwise. Before comparison, both parties compute
a hash function H : Z4 — {0, 1}%¢ on their inputs a and b. The

parties then run a garbled-circuit based equality testing to com-
?

pute a binary secret share [[c]] € {0, 1} of H(a) = H(b). Then two
two parties run an OT protocol where Sender inputs two messages
(M1_[[¢])ps ™[[c]],) and Receiver inputs a choice bit [[c]]1. If a = b,
then [[c]lo # [[c]]1, in which case Receiver will receive my, as de-
sired in Fiookup; if a # b, then [[c]lo = [[c]l1 with overwhelming
probability (see analysis below), and the Responder will receive m;.

In this approach, we need the guarantee that if a # b, then
H(a) # H(b) with overwhelming probability, hence £ should be
sufficiently large. On the other hand, the size of th equality testing
circuit grows with £z, so we want to choose the smallest £;c such
that the probability of a failure (i.e., that H(a) = H(b) for a # b)
over the entire protocol is less than 27, Since there are at most 223
elements held by both parties in our benchmarks, and each element
is compared against no more than 2° elements in IIcompinepath» the
total number of Fyokyp invocations is bounded by 232 Therefore,
we set fgc = 72 to ensure that the total failure probability is less
than 27 for k = 40.
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Initialization:

(1) Py and P; independently generate key pairs for an additive homomorphic encryption scheme (pkg, sko) « KeyGen(1%) and

(pky,sky) « KeyGen(1%) and share the public keys. Both parties agree on a randomly sampled PRF key k & {0, 1}1.

(2) Py and P; generate initial trees with only an empty root and stash: (D, So, Z~)1, §1) and (Z~)o, §0, Dy, 81), respectively. Initialize Iy = 0.

Day d: Py and P; hold (D, So, Z~)1, .§1) and (50, §0, D1, S1), respectively. Let Ly and Ly be the heights of Dy (and 50), and D (and Z~)1) respectively.
Both parties update Ly and L; as they update the trees below. Let X, Y denote the two parties’ sets at the end of the previous day.
Py and P; have new input sets X7, Y; which include elements they are adding to their set and XY, of elements they are deleting. Denote n™ = |X‘; |,

nt = X4 mT =Y, |, m" = Y]]
(1) Deletion:
(a) X tree update. Py sends ({ (updates;, )},

i=1°

§6) « UpdateTree(X, {-x; : x; € X j

each path P (¢;) with updates; in Dy, and replaces 8o with §6
(b) Secret shares for X5 NY.For all x; € X 7> run HcombinePath with Py as Initiator inputting (x;, —1, pﬂé;tdhi — GetPath(ﬁl, S1, F(+),xi)) and
P; as Responder inputting sk; corresponding to pk;. They receive secret shares [[z_;]]o and [[z;]]1, respectively, where z__; = —x; if

x; € D1 U S and 0 otherwise.

Dy, So, Fic (), Encpi, () to Py. Py replaces

i=1°

X.

(c) Secret shares for (X \ X;) N Y;.Forall y; € Y, run Icombinepath With Py as Responder inputting sko corresponding to pk, and P; as

Initiator inputting (y;, -1, Ehj — GetPath(D,, S, Fi(-), y;)). They receive secret shares [[z;j]]() and [[zl’”]] 1, respectively, where

z;’j =-y;ify; € Dy U Sp and 0 otherwise.

(d) Y] tree update. P; sends ({(updatesj,t’j)}'.f §{) « UpdateTree(Y,, {-y; : y; € YJ}'.'f

j=1

each path P (¢;) with updates; in Dy, and replaces S, with 5{

(2) Addition:
(a) X“; tree update. Py sends ({(updates;, £;) }"+

=1’

path P (¢;) with updates; in Dy, and replaces Sy with 56

56) « UpdateTree (X7, {x; : x; € X}, nt

y D1, S1, Fi(+), Encpy, (+)) to Po. Py replaces

Do, So, Fic(+), Encp, (+)) to Py. Py replaces each

=1

(b) Secret shares for X; n (Y \ Y;) Forall x; € X:;, run Icombinepath With Py as Initiator inputting

(xi, 1, p;ﬂ]i — GetPath(Z~)1, §1, Fi(+),x;)) and P; as Responder inputting sk; corresponding to pk;. They receive secret shares [[z;’i]]o and
[[z;’m.]]l, respectively, where z;’i =x; if x; € D1 U S; and 0 otherwise.

(c) Secret shares for (X U] X; \X‘;) n Y;. Forall y; € Y;, run Ilcombinepath With Py as Responder inputting sko corresponding to pk, and P;

as Initiator inputting (yj, 1, F;a‘tT]j — GetPath(Z~)o, §0, Fi(+), y;)). They receive secret shares [[Z;j]]o and [[z;j]] 1, respectively, where

z;’j =y;if y; € Dy U Sy and 0 otherwise.
(d) Y; tree update. P; sends ({ (updatesj, t’j)}j”’;z,
path P (¢;) with updates;; in Dy, and replaces S, with §{

(3) Output Generation:

5{) — UpdateTree(Y}, {y; : y; € Y]

mt

yan D1, S1, Fi(+), Encpy, (+)) to Po. Py replaces each

(a) Let {[[zi]]o}ir:1 and {[[zijjl}gzl be the shares received by Py and P; above, where ' = n~ + m™ + n* + m*. P, sends {Encp, ([[zi]]())}lr:1 to

P;.

(b) P; samples a random permutation 7z over [I']. P; samples a random mask «; & Zg for each i € [T'] and homomorphically adds them to the

encryptions received from Py. P; sends the following to Py: ({(Encpko([[zi]]o) ® Encpi, (a:)), [[=z: 111 — (xi)}le) .

(c) Py decrypts the first element in each pair using sko, and adds up each pair of shares to learn the shuffled set {z; }};1.

Output Iy == Iz_1 U {zj|z; > 0} \ {—z;|z; < 0}.

Figure 9: Protocol HUps|_De|Psi for one-sided UPSI with addition and deletion functionality (FUPSI-Delpsi .

6 EVALUATION

6.1 Experimental Setup

We implement all of our UPSI protocols in C++ and report their
performance in this section. We use the crypto library as part of
Google’s open-sourced Private Join and Compute project [7] for El
Gamal and Paillier encryptions, Google’s gRPC [2] for networking,
and emp-tool [52] for instantiations of garbled circuits and obliv-
ious transfer (including OT extension). Benchmarks are run on a
Google Cloud [1] c2-standard-16 virtual machine with 64 GB of
RAM. Each party is executed on a single thread and communicate
over localhost. The Linux tc command is used to simulate the
various network settings. We simulate the LAN connection with
0.2 ms RTT network latency and 1Gbps network bandwidth. For
WAN connection, we set the RTT latency to be 80 ms and test on
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various network bandwidths including 200 Mbps, 50 Mbps, and 5
Mbps.

Updatable Setting. To demonstrate the updatable property of
our protocols, we consider the setting where both parties begin
with an empty set to which Ny elements are added each day. Our
benchmarks represent the performance of the protocols on day
(Nﬂd) where the size of each party’s set reaches N. For the protocols
with deletion, this will instead be the day that the total number of
additions and deletions reaches N.

We compare our protocols with the state-of-the-art semi-honest
protocols for PSI [46] and Circuit-PSI [16, 46], where, on day (Nid),
the parties run PSI or Circuit-PSI on their full input sets of size
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N. The Circuit-PSI protocols can also be used to compute PSI-
Cardinality or PSI-Sum. We don’t compare with the protocols specif-
ically designed for PSI-Cardinality or PSI-Sum [26, 31] because these
protocols are outperformed by [16, 46]. A more recent work [15]
improves PSI and Circuit-PSI communication by 12% compared
to [46], but we don’t compare with it for three reasons: (1) their
construction is built on the Silver codes [22], which turns out to be
insecure [47], (2) their source code is not available online, and (3)
even if their construction is instantiated with secure codes, from
our comparison with the other works, we expect our protocols to
perform better in certain settings as well. Note that [46] is also
instantiated with the insecure Silver codes, but their open-sourced
library [45] supports instantiating the construction with secure
codes, which is what we compare with. In all of our comparison
tables, cells in ' green indicate the state-of-the-art performance,

and those in  blue indicate that our protocols perform better.

In the setting with both addition and deletion, standalone PSI
protocols need only compute over elements that remain in the
input sets. In the extreme case where the same set of elements are
added and deleted every day, the input sets remain small and so the
standalone PSI protocols would likely be optimal. Alternatively, if
the input sets are growing at a steady rate, then our constructions
may be best. Benchmarks for UPSI with addition and deletion are
provided, but these caveats should be understood and application-
specific context would play a role in choosing a solution.

Concrete Parameters. We set the computational security parame-
ter A = 128 and the statistical security parameter x = 40. Following
the analysis in [50], we set the maximum tree node capacity o = 4
and the maximum stash capacity p = 89 to achieve failure prob-
ability of 278 for inserting a single element into the tree. Even
with our largest set size of 222, the combined failure probability is
bounded well below 27%. In protocols with addition and deletion,
we allow parties to add and delete each element at most once (i.e.,
an element cannot be readded once it has been deleted), and so we
double both our node size (to o = 8) and stash size (to p = 178)
following Lemma E.1.

6.2 Addition-Only UPSI

We compare our addition-only UPSI performance for extended func-
tions (PSI-Cardinality, PSI-Sum, and Circuit-PSI) with [46] (RR22)
and [16] (CGS22) in Table 2 with total set sizes ranging from 2'® to
222 and update sizes from 2° to 21°. Our computation and commu-
nication complexity grows logarithmically with the total set size
and linearly with the update size Ny, so our protocols are more
competitive in larger input sizes and smaller update sizes. Note that
[16] (CGS22) presents two constructions (C-PSly and C-PSly) with
different trade offs between computation and communication, but
for all the parameters we choose, C-PSl, outperforms C-PSl; in
all aspects. We were unable to run CGS22 with input size of 222,
so we use the communication cost and running time under LAN
reported in their paper [16], and estimate the running time in the
WAN settings.

Communication Comparison. Since our communication grows
linearly with the update size N; and only logarithmically with the
total set size N, our protocols have a communication advantage in
settings where N; < N. For N = 218, our communication has an
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Total Running Time (s
} N { Ny Protocol Comm. (MB) } TAN ‘ 200Mbps ‘ §0Mbps( ‘) SMbps }
RR22 37.1 7.76 10.7 13.8 64.4
— [ CGS22(C-PsIy) 548 7.90 36.9 106 963
CGS22 (C-PSly) 353 6.32 294 70.6 619
20 2.83 7.12 7.59 7.87 11.8
[ 25| Tupsiadde, 11.0 27.6 28.6 30.2 45.6
18 | 210 42.6 108 110 115 177
20 5.35 11.0 11.8 125 20.1
[ 25| Iypsi-add,, 223 45.9 472 49.3 82.0
[ 210 87.1 178 184 195 321
20 17.1 81.7 83.1 85.3 110
[ 25| Upsi-Addayu 67.0 318 327 330 427
[ 210 248 1171 1182 1214 1570
RR22 149 311 384 51.9 258
- | CcGS22 (C-PsIy) 2190 31.0 135 414 3771
CGS22 (C-PSly) 1408 243 92.8 268 3872
26 3.03 7.59 8.14 8.46 12,6
25| Mypsiadd,, 11.8 29.6 30.6 32.0 487
520 | 210 45.7 116 121 127 194
26 5.70 11.8 125 13.1 215
[ 25| IIUpsi-Addy, 223 45.9 47.2 493 82.0
[ 210 87.1 178 184 195 321
26 17.1 81.7 83.1 85.3 110
| 25| Tyupsi-Addere 67.0 318 327 330 427
[ 2107] 264 1251 1263 1295 1674
RR22 606 125 159 214 1086
- | CGS22 (C-PSIy) 6667 93.0% 126" 226 | 1426"
CGS22 (C-PSly) 4435* 77.9% 100* 167" 965"
26 3.22 8.09 9.02 9.33 143
[ 2% TMypsi-adde, 12.6 31.6 32.7 34.2 52.7
g22 | 210 48.9 123 127 133 205
26 6.04 125 133 14.1 23.6
| 257 Typsi-Addsen 23.6 4838 50.3 533 88.6
[ 2107] 92.7 191 197 209 342
26 18.1 86.6 88.4 90.2 116
| 25| Tupsi-Adderen 71.1 339 343 352 454
[ 2107] 280 1348 1341 1376 1780

Table 2: Communication cost (in MB) and running time (in seconds)
comparing our addition-only UPSI protocols to prior work. * indi-
cates estimated communication and running time.

improvement of 2.2 — 13x when Ny = 2° in all functionalities, and
when Ny = 28, ypsi-Add,, and Iypsi-add,,,, have an advantage
1.8 — 3.4x. For N = 2%, our protocols outperform RR22 by 2.2 —
50x depending on the functionality and update size, with only
IIypPSI-Addgie at Ng = 210 not showing an improvement. When
N = 222, that improvement extends to all settings and increases to
a factor of 2.2 — 200x.

Computation Comparison. Our computational complexity is
similar to communication, growing linearly with the update size
and logarithmically with the input size. Despite this, our computa-
tion times do not reflect this asymptotic improvement as clearly,
which stems from our usage of costly public key operations. As
a result, we show better performance only when N is sufficiently
large. In the LAN setting with N = 22°, N; = 2%, our Mypsi-Add.,
and ITypsj-Add,,., are faster by 3.2X and 2.1, respectively. By N =
222, Ny =20 28, our Iypsi-Add.,» IIUPSI-Add,,, Protocols outper-
form CGS22 by 1.4 — 15x.

End to End Comparison. Given these communication and com-
putation trade offs, our protocols perform best with more real-
istic network configurations with lower network bandwidth. At



N = 2'3, we begin to have competitive runtimes for Iypsi-Adde,
and ITyps|-Add,,,, in the smaller update size Ny = 26 By N = 220
our protocols show improvements of up to 4.7x at 200 Mbps, 6.1x
at 50 Mbps, and 20x at 5 Mbps. At N = 222 and N; = 2°, our proto-
cols outperform in all network settings by 15 — 76X for ITjps|-add
11 — 46X for Iypsi-add...» and 1.8 — 9.4X for IIyps|-Add

ca’

sum circuit *

6.3 UPSI with Addition and Deletion

Our performance for ITyps|-pel,, and IIypsi-pel,,,, in comparison
with [16, 46] is presented in Table 3. Since the two protocols are
implemented in the same way except that Py’s inputting payloads
are different, they have close experimental results. We combine
them in the table. This protocol is more expensive than the addition-
only ones, so we set smaller update sizes of N; = 24,2520 to
demonstrate the turning point where our protocols start to perform
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an improvement of 1.3 — 5.1X at 5 Mbps for all update sizes, and an
improvement of 1.5x at 50 Mbps for Ny = 24,

6.4 UPSI for Plain PSI

We compare our plain UPSI protocols Iupsi-Add, and Iupsi-Delys;
with [46] (RR22) in Table 4. We evaluate two constructions in RR22
with different encoding sizes of 1.28n and 1.23n, which have dif-
ferent trade offs in computation and communication. In Table 4,
we use fast and small to denote them respectively. Note that
TIUpsI-Add, (Figure 4) contains only one encrypted tree, unlike our
other addition-only protocols that contain two encrypted trees —
one on each party’s side — hence it is more efficient. To best demon-
strate the turning point of our protocols, we use Ny = 24 26 28 210

_ 94 95 96
for ypsi-add,, and Ng = 2%, 27, 2° for Ilyps)-pel,

better. Our experiments for input size N = 222 are run on a Google Total Running Time )
Cloud c2-standard-30 virtual machine with 120 GB of RAM as N | Ny | Protocol | Comm.(MB) o [ 200Mbps SgOMbps [ 5Mbps
we run out of 64 GB memory. RR22 (fast) 343 073 | 3.09 7.10 55.9
~ [ RR22 (small) 32.1 100 | 3.21 6.97 52.8
Total Running Time (s 2t 0.50 141 1.84 1.89 248
} N } Ny Protocol Comm. (MB) } LAN [ 200Mbps | EOMbps( ‘) g | " z Mupsiadd.. 1.95 5.54 6.11 6.30 8.88
RR22 149 [ 311 38.4 51.9 258 2 2 " = 216 | 228 23.5 S
- [CGSzz (C-Pshy) 2190 | 310 135 414 | 3771 2 29.6 849 | 875 90.8 133
420 CG522 (C-PSIy) 1408 243 | 928 45| 3872 . 587 %86 | 103 109 181
e 585 96.1 101 106 179 2 | Tupsi-Delys 17 195 203 215 369
ER UPSI-Delca 116 190 198 212 362 26 231 370 384 410 729
25| UPSDelum 231 364 375 402 723 RR22 (fas) 138 345 ] 113 277 227
RR22 606 | 125 159 214 | 1086 " [ RR2 (small) 129 481 | 122 27.6 214
- | CGs22 (C-Psly) 6667° | 9307 | 126" 26° | 1426° 21 0.53 149 | 193 1.97 2.57
522 CGS22 (C-PSly) 4435* 77.9* | 100* 167* 965* 12| 2.06 5.89 6.48 6.67 9.51
il 614 103 107 113 191 222 [ | TUPSIAdd 8.03 229 | 241 249 | 362
25 | HUUPPSSI‘;DD‘I"“‘ 122 203 210 223 383 [ 2T0] 315 89.9 92.8 96.2 141
| 25| D Chum 243 385 399 429 765 2f 61.6 105 109 115 194
Table 3: Communication cost (in MB) and running time (in seconds) | 25 | Tupsi-Delyy 122 208 214 228 388
of our protocols for UPSI-Cardinality and UPSI-Sum with addition 2° 243 396 412 437 776

and deletion in comparison with prior work. * indicates estimated
communication and running time.

Communication Comparison. Similarly as in our addition-only
protocols, our communication is O(Ny - log N). Our communica-
tion improvements are not as stark though, for two reasons: (1)
the increased stash and node sizes required, and (2) in addition to
exchanging ciphertexts, the parties also perform OT and garbled
circuits. Despite this, our protocol still achieves lower communi-
cation overhead in most settings. At N = 22°, our communication
has an improvement of 1.3 — 2.5x when Ny < 2°. By N = 2%2, our
communication has an improvement of 2.5 — 9.9% for all update
sizes.

Computation Comparison. Our performance under LAN is again
dominated by public key operations, but, unlike in the addition-only
protocols, does not benefit from the efficient E] Gamal instantiations.
Our computation has the same growth rate as communication, and
so we expect our performance to eventually beat CGS22 when N is
sufficiently large.

End to End Comparison. As shown in Table 3, the end to end
running time of our protocol begins to outperform RR22 and CGS22
at 5 Mbps when N = 22°, N; = 2¢ by 1.4x. By N = 2?2, we show
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Table 4: Communication cost (in MB) and running time (in seconds)
of our protocols for plain UPSI in comparison with prior work.

Communication Comparison. Similarly as in our other protocols,

our communication complexity in both ITyps|-add. . and IIyps|-pel

psi psi
are O(Ny - log N). The communication cost of Iypsi-Add,s Outper-

forms RR22 by 1.1—240x in all settings, whereas that of ITjjps|-pe|
only beats RR22 by 1.1 — 2.1x with N = 2?2 and N = 24, 2°.

psi

Computation Comparison. Our computation complexity is sim-
ilar to communication, leading to better performance when N is
sufficiently large. Our addition-only protocol starts to outperforms
RR22 when N = 222 and N,; = 24.

End to End Comparison. As the communication and computation
discussed above, our protocols are more competitive with larger in-
put sizes, smaller updates, and in networks with lower bandwidths.
By N =222 and N = 24, ITupsI-Addys; achieves an improvement of
2.3 — 88x in all network settings. It outperforms RR22 by 1.5X even
when the update size grows to 210,
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CRYPTOGRAPHIC SCHEMES

Additively Homomorphic Encryption. An additively homo-
morphic encryption scheme is a public-key encryption sccheme
that consists of a tuple of PPT algorithms (KeyGen, Enc, Dec) over
message space M with correctness, chosen-plaintext attack (CPA)
security, and linear homomorphism.

o (pk,sk) « KeyGen(l/l): On input of the security parame-
ter, output a pubic key pk and a secret key sk.

e ¢ < Encpi(m): On input of a public key pk and a message
m € M, output a ciphertext c.

e m/L « Decgy(c): On input of a secret key sk and a cipher-
text ¢, output a plaintext m or the symbol L.

e Encpi(mo+m1) < Encpy(mo) ® Encpy(m1): On input two
ciphertexts of mg, m; encrypted under pk, output a cipher-
text for their sum.

e Encpi(mo - m1) < mo © Ency(m1): On input a plaintext
message mg and a ciphertext of m; encrypted under pk,
output a ciphertext for their product.
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Threshold Additively Homomorphic Encryption. A (2,2)-
threshold additively homomorphic encryption scheme consists of
a tuple of PPT algorithms (KeyGen, Enc, PartDec, FullDec) over
message space M.

o (pk, sko, ski) « KeyGen(14): On input of the security pa-
rameter, output a pubic key pk and a pair of secret key
shares skg and skj.

e ¢ < Encpi(m): On input of a public key pk and a message
m € M, output a ciphertext c.

o ¢ « PartDecgy, (c): On input a secret key share sk, (for
b € {0, 1}) and a ciphertext ¢, output a partially decrypted
ciphertext ¢.

e m/1 « FullDecgy, (¢): On input a secret key share sk, (for
b € {0,1}) and a partially decrypted ciphertext ¢ by the
other secret key sk;_p, output a plaintext m or the symbol
1.

The scheme satisfies correctness and CPA security even given a
secret key share sk;, for b € {0, 1}. It also supports linear homo-
morphic operations ® and ©.

Re-randomization. We implicitly assume that each homomorphic
operation is followed by a re-randomization process, where the
resulting ciphertext is added with an independently generated en-
cryption of zero. This is required in our protocols to ensure that the
randomness of the final ciphertext is independent of the random-
ness used in the original ciphertexts. For the popular (threshold)
additively homomorphic encryption schemes such as exponential
El Gamal encryption [25] and Paillier encryption [38], a homomor-
phically evaluated ciphertext can be made statistically identical
to a fresh ciphertext. We refer to [25, 38] for formal definitions of
correctness and CPA security.

B ADDITION-ONLY PLAIN UPSI

One-sided addition-only plain UPSI with worst-case complexity
can be achieved with slight modification of the protocol in [13]
and we present a protocol HUPSI-Addpsi in Figure 10. See Section 2
for an overview of the previous construction. By replacing the tree
updates and querying with UpdateTree and GetPath, the worst case
communication and computation can be reduced to O(Ny log N)
from O(N). Benchmarks for this protocol can be found in Table 4.

C PROOF OF THEOREM 3.2

Correctness. We first show correctness of our protocols by in-
duction. On day 0, all sets are initialized as empty sets so correct-
ness trivially holds. Next, on any day d, our goal is to compute
I; = (X UXy) N (Y UYy,). First, from the correctness of the sub-
routines GetPath and UpdateTree as well as the threshold additive
homomorphic encryption scheme, one can observe that in the out-
put generation, in Step 6, the output computed is indeed using the
candidates from Step 2 and Step 3. In particular, we can expand I;
as

I;=(XUXy)N(YUYy)

=(XUXg)NY)U((XUXg)NYy)
=(XNY)U (X3 NY)U((XUXy) NYy)

Saikrishna Badrinarayanan, Peihan Miao, Xinyi Shi, Max Tromanhauser, and Ruida Zeng
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Initialization:
(1) Py and P; independently generate key pairs for an additive
homomorphic encryption scheme (pk,, sko) < KeyGen(lA) and
(pk;,sk;) < KeyGen(17) and share the public keys. Py and P,

$ . .
sample ko, k; < Zg, respectively. Both parties agree on a

randomly sampled PRF key k & {0,1}2.
(2) Py and P; generate initial trees with only an empty root and stash:
(D, S) and (D, S), respectively. Initialize I = 0.
Day d: Py and P; hold (Z~), §) and (D, S), respectively. Let L be the tree
height of O and D. Both parties update L as they update the trees below.
Py also holds Hx. Let X, Y denote the two parties’ sets at the end of the
previous day, respectively. Py holds a new input set X7 and P; holds a new
input set Yy. Let n = | Xy| and m = |Yy|.
(1) Pyplearns X N Yy,.

(a) Py computes H(Y4)¥! and sends to Pj.

(b) P, raises each element by ko to obtain H (Yg)kokt and
compares against Hx (which equals H(X \ Iz_; ykok) to
learn Iy = X N Yy.

(2) Y tree update. P; sends ({(updates;, £;)}/2,, S]) <
UpdateTree(Y, L, D, S, Fic(+), Encpy, (+)) to Po. Py replaces each
path P (¢;) with updates; in D, and replaces S with S’

(3) Pylearns X4 N (Y U Yy). Py samples a random mask « i Zq
and sends Encyy, (@) to Py, then for every element x; € Xg:

(a) Py obtains

-L
{Encpk, (yi,5) };=1+p
a random mask f;, and homomorphically computes path =
L
{B: © (Encpi, (yi;) © Encpy, (xi)) @ Encpy, (@) }7;"” and
sends path to P;.
For each ct; € path, Py decrypts the ciphertext to obtain

— GetPath(f), §, Fi(+),x;), samples

vj = Decg, (ctj), samples a random mask &; & Zg, and
homomorphically computes
resj = &; - (Encpi, (v;) © Encpy, (a).
(c) P; samples a random permutation 7 from [o - L + p] and
sends 7 ({res; };Zf*'p) to Py.
(d) Py adds x; to Ix if Decg, (fes;) = 0 for any res;.
(4) Output Generation. P outputs I = Iy U Ix.
(5) Hx updates.
(a) Py creates a set X, = (Xg \ Ix) and then pads it with
dummy elements until |X"l,| = | X4|. He then samples
& « Zg and sends H(X(’i)skﬂ to Py.
(b) Pj raises each element in H(X;,)FkU to the power k; to
obtain H (X(’i)‘ckokl which she sends back to Py.
(c) Py raises each element in H(Xc'z,)fk"kl to the power of £7! to
obtain H(X"i)kokl from which he derives H(Xy \ Ixc)*ok1.
(d) Py updates Hx = (Hx \ H(Iy)*o") U H(Xy \ Ix) k.

Figure 10: Protocol HUPSI-Addpsi for addition-only plain UPSI
FUPSI-Add ;-

Recall that X; N X = 0 and Y; N Y = 0. Hence the new elements to
be added to the intersection consists of two disjoint sets, (X; NY)
obtained in Step 2 and ((X U X;) N Y;) obtained in Step 3.

Imported Lemma C.1 (Theorem 1 from [50]). Let {xi}fil be any
sequence of elements being added to a binary tree via UpdateTree.
Let tree node size 0 = 5, tree height L = [log N, and stash size p.
If the function F(-) is a random function, namely F(x;) outputs a
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random leaf node, then the probability of failure (abort in Step 2d)
after a sequence of UpdateTree operations corresponding to {xi}l{il
can be bounded by Pr [|S| > p] < 14 - (0.6002)".

Security Against Corrupted Py. The simulator Simg can be con-
structed that simulates Py’s view as follows. On input (1’1,X (D]
Fo(X[p1> Y[p]))> Simo runs the honest Py to generate its view and
behaves on behalf of an honest P; with the following exceptions
on each day d € [D]:

e In Step 5, Simg will change m3 depending on the function-
ality. Let Iy be the number of elements in ms3 for an honest
P; on day d, which is derivable from the public parameters.

- InFupsi-adde,» Fo(X[p1, Y[p]) = {C1. C2, - .., Cp } where
C, is the number of elements in the intersection after

day d. Let C := Cy — C4_1. Simg samples «; i Zg for
alli € [I; - C] and a random permutation  over [I;],
and sends the message:

Iy-C c
ms = ({Par’tDecskl (Encpk((x,—))}izl V] {PartDecskl (Encpk(O))}j=l) .

= InFupsi-Addgm> Fo(X[D): Y[p]) = {(C1, V1), (C2, V2), . . .,
(Cp, Vp)} where Cy  is the number of elements in the
intersection and Vj is the sum of associated values in
the intersection after day d. Let C := C4 — Cy4_1. Simg

samples a;, fi i Zg foralli € [I; - C] and y; i Zq
for all j € [C] . It also sample a random permutation
7 over [[;] and sends the message:
C
).

PartDecsk, (Encpk (a:)),
Encpk (Bi)

PartDecsk, (Encpk(0)),
Encpk (YJ)

ol )l A

(Cp,Zp)} where Cy is the number of elements in the

intersection, Zg = {[[z1]]o, [[z2]l0; - - -» [[zc,~c,_, Tlo}
is a set of Py’s secret shares for elements added to the
intersection on day d. Let C := Cy — C4_;. Simg sam-

ples a;, Bi i Zg foralli € [Ty — C] and y; & Zg for

all j € [C]. It also samples a random permutation
over [[;] and sends the message:
C
.

e )l A

e In Step 6, an honest P sends a message m; in IIypsj-add
where Simg will instead send mj = PartDecg, (Encpi (V)
where V :=V; - V;_; ondayd.

PartDecsk, (Encp (a:)),

Encpi (i)

PartDecsk, (Encpk(0)),
Encpk (Y])

e In Step 7, Simg samples a random set Yé & Zl]ydl and sends
ms = ({(updates;, {’j)};."zl,gl) « UpdateTree(Y, L, D1, Sy,
Fi(+), Encpi ().

Finally, Simg outputs Py’s view. Using a hybrid argument, we can

prove for any D € N and any inputs (X|p}, Y|p}),

(Viewl(;[’D (X[D]’ Y[D])’ Outll—I’D (X[D]’ Y[D]))

S (Simo(l’l,X[D],%(x[D], Yip1), FiX[py, Y[D]))~

Hyby: Po’s view together with P;’s output in the real protocol.

Hyb;: Same as Hyb, except that P;’s output is replaced with
F1(X[p}, Y[p})- This follows from the correctness of the
protocol.

)

= InFupsi-Addgre F0(X[D1 YD1) = {(C1. 21), (C2, Z3), . . .,

)
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Hyb,: Same as Hyb, except that in ITypsj-addy,» 7 is replaced
with PartDecgy, (Ency (V) for V=V — V4_; on each day
d € [D]. This hybrid is statistically indistinguishable from
Hyb; by the re-randomization of the encryption scheme.
Same as Hyb,, except the first element in each tuple of m3 is
replaced with a partial decryption of a fresh encryption of
ay - (ag — by). This is actually a series of hybrids where the
element in the i-th tuple is replaced in Hybs ;. Each hybrid
is statistically indistinguishable by the re-randomization of
the encryption scheme. Let Hyb; be the last hybrid in this
series.

Same as Hyb; except that the first element in each tuple
of m3 is either replaced with partial decryption of a fresh
encryption of 0 if a — by = 0 or of a uniformly random ele-
ment in Z otherwise. In the first case, Hyb, ; is statistically
indistinguishable from Hyb, ;_; by the re-randomization of
the encryption scheme. In the second case, Hyb,; is statisti-
cally indistinguishable from Hyb, ;_; because ay - (ax —by)

Hyb3’i:

Hyb4’i:

has a uniform distribution over Z4 when ay, & Zg and
ar — b # 0. This is also a series of hybrids where the el-
ement in the i-th tuple is replaced in Hyb, ;. Let Hyb, be
the last hybrid in this series.

Same as Hyb, except that the second element in each tuple
of ms is replaced depending on the functionality, where the
i-th tuple has its element replaced in Hybs ;.

In HUPSI-Addsum and HUPSI-AddCirwits it is replaced with a
fresh encryption of a random value. This hybrid is com-
putationally indistinguishable by the CPA security of the
encryption scheme.

In ITypsi-add,, » nothing changes in these hybrids.

Let Hybs be the last hybrid in this series of hybrids.

Same as Hybs except that P; never aborts in Step 2d of
UpdateTree. This hybrid computationally indistinguishable
from Hybs because of the pseudorandomness of Fi (-). If one
can distinguish between Hyb; and Hyb,, then it means the
abort probability in Hybs is non-negligible. By Imported
Lemma C.1, if the function F(-) used in UpdateTree is a
random function, then the probability of abort is negligi-
ble. Hence we can use the abort probability to distinguish
between a pseudorandom function F (-) and a random func-
tion F(+).

Same as Hyb, except that Y is replaced with Ya/l in UpdateTree
for ms. By the construction of UpdateTree and CPA security
of the encryption scheme, this hybrid is computationally
indistinguishable. Py’s view in this hybrid is exactly Simg’s
output, concluding the proof.

Hbe,i:

Hybg:

Hyb,:

Security Against Corrupted P;. Sim; can be constructed that
simulates P;’s view as follows. On input (14, Yip), 1 XD, YD)
Simy runs the honest P; to generate its view and behaves on behalf
of an honest Py with the following exceptions on each day d € [D]:

e In Step 2, Sim; samples a random set X(; i lexdl and

. $
random associated values P[’i — Z,|]Xd| and sends my

({(updates;, &)}, So) — UpdateTree(X”, P('l., Do, So, Fi (+),
Encpk('))~



e In Step 3, Sim; will sample random values «;, f; & Zg
for all i € [Ag] where Ay = |my| is the number of el-
ements in my for an honest Py, and sends the message

A,
ma = {(Encp (ai), Encpi(Bi)) 14 -

e In Step 6, in Iyps|-Add,,,» Sim1 samples a random value
y < Zgq and sends my = Encpi(y).

In TIypsi-Adderer> 70 (X[D)s YD) = {(C1,21), (C2, Z2), . . .,
(Cp, Zp)} where Cy is the number of elements in the in-
tersection, Zy = {[[z1]]1, [[z2]l1, - - .. [[zcy—c,_ 111} is a set
of Py’s secret shares for elements added to the intersection
on day d. Sim; sends the message
ma = {PartDecgy, (Enc,y([[zi]]1))} 54~ C-1
sko pk ill1))ri= .
Finally, Sim; outputs P;’s view. Using a hybrid argument, we can
prove for any D € N and any inputs (X[p7, Y[p]),

(View?’D(X[D], Yip)). Outy"P (X(p), Y[D]))
S (Siml(l’l, Yip}, F1(X[p1, Yip)))s Fo (X[ D] Y[D]))~

Hyby:
Hyb,:

P1’s view together with Py’s output in the real protocol.
Same as Hyb, except that Py’s output in ITypsi-addg,c; 1S
replaced with %o (X[py, Y[ p})- This follows from the cor-
rectness of the protocol.

Same as Hyb; except that in IIypsj-add,;,.;» SiM1 replaces
my with a partial decryption of a fresh encryption of py —
[[zx1lo. This is actually a series of hybrids where the i-th
element is replaced in Hyb, ;. These hybrids are statistically
indistinguishable by the re-randomization of the encryption
scheme. Note that pr — [[zx]lo = [[zx]]1 so this can also be
seen as a fresh encryption of [[z]]1. Let Hyb, be the last
hybrid in this series of hybrids.

Same as Hyb, except that in ITyps|-add,,,,» 4 is replaced by
a fresh encryption of Encpy (X kex px)- This is statistically
indistinguishable by the re-randomization of the encryption
scheme.

Same as Hybs except that in IIjjpg-add

Hybz,l-:

Hyb,:

Hyby: , Sim; samples

sum

Y & Zq and replaces my with Encpy (y). This is computa-
tionally indistinguishable by the CPA security of the en-
cryption scheme.

Same as Hyb, except that each tuple in m is replaced with a
tuple of fresh encryptions: (Enc(y;,j — xi), Encpi (pi)). This
is a series of hybrids where the b-th element of the i-th tuple
is replaced in Hybs ; ;,. These are statistically indistinguish-
able by the re-randomization of the encryption scheme. Let
Hybs be the last hybrid in this series of hybrids.

Same as Hyb; except that each tuple in m; is replaced with
a tuple of fresh encryptions of random values. This is a
series of hybrids where the b-th element of the i-th tuple
is replaced in Hyby ; ,. These are computationally indistin-
guishable by the CPA security of the encryption scheme.
Let Hyb, be the last hybrid in this series of hybrids.

Same as Hyb, except that Py never aborts in Step 2d of
UpdateTree. This hybrid computationally indistinguishable
from Hyb, because of the pseudorandomness of Fy (-) and
Imported Lemma C.1.

Hybs ; »:

Hybg ; 5

Hyb,:
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Hybg: Same as Hyb; except that X is replaced with X:i and Py is
replaced with Pc/l in UpdateTree for m1. By the construction
of UpdateTree and CPA security of the encryption scheme,
this hybrid is computationally indistinguishable. P;’s view
in this hybrid is exactly Sim;’s output, concluding the proof.

D PROOF FOR SUBPROTOCOL IlcombinePath

In this section, we prove correctness and security of the subprotocol
IIcombinePath presented in Section 4.3.

Correctness. Given the correctness of the additively homomor-
phic encryption scheme and Fiookup, We prove that IlcombinepPath
correctly outputs shares [[2x=y,(p - gi)]] over Zq where (x, p)
are inputs to the subroutine and (yj, g;) are input as encrypted
ciphertexts in ;;a‘t/h. Consider first i such that x # y;. Per the ho-
momorphic operations done in Step 1, y; = y; — x + a; over Zg
and so Fiookup will receive a = y; — x + @; and b = ;. Because
X # Yi, @i # Yi — X + a; over Zg and so Responder will receive
mi,1 from Fioorup- Per Step 4, [[ri]l1 = Decgk(mi1) = —f; and
[[rillo = i and so r; = [[rillo + [[ri]l1 = B — B = 0. In the case
where x = y;, @i = y; — x + ;, the Responder receives m;, and
[[ri]l1 = Decg(mio) = p - qi — p- Therefore r; = p - q;. In Step 5,
each party will output Y;[[ri]lx = [[2; rill k- Because ri = p - q; if
and only if y; = x and 0 otherwise, this correctly results in shares
of [[ Sy, (p - @)1

Security. For the security of our addition and deletion protocols, it
suffices to show that the IIcympinepath Subroutine can be simulated
against an adversarial Responder. Let Viewgp(x, P, F;e;{h, sk, pk) be
the Responder’s view, and we can construct a simulator Simcp like
so:

e In Step 1, Simcp samples y; & Zg for all i € [k] and sets
req; = Encyi(1i).

e In Step 4, Simcp samples §; < Zg for all i € [k] such that
2i9i = [[z]]l1 and sends m; = Encpi(6;) to Responder on
behalf of Fiookup-

Given that, we present the following lemma:

Lemma D.1. In the Fipokup-hybrid model, there exists a PPT sim-

ulator Simcp such that, for any inputs x, p, p?Ih, sk, public key pk,
and Responder output [[z]]1,

View§" (x, p, path, sk, pk) = Simcp (14, [z]11, pk, k).

ProoF. We prove the lemma with a hybrid argument:

Hyb,: Po’s real view — i.e., Viewgp(x,p, p;{h, sk, pk).
Hyb, ;: This is a series of hybrids where, in Hyb, ;, m; ¢ is replaced
with a fresh encryption of (p - g; — f;). This is indistinguish-
able by the re-randomization property of the encryption
scheme.
This is a series of hybrids where in Hyb, ; Simcp samples

Si i Zg such that Z{le i = [[2]l1 and sends Encp (d;) to
the Responder as the output of Figokyp- In the case where
m; = mjy, this is statistically indistinguishable because
P - ¢i — fi has a uniform distribution over Z4 because f; is
sampled uniformly from it. In the case where m; = m; 1, this
is indistinguishable because —f; has a uniform distribution
over Zq for the same reason.

Hybz’i:
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Hybs ;: This is a series of hybrids where, in Hybs ;, SimCP samples

Yi & Zq and sends req; = Encpy(y;) in Step 2. This is sta-
tistically indistinguishable because y; — x +; has a uniform
distribution over Z4 because «; is sampled uniformly from
it.

The Responder’s view in this hybrid is exactly Simcp’s
output, concluding the proof.

E PROOF OF THEOREM 4.3

Correctness. As before, we prove correctness by induction. On day
0, all sets are initialized as null sets so correctness trivially holds.

Now, on any day d, our goal is to compute I; = (X U X; \ Xd_) n

(Y U Y(;.' \ Yd_) First, similar to the addition only protocols in Sec-
tion 3, from the correctness of the subroutines UpdateTree, GetPath
and subprotocol IIcombinePath, the additive homomorphic encryp-
tion scheme and the secret sharing scheme, one can observe that
in the output generation, in Step 3c, the output computed is indeed
using the reconstruction of the intersections listed in Steps Step 1b,
Step 1c of the deletion phase and steps Step 2b, Step 2c of the ad-
dition phase. That is, in those 4 steps, after the reconstruction, we
compute

L=X;nY, B =(X\x7)ny;,

Igzxgm(Y\Y(;), a:(xux;}\xd‘)myg.

Elements in I; and I; are removed from I (since the reconstructed
share is negative) and elements in I3 and I are added to I; (since
the reconstructed share is positive). That is, our protocol computes
I;j=(I3-1 VB ULy \ L)\ o, whereI;_; =XNY.

Recall that we assume no element can be added and deleted on
the same day. That is, X; nx, = Y; ny; = 0. Now, let’s expand
1, as follows:

L= (XUX;' \X;) N (YUY; \ Yd‘)
((xux; \x‘;) N (Y\ Yd‘)) U ((XUX;; \Xd‘) N (Y;))
((xuxg \Xd‘) N (Y\ Yd‘)) Ul

E(X\XQT) N (Y \ Yd‘)) U ((X; \Xd‘) N (Y\ Yd_)) Ul

= (X\X;)ﬂ(Y\Yd_))Ulg Ul

(by definition)

Now, let’s rewrite things a bit more. Observe that:
xny=((x\x7)n(v\y7))u(xgny)u((x\x7)ny;)
L= (X \X7 ) n (v y7)junug

In other words, (X \ X;) N (Y \ Yd_) = (I_1 \ ) \ . Putting this

back into the first equation above, we get:
Ij=(Ig-1 \ID\R) U3 ULy
=((Ig-1 VB UIY) \ I\ L
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(by definition since X N X

SincekiNL =B NI =L NI =I3NI =0 (by definition and by
the assumption that X7 N X7 = Y7 N Y = 0). This concludes the
proof of correctness.

Lemma E.1 (Corollary of Imported Lemma C.1). Let {xi}fil be

a sequence of elements being added or removed to a binary tree via
UpdateTree where any single element is added and removed at most
t times. By increasing the node size o and stash size p by a factor of
min(2t,log N), the probability of abort is negligible.

Proor. By Imported Lemma C.1, abort is negligible after adding
N elements with node size o and stash size p. Let us first consider
the case where we allow arbitrary additions or deletions. Note that
because UpdateTree removes duplicates before placing elements
into the tree, only a single additions or deletions for x; will appear
in any node. Additionally, UpdateTree keeps the invariant that
additions and deletions for any element x; in the tree will appear
either in the root to leaf path P (Fi(x;)) or in S. Therefore, for any
x;i, the maximum number of additions and deletions that can appear
in the tree or stash is log N + 1 — one for each node in P (F (x;))
and one for S. In the worse case, every element appears log N times
in the tree and once in the stash, so they can be added to a tree
with node size log N - ¢ and stash size log N - p without abort. In
the case where elements can be added and removed at most ¢ times
and 2t < log N, in the worst case any element x; will be duplicated
in the tree 2t times. Therefore, a tree with node size 2¢ - ¢ and stash
size 2t - p will suffice. O

Security against Corrupted Py. Simg can be constructed that sim-
ulates Py’s view as follows. Let 70(X|p}, Y[p]) = {Z1, Z2, ..., Zp}
where Z; is the set of elements added to the intersection on day
d. On input (lA,X[D], %(X[D], Y[D])), Simg runs the honest Py to
generate its view and behaves on behalf of an honest P; with the
following exceptions on each day d € [D]:
o In the deletion phase Step 1c, Simg runs Simep (14, [[z;’j]]o,
pko, kg) to simulate Py’s view of IIcombinePath for all j €
[m™] where kg =0 - Lo + p.
e In the deletion phase Step 1d, Simy samples a random

Y, —_— _ o~
set Y(;._ & Z‘IZ al and sends ({(updatesj,{’j)};.”zl,S{) —

UpdateTree(Y), {—y}. : y}. €Y ;”:_11)1,81, pky, Fi(+)).

o Inthe addition phase Step 2c, Simg runs Simcp(lll, [[Z;’j]]o,
pko. kg) to simulate Py’s view of IIcombinepath for all j €
[m*] where kg = o - Ly + p.

e In the addition phase Step 2d, Simo samples a random
set Y;’ 41 Z‘qyd‘ and sends ({(updatesj,t’j)};."gl,gi) —
UpdateTree(Y}*, {y/; : 4/} € Y(;*};.";lZ)l,Sl, pky, Fi ().

o In the output generation phase Step 3, Simg does the fol-
lowing.

— In Step 3b, for 1 < i < |Zy], Simg sets [[zi]]o = 0 and
[[zi]l1 = z; where z; € Z;. For |Z4] < i < T, Simg

samples shares of zero uniformly ([[z;]]o i Zgq and
[zillx = =[[zi]lo).
— In Step 3c, Simg encrypts the all [[z;]]o set in Step 3b
and uses that in their response.
Finally, Simg outputs Py’s view. Using the below hybrid argument,
we show that the real and ideal worlds are indistinguishable.



Hyby:
Hyb;:

Hyb,:

Hybs:

Hyb4,i:

Hybs:

Hyby:

Hyb6,l-:

This is the real world.

This is same as Hyb,, except that the message in Step 3b is
computed using the shares set by Simg. Since {o;};c [ are
randomly sampled and 7 is a random permutation, the set
of shares that Py learns are identically distributed in both
hybrids. Hence, they are statistically indistinguishable.
Same as Hyb; except that P; never aborts in Step 2d of
UpdateTree. This hybrid computationally indistinguishable
from Hyb, because of the pseudorandomness of Fi(+). If one
can distinguish between Hyb; and Hyb,, then it means the
abort probability in Hyb, is non-negligible. By Lemma E.1,
if the function F(-) used in UpdateTree is a random func-
tion, then the probability of abort is negligible. Hence we
can use the abort probability to distinguish between a pseu-
dorandom function F, () and a random function F(-).
Same as Hyb, except in the addition phase Step 2d, Y; is
replaced with Y(;‘L in UpdateTree. By the construction of
UpdateTree and CPA security of the encryption scheme,
this hybrid is computationally indistinguishable.

This is a series of hybrids where, in Hyb, ;, Py’s view of
the ith IcombinePath i Step 2c is simulated with Simcp (14,
[[z;’l.]] 0 Pk, kq). This is computationally indistinguishable
by Lemma D.1. Let Hyb, be the last hybrid in this series of
hybrids.

Same as Hyb, except that P; never aborts in Step 2d of
UpdateTree. This hybrid computationally indistinguishable
from Hyb, because of the pseudorandomness of Fy (-) and
Lemma E.1.

Same as Hybj; except in the addition phase Step 1d, Y is
replaced with YC}_ in UpdateTree. By the construction of
UpdateTree and CPA security of the encryption scheme,
this hybrid is computationally indistinguishable.

This is a series of hybrids where, in Hybﬁ’ i Py’s view of
the jth IIcombinePath in Step 1c is simulated with Simcp (14,
[[z;, j]] 0 pko, kg). This is computationally indistinguishable
by Lemma D.1.

Py’s view in the last hybrid of this series is exactly Simq’s
output, concluding the proof.

Security Against Corrupted P;. Sim; can be constructed that

simulates P;’s view as follows. On input (1’1, Yip] ), Simj runs the
honest P; to generate its view and behaves on behalf of an honest
Py with the following exceptions on each day d € [D]:

In the deletion phase Step 1la, Sim; samples a random

set X/} & ZlIX‘” and sends ({(updates;, fi)}?;pgé) —
UpdateTree(Xl’i_,{—xlf x] € X:i_ 1 Do, So, pkos Fi (+))-
In the deletion phase Step 1b, Simy runs Simcp (14, [z 11,
pky, kg) to simulate P;’s view of IIcombinePath for alli e
[n7] where kg = o - L1 + p.

In the addition phase Step 2a, Sim; samples a random

Xx* — v o=
set X/ & ZL al and sends ({(updates;, )}, S)) «
UpdateTree(Xa’lJ', {x]:x] € X(';}?;Z)O,SO, pkos Fi(+)).
In the addition phase Step 2b, Simj runs Simcp (14, [[z% 11,
pky, kg) to simulate Pi’s view of IIcombinePath for all i €
[n*] where kg = o - L1 + p.
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o In the output generation phase Step 3a, Sim; samples ran-
dom shares [[z;]]o fori € [I'] and sends {Encpy ( [[zi]]o)}{:1
to Py.

Finally, Sim; outputs P;’s view. Using the below hybrid argument,
we show that the real and ideal worlds are indistinguishable.

Hyby: This is the real world.

Hyb,: Same as Hyb, except that in the output generation phase
Step 3a, the ciphertexts Ency ([[zi]lo) is a tuple of fresh
encryptions of random values. This is actually a series of
sub-hybrids where each ciphertext is replaced in each sub-
hybrid. These are computationally indistinguishable by the
CPA security of the encryption scheme.

Hyb, ;: This is a series of hybrids where, in Hyb, ;, P1’s view of the
ith TIcombinepath 1 Step 2b is simulated with Simcp(14,
[[z;’ 111, pky, kg). This is computationally indistinguishable
by Lemma D.1. Let Hyb, be the last hybrid in this series of
hybrids.

Hybs: Same as Hyb, except that P; never aborts in Step 2d of
UpdateTree. This hybrid computationally indistinguishable
from Hyb, because of the pseudorandomness of Fy (-) and
Lemma E.1.

Hyb,: Same as Hyb; except in the addition phase Step 2a, X; is
replaced with X l’; in UpdateTree. By the construction of
UpdateTree and CPA security of the encryption scheme,
this hybrid is computationally indistinguishable.

Hyb, ;: This is a series of hybrids where, in Hyb, ;, P1’s view of the
ith TIcombinepath 10 Step 1b is simulated with Simcp(14,
[[z;’ 111, pky, kg). This is computationally indistinguishable
by Lemma D.1. Let Hyb, be the last hybrid in this series of
hybrids.

Hybs: Same as Hyb, except that P; never aborts in Step 2d of
UpdateTree. This hybrid computationally indistinguishable
from Hyb, because of the pseudorandomness of Fy (-) and
Lemma E.1.

Hybg: Same as Hybs except in the addition phase Step 1a, X is
replaced with X é_ in UpdateTree. By the construction of
UpdateTree and CPA security of the encryption scheme,
this hybrid is computationally indistinguishable.

Py’s view in this hybrid is exactly Simg’s output, concluding
the proof.

F PROOF OF THEOREM 4.2

Correctness. As before, we prove correctness by induction. On
day 0, all sets are initialized as null sets so correctness trivially
holds. Now, on any day d, let’s define a function f(x;,y;) = p;i - q;
where for any x; € (XUXTUX7),y; € (YUYJUY]) (pi,q;) are
defined as in the protocol. Then, as in the correctness of the previous
protocol, by definition, observe that, for both functionalities:

Outy = Z fxi,y;5)
xie(XUX;UX‘;),
yje(YUY;'UYJ)
= > fwy)+ > feayp+ > fxy)).
x;j€X, x,-e(X';UX';), x,-E(XUX;,UX‘;),
yjey yjeY yje(Y3uY7)
We can observe the following in the protocol from the correct-
ness of the underlying primitives:
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o InStep 3, the outputs are secret shares of 3, €(X3UX7), f(xi,yj). Security Against Corrupted P;. Sim; can be constructed that

yJEY

simulates P;’s view as follows. On input (1 Y[p}), Simy runs the

e InStep 4, the outputs are secret shares of 3, ¢ (x UXHUX;), f(xi.yjhonest P; to generate its view and behaves on behalf of an honest

ye(Y; UY )

and by induction, Outy_; = ¥x,ex, f(xi,y;). Then, by the correct-
yj€Y

ness of the reconstruction of the secret sharing scheme, Out, is

correctly computed and this completes the proof.

Security Against Corrupted Py. Simg can be constructed that
simulates Py’s view as follows. On input (l Xip1 Fo(X[D}> YD)
Simg runs the honest Py to generate its view and behaves on behalf
of an honest P; with the following exceptions on each day d € [D]:
e In Step 4, Simg runs Simcp(14, [[zy,j1l0. pko, kg) to sim-
ulate Py’s view of Icompinepath for all j € [m] where
kd =0-Lo+ p.
e In Step 5, Simg samples a random set (Y~ U Y}") &
Z;YJ [+]Y]
Y/+ {qj
real World
o In the output generation phase Step 7, Simg does the fol-
lowing.

— First, let %(X[D] YD]) = {Outy,Outy,...,
where Outy is different for Fypsj-pel,,
respectively.

— Since Simg knows Py’s input (and randomness), it can
compute the value [[z4]]o that Py would have com-
puted in Step 6.

- Simg computes and sends [[z4]]1 = Outy — Outy_; —
([zallo-

Finally, Simg outputs Py’s view. Using the below hybrid argument,
we show that the real and ideal worlds are indistinguishable.

Hyby: This is the real world.

Hyb;: This is same as Hyb,, except that the the output generation
phase Step 7 happens as in the ideal world. That is, [[z4]]1
is set as (Outy — Outy_; — [[z4]l0) where [[z4]lo is Po’s
share computed in Step 6.

From the correctness of IIcombinePath and security of the
secret sharing scheme, the share [[z4]]; that Py learns is
identically distributed in both hybrids and so are statisti-
cally indistinguishable.

Same as Hyb; except that P; never aborts in Step 2d of

UpdateTree. This hybrid computationally indistinguishable
from Hyb, because of the pseudorandomness of Fy (-) and
Lemma D.1.

Same as Hyb, except in Step 5, (Y‘;.r U Y}) is replaced
with (Y}~ U Y*) in UpdateTree. By the construction of

UpdateTree and CPA security of the encryption scheme,
this hybrid is computationally indistinguishable.

This is a series of hybrids where, in Hyb, ;, Py’s view of

1)1, 81, pky, Fc(+)) where q is defined as in the

Outp}
and Fyps|-Del

sum

Hyb,:

Hybs:

Hyb 40
the ith IIcompinepath in Step 4 is simulated with Simcp (14,
[[zy,i]l0. pko, kg). This is computationally indistinguishable
by Lemma D.1.

Py’s view in the last hybrid of this series is exactly Simg’s
output, concluding the proof.

and sends({(updatesj,fj)}j 1,S ) UpdateTree(Y’
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Py with the following exceptions on each day d € [D]:

e In Step 2, Sim; samples a random set (X~ U X/) &
ZLX,; [+1X31
X/+ {pz

real world
e In Step 3, for each run of Hcompinepath, While setting its
input, Simj replaces (x;, p;) by sampling a random tuple

1Do, So, pky, Fic(+)) where p] is defined as in the

(x},p}), random values a;, B; & Zg for 1 < j < |ly| and
sets path; = {(Encpy (a;), Encpy, (ﬁj))}?:l
L1+ p.
Finally, Sim; outputs P;’s view. Using the below hybrid argument,
we show that the real and ideal worlds are indistinguishable.
Hyby: This is the real world.
H blz This is a series of hybrids where, in Hyb; ;, P1’s view of

where ly =0 -

the ith TIcombinepath in Step 3 is simulated with Simcp (14,
[[zx,i]11, pky, kg)- This is computationally indistinguishable
by Lemma D.1. Let Hyb, be the last hybrid in this series of
hybrids.

Same as Hyb, except that P; never aborts in Step 2d of
UpdateTree. This hybrid computationally indistinguishable
from Hyb; because of the pseudorandomness of Fy(-) and
Lemma D.1.

Same as Hyb, except in Step 2, (X] U X)) is replaced
with (X~ U X)) in UpdateTree. By the construction of
UpdateTree and CPA security of the encryption scheme,
this hybrid is computationally indistinguishable.

Py’s view in this hybrid is exactly Sim¢’s output, concluding
the proof.

Hyb,:

Hybs:

and sends ({(updatesl,t’i)}? 1,5’) — UpdateTree(X"z._U



