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Abstract

Parameter Efficient FineTuning (PEFT), such as Low-Rank Adaptation (LoRA),
aligns pre-trained Large Language Models (LLMs) to particular downstream tasks
in a resource-efficient manner. Because efficiency has been the main metric of
progress, very little attention has been put in understanding possible catastrophic
failures. We uncover one such failure: PEFT encourages a model to search for
shortcut solutions to solve its fine-tuning tasks. When very small amount of tokens,
e.g., one token per prompt, are correlated with downstream task classes, PEFT
makes any pretrained model rely predominantly on that token for decision making.
While such spurious tokens may emerge accidentally from incorrect data cleaning,
it also opens opportunities for malevolent parties to control a model’s behavior
from Seamless Spurious Token Injection (SSTI). In SSTI, a small amount of tokens
correlated with downstream classes are injected by the dataset creators. At test
time, the finetuned LLM’s behavior can be controlled solely by injecting those
few tokens. We apply SSTI across models from three families (Snowflake Arctic,
Apple OpenELM, and Meta LLaMA-3) and four diverse datasets (IMDB, Financial
Classification, CommonSense QA, and Bias in Bios). Our findings reveal three
astonishing behaviors. First, as few as a single token of SSTI is sufficient to steer a
model’s decision making. Second, for light SSTI, the reliance on spurious tokens
is proportional to the LoRA rank. Lastly, with aggressive SSTI, larger LoRA rank
values become preferable to small rank values as it makes the model attend to
non-spurious tokens, hence improving robustness.
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Spurious Proportion vs. Accuracy Degradation

g o

g 6

B 15 Class 0 Class 1
52 CoRARANK T Base model 14003 10997
23 LoRA Rank 16 SSTI (class O token) 24686 314

8 42 LoRA Rank 32 SSTI (class 1 token) 512 24488

3 48| —1— LoRA Rank 64

< 0% 20%  40%  60%  80%  100% Table 1: Predicted class counts under Light SSTI with

Spurious Proportion (%)

100% of training samples modified. Each SSTI model
was trained with a single date token correlated with
a particular class, injected at a random location and
finetuned with a LoRA rank of 64. Predicted counts
are on a spurious test dataset where 100% of samples
from all classes received SSTI. Even a single token
of SSTI is sufficient to control model predictions at
test time.

Figure 1: Injecting a single spurious token in an
increasing proportion of the dataset (x-axis) cre-
ates a shortcut learning opportunity. LoRA finetun-
ing—even with a rank of 1—zeroes in on that shortcut
solution. The resulting LLM’s behavior thus be-
comes only dependent on the presence or absence
of the spurious tokens, resulting in performance
degradations (y-axis), and creating malevolent op-
portunities.

1 Introduction

Large language models (LLMs) have achieved impressive performance across a range of natural
language processing tasks. However, their generalization can at times be fragile, particularly when
training data contains spurious correlations—patterns that are predictive of the target but unrelated to
the underlying task. Over-reliance on these shortcuts can lead models to make incorrect predictions
under distribution shift, undermining robustness and fairness.

While next-token prediction is the canonical pretraining objective for LLMs, it is a difficult setting
for analyzing spurious correlations. Here, the label space consists of the full vocabulary, making it
difficult to define a clean boundary between meaningful and spurious input features. Consequently,
in this paper, we focus on classification-style downstream tasks, where the label space is well-defined
and controlled injections of spurious tokens are easier to construct.

Adaptation to such tasks is typically done via finetuning. Recently, parameter-efficient finetuning
(PEFT) methods like Low-Rank Adaptation (LoRA) have become widely adopted due to their
efficiency and scalability. However, real-world datasets are rarely clean. Spurious tokens—such as
leftover markup, templated prompts, or systematic metadata patterns—can unintentionally correlate
with target labels. Worse yet, malicious actors can intentionally inject such correlations. If LoRA-
finetuned models learn to depend on these shortcuts, it opens the door to test-time manipulation via
what we call Seamless Spurious Token Injection (SSTT).

Despite LoRA’s popularity, the interaction between PEFT and spurious correlations remains under-
explored. We address this gap by introducing a framework to systematically inject spurious tokens
into classification datasets. This enables us to systematically study how models of different sizes and
LoRA configurations behave under varying spurious conditions. By isolating key parameters—such
as the proportion of affected samples, number of injected tokens, and their placement—we aim to
better understand the sensitivity of LoRA-based finetuning to SSTI.

We ran comprehensive experiments across three model families (Meta LLaMA-3, Apple OpenELM,
and Snowflake Arctic) and four diverse datasets (IMDB, Financial PhraseBank, CommonSenseQA,
and Bias in Bios). We uncover three key findings:

* Minimal injection is enough: Injecting just a single token per prompt is sufficient to steer
model predictions.

* LoRA rank amplifies susceptibility under light SSTI: When spurious tokens are sparsely
injected, the model’s reliance on them increases proportionally with LoRA rank.

* More rank = more robustness under aggressive SSTI: With heavy spurious token injec-
tion, higher LoRA ranks help models recover by attending to more meaningful, non-spurious
features.



Our findings reveal a core weakness in LoRA-based finetuning, raising questions about data quality,
model security, and the tradeoff between efficiency and robustness. Alongside this paper, we release
a plug-and-play framework for injecting spurious corruptions into Hugging Face datasets, making it
easy to test model robustness as well as facilitate future research on additional corruption strategies.
Code available at: [link] TODO: (should we link to an anonymized repo with only the spurious corr
functionality?)

2 Related Work

Spurious Correlation The presence of spurious correlations—superficial patterns in the data that
models exploit as shortcuts—has been widely documented across both vision and language domains.
In computer vision, a canonical example involves classifiers that associate cows with green grass:
while models appear to perform well on in-distribution test data, their accuracy collapses on images of
cows in atypical contexts, revealing reliance on background texture rather than core object features [7].
In natural language processing (NLP), large language models trained on biased corpora may reinforce
social stereotypes, learning shallow associations between demographic terms and harmful concepts
rather than robust linguistic generalizations [4].

Recent work has sought to quantify the impact of spurious correlations on model predictions and
internal representations [[10} 23[]. Various testing methodologies have been proposed to detect these
correlations, such as evaluating out-of-distribution (OOD) generalization rather than relying solely
on in-distribution benchmarks, which may mask shortcut behavior [[6, [7]. Other strategies involve
curated diagnostic datasets like HANS, designed to expose heuristics in natural language inference
models [[14]].

To address these issues, a wide array of mitigation techniques have been proposed [2, 3,16} 10} 17,19}
21, 23]]. These fall broadly into two categories: data-centric and model-centric approaches. Data-
centric methods include constructing balanced datasets through counterfactual augmentation [23]],
leveraging human annotation [19]], masking previously attended features [3]], and reweighting training
samples to suppress reliance on spurious signals [6]. Model-centric approaches include deep feature
reweighting (DFR)[10], invariant risk minimization (IRM)[2]], distributionally robust optimization
(DRO)[17], multi-task learning with pretrained models[21]], and adversarial training [6]. In particular,
DFR, when paired with appropriate architectures and pretraining, has been shown to be highly
effective [9]]. However, follow-up work has shown that some methods—such as DRO—can fail in the
presence of overparameterized models [[18]], underscoring the need for continued empirical scrutiny.

Parameter Efficient Finetuning Fine-tuning large language models (LLMs) on downstream tasks
can be computationally expensive, especially when dealing with models containing a large number
of parameters. To mitigate these costs, a growing body of work has focused on parameter-efficient
fine-tuning (PEFT) methods that aim to adapt models with a minimal number of trainable parameters.

One of the most prominent approaches is Low-Rank Adaptation (LoRA) [8]], which inserts trainable
rank-decomposition matrices into the model’s weight updates. LoRA significantly reduces the
number of trainable parameters while often achieving performance comparable to, or even surpassing,
full fine-tuning. The success of LoRA has led to numerous extensions aimed at further improving
efficiency and expressivity.

For instance, Nested LoRA (NoRA)[11] builds on singular value decomposition (SVD) to reduce
parameter count while preserving information from the base model. Tied-LoRA[16] enhances
efficiency through selective training and weight tying. DoRA (Decomposed LoRA) [12] proposes an
orthogonal decomposition of the update direction into separate direction and momentum components,
further refining the adaptation process.

Our work builds on this line of research by examining how PEFT methods—specifically
LoRA—respond to training data contaminated with spurious correlations. While prior work has
focused on improving adaptation efficiency, we focus on understanding the robustness trade-offs
PEFT methods introduce when faced with biased or corrupted training signals.



3 Method: Seamless Spurious Token Injection (SSTI)

This section introduces the spurious token injection framework that enables our empirical analysis
of SSTI (Seamless Spurious Token Injection) introduced in section [I. We begin by formally
defining spurious tokens and describing our injection framework in section We then detail our
experimental setup in 2?.

Definition (Atomic Spurious Tokens). Let V = {¢1,...,tr} be the token vocabulary and y € ) a
class label in a downstream classification task. We define a subset of tokens S C V to be spurious for
class y if:

P(y|t) > Pylt;) V€S t;eV\S

That is, the presence of any token in .S strongly increases the likelihood of predicting class y compared
to any token outside of .S.

We refer to this as an atomic notion of spuriousness, as it considers token-level correlations without
relying on more complex interactions or semantic judgments.

Note. There is currently little formalism for defining spurious correlations in language tasks. This
definition is intended as a first-step to help ground empirical analysis of spurious behavior in language
models.

3.1 Spurious Token Injection

To systematically study the impact of spurious correlations, we introduce a structured perturbation
framework that modifies text-label pairs in existing datasets. Our approach is built around two core
components:

* Modifiers: We define a Modifier base class that specifies how text and labels can be jointly
transformed. Specific subclasses implement different corruption strategies.

* Selective Application via Spurious Transform: To create spurious correlations between
text features and labels, we apply the Modifier selectively to a randomly-sampled user-
specified fraction of the dataset associated with a specific target label.

For SSTI, we use the ItemInjection Modifier that injects tokens into text sequences. Given an
input text, it randomly samples injection tokens from a configurable source, inserting them into the
text according to user-defined parameters.

ItemInjection is characterized by the following key components:

* Injection Source: Tokens for injection can be sampled from multiple sources, including
random sampling from predefined lists/files, or dynamic generation by a user-specified
function. Sampling can be with or without replacement, and the size of the sample space
can be modified to control the diversity of tokens injected.

* Injection Location: Token injection location can be configured to be at the beginning, at
random positions, or at the end of the original text sequence.

» Token Proportion: The number of injected tokens is determined by a token proportion
hyperparameter, specified as a fraction of the number of tokens in the original text.

A similar HTMLInjection modifier allows for injecting HTML tags (details can be found in ap-
pendix [A.2). Examples of these various SSTI strategies can be found in fig. 2| (see appendix [A.3]for
further examples).

3.2 Procedure

We used LoRA to fine-tune a range of models across diverse datasets to evaluate the effect of spurious
token injection (SSTI) on model robustness. Our experiments included six models from three major
families—Snowflake Arctic, Apple OpenELM [135], and Meta-LLaMA-3 [[1]—at both small and
large scales:

¢ Snowflake Arctic: arctic-embed-xs (22M), arctic-embed-1 (335M)



Original (no SSTI) We are adjusting to the present situation by cutting our ca-
pacity and costs without, however, jeopardising our Asia
strategy over the longer term.

Single token SSTI 2014-09-25 We are adjusting to the present situation by cut-
ting our capacity and costs without, however, jeopardising
our Asia strategy over the longer term.

Multiple token SSTI  We 1906-09-13 are adjusting to the present situation by cut-
ting 1950-11-20 our capacity and costs without, however,
jeopardising our Asia strategy 2039-01-16 2031-04-05 over
the longer term.

HTML tag SSTI We are adjusting to the present situation by cutting our capac-
ity and costs without, however, <p> jeopardising our Asia
strategy over the longer term. </p>

Figure 2: Examples of spurious token injection (SSTI) strategies. Injected tokens are highlighted
in red. Top: Original sentence without corruption. Next rows: A single token (date) is inserted
at the beginning; multiple random tokens are injected at random positions; and HTML tags are
inserted at the end (closing tag is placed at the end). These patterns mimic real-world artifacts
and are sufficient to steer model predictions. In our full evaluation, we systematically vary not just
token type and number, but also injection location (start, end, random). Additional examples are in

appendix |A.3|

* OpenELM: openelm-270m (270M), openelm-3b (3B)
e LLaMA-3: 11ama-3-8b (8B), 11ama-3-70b (70B)

To assess generalization, we evaluated on four datasets: IMDB [[13]], Financial Classification, Com-
monSenseQA [20], and Bias in Bios [3].

Each model was fine-tuned using LoRA with ranks of 1, 16, 32, and 64, on frozen pretrained weights.
Training hyperparameters were scaled to model size: smaller models (under 1B parameters) used a
per-device batch size of 16, 500 training steps, weight decay of 1e~°, and a learning rate of le ™4,
while larger models used a per-device batch size 2 to accommodate memory constraints. For full
software and hardware details, including GPU type and infrastructure, see appendix in the
Appendix.

For SSTI, we used a controlled spurious token injection framework. All injections were added only
to samples with a particular class label. We systematically varied:

¢ Proportion of samples injected: 0%, 25%, 50%, 75%, 100%

* Token proportion: 1 token, 5% of each injected sample’s original tokens, or 10%

* Token type: dates, countries, or HTML tags

* SSTI location: beginning, end, or random
Each configuration was evaluated on both a clean test set and a matched spurious test set, using the
same token injection parameters applied during training. This dual-evaluation framework allows

us to assess both real-world deployment behavior (with latent spurious correlations) and clean
generalization performance.

For an overview of the injection procedure and examples of injected tokens, see section [3.1] and

appendix

4 LoRA Feeds on Spurious Tokens

This section explores how LoRA rank influences a model’s susceptibility to SSTI. We find that even
minimal corruption can dominate model behavior, and that the effect of LoRA rank depends on the
strength of the spurious signal.



In section 4.1} we show that a single injected token is sufficient to control model predictions.
section 4.2|demonstrates that increasing LoRA rank under Light SSTI amplifies this vulnerability.
Finally, section[4.3]reveals a reversal: under Aggressive SSTI, higher ranks help recover robustness
by attending to non-spurious features.

Together, these results expose a non-monotonic relationship between LoRA capacity and robustness.

4.1 A Single Token Can Manipulate the Model

We begin our analysis with the Light SSTT setting, where only a single spurious token is injected
per prompt and correlated with a specific class. We ask the question: Is such minimal corruption
sufficient to alter model behavior?

As shown in table [T, the answer is yes. When 50% of training samples are injected with a single
token associated with a target class, the model trained under this corruption overwhelmingly predicts
that class at test time—regardless of input content. For example, injecting a class 0-associated token
results in the model assigning nearly all test samples to class 0. In contrast, the base model distributes
predictions more evenly across classes.

This result demonstrates that even minimal, single-token corruption is sufficient to determinis-
tically control model outputs. In the section 4.2 we explore how this vulnerability evolves with
changes to LoRA rank and the fraction of training samples affected.

4.2 Light SSTI: LoRA Rank Amplifies Susceptibility

Having seen how even a single injected token can deterministically control model outputs when
injected into 50% of training examples (table[T), we now ask: how does this behavior evolve with
changing LoRA rank and injection proportion?

fig.[3a shows a clear trend: under Light SSTI, increasing LoRA rank leads to a widening gap between
performance on clean and spurious test sets. Clean accuracy remains mostly flat, while spurious-set
performance improves sharply—indicating that the model has learned to rely on the injected token
rather than generalizing from meaningful task features.

This pattern becomes more evident in fig. which plots the difference in accuracy between spurious
and clean evaluations across ranks and injection proportions. Even when only 25-50% of training
samples contain the spurious token, the performance gap grows with rank. The effect is particularly
pronounced at 50% and above, suggesting that under light SSTI, higher-rank adapters are more
prone to overfitting to spurious correlations (higher LORA capacity increases the model’s tendency to
exploit shortcut correlations, even when those correlations are sparse).

These results extend the finding from the previous section: not only is minimal corruption sufficient
to steer predictions, but this vulnerability is amplified as LoRA rank increases. In section[4.3] we
examine whether this trend persists under more aggressive forms of SSTI—where spurious signals
are more dominant and more frequent.

4.3 Aggressive SSTI: Higher rank = More robustness

In section 4.2, we showed that under Light SSTI, increasing LoRA rank exacerbates a model’s
reliance on spurious signals. But what happens when the corruption is no longer minimal?

To explore this, we performed the same experiments under a more aggressive SSTI setting—where
50% of training samples are injected with spurious tokens amounting to 10% of each sample’s token
count. Surprisingly, under this regime, we observe a reversal of the earlier trend: higher LoRA ranks
now begin to improve robustness, rather than hurt it.

fig. [Abjillustrates this shift. Unlike the Light SSTI case, the gap between clean and spurious evaluation
accuracy narrows as LoRA rank increases. This suggests that higher-capacity adapters are better
equipped to reconcile conflicting training signals, and recover generalization in the face of strong
spurious signals.

fig. 4a|provides a more granular view, showing balanced accuracy across LoRA ranks on clean vs.
spurious test sets. While low-rank models continue to overfit the spurious tokens, higher-rank models
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Figure 3: Snowflake-arctic-embed-xs on IMDB dataset
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Figure 4: Snowflake-arctic-embed-xs on IMDB dataset

achieve more balanced performance—no longer relying entirely on shortcut features, but instead
recovering aspects of the true task signal.

Together, these results highlight a key insight: the relationship between LoRA capacity and robustness
is non-monotonic. When spurious signals are weak, low-rank adapters act as a regularizer by limiting
memorization. But as spurious signals become more dominant, higher ranks enable the model to
better interpolate between noisy and clean supervision—improving test-time alignment.

We observed similar reversals across other datasets and model scales, as detailed in appendix [A.5]

5 SSTI Persists Across Forms, But Leaves a Signature

This section expands our understanding of how and when LoRA-finetuned models become vulnerable
to spurious token injection (SSTI). In section [5.1] we find that model degradation remains consistent
regardless of token position or type, suggesting a deep, architecture-level sensitivity to systematic
patterns. We then turn inward in section 5.2} showing that this shortcut behavior leaves measurable
traces in the model’s attention distribution—specifically, a drop in entropy when SSTI is present.

5.1 Token Location and Type Don’t Matter

A natural question is whether model vulnerability depends on where or what kind of spurious token is
injected. To probe this, we conducted two sets of controlled experiments. First, we varied the position



(a) Accuracy Degradation by Injection Location  (b) Accuracy Degradation by Token Type (|, in
({, in pp). Various injection positions under Light =~ pp). Various injection toke types under Light and
and Aggressive SSTI (50% injection). Trends are ~ Aggressive SSTI (50% injection). Trends are con-

consistent across locations. sistent across types.

SSTI Rank Beg. End Rand SSTI Rank Date Country HTML

1 4.1 3.9 4.2 1 4.3 4.1 4.0

. 16 7.5 7.2 7.8 . 16 8.1 7.8 7.5

Light 35 98 96 10. Light "3 102 99 9.7

64 11.3 109 115 64 12.0 11.7 11.5

1 2.5 2.3 2.7 1 2.2 2.0 2.1

A 16 1.9 1.8 2.0 A 16 1.7 1.5 1.6

88 3 14 15 16 88 3 1.3 1.1 12

64 1.2 1.3 1.1 64 1.0 0.9 1.0

Figure 5: Accuracy degradation (|, in percentage points) on clean test performance across two
perturbation dimensions. Left: impact of injection position. Right: impact of injected roken type.
TODO: THIS IS DUMMY DATA, fill with actual results

of the injected token—beginning, end, or random—while keeping all other factors constant. Second,
we varied the type of injected token (e.g., dates, country names, HTML tags) using a medium-sized
model, snowflake-arctic-embed-1.

As shown in fig. the key trends we identified—minimal injection being sufficient to steer pre-
dictions, LoRA rank amplifying susceptibility under light SSTI, and higher rank aiding recovery
under aggressive SSTI—persist across all injection positions. With a single token injected (Light
SSTI), clean performance degrades more severely as LORA rank increases—regardless of whether the
token is placed at the beginning, end, or randomly. Conversely, under heavier corruption (10% token
injection, Aggressive SSTI), higher LoRA ranks help mitigate this degradation across all positions.
Likewise, fig. [5b shows that these patterns are robust to the choice of spurious token type: dates,
country names, and HTML tags all produce comparable effects.

While minor variations exist, the overarching behaviors remain consistent, suggesting that the
observed behaviour is not tied to any specific artifact structure or token position. Rather, it reflects
a broader vulnerability of LoRA-based models to systematic dataset perturbations. Additional
experiments on varying token injection locations and types are provided in appendices[A.6|and[A.7]

We have also experimented with varying the "diversity" of tokens. Results of these are provided in

appendix

5.2 Under the Hood: Recognizing SSTI via Attention Entropy

We now turn to the model’s internal behavior to understand how spurious token injection (SSTI)
influences its predictions, and to propose a diagnostic signal for identifying SSTI in datasets. Using
the TAHV library [22], we visualize attention heatmaps to inspect which tokens the model attends to
most during inference.

Focusing on our smallest model, snowflake-arctic-embed-xs, on the IMDB dataset, we analyze
the attention distribution for samples with and without injected spurious tokens. To quantify attention
concentration, we compute the Shannon entropy over token-level importance scores generated by
TAHV (shown in table[5).

Intuitively, when SSTI is present, the model can rely on the injected tokens to make deci-
sions—resulting in more peaked attention distributions and lower entropy. Indeed, across injection
settings, we observe consistently lower entropy for samples in the spurious class compared to the
non-spurious class. Although the absolute difference varies, a notable pattern emerges: in all observed
cases, the entropy of the spurious group remains below 95% of the entropy in the non-spurious group.



Table 2: Token-level attention visualizations for samples with (top) and without (bot-
tom) SSTI, using LoRA rank 1, 10% token injection, and 50% spurious sample rate on
snowflake-arctic-embed-xs (Head 0). Cropped samples to conserve space, for full visual-
ization of samples refer to table[6] When SSTI is present, attention is more concentrated, resulting in
lower entropy (= 6.90 vs. ~ 7.60). SSTI doesn’t just influence predictions—it warps what the
model pays attention to.

Tokens Attended To Category  Entropy
glad to have seen this extraordinary and unusual work of art .
<br/><br/>on a scale of 1 ZONS=063 to 10
,17 d give it about an 8 . 75 . the only reason i shy away from
9 is that it is a mood piece . if you are in the mood for a really artistic , 1 ~ 6.895
very romantic film , thenit’sal0.1i think it * s a
2078507819 must - see , none 2093203230 of us can be in

that mood all the time , so , overall , 8 . 75 . [SEP]

[CLS] i love sci - fi and am willing to put up with a lot . sci - fi movies
/ tv are usually underfunded , under - appreciated and misunderstood . i
tried to like this , i really did , it is to good tv sci - fi as babylon § is
to star trek ( the original ) . sillyh , cheap cardboard sets , Stilted
dialogues , cg that doesn ’ t match the background | and painfully one -
dimensional characters cannot be overcome with a ’ sci - fi * setting . (i’
m sure there are those of you out there who think babylon § is good sci - fi
tv.it’ snot . it * s cliched and MASHIEAE . ) while us viewers might like
emotion and character development , sci - fi is a genre that does not take
itself seriously ( cf . star trek ) . it may treat important issues , yet not as a 0 ~ 7.595
serious philosophy . it * s really difficult to care about the characters here as
they are not simply foolish , just missing a spark of life . their actions @iid
reactions are wooden and [iS@IGHEBIE . often painful to watch . the makers
of earth know it ’ s rubbish as they have to always say " gene roddenberry
* s earth . .. " otherwise people would not continue watching . roddenberry
’ s ashes must be turning in their orbit as this dull , cheap , poorly edited (
watching it without advert breaks really brings this home ) trudging trabant
of a show lumbers into space . spoiler . so , kill off a main character . gnd
then bring him back as another actor . - ! dallas all over again . [SEP]

This leads to a simple heuristic: if the attention entropy for one class is consistently below 95% of
the other, the dataset may exhibit spurious correlations, and should be investigated further. For
extended results across LoRA ranks and injection intensities, see appendix [A.T0}

6 Conclusion

In this work, we expose a critical vulnerability in parameter-efficient finetuning (PEFT), demonstrating
that even minimal spurious token injection can drastically influence model behavior. Through a
systematic evaluation across multiple LoRA configurations, model families, and datasets, we conclude
the following:

* Single-token injection suffices: Injecting just a single token per prompt is sufficient to steer
model predictions.

* LoRA rank amplifies or mitigates vulnerability depending on context: Under light SSTI,
higher LoRA ranks increase reliance on spurious tokens; under aggressive SSTI, they help
restore robustness.

* Location, type, and diversity don’t matter: The same degradation patterns hold regardless
of where tokens are injected (beginning, end, or random), what kind of token is used (dates,
HTML tags, or country names), or how diverse the injected tokens are.



* Attention entropy reveals SSTI reliance: Spurious tokens sharply reduce entropy in
attention heatmaps, indicating model over-reliance on a narrow set of features. We find that
if the entropy of spurious samples drops consistently below 95% of that of non-spurious
samples, it may indicate SSTI is present.

Taken together, our results expose a fundamental tradeoff between the efficiency of modern PEFT
methods and their robustness to subtle dataset corruptions. We urge practitioners to look beyond
clean benchmark performance and treat robustness evaluation as a core component of the finetuning
pipeline—particularly when using crowd-sourced, templated, or externally provided data, where
spurious artifacts may be common and hard to detect.

Future directions. While our experiments focus on classification-style tasks, an open question
remains: how do similar spurious signals manifest in generative settings like next-token prediction?
Unlike classification, the boundary between signal and shortcut is blurrier in generation, making it
harder to define and detect spurious patterns. We believe this represents a rich direction for future
work, and encourage the community to build analogous SSTI-style tests for such language modeling.

Finally, while our SSTI method operates on the dataset side, it is equally important to investigate
vulnerabilities from the model side. A malicious actor could release a pretrained model embedded
with hidden control triggers—tokens that appear benign but drastically influence downstream behavior
post-finetuning.

We also release an SSTTI injection toolkit to help researchers test their own pipelines, as well as
facilitate future research into different types of corruptions.
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A Technical Appendices and Supplementary Material

Here we share some supplementary figures and information related to our experiments and results.
These results support our findings across multiple models and datasets.

A.1 Resources Used

Table 3: Datasets Used

Name Number of Categories Train/Test Size (in thousands)
IMDB 2 25725

Financial Classification 3 4.55/0.506

Bias in Bios 28 257799.1

Common Sense 5 9.74/1.22

Table 4: Models Used

Name Number of Parameters Time per Run (Order of Datasets from Table 1)
snowflake-arctic-embed-xs 22M ~ 12min/~3m/ ~ 40m /[ ~?
snowflake-arctic-embed-1 335M ~2hrs/~1Tm/ ~ 8h/~?
OpenELM-270M 270M ~ 2hrs | ~7/] ~?7/[~?

OpenELM-3B 3B ~ 1d2hrs |~ 3hrs /| ~? /[~ 3hrs
Meta-Llama-3-8B 8B ~ 1d11hrs/ ~? /[ ~? [ ~?

Each model was fine-tuned using LoRA with ranks of 1, 16, 32, and 64, on frozen pretrained weights.
Training hyperparameters were scaled to model size: smaller models (under 1B parameters) used a
per-device batch size of 16, 500 training steps, weight decay of 1e~°, and a learning rate of le~4,
while larger models used a per-device batch size ranging from 2 to 14 to accommodate memory
constraints and dataset sizes. These different batch sizes sometimes changed the amount of time steps
the model was trained for but we took this as a good opportunity, allowing us to test different time
steps as well.

All experiments were conducted using eight NVIDIA A100 GPUs, some having 40GB and other
80GB.

A.2 HTML Injection

The HTMLInjection Modifier injects HTML tags into text sequences to simulate markup-induced
spurious correlations. Tags are sampled from a configurable source, which may include single tags
(e.g., <br>) or tag pairs (e.g., <p>. . .</p>).

Injection behavior varies by location: the opening tag is inserted at the beginning, end, or a random
position; if a closing tag is present, it is placed elsewhere in the text, respecting valid orderings. An
optional 1level parameter restricts injection to within specific HTML nesting levels.

A.3 Spurious Token Injection Examples
A3.1 Dates

Add more examples of Date injection -> all different locations and proportions

A32 HTML

Add more examples of HTML injection -> all different locations and proportions
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A4 Expected Trends

We include more figures depicting the expected trend of a higher LoRA rank resulting in worse
performance compared on the clean evaluation set. All the figures are made with a single

A.5 Trend Reversal

We further focus on the trend reversal across different models and datasets. The trend reversal seems
to hold, where the smallest LoRA rank stops being the best choice. However, it is not always the case
that a LoRA rank of 64 was the best choice.

We also observe some violations of this trend in the datasets of Bias in Bios and Common Sense.
However, after further observing, our models were not performing well on the downstream task. After

rerunning a few experiments on those datasets by changing the amount of time the models trained for,
we saw the pattern emerge once again.
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Figure 6: IMDB Dataset
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Figure 7: Financial Classification Dataset
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Figure 8: Common Sense Dataset
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Figure 9: Bias in Bios Dataset
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A.6 Trends Across Locations
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relations when injection occurs at a random location
in the samples.
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Figure 10: Trends hold across different SSTI injection locations (random, beginning, end)
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Figure 11: Trends hold across different SSTI injection locations (random, beginning, end)

A.7 Other Spurious Token Types
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(a) Difference in balanced accuracy (1) between spuri-
ous and clean test sets across LoRA ranks, under single-
token SSTI. For a single-token HTML SSTI, model
performance is impacted, meaning poor cleaning
of datasets could heavily impact a model’s perfor-
mance.

48.0% 49.0% 50.0% 51.0% 52.0%
Spurious Proportion (%)

(b) Difference in balanced accuracy (1) between spuri-
ous and clean test sets across LoRA ranks, under single-
token SSTI. For a single-token Country SSTI, model
performance is impacted, meaning poor cleaning
of datasets could heavily impact a model’s perfor-
mance.

Figure 12: Snowflake-arctic-embed-1 on IMDB dataset for different Spurious Token Types
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(a) Difference in balanced accuracy (1) between spuri- (b) Difference in balanced accuracy (1) between spuri-
ous and clean test sets across LoRA ranks, under single- ous and clean test sets across LoRA ranks, under single-
token SSTI. For a single-token HTML SSTI, model token SSTI. For a single-token Country SSTI, model
performance is impacted, meaning poor cleaning performance is impacted, meaning poor cleaning
of datasets could heavily impact a model’s perfor- of datasets could heavily impact a model’s perfor-
mance. mance.

Figure 13: Snowflake-arctic-embed-1 on IMDB dataset for different Spurious Token Types

A.8 Impact of Token Diversity
A.9 SSTI Hijacking
A.10 Further Examples for Recognizing SSTI

Here we further explore our quick test to see if there are spurious tokens present during the training
of a model. We cover LoRA ranks of 1 and 64 on the IMDB dataset for the same model, snowflake-
arctic-embed-xs. We focus our use of this procedure to cases where 50% of samples had SSTI, and
two different cases: Single token injection, and as seen in the paper, 10% of the original amount of
tokens injected. For these three additional scenarios, the same pattern appears — the category that
had the spurious token(s) injected displayed a lower attention entropy. With this entropy failing to
surpass 95% of the entropy of the other category (table[d] table[7] table [8).
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Table 5: Complete samples from table Token-level attention visualizations for samples with (top)
and without (bottom) SSTI, using LoRA rank 1, 10% token injection, and 50% spurious sample rate
on snowflake-arctic-embed-xs (Head 0). When SSTI is present, attention is more concentrated,
resulting in lower entropy (= 6.90 vs. ~ 7.60). SSTI doesn’t just influence predictions—it warps

what the model pays attention to.

Tokens Attended To

Category  Entropy

[CLS] previous reviewer claudio carvalho gave a much better recap of
the film ” s plot details than i could . what i recall mostly 1930-08-04
1930-07-28 is that it was just so beautiful , in every sense - emotionally
, visually , Ediforially - just IOSS%0IE08 gorgeous . < br /> < br / > if you
like movies that are wonderful to look at , and also have emotional content
to which 1980-07-11 that beauty is relevant , i think 1987-01-07 you will
be glad to have seen this extraordinary and unusual work of art

.<br/><br/>01ascaleof 1 2ZONSS063M to
10,1’ d give it about an 8 . 75 . the only reason i shy away

from 9 is that it is a mood piece . if you are in the mood for a really anistic

, very romantic film , thenit’sal10.1i think it ’
2078507819 must - see , none 2093203230 of us can be in

that mood all the time , so , overall , 8 . 75 . [SEP]

[CLS] i love sci - fi and am willing to put up with a lot . sci - fi movies
/ tv are usually underfunded , under - appreciated and misunderstood . i
tried to like this , i really did , it is to good tv sci - fi as babylon § is
to star trek ( the original ) . sillyh , cheap cardboard sets , Stilted
dialogues , cg that doesn ’ t match the background | and painfully one -
dimensional characters cannot be overcome with a * sci - fi * setting . (i’
m sure there are those of you out there who think babylon § is good sci - fi
tv.it’ snot . it s cliched and WMSPINNE . ) while us viewers might like
emotion and character development , sci - fi is a genre that does not take
itself seriously ( cf . star trek ) . it may treat important issues , yet not as a
serious philosophy . it * s really difficult to care about the characters here as
they are not simply foolish , just missing a spark of life . their actions giid
reactions are wooden and [FiS@ISHEBIE . often painful to watch . the makers
of earth know it ’ s rubbish as they have to always say " gene roddenberry
* searth . .." otherwise people would not continue watching . roddenberry
’ s ashes must be turning in their orbit as this dull , cheap , poorly edited (
watching it without advert breaks really brings this home ) trudging trabant
of a show lumbers into space . spoiler . so , kill off a main character . gnd
then bring him back as another actor . 888 ! dallas all over again . [SEP]

1 ~ 6.895

0 /2 7.595
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Table 6: Attention Heatmap Lora Rank 1, single token injected, spurious proportion 50% (Head 0)

Tokens Attended To

Category  Entropy

[CLS] previous reviewer claudio carvalho gave a much better recap of the
film ’ s plot details than i could . what i recall mostly is that it was just so
beautiful , in every sense - emotionally , visually , editorially - just gorgeous
.<br/><br/>if you like movies that are wonderful to look at , and also
have emotional content to which that beauty is relevant , i think you will
be glad to have seen this extraordinary and unusual work of art . <br/> <
br/>on ascale of 1 to 10,1’ d give it about an 8 . 75 . the only reason
i shy away from 9 is that it is a mood piece . if you are in the mood for a
really artistic , very romantic film , then it > s a 10 . i definitely think it ° s a

must - see , but none of us can be in that mood all the time , so
,overall , 8 .75 . [SEP]

[CLS] i love sci - fi and am willing to put up with a lot . sci - fi movies
/ tv are usually underfunded , under - appreciated and misunderstood . i
tried to like this , i really did , it is to good tv sci - fi as babylon § is
to star trek ( the original ) . silly , cheap cardboard sets , stilted
dialogues , cg that doesn ’ t match the background , and painfully one -
dimensional characters cannot be overcome with a * sci - fi * setting . (i’
m sure there are those of you out there who think babylon 5 is good sci - fi
tv.it’ snot . it ’ s cliched and WlSPIAE . ) while us viewers might like
emotion and character development , sci - fi is a genre that does not take
itself seriously ( cf . star trek ) . it may treat important issues , yet not as a
serious philosophy . it * s really difficult to care about the characters here as
they are not simply foolish , just missing a spark of life . their actions and
reactions are wooden and [FiSGHSHBIE . often painful to watch . the makers
of earth know it ’ s rubbish as they have to always say " gene roddenberry
> searth . . . " otherwise people would not continue watching . roddenberry
’ s ashes must be turning in their orbit as this dull , cheap , poorly edited (
watching it without advert breaks really brings this home ) trudging trabant
of a show lumbers into space . spoiler . so , kill off a main character .
then bring him back as another actor . 888 ! dallas all over again . [SEP]

1 ~ 6.627

0 ~ 7.584
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Table 7: Attention Heatmap Lora Rank 64, single token injected, spurious proportion 50% (Head 0)

Tokens Attended To

Category  Entropy

[CLS] previous reviewer claudio carvalho gave a much better recap of the
film ’ s plot details than i could . what i recall mostly is that it was just so
beautiful , in every sense - emotionally , visually , editorially - just gorgeous
.<br/><br/>if you like movies that are wonderful to look at , and also
have emotional content to which that beauty is relevant , i think you will
be glad to have seen this extraordinary and unusual work of art . <br/> <
br/>on ascale of 1 to 10,1’ d give it about an 8 . 75 . the only reason
i shy away from 9 is that it is a mood piece . if you are in the mood for a
really artistic , very romantic film , then it > s a 10 . i definitely think it ’ s a

must - see , but none of us can be in that mood all the time , so
,overall , 8 .75 . [SEP]

[CLS] i love sci - fi and am willing to put up with a lot . sci - fi movies
/ tv are usually underfunded , under - appreciated and misunderstood . i
tried to like this , i really did , but it is to good tv sci - fi as babylon 5 is
to star trek ( the original ) . silly prosthetics , cheap cardboard sets , stilted
dialogues , cg that doesn ’ t match the background , and painfully one -
dimensional characters cannot be overcome with a * sci - fi * setting . (i’
m sure there are those of you out there who think babylon 5 is good sci - fi
tv.it’ snot . it * s cliched and uninspiring . ) while us viewers might like
emotion and character development , sci - fi is a genre that does not take
itself seriously ( cf . star trek ) . it may treat important issues , yet not as a
serious philosophy . it ’ s really difficult to care about the characters here as
they are not simply foolish , just missing a spark of life . their actions and
reactions are wooden and [FiSGHSHIBIE . often painful to watch . the makers
of earth know it ’ s rubbish as they have to always say " gene roddenberry
> s earth . . . " otherwise people would not continue watching . roddenberry
’ s ashes must be turning in their orbit as this dull , cheap , poHly edited (
watching it without advert breaks really brings this home ) trudging trabant
of a show lumbers into space . spoiler . so , kill off a main character . and
then bring him back as another actor . jeeez ! dallas all over again . [SEP]

0

~ 7.045

~ 7.619
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Table 8: Attention Heatmap Lora Rank 64 10% token injected, spurious proportion 50% (Head 0)

Tokens Attended To

Category  Entropy

[CLS] previous reviewer claudio carvalho gave a much better recap of
the film | s plot details than i could . what i recall mostly 1930208204

is that it was just so beautiful , in every sense - emotionally
, visually , editorially - just IOSSS0IE08 gorgeous . < br / > < br / > if you
like movies that are wonderful to look at , and also have emotional content
to which that beauty is relevant , i think (987501207 you will
be glad to have seen this extraordinary and unusual work of art

.<br/><br/>on a scale of 1 2ONS=063M to
10,1’ d give it about an 8 . 75 . the only reason i shy away

from 9 is that it is a mood piece . if you are in the mood for a really artistic
, very romantic film , BOGSSIOR0 then it * s a 10 . i definitely think it * s a

must - see , but none ZOSSE0SEE0 of us ZOSOSIONNE can be in

that mood all the time , so , overall , 8 . 75 . [SEP]

[CLS] i love sci - fi and am willing to put up with a lot . sci - fi movies
/ tv are usually underfunded , under - appreciated and misunderstood . i
tried to like this , i really did , but it is to good tv sci - fi as babylon 5 is
to star trek ( the original ) . silly prosthetics , cheap cardboard sets , stilted
dialogues , cg that doesn ’ t match the background , and painfully one -
dimensional characters cannot be overcome with a * sci - fi ° setting . (i’
m sure there are those of you out there who think babylon 5 is good sci - fi
tv.it’ snot . it * s cliched and uninspiring . ) while us viewers might like
emotion and character development , sci - fi is a genre that does not take
itself seriously ( cf . star trek ) . it may treat important issues , yet not as a
serious philosophy . it * s really difficult to care about the characters here as
they are not simply foolish , just missing a spark of life . their actions and
reactions are wooden and [FiSSISHIBNE . often painful to watch . the makers
of earth know it ’ s rubbish as they have to always say " gene roddenberry
> s earth . . . " otherwise people would not continue watching . roddenberry
’ s ashes must be turning in their orbit as this dull , cheap , POOI edited (
watching it without advert breaks really brings this home ) trudging trabant
of a show lumbers into space . spoiler . so , kill off a main character . and
then bring him back as another actor . jeeez ! dallas all over again . [SEP]

1 ~ 7.211

0 /R 7.653
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