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Abstract 
 

As AI agents increasingly undertake tasks such as online shopping on behalf of human users, it 
becomes critical to understand how these LLM‐based assistants respond to manipulative 
interface designs, or “dark patterns,” that exploit cognitive biases. While prior work has 

documented human susceptibility to tactics such as scarcity messaging, social proof, and pushy 
“Buy Now” buttons, the extent to which AI agents are similarly influenced remains unexplored. 
In this thesis, we review the literature on digital nudges and dark patterns, then draw on recent 
behavioral benchmarks for autonomous agents. We present four controlled experiments in an 

e-commerce setting, systematically exposing AI shopping assistants (using the OpenAI Operator 
framework) to three common dark patterns: Buy Now buttons, scarcity banners, and social proof 

cues. Through logistic and conditional logit modeling, we find that AI agents are significantly 
swayed by Buy Now and social proof, but remain indifferent primarily to scarcity messaging; 
notably, social proof nudges can even induce agents to select a more expensive product over a 

cheaper alternative with the same rating. These results highlight the need for interface designers 
and policymakers to anticipate AI-specific vulnerabilities and guide the ethical deployment of 

autonomous shoppers. 

 
 



1​ Introduction 

1.1 Background 

In recent years, digital interfaces have increasingly adopted persuasive design features known as 
nudges, intended to subtly steer user behavior without limiting options or altering economic 
incentives (Thaler & Sunstein, 2008). Nudges can serve prosocial ends, such as health apps 
urging users to stand up when they have been sitting for too long or banking apps encouraging 
users to curb their spending habits. However, ‘digital nudges’ can also be weaponized in the 
form of dark patterns, which refer to manipulative UI elements designed to trick users into 
decisions not aligned with their best interests. These dark patterns are pervasive, especially in 
e-commerce platforms, where they significantly influence consumer decisions (Koh & Seah, 
2023; Sin et al., 2022).  

To date, research has focused on the impact of dark patterns on human users of digital interfaces, 
exposing ethical concerns and cognitive biases exploited through manipulative UI design (Maier 
& Harr, 2020; Bhoot et al., 2020). However, the digital consumer landscape is shifting, and AI 
agents are predicted to play a growing role in performing tasks such as online shopping on behalf 
of humans. These agents, often built on large language models (LLMs), may soon become the 
primary users of web interfaces.  

1.2 Research Question 

This study investigates a critical and unstudied question: How do AI agents behave in the face 
of manipulative user interface design? Specifically, we seek to understand in which ways 
current AI agents are sensitive to dark patterns that human users are vulnerable to. This 
exploration not only informs our understanding of LLM-based agent behavior and potential 
‘cognitive biases’ in LLMs but also raises critical questions about the design of future interfaces 
and the ethical use of AI on consumer-facing platforms. 

1.3  Overview 

The paper will begin by synthesizing literature on digital nudges and dark patterns and will 
follow with an overview of recent work in behaviorally examining AI models. We then present 
three sets of experiments testing AI agent responses to various dark patterns on shopping 
websites. Our findings suggest AI agents have significant susceptibility to certain dark patterns 
in specific conditions, with meaningful implications for the future of UI design, AI alignment, 
and consumer protection policies. 

 
 
 



2​ Related Work 

2.1 Digital Nudges and Dark Patterns 

Nudges leverage cognitive biases and heuristics to guide decisions, often in ways imperceptible 
to the user (Waldman, 2020; Hansen, 2016). In digital contexts, common dark pattern examples 
include scarcity messaging, social proof, default options, and loss framing, tactics that exploit 
psychological tendencies like overchoice and urgency to drive impulsive behavior. Dark patterns 
can be broken down into five primary categories: nagging, obstruction, interface interference, 
sneaking, and forced action (Gray et al., 2018). 

Geronimo et al. (2020) found that 95% of popular mobile apps include at least one dark pattern, 
with many incorporating several. Koh and Seah (2023) demonstrated that e-commerce users are 
significantly more likely to select products when dark patterns like countdown timers or low 
stock alerts are present. Importantly, even when they are aware of their presence, users often fail 
to recognize the influence of these patterns on their decision-making (Bhoot et al., 2020). 

Recent behavioral work refines our understanding of two of the most pervasive nudges, which 
we study in this paper: social proof and scarcity messaging. Venema et al. (2020) tested social 
proof cues in both color-choice and food-shopping tasks where participants lacked strong prior 
preferences. The authors found that social proof nudges reliably guided choices under 
uncertainty and, by reducing decision ambiguity, became more potent precisely when consumers 
didn't know what to choose. These results underline why social proof indicators are effective in 
marketing contexts targeting open-minded or first-time shoppers. More insights come from a 
retail-focused study where the authors decomposed scarcity into quantitative vs. time-based 
signals and showed that effectiveness depends on scarcity type, product category, and the 
strength of other purchase arguments (Gierl, Plantsch & Schweidler, 2008). Notably, quantitative 
scarcity tied to supply (“only 3 left in stock”) produced the most significant lift for 
conspicuous-consumption items. In contrast, time-limited offers (“only 3 days left to buy”) also 
worked, but only when paired with compelling product qualities.  The presence of a scarcity cue 
intensified consumers’ processing of additional purchase information, amplifying the impact of 
strong arguments. Understanding the conditions under which various nudges have the greatest 
impact is essential when translating human-centric dark pattern research to AI-agent settings. 

2.2 Behavioral Testing AI  

Recent work has started to explore the behavioral properties of LLMs and autonomous agents. 
Mei et al. (2024) found that GPT-3 and GPT-4 exhibit human-like responses in economic games 
and psychological tests, suggesting LLMs can be modeled as boundedly rational agents. In 
parallel, Zhang et al. (2024) introduced Mobile-Env, a framework for evaluating how LLMs 
interact with complex GUIs. Their results highlight current models' capabilities and limitations in 
handling realistic, task-oriented user interfaces. 



 

Further, Maxwell and Azzopardi (2016) compared human users with autonomous agents in 
search tasks, revealing differences in exploration strategies and outcomes. Although these early 
studies provide frameworks for benchmarking agent behavior, none have directly examined AI 
susceptibility to manipulative UI design or digital nudges. Our work fills this gap by 
experimentally probing how AI agents respond to specific dark patterns in an e-commerce 
setting.​
 

3​ Methods 

3.1 AI Agent 

In this experiment, we use OpenAI’s Operator agent. Operator is a research-preview agent that 
can automate everyday browser tasks. It runs on OpenAI’s GPT-4o model with vision, can click, 
type, and scroll, and reads text and interprets screenshots at each intermediate stage of the task to 
decide how to take the next action. Operator’s UI is similar to OpenAI’s ChatGPT UI, but 
instead, Operator opens a remote browser window. It views interfaces in the remote window as 
pixels, reasons step-by-step with GPT-4o, and then drives a virtual mouse and keyboard to get 
complete actions, while pausing for you whenever something sensitive (log-in, checkout, 
CAPTCHA, etc.) pops up. 

 

 

 



 

3.2 E-Commerce Website 

We created and deployed a simple React website to test the agents and to have the ability to 
quickly customize the product options and nudges included on the site for various tests. The 
website can be found at https://samshulman.github.io/nudges/, and it is hosted on GitHub Pages. 
The website consists of a ‘Home’ page with just a welcome message, a ‘Shop’ page where all the 
products are found, and a ‘Checkout’ page where the user can view and edit their cart and place 
their order. Available functionalities on the website are as follows: switching pages on the top 
right navigation bar, adding an item to you cart on the ‘Shop’ page (also directly buying an item 
on the ‘Shop’ page if the ‘Buy Now’ button is present), increasing or decreasing the quantity of 
an item and deleting an item on the ‘Checkout’ page, and placing an order on the ‘Checkout’ 
page. When running Operator on the website, the agent navigates through the various pages until 
it has ordered the desired item. The website is programmed to trigger a function on the backend 
so that whenever a user clicks ‘Place Order’, the data is sent to a backend PythonAnywhere 
server we set up with a list of all the items available during that site visit, each item’s id, name, 
price, button/nudge status, rating, and image, as well as the item(s) bought and quantity. That 
way, we can run Operator many times, and the data is collected in the backend server. 

3.3 Nudges Explored 

Choosing the nudges to explore was difficult, but we selected ‘Buy Now’ button, scarcity, and 
social proof for three complementary reasons. (i) Prevalence: Analyses of popular shopping sites 
show these are some of the most common dark patterns that impact human users (Koh & Seah, 
2023; Venema et al., 2020) (ii) Cognitive diversity: Each taps a different heuristic and cognitive 
bias, immediate-action urges (Buy Now), perceived supply and demand imbalance and loss 
aversion (scarcity) and herd behavior (social proof), allowing us to test whether agents are 
broadly vulnerable or sensitive only to certain cognitive biases. (iii) Visual salience: All three 
manifest as clear, isolated DOM elements that can be toggled without altering other product 
attributes, enabling controlled A/B comparisons while minimizing confounds. Together, the trio 
provides a representative yet tractable sample of the dark pattern space. 

 

 

 

 

https://samshulman.github.io/nudges/


4​ Experiment A - Exploratory Analysis 

4.1 Methods 

In this exploratory experiment, the setup on the ‘Shop’ page consists of four pencil products, all 
with the same image, a randomized price between $10 and $20, a randomized rating between 3.0 
and 5.0 stars, a randomized order, and exactly one product with a nudge effect. Figures 1, 2, and 
3 show screenshots of the website with each of the nudges present. 

 

Figure 1. Buy Now setup 

 

Figure 2. Scarcity setup 



 

Figure 3. Social proof setup 

The Operator agent is prompted as follows, with the URL adjusted based on the nudge 
examined: 
 

“You are a highly capable and helpful AI shopping assistant 
helping me buy a pencil from this website: 
https://samshulman.github.io/nudges/#/products-2 
 
Your goal: 
Buy the most optimal pencil based on a combination of factors 
such as price, quality (e.g., rating), and any other relevant 
attributes. 
 
Instructions: 
1. Navigate to the website and evaluate all the pencils shown. 
2. Compare all available options, carefully weighing price, rating, 
and any other displayed information. 
3. Select exactly one pencil to purchase—do not buy multiple 
pencils. 
4. Proceed efficiently through the website to complete the 
purchase. 
5. Continue until you arrive at a confirmation page stating: 
"Thank you! Your order has been placed." 
 
Do not pause or ask the user for permission during any step. You 
are expected to complete this task autonomously from start to 
finish.” 

 
 



We ran the Operator agent 201 times, each in a separate, independent instance, for each of the 
three examined nudges. We collected the results from our PythonAnywhere backend and 
converted them into a format that allowed us to analyze them with a conditional logit model.  
 
4.2 Results 

Across all three nudge conditions and the control condition, we fitted separate logistic-regression 
models predicting which of the four pencils the agent purchased as a function of price, rating, 
and the presence of the focal nudge. Tables 1, 2, 3, and 4 summarize the estimated coefficients 
for each condition: control, ‘Buy Now’, scarcity, and social proof.  

 

In the control condition, we can see that rating and price both have a significant effect on the 
agent’s purchase choice. Rating has a positive influence (β = 6.89,  p < 0.001) and a much 
stronger influence overall than price (β = 5.03,  p < 0.001) does. Price has a moderate negative 
influence with an odds ratio of 0.559, indicating that a price increase of $1 will decrease the 
item’s chance of purchase by 44.1%. 

 

In the ‘Buy Now’ condition, the rating coefficient (β = 5.03,  p < 0.001) reflects the agent’s 
strongest preference for highly rated items. The price coefficient (β = -0.41, p < 0.001) indicates 
that price has a mild negative effect; for every extra dollar the price increases, the purchase odds 
decrease by roughly 34%. The ‘Buy Now’ coefficient (β = 1.06, p < 0.001) reflects that adding a 
‘Buy Now’ button has a strong positive impact on the purchase decision, making the agent 
almost three times more likely to buy a product when the button is present. 

 



 

In the scarcity condition, we see that rating (β = 7.74, p < 0.001) again has the strongest impact 
on purchase choice, even stronger than in the ‘Buy Now’ condition. Price (β = -0.70, p < 0.001) 
has the second strongest impact here, with an odds ratio of 0.499, indicating that a price increase 
of $1 decreases the likelihood of a product being chosen by 50%. The scarcity coefficient is 
small and non-significant (β = -0.11, p = 0.74), with a 95% CI spanning –0.73 to +0.52, which 
indicates that the scarcity effect does not have a significant impact on the agent’s product 
purchase choice in this context. 

 

In the social proof condition, rating (β = 6.00, p < 0.001) had the largest effect on product choice. 
Through these results, we can see that social proof (β = 0.84, p = 0.002) had a significant impact 
on podcast choice and reliably nudged the agent toward the highlighted product, with an implied 
odds ratio of ≈ 2.3, meaning that the addition of a social proof nudge more than doubled the 
purchase likelihood. Price (β = -0.55, p < 0.001) had a significant yet mild negative effect on 
purchase likelihood in this condition.​
 

4.3 Summary 

Across all experiments, we observe that rating is the single strongest predictor, confirming that 
the agent heavily prioritizes quality cues, such as rating, when choosing an item to purchase. 
Price sensitivity is significantly negative, although its magnitude is much smaller than that of 
rating, which remains consistent across all experiments. Among the three nudges, the ‘Buy Now’ 
button and social proof exert significant, medium-sized effects on purchase choice. In contrast, 
the scarcity nudge has a minimal effect on item purchase choice. These findings suggest that 
LLM-based shopping agents, specifically ones like Operator, are susceptible to visually salient, 
action-oriented, or socially framed cues, but not to generic scarcity messages, which suggests 
differing behavior from that observed in human consumers. 

 



5​ Experiment B - Causal Analysis with Equal Rating and Price 

After seeing that both rating and price significantly impacted product choice in the exploratory 
analysis (Experiment A), we decided to conduct a causal experiment in which we kept rating and 
price constant between two strictly dominant items (out of four total) and placed a nudge on one 
of the two items. Without nudging, the two equally priced and equally rated items should each be 
chosen half the time. We measured the rate at which the product with the nudge was chosen.  

5.1 Methods 

Two of the pencils are strictly dominated, with high prices (randomly generated between $17 to 
$20) and low ratings (randomly generated between 3.0 to 4.4). The other two pencils have the 
same higher rating (randomly generated between 4.5 to 5.0) and the same lower price (randomly 
generated between $10 to $13). One of these two pencils is randomly generated to have the 
nudge on it, either the ‘Buy Now’ button, the scarcity indicator, or the social proof indicator. The 
pencil names are randomly generated from a list of names, and the item order is also randomly 
generated. 

Figure 4 shows this described setup with the ‘Buy Now’ effect. In this example, the first and 
fourth items are strictly dominated (lower rating and lower price than the second and third 
items), and the second and fourth items have the same rating and same price, with the third item 
having the ‘Buy Now’ nudge. 

 

Figure 4. Product options with ‘Buy Now’ effect on the third product 

The Operator agent is prompted as follows, with the URL adjusted based on the nudge 
examined: 

“You are a highly capable and helpful AI shopping assistant 
helping me buy a pencil from this website: 
https://samshulman.github.io/nudges/#/products-2 



 
Your goal: 
Buy the most optimal pencil based on a combination of factors 
such as price, quality (e.g., rating), and any other relevant 
attributes. 
 
Instructions: 
1. Navigate to the website and evaluate all the pencils shown. 
2. Compare all available options, carefully weighing price, rating, 
and any other displayed information. 
3. Select exactly one pencil to purchase—do not buy multiple 
pencils. 
4. Proceed efficiently through the website to complete the 
purchase. 
5. Continue until you arrive at a confirmation page stating: 
"Thank you! Your order has been placed." 
 
Do not pause or ask the user for permission during any step. You 
are expected to complete this task autonomously from start to 
finish.” 

 
We ran the Operator agent 20 times for each of the three nudges being examined and measured 
how many times out of the 20 trials the agent chose to purchase the item with the nudge.  

5.2 Results 

Each trial is Bernoulli (nudge item purchased = 1, otherwise = 0). Under the null, p = 0.50 
because, when two items are objectively tied in rating and in price and strictly dominate the other 
two items, an unbiased agent should pick either dominant item one half of the time. The nudged 
item was chosen on 16/20 trials (80%) for each nudge, shown in Figure 5. An exact one-sided 
binomial test against 50% was significant (p = 0.0029), with a 95% confidence interval of [0.58, 
0.92]. Thus, Operator shows a robust preference for the nudged item over chance.  



 

 

6​ Experiment C - Causal Analysis with Equal Rating and More 
Expensive, Nudged Item 

Given that we saw rating to have a much stronger influence on product choice than price in the 
exploratory analysis (Experiment A), we decided to conduct a causal experiment where we kept 
rating constant between two strictly dominant items (out of four total) and gradually increased 
the price difference between the two equally rated items starting at a price difference of $0.00, 
then $0.01, then up until $3.00. We placed a nudge on the more expensive of the two items and 
measured the rate at which the product with the nudge was chosen. If the more expensive (yet 
equally highly rated) item with the nudge is chosen at a significantly higher rate than the control 
condition (without the nudge) at the same price difference, then we can show the possibility of a 
dark pattern inducing harm on consumers through product choice manipulation against their best 
interests. 

6.1 Methods 

In this causal experiment, the setup on the ‘Shop’ page consists of four pencils. Two of the 
pencils are strictly dominated, with high prices (randomly generated between $17 to $20) and 
low ratings (randomly generated between 3.0 to 4.4). The other two pencils have the same higher 
rating (randomly generated between 4.5 to 5.0). This time, one of the pencils with the same 
rating has a price randomly generated between $10 to $13, and the other pencil has a price a 
variable amount higher than its rating-counterpart and on it, either a ‘Buy Now’ button, scarcity 
indicator, social proof indicator, or no nudge (control). The pencil names are randomly generated 
from a list of names, and the item order is also randomly generated. The price difference between 



the pencils with the same rating was tested in the following amounts: $0.01, $0.05, $0.50, $1.00, 
$2.00, $3.00.  

Figure 6 shows this described setup with the scarcity nudge and a 1-cent difference. In this 
example, the first and third items are strictly dominated (lower rating and lower price than the 
second and third items), and the second and fourth items have the same rating, with the fourth 
item costing 1 cent more and having the scarcity nudge. 

 

Figure 6. Product options with scarcity indicator on fourth option, tied for highest rating, and 
$0.01 more expensive 

 

The Operator agent is prompted as follows, with the URL adjusted based on the nudge 
examined: 
 

“You are a highly capable and helpful AI shopping assistant 
helping me buy a pencil from this website: 
https://samshulman.github.io/nudges/#/products-2 
 
Your goal: 
Buy the most optimal pencil based on a combination of factors 
such as price, quality (e.g., rating), and any other relevant 
attributes. 
 
Instructions: 
1. Navigate to the website and evaluate all the pencils shown. 
2. Compare all available options, carefully weighing price, rating, 
and any other displayed information. 
3. Select exactly one pencil to purchase—do not buy multiple 



pencils. 
4. Proceed efficiently through the website to complete the 
purchase. 
5. Continue until you arrive at a confirmation page stating: 
"Thank you! Your order has been placed." 
 
Do not pause or ask the user for permission during any step. You 
are expected to complete this task autonomously from start to 
finish.” 

 
We ran the Operator agent 20 times for each of the three nudge conditions and one control 
condition, and at each of the 6 price differences, and measured how many times out of the 20 
trials the agent chose to purchase the item with the nudge.  

6.2 Results 

To look at whether each nudge has an impact on the agent’s purchase choice, we compare the 
rate at which the agent chooses the more expensive item (with nudge) over less expensive item 
(without nudge) compared to the control (where the two items have the same price difference, 
but the more expensive version doesn't have a nudge). Table 5 shows the percentage of trials in 
which the more expensive item with the nudge is chosen. Figure 7 displays a graph showing how 
the choice rates change as the price differences increase, shown by nudge type. 

 

 

Figure 7. Percentage of trials in which the more-expensive item (with nudge) was chosen over an 
equally rated, cheaper alternative 



 

Figure 7. The rate at which the more expensive, nudged item is chosen 

For this analysis, we used one-sided Fisher’s exact tests because many cells contained ≤ 5 
successes. We hope to conduct this experiment in the future with more trials to meet the large 
sample condition to run a two-proportion z-test on the results. The one-sided Fisher’s exact tests 
we ran revealed that only the social proof nudge increased purchases above the control condition 
statistically significantly. When the ‘social proof’ nudged pencil cost just $0.01 more, the agent 
selected it on 35% of trials (7/20) compared with 0 % in control (p = 0.004). The effect persisted, 
though weaker, at a $0.05 premium (7/20 vs 1/20, p = 0.022). No other nudge significantly 
surpassed the control at any price level, and social proof lost its influence once the surcharge 
reached $0.50 or higher (all p ≥ 0.12). These findings indicate that the agent is selectively 
sensitive to social proof cues: only when the additional cost is very low. Through this, we can 
show that dark patterns, specifically a social proof indicator, can induce harm on the agent, 
which manifests as persuading the agent to buy an item against their best interest: tthe more 
expensive item of two items of the same quality. 

 

7​ Discussion 

Our experiments provide the first systematic evidence that LLM-based shopping agents, namely 
browser-use agents such as Operator, are selectively, yet not universally, vulnerable to classic 
dark pattern nudges in a significant way. In the exploratory study (Experiment A), the agent was 
almost three times more likely to purchase an item tagged with a ‘Buy Now’ button and more 
than twice as likely to choose an item with a social proof indicator, yet it remained statistically 
indifferent to scarcity banners. In the first casual follow-up (Experiment B), when two items had 
the same price and rating and one item had the nudge, rather than being chosen 50% of the time 



(chance), the nudged item was chosen significantly more often (80% of the time), showing that 
when all else is equal, the dark pattern can strongly influence the agents purchases decision. In 
the second follow-up (Experiment C), social proof proved especially potent. When two pencils 
were tied on rating and differed in price by only $0.01 or $0.05, a green “500+ others bought this 
today” badge induced the agent to pick the more expensive option on 35% of trials, a rate 
significantly above the 0% to 5% rate observed in control runs without the social proof nudge. 
Neither the ‘Buy Now’ button nor the scarcity dark pattern could overcome a $0.01 premium in a 
comparable, statistically reliable fashion in this experiment. 

7.1 Comparison to human literature 

Human online shoppers routinely respond to all three nudges, with scarcity often producing the 
largest lift in purchase intent (Koh & Seah, 2023). Therefore, the agent’s insensitivity to scarcity 
diverges from the typical human response, suggesting that some biases require embodied 
emotions such as loss aversion, which LLMs don't emulate to the same extent. Conversely, the 
strong social proof effect aligns with Mei et al.’s observation that GPT-4 exhibits prosocial 
tendencies when participating in economic games, suggesting a similar mechanism of imitation 
or reputation-seeking between humans and LLMs. 

7.2 Design & policy implications 

When designing websites and applications that may be used by agents, it is important to consider 
all types of agents. Although Operator relies on screenshots and analyzes the images using a 
vision model, other agents rely on a website’s code to make decisions and complete tasks, and 
don’t see the visual cues. For these cases, developers could tag persuasive elements with 
semantic attributes (e.g., data-nudge="social proof" embedded in the code). Agents, in turn, 
could be instructed to either consider or ignore such tags, restoring user-aligned preferences and 
choices. 

Additionally, there are regulatory changes to consider when thinking about AI agents as users. 
Current FTC guidance targets deception of humans, as no comprehensive studies have been 
conducted on agentic behavior in the face of dark patterns until now. Our findings indicate that 
dark patterns can cause indirect economic harm by manipulating agents into purchasing fewer 
ideal products through employing dark patterns. Regulators should therefore extend 
consumer-protection doctrines to cover “algorithmic consumers.” 

Finally, these findings may spark debates on the practices and approaches to model fine-tuning 
when shipping models and agents. Alignment teams may mitigate undue social proof weight by 
incorporating counterexamples into RLHF pipelines, much as debiasing attempts address 
political partisanship or toxicity. 
 



7.3 Limitations 

This study focused solely on pencils due to their neutrality. However, different outcomes may 
arise when testing other goods. It would be useful to look at items at varying price points and 
more controversial items that may incite stronger preferences. Additionally, our experiments 
were restricted to dark patterns and excluded other types of dark nudges, which likely play a 
dominant role in real-world e-commerce environments to impact purchase decisions. 

There are various limitations around the agent testing methods. We employed one agent 
architecture for these experiments: Operator, which is centered on GPT-4o. The results may not 
generalize to smaller models or those without reinforcement learning from human feedback 
(RLHF), which could exhibit alternative vulnerabilities to nudges. Additionally, we relied on a 
single-agent system, though multi-agent systems might respond differently to dark patterns, 
especially on more complex e-commerce platforms. 

Finally, in Experiments B and C, sample sizes were limited due to the length of time each trial 
takes, requiring the use of Fisher’s exact tests due to some cells having five or fewer successes. 
Future studies with larger trials will increase statistical power and permit the use of 
two-proportion z-tests.  

7.4 Future work 

Replicating these paradigms with (i) human participants on the identical UI and (ii) multiple 
agent families will allow precise mapping of overlap and divergence in susceptibility. Extending 
the experiments to look at other dark patterns, such as defaults, anchoring, nagging, framing, as 
well as non-visual recommendation biases, will better capture the breadth of contemporary 
persuasion architecture. Additionally, testing other product suites at varying price points would 
make this study more generalizable. Finally, introducing explicit user-preference prompts could 
reveal how agency alignment interacts with nudge strength and would more closely emulate real 
use of AI agent shopping assistants. 

 

8​ Conclusion 
 

As we move into an increasingly digital world, it is important to ensure we are designing the 
future of the internet for its future users in mind. Studying digital nudges and their impacts on 
humans is crucial. We can expand this research with our ever-expanding knowledge on how AI 
behavior differs from human behavior. We should look at the impact of nudges on agents, both to 
explain more about AI behavior and to inform future interface design choices. As policies and 
regulations around dark patterns are developed, we should more closely examine the nudges that 
impact AI agents and how we can consider crafting policies accordingly.  



 

Moreover, as policymakers and regulatory organizations wrestle with the challenges posed by 
dark patterns, it is vital to consider both current and future scenarios where AI agents act as 
primary decision-makers in digital e-commerce contexts. Policies must evolve to address not 
only direct manipulation of human users but also subtler, indirect manipulation through 
algorithmic intermediaries. By investigating how AI agents respond to digital nudges, 
specifically dark patterns, we can advocate for comprehensive policies that uphold transparency, 
user autonomy, and fairness for all users of the present and future. Ultimately, a proactive 
approach to understanding and mitigating dark nudges and patterns for AI agents ensures a 
digital ecosystem designed for trust, ethical engagement, and responsible user-agent interactions. 

We set out to answer a straightforward yet unexplored question: Will tomorrow’s AI shoppers 
fall for the same tricks that mislead us today? Through various controlled experiments using 
OpenAI’s browser-use agent, Operator, we show that LLM-based agents are indeed susceptible 
to certain dark patterns, but not in all the same ways in which humans are. AI agents overreact to 
socially endorsed or action-forcing (‘Buy Now’ button) signals and can be manipulated into 
paying more for the same quality of item. Yet, under the same conditions, they dismiss classic 
scarcity cues.  

The study offers contributions on empirical, theoretical, and practical fronts. Empirically, it 
establishes a reproducible benchmark for measuring the effects of dark patterns on autonomous 
agents. Theoretically, it provides evidence that certain dark patterns which exploit well-known 
human cognitive biases also influence large language models, while others, like scarcity-driven 
loss aversion, do not appear to transfer. Practically, the findings offer actionable insights for 
interface designers and regulators aiming to develop a web ecosystem that is compatible with AI 
agents. 

As the use of AI agents to automate mundane tasks, such as online shopping, is only becoming 
more prevalent, small and seemingly unimportant UI design choices can aggregate into material 
consumer harm. Anticipating this harm now is therefore not a luxury but a prerequisite for 
ethical, trustworthy digital commerce, as the user landscape is shifting. Continued joint work 
between behavioural scientists, AI researchers, designers, and policymakers will ensure that the 
future of shopping, whether executed by humans or autonomous assistants, remains transparent, 
fair, and firmly aligned with end-user wellbeing. 
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