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Abstract
eBPF allows writing powerful and safe operating system
extensions, but writing these extensions is difficult and re-
quires expert knowledge. This complicates real-world eBPF
use, e.g., to query the kernel for observability purposes.
BQL is a new system that makes writing observability-

oriented eBPF extensions accessible to users without deep
kernel or eBPF expertise. Key to BQL is a division of labor
between observability engineers, eBPF experts, and BQL
itself. Observability engineers write queries against a stable
abstraction of reusable views defined by eBPF experts. Both
queries and view definitions use a high-level, declarative
SQL dialect, and BQL generates a schema from kernel code
to define views over. Finally, BQL hides eBPF’s complexity
through verifier safety: a valid BQL query over views never
results in an eBPF program that fails the verifier.

Evaluation with complex eBPF telemetry queries from the
BCC collection shows that BQL can fully express 42 of its
57 queries, and partially supports the rest. The BQL queries
are simpler and have comparable overhead to the original
expert-written, hand-optimized implementations. BQL’s op-
timizations are critical to achieving this performance.

1 Introduction
eBPF is a technology for extending operating system kernels
with custom functionality. An especially popular type of
eBPF extension targets observability, or gathering telemetry
about the kernel’s processing, usually with respect to a partic-
ular target application. For example, 25 out of the 54 projects
listed on the eBPF homepage [2] target observability use
cases [3, 5, 6, 9, 11, 13, 22, 23, 27, 29, 30, 36–38, 41–43, 45, 47–
49, 51, 54, 57, 58], and many measurement frameworks and
off-the-shelf tools now use this “superpower” [19].
Although eBPF enables the creation of powerful observ-

ability tools, writing application-specific or custom eBPF
programs is difficult and requires significant expertise. Since
eBPF executes in the kernel’s context, eBPF developers must

∗Paper approved as aMaster’s report for this author. See §10 for more details.

be experts in the kernel’s implementation details to write use-
ful programs. eBPF programs also need to pass the kernel’s
restrictive static verifier, which ensures that the program is
safe. As a result, observability engineers, who simply wish to
observe a particular application’s behavior, must today rely
on eBPF experts to write observability programs for them.
eBPF experts, in turn, expend significant engineering effort
to simultaneously perform four tasks: (i) decide where to
instrument the kernel; (ii) determine what data to extract;
(iii) specify how to filter this data for future queries; and (iv)
implement all of this functionality efficiently.
BQL is a new system for observability that simplifies the

lives of both observability engineers and eBPF experts. Using
BQL, both observability engineers and eBPF experts write
declarative observability queries in a dialect of SQL, and
BQL executes these queries across the kernel (in eBPF) and
userspace. Key to BQL’s success is a novel division of la-
bor between eBPF experts, observability engineers, and BQL
itself: eBPF experts create reusable views over kernel infor-
mation that supports arbitrary queries on top, observability
engineers can write flexible queries on these views to satisfy
their specific needs, and BQL provides an auto-generated
schema that organizes kernel information to allow eBPF ex-
perts to write SQL views over kernel information.
Making BQL work required us to overcome three major

challenges. First, kernel data sources and events come in
many shapes and forms: eBPF supports half a dozen classes
of hook points that each have access to structs (and nested
structs) and helper functions that provide even more data.
BQL addresses this challenge by transforming the informa-
tion into a kernel schema. To do so, BQL parses the kernel
code and events and data structures and organizes them
as hooks and and data sources that views can query. This
schema is specific to the running kernel version and adapt-
able for common eBPF use cases, such as casting between
different socket types. Second, observability engineers must
write their queries against a stable abstraction that hides low-
level kernel minutiae, provides meaning to kernel sources
and events, and never exposes eBPF verifier errors. BQL’s
views solve this problem. In BQL, eBPF experts define reusable
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views that organize the schema’s hooks and data sources
into semantically-meaningful groupings (e.g., “system calls”
or “block I/O requests”). BQL guarantees that queries using
these views are verifier-safe and will always run. Third, since
eBPF programs interpose on the kernel’s critical path pro-
cessing, any logic injected via eBPF into the kernel must
be efficient to avoid slowing down the application. BQL ad-
dresses this with its query optimization and code generation.
BQL applies both classic query optimizations and novel ones
specific to the eBPF setting, which requires splitting query
processing into a kernel part (in eBPF) and a userspace part.
BQL also merges generated programs where possible.

We built a prototype of BQL that supports querying Linux
tracepoints, fentry/fexit hooks, perf events, and uprobes
using a streaming, SQL-like abstraction. Our prototype gen-
erates eBPF code that runs in the kernel, installs andmanages
the resulting eBPF programs, and generates and deploys the
corresponding userspace code that processes the exported
data. The result is a convenient end-to-end experience for
observability engineers. Indeed, we frequently turn to BQL
for its convenience ourselves: e.g., we used it to run quick, ex-
ploratory eBPF observability queries to debug performance
issues with BQL and its baselines for this paper.

In summary, this paper makes the following contributions:
(1) A data model that captures kernel state and behavior in

a SQL-like schema. This schema minimizes the effort
needed for eBPF experts to write reusable views that
provide a stable abstraction to queries.

(2) Techniques to guarantee verifier safety for queries,
which insulate observability engineers from eBPF ver-
ifier errors.

(3) An eBPF-aware query optimization approach that splits
a query’s execution between userspace and eBPF, and
a code generation approach that generates efficient
eBPF and userspace programs.

(4) BQL, an end-to-end solution for querying kernel ob-
servability data via a convenient, SQL-like interface.

Evaluation shows that BQL can express a wide variety of typ-
ical observability queries, that it matches the performance of
the expert-written, hand-optimized queries, and that BQL’s
optimization techniques are essential to its competitive per-
formance. BQL also achieves lower probe effect than eBPF-
based queries in osquery [44], a prior system for querying
kernel observability data that relies on hand-coded eBPF
programs. We will open-source BQL.

2 eBPF for Observability
Many observability engineers wish to understand how their
applications interact with the kernel. They are familiar with
their own application and have the context required to design
custom, application-specific queries over kernel data. They
understand that eBPF can provide answers, but they often

have little or no eBPF expertise. By contrast, eBPF experts
are far less numerous, but possess the background and skills
necessary to write complex eBPF programs. However, they
lack the application knowledge of observability engineers.

This state of affairs satisfies nobody: eBPF experts expend
significant engineering effort developing general-purpose
tools, while observability engineers must choose among ex-
isting tools that fail to directly address their specific ques-
tion. If observability engineers could author their own eBPF
queries, they would be able to answer their own questions.

2.1 Writing eBPF programs

Today’s workflow for writing an eBPF program proceeds
roughly as follows. First, eBPF experts identify hooks, which
are known code locations to which eBPF programs can attach.
When execution reaches a hook, the kernel runs the eBPF
programs attached to that hook. These eBPF programs use a
variety of helper functions to access kernel objects and read
kernel data available in their respective context. Programs
can also communicate with each other and with userspace
by storing state in restricted, kernel-provided data structures
known as eBPF maps. The eBPF expert must reason about
how to read the correct state and store it in eBPF maps, so
that other programs can retrieve it. Finally, the eBPF expert
must write a userspace program that periodically reads from
these maps to return results.
At each step, both eBPF and kernel expertise are needed,

and the programming interface is essentially a C program.

2.2 eBPF-based Observability

Several existing approaches attempt to remedy this situation.
Collections of programs. eBPF experts developed the BCC
collection of eBPF programs [36], comprising 57 ready-to-
use tools, each expressing a particular observability query.
This approach takes significant engineering effort but yields
inflexible queries. For example, one such program, syscount,
which counts the number of invocations of each system call,
is over 600 lines of C code and has six command-line options.
Yet, the program is too inflexible for even simple variations
of the query, such as instead calculating the average system
call latency or the duration between two different system
calls. Adding these features would require an eBPF expert to
make significant modifications to the program’s code.
Domain specific languages (DSLs) like BPFTrace [37],
Ply [38], and Kernelscript [12] provide a simpler syntax for
writing eBPF programs (e.g., special syntax for declaring
maps) and prevent some verifier errors (e.g., DSL programs
cannot access invalid memory). DSLs might allow engineers
to write custom programs that express their exact query, but
using these DSLs still requires eBPF expertise because their
users must: (i) navigate the kernel’s implementation details;
(ii) manually optimize their programs; and (iii) reason about



Ma
ste
r’s
Su
bm
iss
ion

Schema

Hooks Data 
Sources

Queries

Views

Kernel

!"
Observability

Engineer

eBPF Expert

BQL

Linux

#$

Figure 1: BQL provides three abstractions that build upon
each other. BQL organizes kernel information into a schema,
eBPF experts create reusable views on top of the schema to
present kernel information in a meaningful way, and observ-
ability engineers write BQL queries on top of these views.

and handle verifier errors. Instead, eBPF experts commonly
use these DSLs as tools to offer “one-liner” incantations,
which offer only marginally better usability to observability
engineers than the off-the-shelf eBPF programs they replace.
Query language interfaces like osquery [44] expose kernel
data as tables and columns, and allow querying those tables
via SQL. But osquery’s query and execution model does not
extend into eBPF. Instead, osquery relies on eBPF experts to
manually define tables in its schema and write bespoke eBPF
programs that populate these tables. In addition, osquery’s
static table schema prevents some optimizations to the eBPF
program, as the eBPF program must return the full data for
each row, including columns never used by any queries.

3 BQL Overview
BQL is a system to run observability queries on Linux kernel
events using a dialect of SQL. Observability engineers and
eBPF experts use BQL to accomplish their observability goals.
Given a query, BQL generates eBPF and userspace programs
that implement it and deploys those programs to run the
query. BQL executes queries using an event-driven model
that materializes records whenever a target event triggers.
Goals. BQL embodies three design goals. First, observabil-
ity engineers should be able to write custom queries with-
out managing eBPF or kernel details. Second, eBPF experts
should be able to easily expose kernel data to observability
engineers. In BQL’s context, we refer to these eBPF experts
as view developers. Third, queries should cause a low probe
effect on applications running on the system.
Key abstractions. To achieve these goals, BQL provides
three layered abstractions that separate implementation con-
cerns between BQL, view developers, and observability engi-
neers (Figure 1). At the lowest level, BQL provides a kernel

CREATE VIEW system_calls AS

SELECT A.task.parent.pid AS ppid ,

A.task.pid as pid ,

A.context.id AS syscall_number ,

B.timestamp - A.timestamp AS duration ,

FROM "sys_enter" AS A

CAUSAL JOIN "sys_exit" AS B

ON A.task.tid = B.task.tid

(a) A BQL view representing system calls.

SELECT AVG(A.duration) AS total ,

A.syscall_number ,

FROM system_calls AS A

GROUP BY A.syscall_number

WHERE A.pid = <pid >

(b) A BQL query on the system_calls view.

Figure 2: View developers and observability engineers write
SQL to create views and write queries.

schema that organizes kernel events and data sources to fit in
a relational abstraction. View developers then decide which
schema information to expose in their views. Finally, observ-
ability engineers write queries using these views to answer
their application-specific questions.
Example view and query. Figure 2 shows an example of
a view (system_calls in Figure 2a) and a query using that
view (Figure 2b). The view developer uses BQL’s schema to
identify the events and fields they want to expose in the view.
This view exposes, for each system call, its duration, syscall
number, the invoking thread’s ID. The query (Figure 2b) then
calculates the average latency of system calls for a given
PID without needing to know the kernel’s implementation
details. Importantly, the same view can serve many queries.
For example, if the observability engineer instead wanted to
determine the total time spent on networking system calls,
they would write a query that filters by syscall number and
sums the durations.

3.1 BQL Abstractions and their Guarantees

While BQL borrows concepts from classic database literature
like schemas, views, and query optimization, BQL adapts
them to the eBPF and Linux kernel context. This requires
solving challenges at each abstraction level and providing
certain guarantees in each case—§4 describes how BQL pro-
vides these guarantees.
Schema. BQL’s schema exposes all kernel events and state
such that views can access them. To make writing views
easier, BQL enforces that they only access events and types
from the schema.
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Views. If BQL accepts a view developer’s view, it guaran-
tees that queries over these views will execute and read the
view’s data. BQL accepts a view only if it can generate a cor-
responding eBPF program that passes the kernel’s verifier.
Queries. BQL guarantees that a observability engineer’s
query that only reads from views is verifier-safe and will
execute. Thus, views insulate observability engineers from
kernel details since the observability engineer only needs to
know about the view rather than the underlying kernel.

3.2 Optimization and Execution

BQL’s decision to use a declarative language enables auto-
mated optimizations to reduce query probe effect. For ex-
ample, BQL alters the split of processing between eBPF and
userspace, and chooses particular eBPF map types to commu-
nicate between eBPF and userspace. §5 explains the details.

4 BQL Design
We now describe the design of BQL’s abstractions—schema,
views, and queries—and how BQL realizes their guarantees.

4.1 BQL’s Schema

BQL parses the kernel’s source code and generates a schema
specific to the running kernel that lists the set of available
eBPF hooks and the kernel types accessible to those hooks.
The schema includes BQL data sources and BQL hooks. BQL
views (§4.2) reference these schema elements.
BQL Hooks. A BQL hook corresponds to a kernel location
where BQL can attach an eBPF program, such as the entry
and exit points of a kernel function or an instrumented trace-
point in the kernel source. In Figure 2a, the view’s sys_enter
BQL hook corresponds to the entry point of the kernel func-
tion syscalls/sys_enter. BQL associates each hook with a
set of BQL data sources accessible from that hook. Each data
source is an instance of a kernel data type that the hook can
access, via either its hook-specific context or eBPF helper
functions. BQL exposes both this context and also other data
sources from hook-appropriate eBPF helper functions (e.g.,
bpf_ktime_get_ns() or bpf_get_current_pid_tgid()).
BQL supports four classes of observability-related eBPF

hooks: (i) kernel function entry and exit points (i.e., Linux
fentry and fexit); (ii) manually instrumented kernel tra-
cepoints; (iii) hardware performance counters (i.e., via the
Linux perf_trace subsystem); and (iv) userspace function
entry and exit points (i.e., uprobe, uretprobe).
BQL Data Sources. A BQL data source corresponds to a
kernel type that contains fields, which can be primitive types
(e.g., integers or strings) or nested data sources. For exam-
ple, in Figure 2a, the view accesses both the PID of the
process making the system call (A.task.pid) and its par-
ent process (A.task.parent.pid). The kernel stores this
data in an instance of struct task_struct, which BQL’s

schema represents as the task data source (A.task). The
task data source exposes its fields as primitives or nested
data sources. For example, it exposes the task.pid as a u64
and the task.parent as a nested task data source.
Generating BQL’s Kernel Schema. BQL generates a ker-
nel schema specific to the running kernel version. To lo-
cate all hooks in the Linux kernel, BQL parses Linux’s trace-
point documentation (/sys/kernel/tracing/events) and
kernel function signatures to find fentry and fexit eBPF
events. Each tracepoint and function entry/exit corresponds
to one BQL hook. The function signatures and tracepoints
also provide the definitions for each hook’s context. To find
kernel types and generate BQL data sources, BQL parses
Linux’s vmlinux.h header file, an auto-generated header file
that contains all type definitions in the running kernel.

Userspace function entry/exit events (e.g., Linux uprobes)
require a different approach because they hook into arbitrary
programs whose source code is unavailable to BQL. To define
these hooks, an eBPF expert identifies a function name and
specifies how to extract its arguments as a data source.

For hardware performance counters, BQL generates a min-
imal schema containing only data sources accessible through
eligible eBPF helper functions.

4.2 eBPF Experts’ Views

View developers use BQL’s schema and their knowledge of
the kernel’s implementation to create views over kernel data.
While view developers write views using SQL, many eBPF
programs perform operations outside the scope of native
SQL. In particular, eBPF programs may cast kernel pointers
from one type to another or accept kernel hook points as
parameters. In addition, BQL needs to guarantee that queries
that only access views are verifier-safe.
Reinterpreting Data Sources. eBPF programs frequently
re-interpret a pointer from one type to another based on
context. For example, in the Linux network stack’s TCP im-
plementation, it is common to cast struct sock pointers
(representing a generic socket) to struct tcp_sock point-
ers (a TCP socket). BQL provides REINTERPRET statements
for this purpose, which globally allow views to reinterpret
one data source as another. For example, the statement:

REINTERPRET sock TO tcp_sock AS tcp;

allows view definitions to reinterpret a sock data source as
a tcp_sock data source when they access a field named tcp.
The view can then access fields of the tcp_sock data source,
which map to the kernel’s struct tcp_sock struct. View
developers can define arbitrary reinterpretations between
data sources, though incorrect reinterpretation definitions
can cause verifier errors or garbage output.
Hook-Parameterized Views. Observability engineers of-
ten need to read the same information across a variety of
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events. For example, the funclatency BCC program gen-
erates a latency histogram for any kernel function the ob-
servability engineer specifies. While it is possible to gen-
erate a custom view for each possible kernel hook, doing
so is impractical. BQL supports this operation with hook-
parameterized views. To create a parameterized view, a view
developer specifies the hook class(es) the viewworks for (e.g.,
kernel function entry points). Since this view must work for
all hooks in the specified class, BQL limits the data sources
it can access to those available across all hooks in that class.
Verifier Safety. BQL needs to guarantee that queries on
views are verifier-safe. When creating a view, BQL tests
whether its generated eBPF program for that view passes
the verifier. To perform this test, BQL generates the minimal
eBPF program required to execute the view—i.e., one that
reads the specified data from the kernel and passes it to
userspace—and checks that this program passes the verifier.
If it does, BQL can fall back to executing any query over this
view by running all operations other than this minimal eBPF
program in userspace.
For parameterized views, BQL performs a variant of this

test. In Linux, eBPF programs that attach to userspace (i.e.,
uprobe) or hardware performance counters (i.e., perf events)
can omit the specific hook for the kernel to verify them at, so
BQL simply loads eBPF programs for these views without a
hook to test them against the verifier, then attaches the pro-
grams to hooks later when needed. Other hook classes, such
as kernel function entry and exit, require the eBPF program
to specify a hook. BQL tests these views using an arbitrary
hook (fentry/do_exit). If the parameterized view passes
the verifier for this hook, it will also pass the verifier for any
hook of the same type because BQL guarantees that parame-
terized views cannot access hook-specific information.

Although BQL has the option to fall back to the “minimal
eBPF” query execution strategy, this is not desirable since
it causes high probe effect (§7.3). By default, BQL applies
query optimizations (§5) that reduce this probe effect. These
optimized eBPF programs could in theory fail the verifier,
but we never encountered such a case when developing
or using BQL. Rather, since views use BQL’s data sources,
there are only two reasons why one might fail the verifier:
(i) exceeding stack size or instruction count limits, or (ii)
incorrectly reinterpreting a data source. If a view exceeds
the verifier’s stack size limit, the eBPF expert might fix it by
exposing smaller fields (e.g., if a string value is too large).
Similarly, if a view exceeds the instruction limit, the eBPF
expert could break it into two views.

4.3 Observability Engineers’ Queries

BQL queries use common SQL operators, including SELECT,
WHERE, UNION ALL, and GROUP BY. BQL also supports com-
mon aggregation operators such as SUM and COUNT. In ad-
dition, BQL devises customized SQL concepts to support
common observability queries and maintain its guarantees.
Capturing Relationships Between Events. Queries and
views can express relationships between events using BQL’s
CAUSAL JOIN and MATCH JOIN operators. The example in
Figure 2a includes a causal join between the sys_enter and
sys_exit hooks. The CAUSAL JOIN operator between two
views or hooks performs a one-to-one match of data from
an event on the initiating side with data from a subsequent
event on the receiving side. 1 BQL’s MATCH JOIN generalizes
this operator to perform a one-to-one match between two
hooks that could occur in an arbitrary order.
While these operators are verifier-safe, query and view

authors remain responsible for their semantics; they must en-
sure that these events actually have a causal (or one-to-one)
relationship and will receive meaningless output otherwise.
Parameterizing Views. To query parameterized views, ob-
servability engineers specify the BQL hook(s) they want to
query as an argument to the view. BQL returns an error if
this hook that is not a member of the classes of permitted
hooks that the parameterized view accepts.
Queries vs. Views. Queries must target views rather than
querying BQL’s schema directly. This is because direct queries
over BQL hooks can fail the verifier. For example, such a di-
rect query might select fields from so many data sources
that its eBPF program exceeds the stack size limit. Since BQL
guarantees that queries are verifier-safe, BQL rejects queries
that directly access hooks and their data sources.

4.4 Summary

Taken together, BQL’s schema, views, and verifier-safe queries
simplify both the eBPF experts’ and observability engineers’
tasks. eBPF experts can write SQL views to expose kernel
data without worrying about implementation details, and ob-
servability engineers can write custom verifier-safe queries
using these views.

5 Executing BQL Queries
To execute a query, BQL must split its work between eBPF
and userspace, generate the necessary programs, and coordi-
nate their execution. Since eBPF programs run in the critical
path of the kernel’s processing, BQL must carefully choose
how to partition work between eBPF and userspace so that

1BQL’s causal join operator takes inspiration from prior work on “happens-
before” joins by Mace et al. [34]. While “happens-before” joins have a
constant discriminator, BQL’s CAUSAL JOIN must allow users to specify the
discriminator that relates causal events.
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SELECT

AVG(B.time - A.time)

FROM sys_enter AS A

CAUSAL JOIN

sys_exit AS B

ON A.tid

= B.tid

WHERE B.pid

= <pid >

(a) Query source

sys_enter sys_exit

Hooks Data Sources

Where 𝞂Select 𝝅
AVG 𝒢

Causal Join ⋈

(b) Query operator graph

Hook Hook

Userspace Map

𝝅𝞂
𝒢AVG

Causal Join
⋈ Map

⋈

(c) eBPF-userspace split.

Hook Hook

Causal Join
⋈

Userspace Per-CPU Map

Shared Map
⋈

𝒢AVG

𝝅𝞂

𝒢

𝝅𝞂

AVG

(d) Query optimization.

Figure 3: BQL represents a query (a) as a graph of operators (b; dotted lines show the query graph’s pipelines). BQL splits
(c) the query graph between eBPF and userspace at the lowest pipeline breaking operator. Finally, BQL’s query optimization
pushes (d) data reduction operations (e.g., filters) below these pipeline breakers so they execute in eBPF.

the query’s eBPF programs avoid imposing a high probe
effect on applications. Three core factors affect this probe
effect: (i) the amount of work the eBPF programs perform;
(ii) the amount of data they send to other eBPF programs;
and (iii) the amount of data they send to userspace. These
factors complicate code generation. For example, consider
BQL’s “minimal eBPF” query plan that ensures verifier safety
if its optimized plan fails; while such a plan places little query
logic in eBPF, it sends a large volume of data to userspace,
and thus incurs a high probe effect since transferring data
to userspace is expensive (§7.3).

We now describe how BQL chooses the kernel-userspace
query split, and how BQL implements optimizations that
result in eBPF programs with low probe effect.

5.1 eBPF-Userspace Query Split

BQL first transforms a query into a logical plan, which is
a directed acyclic graph of operators. Any views that the
query uses are sub-graphs of the plan. Figure 3a reproduces
and simplifies the query in Figure 2b, and Figure 3b shows
BQL’s plan for the query. BQL must decide where to split the
query’s graph of operators between eBPF and userspace com-
ponents. To make this decision, BQL considers whether se-
quences of operators in the query’s plan can form a pipeline
(i.e., they can immediately perform their processing after the
preceding operator in the graph). For example, any operator
following a filter operator (𝜎) can immediately process the
operator’s output data. Other operators are pipeline breakers
that materialize intermediate state, meaning that subsequent
operators must block and cannot immediately make progress.
For example, the CAUSAL JOIN operator breaks the pipeline
of the sub-graph corresponding to the initiating event, since
the operator materializes the event’s state to send to the
receiving event. However, the receiving event does not break

its pipeline, since it only reads state from the operator. Mean-
while, GROUP BY breaks all its input pipelines because it
accumulates aggregates, so a separate program needs to read
the operator’s state. In BQL, the operators that break all their
input pipelines are two aggregation operators (GROUP BY
and AGGREGATE), and UNION ALL.
In each branch of the query plan, BQL splits the plan

at the lowest operator that breaks all its input pipelines,
as Figure 3c shows. This results in one eBPF program per
processing pipeline below each split. The splitting operators’
input pipelines execute in the kernel as eBPF programs that
update the operators’ state stored in an eBPF map. Then, all
other operators execute in a single userspace program, which
reads the state in each program’s terminating eBPF map and
executes the remaining operators. The insight behind this
split is that, since the query cannot make progress after a
pipeline breaker until another kernel event occurs, reading
the map value in userspace will occur off the critical path.
BQL must also choose the eBPF map type each pipeline

breaker uses to reduce probe effect, since contention over
shared maps can be expensive. For example, the GROUP BY
and AGGREGATE operators use per-CPU eBPF hash maps for
associative aggregations to avoid synchronization. Similarly,
the UNION ALL operator uses eBPF’s PERF_EVENT_ARRAY
map, a per-CPU data structure that sends data to userspace.
On the other hand, CAUSAL JOIN relies on ordering across
events that could occur on different cores, so BQL uses shared
maps for this operator.

5.2 Query Optimization

Merely splitting the query plan is insufficient for good per-
formance, since queries may still unnecessarily send data be-
tween eBPF and userspace. BQL adapts three classic database
optimizations aimed at data reduction: projection, predicate,
and aggregation pushdown. Unlike in traditional database
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systems where these optimizations are almost always benefi-
cial, the eBPF-userspace split creates a new trade-off. Pushing
operators below the eBPF split adds more processing to the
kernel, but in turn reduces the amount of data the eBPF pro-
gramwrites into maps. Efficacy of each optimization depends
on the query, although generally it is better for performance
to minimize the data eBPF programs write to maps, even at
the expense of running more logic in the kernel (evaluated
in (§7.2)).

BQL implements projection pushdown by only materializ-
ing (i.e., assigning to variables and writing into maps) those
variables that the query will ultimately read. Although an
eBPF expert’s viewmay expose many fields, BQL’s generated
eBPF program will only read the fields that the active query
over that view reads. Similarly, BQL’s predicate pushdown
reduces processing for kernel events that fail any filters the
query includes. For example, a query with a WHERE pid =
<pid> filter imposes probe effect for all processes without
predicate pushdown (cf. §7.3), but only has probe effect for
the target PID with the optimization. Finally, aggregations
also reduce data volume. Aggregation operators are also
pipeline breakers, so BQL uses them to split the query plan
between eBPF and userspace. However, aggregation’s data-
reducing nature usually makes it preferable to push them
into eBPF even though doing so requires more in-kernel
processing.

Figure 3d shows the final plan after performing these op-
timizations. The plan has two eBPF programs: the first pro-
gram begins with the sys_enter hook and ends with storing
data in the CAUSAL JOIN operator; and the second program
begins with the sys_exit hook, reads data from the CAUSAL
JOIN operator, and ends with a GROUP BY aggregation.

5.3 Code Generation

BQL must generate, compile, load, and run eBPF programs
for each of the pipelines in the plan that execute in the kernel.
For each eBPF program it generates, BQL first materializes
(i.e., generates C code to read into variables) the fields used
in any predicate operators that the pipeline includes. Then,
BQL adds an implementation of the predicates themselves;
an operator such as WHERE pid = 123 would result in C
code of the form if (pid != 123) goto END;.
After the predicate(s), BQL materializes all other fields

that the projection operator identifies using the metadata for
each data source stored in BQL’s schema. For example, BQL
generates calls to BPF_CORE_READ to access the data for a
nested data source, such as a field in a hook’s ctx struct. BQL
then generates code for the other operators in the pipeline
that use these materialized values.

GROUP BY and Aggregates. For aggregation operators, BQL
generates code that accumulates aggregate values in a per-
CPU map. For GROUP BY, BQL generates a key struct corre-
sponding to the operator’s predicate. Since these operators
are pipeline breakers, eBPF programs exit after this code.
UNION ALL. Similar to aggregations, BQL generates code
for the UNION ALL operator in the program of each input
pipeline that writes every record in a perf event array and
then exits the program.
CAUSAL JOIN. BQL generates code across two eBPF pro-
grams to implement the CAUSAL JOIN operator: the initiating
event’s eBPF program writes into a shared eBPF map with
a key corresponding to the ON predicate and exits, and the
receiving event’s eBPF program reads from this map. If no
matching value exists, the program drops the event and exits.
Otherwise, the program executes the code for the remaining
operators in the second event’s pipeline.
MATCH JOIN. The MATCH JOIN operator also has two pipelines,
but since the events could occur in an arbitrary order, both
pipelines read from the shared map. If a pipeline’s program
fails to find the key in the map, then its event happened first,
so it writes its data to that map and exits. Otherwise, it reads
the map value and continues the pipeline.

BQL code generation merges eBPF programs on the same
hook into a single program. This is necessary for two rea-
sons. First, query plans can result in multiple eBPF programs
attached to the same hook. eBPF’s runtime specifies no exe-
cution order for these programs, which could cause CAUSAL
JOINs between two events on the same hook to return incor-
rect results. Second, each eBPF program incurs initialization
overhead. Merging avoids both issues. If two programs from
the same hook involve a CAUSAL JOIN, BQL places the re-
ceiving event’s program first, so it reads data from the prior
event on the hook. While it is possible for a merged eBPF pro-
gram to exceed the verifier’s stack or instruction count limits,
we have never encountered this in practice. If it happened,
BQL would safely fall back to its “minimal eBPF” execution
strategy and run the CAUSAL JOIN in userspace.

6 Implementation

We implemented a prototype of BQL for Linux in 16k lines
of Rust. The prototype generates C source code for its eBPF
programs and compiles them with Clang before loading and
attaching them into the kernel using libbpf[32]. Its userspace
program reads from each eBPF map that corresponds to a
split operator in the query plan and executes any subse-
quent operators in userspace using the Volcano [18] model.
The SQL frontend is adapted from Apache DataFusion’s
sqlparser[4] library.
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Schema extraction.When extracting the schema, BQL re-
solves all macros in the kernel source and then uses Han-
cock [61], a script that uses ctags to extract function signa-
tures from C source.
Limitations. Our current prototype supports four Linux
eBPF hook types: tracepoints, fentry/fexit, perf_trace, and
uprobes. We found these to be sufficient to support a wide
range of queries, but adding support for additional hook
types (e.g., kprobes) is straightforward. Our prototype’s query
planning and code generation also lacks support for some
query optimizations, such as pushing down predicates past
aggregation operators. Similarly, it is possible in some cases
to eliminate spurious CAUSAL JOIN operations (i.e., when
the query uses data from only one of the two events). We
plan to add these optimizations in future work.

7 Evaluation
Our evaluation seeks to answer five key questions:
(1) Can BQL queries express a broad range of eBPF-based

observability programs, and does BQL make it easier
to write these programs? (§7.1)

(2) How does BQL’s probe effect compare to that of hand-
written, expert-tuned eBPF programs? (§7.2)

(3) Howdo BQL’s optimization techniques affect the probe
effect imposed on (i) the monitored application (§7.3)
and (ii) unrelated “bystander” applications (§7.3)?

(4) How does BQL’s probe effect compare to that of os-
query, an alternative SQL-based observability system
that relies on handwritten eBPF programs? (§7.5)

(5) Can BQL express specialized observability queries, and
what probe effect does it impose? (§7.4)

Hardware.We conduct the experiments on Cloudlab D430
machines with two 8-core Xeon E5-2630v3 CPUs, 64 GiB
DDR4 memory, and a 200 GiB, 6 Gbps Flash SSD.

7.1 Expressivity

We evaluate BQL’s expressivity by re-implementing 57 ob-
servability programs from the BPFCompiler Collection (BCC)
using BQL. These queries cover system calls, scheduler events,
block I/O operations, the network stack, and other parts of
the kernel. Two queries monitor userspace applications us-
ing uprobes. We also re-implement MeshTrek, a complex
eBPF program that instruments the latency of the Envoy
HTTP proxy’s processing phases.
BCC. For 42 of the 57 BCC queries, the BQL implementation
is functionally equivalent to the original (Table 1). Specifi-
cally, for these queries, the BQL version returns the same
data, and in cases where the BCC implementation supports
modified operations with command-line arguments, the BQL
version returns the same data if provided the appropriate
WHERE clause or aggregation operator. For another six queries,
the BQL implementation differs only in output formatting

from the BCC one. For example, the profile program dis-
plays foldable stack traces. A seventh query, ksnoop, has two
modes: ksnoop info, which prints kernel functions’ signa-
tures, and ksnoop trace, which traces kernel functions’
argument and return values. BQL’s schema stores the same
information that ksnoop’s info queries, but our prototype
lacks schema introspection. ksnoop’s trace mode provides
functionality that BQL realizes as queries over views.
While BQL fully or partially (i.e., except for our proto-

type’s implementation limitations) supports 49 of the BCC
programs, the remaining eight contain optional features that
would require extensions to BQL to support. Six of these
queries require new BQL data types to implement; three
work over stack traces and the other three read large strings
in eBPF with custom logic. To support these, BQL would re-
quire data model extensions for stack traces and large strings,
respectively. The final two BCC queries both perform mem-
ory accesses unsupported in BQL: drsnoop -e reads a kernel
array at a static offset, while klockstat -s uses Linux’s
container_of macro to perform pointer arithmetic.
Naturally, since BQL is based on SQL, BQL queries are

significantly shorter than BCC’s original C programs. The
average length of a BCC program is 499 lines of code, com-
pared to 45 lines of query and view code in BQL. For example,
the longest BCC program is memleak, which traces mem-
ory allocations over 1,605 lines of C. The implementation of
this query in BQL uses one view that consists of 78 lines of
SQL. BQL uses succinct queries over this view to support
memleak’s command-line arguments, which filter by process
ID or by allocation size or age, print addresses, instrument a
particular object’s allocation function, etc.
MeshTrek. To stress-test BQL’s ability to express complex
queries, we also re-implemented a query from a recent instru-
mentation tool, MeshTrek, targeting the Envoy [16] HTTP
proxy. This query places 12 uprobes in Envoy to measure
the latency overhead that its various processing stages im-
pose on HTTP request processing. This requires correlating
multiple events across the life-cycle of two Envoy objects,
“connections” and “streams.” Each uprobe inMeshTrek tracks
an operation on either an Envoy connection or stream and
correlates it to an HTTP request/response pair’s common
distributed tracing header value. MeshTrek’s original imple-
mentation of this query in eBPF is 200 lines of C code, and
our implementation in BQL has 62 lines.

7.2 Probe Effect on End-to-End Workloads

Queries in BQL should ideally cause a similar probe effect
to handwritten and expert-optimized eBPF programs. We
evaluate whether this is the case using two workloads: a
RocksDB [52] application that stresses storage operations,
and the OpenTelemetry demo [15] microservice application
that stresses the network stack.
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Category Count Features needed Example program

Fully supported 42 Fully expressible in BQL. syscount counts system calls, grouped by properties.

Partially supported
(implementation
limitations)

6 Output formatting. profile generates folded stacks; supportable with extra userspace
code around BQL queries.

1 Schema introspection. ksnoop info prints kernel function signatures.

Partially supported
(BQL limitations)

3 Limiting depth of stack traces. futexctn with the perf-max-stack-depth filter. Support possible,
but requires BQL data model extension with “stacktrace” datatype.

3 Read large strings. filelife with -F argument (file path).
1 Static array read at arbitrary offset. drsnoop with -e argument: free pages
1 container_of Linux macro. klockstat with -s argument: accesses netlink locks.

Table 1: Of 57 BCC queries, BQL fully supports 42 queries. “Full support” means that BQL supports all variants (via command
line options in BCC) and that the output is equivalent. BQL partially supports all of the remaining 15 queries. Seven could be
fully supported except for limitations of the BQL prototype implementation (output formatting and lack of schema inspection),
while eight programs encounter deeper BQL limitations. Of these, three programs require a “stacktrace” datatype that BQL’s
data model currently lacks, while specific options for the remaining five programs rely on unsupported eBPF features.
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Figure 4: BQL queries impose a comparable probe effect
on operation throughput in RocksDB as hand-tuned, expert-
written BCC programs. Gray shading indicates the baseline
performance range (p5—p95), and boxes and whiskers show
(p5, p25, p50, p75, p95) for BCC and BQL across 25 iterations.

Baselines.We select queries according to each application’s
critical resource and measure the application’s performance
in three configurations across 25 iterations each: (i) Baseline
runs the application without any eBPF programs running;
(ii) BCC runs the application alongside a particular BCC
query; and (iii) BQL runs the application alongside the BQL
implementation of the same query.

For these experiments, a good result for BQL would show
that BQL’s query implementations impose a comparable
probe effect to BCC’s handwritten implementations.

RocksDB. We run seven queries over RocksDB that fo-
cus on storage operations. For example, the biolatency
query gathers a histogram of block device operation laten-
cies. We configure RocksDB with four client threads and 16
worker threads and run a closed-loop YCSB workload that
performs 95% reads and 5% writes over 1M uniformly ran-
dom keys with values ranging from 8 to 128 bytes. We disable
RocksDB’s write-ahead log on writes. We report the probe
effect for the BCC and BQL query implementations on opera-
tion throughput relative to the median throughput achieved
by the baseline (in this experiment, 370k operations/sec).
The baseline itself experiences variable throughput, and we
indicate the range of its performance with shading.

Figure 4 shows the results. BQL queries offer comparable
probe effect to the BCC implementation and this probe effect
is within the baseline configuration’s range of variation, ex-
cept in one case (biostacks). Digging deeper, we identified
an implementation limitation in BQL’s optimizer and code-
generation that causes this high probe effect. This query
traces and groups block device operations by the call path
they took through the kernel. The BQL implementation uses
a UNION ALL across three views produced with CAUSAL JOIN
operators. Since BQL implements the aggregation pushdown
operation, these CAUSAL JOIN operators on the same kernel
events appear in multiple of BQL’s eBPF programs, and our
current BQL prototype is unable to merge programs in differ-
ent pipelines. So, BQL executes the biostacks query using
seven total programs over three eBPF hooks. We confirm that
this is the source of the probe effect with an alternate config-
uration of BQL in which we manually disabled aggregation
pushdowns (BQL ∗ in Figure 4). With this configuration, BQL
generates only one program for each hook. Although this
runs counter to BQL’s optimization heuristic of minimizing
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data transfer between eBPF and userspace, in this case, dis-
abling the optimization eliminates redundant work across
eBPF programs; a future cost model could detect this.
OpenTelemetry. We use the OpenTelemetry microservices
demonstration application [15], which comprises 15 services
across 12 programming languages to evaluate BQL’s effi-
cacy for network-focused queries. We deploy this application
across five machines on Cloudlab using Kubernetes. Neither
BCC’s nor BQL’s queries imposed any measurable probe
effect on the application’s end-to-end latency. To stress BQL
further, we adapted the application’s partially open-loop Lo-
cust [24] load generator to connect directly with the “Cart”
microservice over gRPC, and use a Locust configuration em-
ulating 750 concurrent users. We measure the GetCart and
AddItem endpoints, which both in turn issue requests to
Valkey [1], an in-memory key-value store. We evaluate nine
BCC queries, all of which focus on TCP operations, and mea-
sure probe effect on each endpoint’s latency. We run the
experiment with 25 iterations and calculate the probe effect
of the BCC and BQL configurations relative to the median
across iterations of the baseline’s median latency (in our
experiment, this median latency was 3.9ms for AddItem and
2.4ms for GetCart) in each iteration.

Figure 5 shows the results. Six of the nine queries observe
infrequent TCP events such as connection establishment (e.g.,
tcpconnect, tcpconnlat, or tcplife), and so neither the
BCC nor BQL query implementation have significant probe
effect. tcprtt queries events that occur on every packet
arrival, but calculates a histogram of packet latency in eBPF.
This is a cheap operation, so the probe effect is withing the
baseline’s range of variation.

The remaining two queries, tcptop and tcppktlat, query
events that occur on every socket write and every packet
arrival, respectively. Since the Cart microservice uses small
message sizes, these events occur approximately equally
often, and correspondingly both queries incur similar probe
effect with across the BCC and BQL implementations.
Takeaway. For 13 of the 16 queries we evaluated across
RocksDB and OpenTelemetry, neither BQL nor BCC queries
have a measurable probe effect relative to the baseline; only
two TCP queries (tcppktlat and tcptop) show significant
probe effect, and in these cases BQL and BCC achieve com-
parable performance. Indeed, when we inspected the eBPF
programs BQL generated for these queries, we found that
BQL’s eBPF programs to be structurally similar (i.e., same
number of map writes, etc.) to BCC’s hand-optimized imple-
mentations. The only query that diverged from this norm
was biostacks, which revealed a limitation in BQL’s query
optimizer, showing that the aggregation pushdown heuristic
does not always yield the best performance. Future improve-
ments to both BQL’s optimizer and code generation will

benefit all queries of this type at once, rather than needing
to optimize each query’s implementation separately as eBPF
experts must do today.

7.3 Impact of BQL’s Optimizations

We now evaluate the impact of BQL’s optimizations on
queries’ probe effect. We consider three microbenchmarks
that use the same RocksDB workload to measure the impact
of aggregate pushdown, predicate pushdown, and split selec-
tion. To evaluate aggregate pushdown, we consider BCC’s
filetop query, which contains a GROUP BY aggregation op-
eration (filetop-aggregate). For predicate pushdown, we
modify the same filetop query with a selective predicate
(filetop-predicate) that filters out file operations with
size smaller than 100 KB. For split selection, wemodify BCC’s
syscount query to calculate the mean latency of each syscall
using a CAUSAL JOIN and a GROUP BY (syscount-join). We
evaluate three configurations: (i) In “Minimal eBPF,” BQL
uses only the minimal eBPF programs needed to execute the
query (i.e., those corresponding to views); (ii) in “Split Only”,
BQL only splits the query plan between eBPF and userspace
without further plan optimizations, and (iii) in “Query Opti-
mization”, BQL applies operator pushdown operations.

The queries we evaluate hook into frequent kernel events.
Without optimizations—i.e., in “Minimal eBPF” and “Split
Only”—we observed that BQL’s userspace program falls be-
hind reading events from the eBPF maps. This results in
dropping data, which triggers interrupts that further increase
probe effect and might hide the impact of optimizations. To
focus on the impact of the eBPF programs BQL generates, in
this experiment, we replace BQL’s userspace program with
one that discards all data from eBPF maps. A good result for
BQL would show that each of BQL’s optimizations decreases
its probe effect. Figure 6a shows the results.
Aggregate and Predicate Pushdown. BQL’s query plan
for filetop first performs a UNION ALL operation on the
vfs_read and vfs_write events, then performs a GROUP
BY (or, for filetop-predicate, a WHERE) on the result. In
“Split Only,” BQL splits the plan at the UNION ALL operator. In
“QueryOpt.,” for filetop, BQL pushes the GROUP BY aggrega-
tion below the UNION ALL operator and splits the plan at the
GROUP BY. For filetop-predicate, BQL similarly pushes
the predicate filter below the UNION ALL. “Minimal eBPF”
and “Split Only” perform similarly for filetop-aggregate
and filetop-predicate. This is because both plans transfer
the same data volume between eBPF and userspace. “Query
Opt.,” despite adding aggregation/predicate logic to the eBPF
program, reduces this data volume and lowers probe effect.
Query Split Selection. For syscount-join, the “Min. eBPF”
version exhibits high probe effect due to the data volume
transferred between kernel and userspace. By contrast, the
“Split Only” eBPF program places FILTER, CAUSAL JOIN, and
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Figure 6: BQL’s query split selection and query optimiza-
tions reduce probe effect by 5–12 percentage points. Both
query split selection and query optimizations are necessary
for good performance (a). Query optimizations also reduce
probe effect on concurrent “bystander” processes because
the eBPF program exits early for them (b).

GROUP BY in the kernel, which significantly reduces data
volume and probe effect. This shows that BQL’s default split
heuristic is beneficial. Since “Split Only” already places all
query operators in the kernel, pushdown optimizations in
“Query Opt.” cannot further reduce data volume and probe
effect in this experiment.
Probe Effect on Concurrent Processes. eBPF programs
can have probe effects beyond the observed application. To
evaluate the impact of BQL’ optimizations on “bystander”
applications, we modified the syscount query to emit each
syscall’s enter and exit event for a RocksDB process (i.e.,
WHERE pid = <x>).We deploy a second RocksDB process that

the query does not target and measure probe effect for both
applications. A good result for BQL would show that “Query
Opt.” decreases the probe effect observed by a concurrent
RocksDB process. Figure 6b shows that pushing the filter
that selects only events for one process into the kernel indeed
reduces probe effect for the concurrent bystander process.
The target process’s probe effect increases slightly as it must
now evaluate this filter in eBPF.

BQL performs these optimizations automatically, without
engineering effort. Importantly, since BQL performs these
optimizations across the whole query plan, including any
views, eBPF experts writing views avoid having to manually
optimize their program towards the possible queries that
an observability engineer might ask. Similarly, an observ-
ability engineer can query views knowing that BQL will
automatically optimize their query and the view together.

7.4 MeshTrek

We now evaluate BQL performance on MeshTrek’s query
instrumenting the Envoy service proxy—a complex query
that involves multiple userspace probes (uprobes). We use a
microbenchmark consisting of two microservices that com-
municate using HTTP/1.1. One service sends requests to
the other, and we deploy Envoy as a sidecar proxy (via the
Istio service mesh) for both services. Each service returns
responses after a fixed 2ms delay. We generate 900 request-
s/second of offered load using the wrk2 request generator.

A good result for BQL would show that even for this com-
plex query, which includes 12 CAUSAL JOIN operators, the
probe effect the BQL implementation causes remains compa-
rable to the original hand-optimized version. Figure 7 shows
the result. The BQL implementation causes slightly higher
probe effect (7.74% vs. 7.52%) than the handwritten imple-
mentation. We inspected BQL’s generated eBPF programs
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and found that it uses more eBPF maps (one per CAUSAL JOIN
operator) than the baseline, explaining the difference.

7.5 osquery

We now compare BQL to the closest prior work, osquery,
in terms of probe effect imposed. osquery provides a wide
range of tables to support observability queries, but focuses
on OS state rather than events. Hence, osquery obtains most
of its data from sources other than eBPF, such as procfs
on Linux. We target osquery’s bpf_socket_events table,
which is based on a hand-written eBPF programs. This table
projects 19 fields (and three osquery metadata fields) from
eBPF programs attached to the enter and exit hooks for the
connect, bind, listen, accept, and accept4 syscalls. In
this experiment, we run a query that calculates the average
duration of socket-related system calls, grouping by the sys-
tem call and process ID, similar to the syscount-join query
in §7.3. We configure osquery to return results every five
seconds. For BQL, we write views that select the same data
from TCP events in the network stack, and run a query that
reports the same data as the query we run in osquery, also
at five second intervals.
We used a synthetic workload that establishes TCP con-

nections in a closed loop on the loopback interface to stress
both systems. osquery dropped data at the default load of
20k connections per second, so we reduced the offered load
to 9k connections per second (BQL is able to handle the orig-
inal 20k connections/second load). We run the experiment
across 25 iterations and calculate the average connection
establishment latency. We report the probe effect relative to
the median of this value for the baseline across the 25 itera-
tions. A good result would show that BQL’s query imposes
comparable or lower probe effect than osquery.

Figure 8 shows the results. osquery causes 5.3× higher me-
dian probe effect than BQL. This happens because osquery

has a fixed table schema and must always extract all infor-
mation necessary to populate its bpf_socket_events table
from the kernel, while BQL can be more selective and extract
only the information that a given query needs. Even though
BQL’s view contains the same fields as the osquery table,
BQL’s projection pushdown optimization removes eBPF code
to extract fields that a given query never uses. This result
shows that BQL’s ability to perform optimizations across
kernel and userspace reduces its queries’ probe effect.

8 Related Work

Observability. Existing observability tools, including both
those in the BCC collection [20] as well as other eBPF-based
frameworks [7, 11, 46] rely on experts to manually write
eBPF programs. Of these, osquery’s [44] is the most similar
to BQL, since it exposes a SQL interface. Two of the tables it
provides gather their data from handwritten eBPF programs.
We compared queries against one such table, containing a
row per active socket, in §7.5, showing that osquery’s inflex-
ible handwritten eBPF programs cause high probe effect.
Bringing Databases to the OS. DBOS [55], OSDB [56],
and BPF-DB [8] all use ideas from the database literature
to interact with OS functionality. DBOS is an OS for com-
pute clusters built on top of a database system. It represents
OS state as tables and columns, so its implementation is
tightly coupled to the schema it provides. In contrast, OSDB
modifies the existing kernel’s implementation to expose a
relational schema. OSDB works by adding new syscalls that
query a SQLite instance that OSDB adds to the kernel. Mean-
while, BPF-DB implements an in-kernel database that eBPF
programs can use. BQL has complementary goals to DBOS
and BPF-DB, and unlike OSDB, it works with an unmodified
kernel; instead, BQL parses the kernel code to expose its
hooks and their related data sources.
eBPF. Beyond observability, researchers have used eBPF to:
re-implement existing kernel functionality more efficiently
or flexibly [10, 25, 26, 28, 39, 60], or alternately offload custom
application processing to the kernel [17, 50, 53, 62]. This wide
variety of eBPF-based applications motivates continued re-
search into improving eBPF programs’ performance. Several
approaches perform compile-time or run-time optimizations
by e.g., merging eBPF tail calls [31], or stochastically explor-
ing bytecode modifications [59]. Instead of focusing on eBPF
programs directly, BQL’s optimizations focus on the over-
all query’s graph of operators. Ongoing work on improving
eBPF programs’ performance is thus complementary to BQL.
Declarative queries in other domains. The idea of intro-
ducing a declarative DSL to simplify extensibility is common
across many domains, including networking [33, 35, 40], file
systems [21], and system configuration [14]. BQL builds on
this body of work but targets observability queries.
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9 Conclusion
BQL makes writing eBPF observability queries easy. This
benefits both observability engineers, who get a convenient
and stable query interface they can easily adapt for their
needs, and eBPF experts, who can support a wide range of
queries with BQL’s views instead of providing inscrutable
off-the-shelf tools.
Evaluation shows that queries in BQL match the perfor-

mance of hand-tuned baselines in all but one case; this case
and our microbenchmarks raise questions about automati-
cally optimizing eBPF programs, which we leave for future
work. BQL shows that eBPF-based observability can be ac-
cessible to engineers without deep kernel or eBPF expertise
through the careful design of stable abstractions.

We will open-source BQL.

10 Master’s Contributions
F.N. contributed to the design and implementation of BQL’s
kernel schema. F.N. wrote a Linux kernel parser that organizes
kernel objects and hookpoints and automatically generates
BQL’s schema. F.N. wrote BQL’s views and queries that imple-
ment 35 out of the 57 BCC programs, identifying the necessary
operators and abstractions to support these queries. Finally, F.N.
helped design and implement BQL’s expressivity evaluation
with results found in Table 1.
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