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Microservices: What’s awesome ? 
  



Microservices: (not-so good parts) 

1. Too many layers [Isolation, security and privacy]
2. Workloads move all over [Scalability, Elasticity]
3. No-organization has full end-to-end visibility [Business secrets]
4. Distance between application developer and deployment increases 

[Separation of concern]
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1. When problems occur, debugging becomes 
exceptionally hard!

2. What tools do people use?
3. Who is responsible for End-to-end System Health 

of all these services?
4. Do Operators know enough about what is running?





X





Enter eBPF





eBPF: Full System Visibility (and much much more !!)
● Trace and debug of third party software!!
● Visibility of whole system deployment
● Bolt On (Application Transparent)

Besides applications in Networking, Security and Storage …



Case Study : Slack Keeps Crashing 



Debugging Slack

From here:  Slack's Secret STDERR Messages (brendangregg.com)

https://brendangregg.com/blog/2021-08-27/slack-crashes-secret-stderr.html
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Summary

eBPF has super powers that gives it unprecedented flexibility and visibility 
to diagnose problems in even third party code!!!



eBPF Internals 



What is eBPF

From here: What is eBPF? An Introduction and Deep Dive into the eBPF Technology

https://ebpf.io/what-is-ebpf/
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User Land probes & kernel probes

From here: What is eBPF? An Introduction and Deep Dive into the eBPF Technology

https://ebpf.io/what-is-ebpf/


Tool chain

From here: life-bpf-program.png

● The process loading the eBPF program 
holds the required capabilities 
(privileges). Unless unprivileged eBPF is 
enabled, only privileged processes can 
load eBPF programs.

● The program does not crash or 
otherwise harm the system.

● The program always runs to completion 
(i.e. the program does not sit in a loop 
forever, holding up further processing).

ELF Object File

https://oswalt.dev/assets/2021/07/life-bpf-program.png








Hands ON 



eBPF is Everywhere!!



Tracing: Syscall Count 
# Syscall count by program
bpftrace -e 'tracepoint:raw_syscalls:sys_enter { @[comm] = count(); }'



Tracing: Software Faults

# Count page faults by process

bpftrace -e 'software:faults:1 { @[comm] = count(); }'



Tracing: Read Bytes By Process

# Read bytes by process:

bpftrace -e 'tracepoint:syscalls:sys_exit_read /args->ret/ { @[comm] = sum(args->ret); }'



Tracing: Disk Size Read By Process

# Trace disk size by process

bpftrace -e 'tracepoint:block:block_rq_issue { printf("%d %s %d\n", pid, comm, args->bytes); }'



Tracing : Block IO Latency



URetProbe : Bash ReadLine

#Print entered bash commands system wide
bashreadline.bt



Tracing: Sample which CPUs are executing processes



Tracing: Active TCP Connections



TCP Connection Latency



Tracing SSL Data
sslsniff-bpfcc



Tracing UserLand Code



Tracing With Uprobes: C code



Tracing With Uprobes: 



Tracing TLS Connections 



On SSL Function Entry



On SSL Function Return



Tracing OpenSSL with Uprobes



Use Cases

1. K8s Observability
2. Network Acceleration
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Pixie : Monitoring Kubernetes Clusters

Slides From: https://lpc.events/event/11/contributions/945/



























Bonus Material



Use Cases

1. K8s Observability
2. Network Acceleration



Content Distribution Networks



Cloudflare CDN



Cloudflare CDN



Cloudflare CDN

1. Edge of infra.
2. HW/SW ?
3. Sophisticated Detection
4. Drop pkts. 



From Here: How to drop 10 million packets per second (cloudflare.com)

Packet Dropping for DDoS Mitigation

socket

App

https://blog.cloudflare.com/how-to-drop-10-million-packets/


From Here: How to drop 10 million packets per second (cloudflare.com)

socket

App

https://blog.cloudflare.com/how-to-drop-10-million-packets/


De-duplicate Network Stack Traversal with eBPF SockMap



Low Cost Service Mesh with eBPF



Conclusion
        a) Where else is eBPF used : Storage, Security, DBMS,Scheduling etc.

        b) What next -- eBPF startups make a lot of money :-)



OPENED Tool for Managing eBPF 
Heterogeneity

Theophilus A. Benson Brown University tab@cs.brown.edu
Palanivel Kodeswaran IBM Research palani.kodeswaran@in.ibm.com
Sayandeep Sen IBM Research sayandes@in.ibm.com

Microservices Observatory (microserviceobservatory.github.io)

https://microserviceobservatory.github.io/newpage.html


One Off Programs

eBPF Programs are Monoliths

Observability

Complex 
Codebase(s)

Network Functions
*Code from a Katran function



Developing a new program

Implications of Monolith on Developer Productivity

Find sub functionality on 
GitHub

Extracting and reusing functionality 
is non-trival

Surprise Step 3: 
Rewrite for your 
target hookpoint

Step 1: Extract lines
Step 2: Identify + 
Extract Deps



The OPENED Vision

Select eBPF 
function of interest

Transform 
Function

OPENED FrameworkeBPF Developer

Extract 
Function

Extends/Builds on
Transformed Function

eBPF Developer



OPENED Vision: Reduce time to new functionality 
development

● Automated extraction of relevant code

● Automated transformation of code
○ Enable moving code between hook-points
○ Enable moving code between programs

● Developer-first automation
○ Extraction + Transformation guided by developer choices


