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Abstract
On May 17th, 2020, Tusla, Ireland’s Child and Family Agency,
was fined 75,000 Euros for violations of General Data Pro-
tection Regulation (GDPR). The reason for this fine is that
information about children was wrongly disclosed to unau-
thorized parties. In this article, we investigate more details in
Tusla’s data breaches.

1 Introduction

On May 17th, 2020, Tusla became the first organization who
was fined for General Data Protection Regulation(GDPR) vi-
olation in the State. The fine was issued by Data Protection
Commission, and the amount of fine was 75000 Euros [8].
The fine was enforced after an investigation that was com-
menced by DPC in October 2019, in respect of data breach
notifications that it had received from Tusla [7].

There were three cases that contributed to this fine, where
information about children was disclosed to unauthorized
parties. The data breaches happened and were reported to
DPC by Tusla during February and May 2019 [6]. In the
first breach, the contact and location information of a mother
and child victim was disclosed to an alleged abuser. In the
second breach, contact, location and school details of foster
parents were accidentally disclosed to a grandparent. Conse-
quently, the grandparent contracted the foster parent. In the
third breach, the address of children in foster care was dis-
closed to their imprisoned father, who used it to correspond
with his children [1].

The fine was issued due to the judgement that it violated
were Article 5 and Article 6.

Background Tusla is a Child and Family Agency, which
is now the State agency responsible for improving wellbeing
and outcomes for children. It is dedicated to children protec-
tion, early intervention and family support services [3]. Tusla
processes personal data to support the protection of children
and for the welfare of families. Thus, the data it processes are

high sensitive, e.g. health and welfare data, as well as criminal
history information.

In these three data breach cases, the date subjects are the
children and their family members involved in the cases. Tusla
is both data controller and data processor.

Cause There is not much information about why this data
breach happened. However, from an article [5] describing the
data breach risks that Tusla suffers, and from its data breach
history [4], we can guess that Tusla was not professional at
protecting their data. According to the article [4], there were
71 breaches in the second half of 2018 and 130 incidents
in 2019. The cases attributed to loss of an unencrypted de-
vice, unauthorized access to personal data, files getting lost or
stolen and deliberate disclosures of sensitive information. The
vast majority of the cases, a total of 163 out of 201, involved
an “employee error or omission” [4]. Thus, my speculation is
that the data breaches involved in this fine were caused by em-
ployee error or omission, where the employees accidentally
sent the information to unauthorized parties.

After the data breaches When those data breaches were
found, Tusla reported the data breaches to DPC in a timely
fashion. After the investigation was completed in October
2019, Data Protection Commission (DPC) confirmed the fine
in May, 2020 [8]. A spokesperson for Tusla said the organ-
isation didn’t intend to contest the fine and will accept and
respect the DPC’s (Data Protection Commission) decision.

2 GDPR Violation

As to this fine that DPC issued to Tusla, DPC claimed that
Tusla violated Article 5 and Article 6, and the type for this
infringement was defined as “Insufficient legal basis for data
processing”. Taking a close look at the article:

Article 5(f) [2] says, personal data shall be processed in
a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful
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processing and against accidental loss, destruction or dam-
age, using appropriate technical or organisational measures
(‘integrity and confidentiality’).

Apparently, Tusla has violated this clause since it disclosed
personal information to unauthorized parties.

Article 6 [2] includes the justifications for lawfulness of
processing, which Tusla lacked. Particularly, the data subjects
include kids, which imposes more strict requirements for data
processing.

3 Prevention

As indicated by the article [4], data breaches in Tusla are
not uncommon. Tusla is suffering high risks of data breach
[5]. For example, there was an inquiry that commenced in
November 2018 regarding 71 personal data breaches. The
cause of the breaches included inappropriate system access,
disclosure by email and post. [6].

While there are some general factors to consider to pro-
tect data confidentiality, integrity and availabilities for any
business, such as risk analysis, necessary encryption of data,
access controls, security of IT equipment, and data backup
and restoration, Tusla has something to focus on particularly.
According to an investigation of data breaches in Tusla [4],
the majority of those cases are caused by employ error or
omission. For example, of 201 cases investigated, 47 were
caused by an error involving sending data to incorrect email
address. 51 cases involved postal address mistakes and 19
cases were described as “record shared in error”. Thus, train-
ing employees to protect data is high priority. To name a
few, the employees should be taught how to reduce risks
when sending correspondence containing personal data. They
should double check that the letter or email is addressed to
the correct recipient and make sure that the recipient is a
trustworthy individual and is entitled to receive the personal
data. If sensitive data are sent, use password to protect them.
The password should be sent to the recipient in another corre-
spondence [9]. Some data breach cases involved stolen files
and loss of devices. This indicated that Tusla also did not
appropriately protect its IT equipments.

All in all, Tusla should hire data protection experts to help
me set up their security settings for data protection or give
them guidelines for set it up by themselves. After the setup, it
is better to have security experts work as employees to protect
the security of their IT equipment, especially network security
on a daily basis. For example, the experts can help them
manage the access control of personal data, make custom data
security policies, train employees and protect their computers
from network attack.

4 Discussion

If Tusla had not reported the data breaches to DPC timely, the
fine would have been larger. The fine seemed fair from Tusla’s
point of view cause they did not intend to appeal. The fine
that Tusla received warns every business of the importance of
compliance with the data protection laws, i.e. GDPR in this
context. DPC also demonstrates its determination to enforce
its power to penalize those who violate GDPR.

5 Conclusion

In this paper, we investigated Tusla’s violation of GDPR in
detail, involving three data breaches in this particular case,
where personal data were accidentally disclosed to unautho-
rized parties. We speculated that the probable reasons causing
those data breaches are employee omission or errors. Then
we give recommendations for prevent data breach from hap-
pening in the future. Especially, training employees to protect
the data Tusla collects and processes is high priority.
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