
Jacqueline

Precise, Dynamic Information Flow for 
Database-Backed Systems



Jacqueline is built on top of an ORM
What is an ORM?

Written in a object oriented language, some examples: Django (python), CakePHP (PHP), 
Apache Cayenne (Java) 

Allows us to make SQL queries using the object oriented paradigm:  Python, PHP, Java, etc.

Maps python object to SQL tables



Jacqueline: similar to Resin
What are the differences?

Resin

● Assertions in the code
● Policy is enforced at execution

 

Jacqueline

● Built on top of ORM
● Policy agnostic

○ What does this mean?
● Separates the policy and 

execution 
○ Executed at computation 

sinks
○ What does this mean?

What are the implications of these differences in practice?



What does it Mean to be Policy 
Agnostic?

Who do we trust in a policy agnostic 
web server?

Who do we not trust?

How are the components different 
between a policy-agnostic web server 
and a standard one?



Faceted Data: What is it?

Faceted data sits in a table filled with variables that describe what this data is in various 
contexts

At the computation sink, the faceted data is evaluated to be public or private (SAT problem)

Say we are throwing a party, but we only want those invited to know where it is:

Id            location                    jid          labels 

1      Chuck E cheese              1          {a}                                    where: a = (user in guest list)

2      Providence County         1         {not a}

 

Python Semantics



The Faceted Data in Faceted Rows

Why is the ORM important?
It maps the facets!

Location can evaluate to either 
“Chuck E. Cheese” or to 
“Providence county” depending on 
the value of a 



This seems like it takes up a lot of space 
How can we make it smaller? Pruning!

Intuition: If we are given a boolean expression, we can simplify it to a 
simpler, equivalent expression 

This means after pruning, given the viewing context, (the user) the policy 
relevant state will not change before output 

So we can do less and get the same outcome!

But can we always prune?



Stress test:
How does Jacqueline affect 
performance?

Exponential! 
Better...

ouch

What do we 
think?
Do you find this 
acceptable?



Discussion
● Say you were designing something like Canvas, would you use Resin or Jacqueline? Why?
● Is this more of a proof of concept such that future languages would incorporate these features? 

Or the beginnings of a potential proposal to actually add them to Python/Django? Or is this not 
the goal at all and it's more pure research? -Sam

● What role should a system like Resin or Jacqueline play in systems design today? Should they 
be common-place or only used in sensitive data contexts? Are frameworks like these 
necessary in order to be compliant in a GDPR world?

● Could this lead to a lot of overconstraint? If we were to use Jacqueline, do we still need checks? Would 
that be too much redundancy? Is it possible to have an approach that does both static as well as 
dynamic information flow control so as to eliminate such problem? -Zhiyuan

● How flexible is this framework to potential needs to change the schema? -Nam


