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Abstract
On July 15, 2019, several media outlets in Bulgaria received
an email from a Russian address containing an 11 GB zip
file containing the names, personal identification numbers,
addresses, telephone numbers, and other personal information
of more than 6 million Bulgarian citizens and foreigners, later
found to be from the Bulgarian National Revenue Agency’s
servers. [8] [18] It is the largest data breach to occur Bulgaria
and the rest of the Balkan states to date and since then there
have been two firings [25] , three arrests [26] , and an official
fine issued by the country’s Data Protection Authority [18]
more than a month later. The events and legal proceedings
succeeding the event are still developing today

1 Background

On July 15, 2019, shortly after 10am, dozens of media outlets
across Bulgaria received an email from a Russian address
containing a zip file of 57 folders containing CSV files totaling
11 GB of personal data from the databases of the Bulgarian
National Revenue Agency (NRA).

The email stated that the attached data was only partial
and that the complete set was actually 21 GB in total. In
addition, it referenced a quote from Wikileaks founder Julian
Assange ("Your government is slowly developing. Your state
of cybersecurity is parody") and suqsequently called for his
release. [23] Verification of the data and press coverage began
that day along with investigations by authorities. [24]

The following day, Bulgarian authorities publicly con-
firmed the scale and authenticity of the data, estimated to
be on around 6 million individuals. [22] An emergency meet-
ing with The Security Council was called by Prime Minister
Boyko Borrisov and, on the same day and a suspect was later
arrested as the suspected perpetrator. The suspect was later
to be identified as 20 year old Christian Boykov, a security
penetration tester of the cybersecurity firm TAD Group. [22]

After the arrest a second email was later received by some
of the same media outlets at around noon claiming that the

breach had been in place for years and that the hacker himself
was a Russian male married to a Bulgarian wife. [22] The
email also threatened to release the rest of the data on the
public internet if the government attempted to hide the truth.

Around a month and a half later, following the firing of two
Senior IT sepcialists at the NRA [25] as well as accusations
and arrest of two more individuals (the Founder and CEO of
the TAD Group, Ivan Todorov and Key Account Manager,
Georigi Yankov) as well as the release of pre-trial evidence by
the Prosecutor’s Office of Bulgaria to support these charges
[5] , the nation’s Data Protection Agency, the Commission for
Personal Data Protection (CPDP) disclosed on August 21 that
the NRA will be made to take corrective action and receive
the fine of 5.1 million BGN ( e2.6 million) on August 29,
citing they had not implemented the ’appropriate technical
and organizational measures’ as a data controller [18]

The NRA motioned to appeal the fine on the same day [11]
and the appeal process is still ongoing along with the criminal
prosecution of the individuals

2 Details of the Breach

The breach was found to have been done through an NRA
Value-Added-Tax (VAT) service active since 2012, months
before the email was sent out. [6] It was reportedly used by
relatively few taxpayers and, as a result, received no upgrades
since. [6]

2.1 The Vulnerability

The lack of upgrades allowed for a simple SQL Injection
attack to be carried out at the login page of the VAT service,
via its name and password fields. [22] An NRA spokesman
reported that the unauthorized access was detected by their
security unit at the end of June [6] when unusual activity was
detected, leading investigators to assume that this was when
the hacker downloaded the data. [22]
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2.2 The Data
According the CPDP, the data breach in total held the infor-
mation of 6,074,140 individuals, 4,104,786 of whom were
living data subjects both Bulgarian citizens and foreigners,
and 1,959,598 individuals already deceased. [18] The cate-
gories of the personal data disclosed were as follows:

i. Names

ii. Personal Identification Numbers of Bulgarian Citizens

iii. Addresses of Bulgarian Citizens

iv. Telephone numbers, email addresses, and other contact
details

v. Annual tax return data of individuals

vi. Data on the personal income tax expense on the income
statement

vii. Data from insurance declarations

viii. Data on health insurance premiums

ix. Data on issued acts for administrative violations

x. Data on completed payments of taxes and social security
liabilities

xi. Data on claimed and refunded Value-Added-Tax paid
abroad

3 Details of the Penalty

3.1 Entities Involved
• Data Subjects: Bulgarian and foreign citizens, deceased

individuals

• Data Controller: National Revenue Agency

• Data Processor: National Revenue Agency

• Data Protection Authority: The Commission for Per-
sonal Data Protection of Bulgaria

3.2 Violators and GDPR articles involved
The violator in this case was the National Revenue Agency
of Bulgaria, fined by the Commission for Personal and Data
Protection for violating Article 32, §1(b) of the GDPR, which
states:

"Taking into account the state of the art... the con-
troller and the processor shall implement appropri-
ate technical and organisational measures to ensure
a level of security appropriate to the risk, including
inter alia as appropriate... the ability to ensure the
ongoing confidentiality, integrity, availability and
resilience of processing systems and services" [1]

The CPDP ruled that the

"NRA, as a data controller, has not implemented the
appropriate technical and organization measures,
resulting in a data breach" [18]

For violating the Article, the CPDP decided to impose
corrective action against the data controller (the NRA) as well
as impose a pecuniary sanction. [14]

3.3 Corrective Measures

In accordance the with Art. 58, §2 (d) and in connection with
Art. 57, §1 (a) and Art. 83, §2 (a)(c)(d)(f) and (g) of the GDPR
, the CPDP issued a decision [18] ordering the NRA to take
the appropriate technical and organizational measures to be
GDPR compliant such as:

• Measures to enhance the protection of personal data pro-
cessing in applications, providing e-services to citizens;

• Performing risk analysis of systems and processing op-
erations, including established rules and functional obli-
gations for the processing of every single information
system;

• Carrying out impact assessments at the event of identi-
fying "high risk" for each system, and the appropriate
measures, which have to be taken;

• Performing an impact assessment on the initial launch
of new information systems and applications.

and to do so in six months, starting the day the Agency re-
ceives the orders. [18]

3.4 Pecuniary Sanction

The penalty fine imposed for violating Article 32, §1(b) of
the GDPR was BGN 5,100,000 (e2,607,479), to represent

[T]he administrative and criminal responsibility of
the NRA, as a data controller, for the unauthorized
access and dissemination of personal data [18]

4 Aftermath

4.1 Effects of the Breach on Data Subjects

According the the NRA, only 189 people had a combination
of data contained in the breach such that they needed change
IDs. [4] The rest of the 4 million Bulgarians affected by
the leak were told to simply be ’more vigilant’ with their
information. [7] On July 25, 2019, ten days after the breach,
a tool and accompanying FAQ were published by the NRA
to allow citizens to check if their personal data had been
unlawfully disclosed in the breach. [10] [12]
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4.2 International Response

As a state taxing agency, the National Revenue Agency nor-
mally performs mandatory automatic exchanges of informa-
tion with the other members of the EU. [12] As of August
30, 2019, the Organisation for Economic Co-operation and
Development (OECD) advised for member states to suspend
these automatic exchanges from being sent to Bulgaria until a
review has been concluded, and stated that the Global Forum
on Tax Transparency and Exchange of Information for Tax
Purposes be suspended as well.

4.3 Arrests and Firings

Since the breach, two senior IT specialists at the NRA were
fired in August. [25] In the same month, and in addition to
the arrest of cybersecurity pentester Christian Boykov of the
TAG Group, the founder and CEO, Ivan Todorov, and the
company’s Key account Manager, Georgi Yankov, have also
been filed criminal charges by the Sofia City Prosecutor’s
Office in August. [20] Their trial is still ongoing.

5 Conclusions

Aside from the attempted cyber-racketeering done by the
TAG Group to allegedly gain clients, this case seems to be
precisely why the GDPR was created. Previous scandals such
as the public disclosure of vulnerabilities in the Bulgarian
Education Ministry’s website in 2017 [26], warnings from
the the country’s leading business organization, the Bulgarian
Industrial Organization, of possible flaws in the governments
data protection systems in 2018 [26], and hardware failure that
affected the trade registry of the Bulgarian Registry Agency
that same year, leaving 25 TB worth of drive data inaccessible
for a week and virtually suspending trade turnover and access
to company ownership information due primarily to a lack of
an adequate backup system. [2] [3].In general, it appears that
the government organizations of Bulgaria have a record of
neglecting to even maintain, back up, or update their computer
systems, much less pay attention to data privacy and security.
Measures like the GDPR allow for corrective measures to be
imposed and backed by law, as it was in this case.

The CPDP also acted quickly, initiating investigations the
day they were made aware of the breach, though likely this
was because of its scale and significance. After the initial
response, a month long investigation was undertaken, culmi-
nating in the release of the CDPR’s verdict and fine amount a
mere month-and-a-half after the emails were received.

This is the first case of such scale to have ever happened
to country of Bulgaria, where the personal information of
almost every single working adult in the country had some
form of their personal data exposed [19]. This marks the event
to definitely be of note in future history books of the country

and potentially a catalyst for more responsible data privacy
and security practices to be pursued in the future.

6 Chronological Summary of Events

• July 15:

Bulgarian media outlets receive an email containing 11
GB of data from Bulgarian National Revenue Agency
(NRA)’s servers from a Russian email address. Verifica-
tion of the data and press coverage begins, s

• July 16:

Bulgarian Authorities admit the theft and that 3% of tax
information had been leaked and had learned from the
media outlets that received the email. [6]

• July 17:

Kristian Boykov, a cybersecurity employee of the TAD
Group cybersecurity firm is arrested on suspicion of per-
petrating the act. [26] Details are released about Kristian
Boykov and his past, including how he made national
new in 2017 after exposing flaws in the Bulgarian Ed-
ucaton Ministry’s website (of which he received praise
from the Deputy Education Minister) [26] In the com-
ing weeks, Boykov’s company the TAD Group is also
accused of ordering the hack for cyber-racketteering and
poilital reasons. [21]

• July 24:

The NRA reports that only 189 people at most need to
change their IDs, while the rest of the 4 million Bulgari-
ans only need to "remain vigilant" [4] [7]

• August 1:

The Prosecutor’s Office publicly disseminates evidence
against the TAG Group [16]

• July 30:

The founder and CEO of the TAD Group Ivan Todorov
is arrested at the Bulgarian Ariport. [9]

• August 21:

Bulgaria’s Data Protection Authority, the Commission
for Personal Data Protection (CPDP), posts on their web-
site about the NRA breach and the decision reached at
meeting held on August 20th to impose a corrective mea-
sure on the NRA to comply with GDPR, though the fine
amount would be specified at a later date

• August 23:

The Prosecutor’s Office of Bulgaria publishes new ev-
idence that accuses the owner of the TAD group, Ivan
Todorov, and its sales director, Georgi Yankov, of order-
ing the hack, while Kristian Boykov is still reported to
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be the perpetrator. The text of the second email sent by
the hacker was found on Kristian Boykov’s computer,
as well as a tape recording between Yankov and an em-
ployee of the company) [15]

• August 23:

The Minister of Finance, Vladislav Goranov states that
the NRA will pay the fine imposed by the CPDP from
its own budget [27]

• August 29:

The CPDP posts on their website formally indicting
the NRA for "as a data controller" for having not "im-
plemented the appropriate technical and organizational
measures, resulting in a data breach". They set the
fine to be imposed on the NRA to be BGN 5,100,000
(e2,607,479). [18] The NRA states that they will ap-
peal [25] and fires its two senior IT specialists.

• August 30:

The Organisation for Economic Co-operation and De-
velopment (OECD) advises for exchange partners to
suspend any data being automatically sent to Bulgaria
until a review has been concluded. They also state for
the Global Forum on Tax Transparency and Exchange
of Information for Tax Purposes suspended exchanges
with the country. [17]

• Sept 13:

Ivan Todorov, the owner of the TAD Group, is arrested by
the app elate special tribunal on charges of incitement to
terrorism, and organizing a criminal group with a useful
purpose [13]
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